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User Guide  
Enterprise Router  

This guide is for reference only and does not imply that the 

product supports all functions in the guide. The functions may 

differ with product models. The actual product prevails.  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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/ƻǇȅǊƛƎƘǘ ǎǘŀǘŜƳŜƴǘ 

/ƻǇȅǊƛƎƘǘ ϭ нлноπнлнп Ltπ/ha bŜǘǿƻǊƪǎ /ƻΦΣ [ǘŘΦ !ƭƭ ǊƛƎƘǘǎ ǊŜǎŜǊǾŜŘΦ 

 ƛǎ ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ ǘǊŀŘŜƳŀǊƪ ƻŦ Ltπ/ha bŜǘǿƻǊƪǎ /ƻΦΣ [ǘŘΦ hǘƘŜǊ ōǊŀƴŘ ŀƴŘ 

ǇǊƻŘǳŎǘ ƴŀƳŜǎ ƳŜƴǘƛƻƴŜŘ ƘŜǊŜƛƴ ŀǊŜ ǘǊŀŘŜƳŀǊƪǎ ƻǊ ǊŜƎƛǎǘŜǊŜŘ ǘǊŀŘŜƳŀǊƪǎ ƻŦ ǘƘŜƛǊ ǊŜǎǇŜŎǘƛǾŜ 

ƘƻƭŘŜǊǎΦ /ƻǇȅǊƛƎƘǘ ƻŦ ǘƘŜ ǿƘƻƭŜ ǇǊƻŘǳŎǘ ŀǎ ƛƴǘŜƎǊŀǘƛƻƴΣ ƛƴŎƭǳŘƛƴƎ ƛǘǎ ŀŎŎŜǎǎƻǊƛŜǎ ŀƴŘ ǎƻŦǘǿŀǊŜΣ 

ōŜƭƻƴƎǎ ǘƻ Ltπ/ha bŜǘǿƻǊƪǎ /ƻΦΣ [ǘŘΦ bƻ ǇŀǊǘ ƻŦ ǘƘƛǎ ǇǳōƭƛŎŀǘƛƻƴ Ŏŀƴ ōŜ ǊŜǇǊƻŘǳŎŜŘΣ 

ǘǊŀƴǎƳƛǘǘŜŘΣ ǘǊŀƴǎŎǊƛōŜŘΣ ǎǘƻǊŜŘ ƛƴ ŀ ǊŜǘǊƛŜǾŀƭ ǎȅǎǘŜƳΣ ƻǊ ǘǊŀƴǎƭŀǘŜŘ ƛƴǘƻ ŀƴȅ ƭŀƴƎǳŀƎŜ ƛƴ ŀƴȅ 

ŦƻǊƳ ƻǊ ōȅ ŀƴȅ ƳŜŀƴǎ ǿƛǘƘƻǳǘ ǘƘŜ ǇǊƛƻǊ ǿǊƛǘǘŜƴ ǇŜǊƳƛǎǎƛƻƴ ƻŦ Ltπ/ha bŜǘǿƻǊƪǎ /ƻΦΣ [ǘŘΦ 

5ƛǎŎƭŀƛƳŜǊ 

tƛŎǘǳǊŜǎΣ ƛƳŀƎŜǎ ŀƴŘ ǇǊƻŘǳŎǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ƘŜǊŜƛƴ ŀǊŜ ŦƻǊ ǊŜŦŜǊŜƴŎŜǎ ƻƴƭȅΦ ¢ƻ ƛƳǇǊƻǾŜ ƛƴǘŜǊƴŀƭ 

ŘŜǎƛƎƴΣ ƻǇŜǊŀǘƛƻƴŀƭ ŦǳƴŎǘƛƻƴΣ ŀƴŘκƻǊ ǊŜƭƛŀōƛƭƛǘȅΣ Ltπ/ha ǊŜǎŜǊǾŜǎ ǘƘŜ ǊƛƎƘǘ ǘƻ ƳŀƪŜ ŎƘŀƴƎŜǎ ǘƻ 

ǘƘŜ ǇǊƻŘǳŎǘǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ǿƛǘƘƻǳǘ ƻōƭƛƎŀǘƛƻƴ ǘƻ ƴƻǘƛŦȅ ŀƴȅ ǇŜǊǎƻƴ ƻǊ 

ƻǊƎŀƴƛȊŀǘƛƻƴ ƻŦ ǎǳŎƘ ǊŜǾƛǎƛƻƴǎ ƻǊ ŎƘŀƴƎŜǎΦ Ltπ/ha ŘƻŜǎ ƴƻǘ ŀǎǎǳƳŜ ŀƴȅ ƭƛŀōƛƭƛǘȅ ǘƘŀǘ Ƴŀȅ ƻŎŎǳǊ 

ŘǳŜ ǘƻ ǘƘŜ ǳǎŜ ƻǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ǇǊƻŘǳŎǘ ƻǊ ŎƛǊŎǳƛǘ ƭŀȅƻǳǘόǎύ ŘŜǎŎǊƛōŜŘ ƘŜǊŜƛƴΦ 9ǾŜǊȅ ŜŦŦƻǊǘ 

Ƙŀǎ ōŜŜƴ ƳŀŘŜ ƛƴ ǘƘŜ ǇǊŜǇŀǊŀǘƛƻƴ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ǘƻ ŜƴǎǳǊŜ ŀŎŎǳǊŀŎȅ ƻŦ ǘƘŜ ŎƻƴǘŜƴǘǎΣ ōǳǘ ŀƭƭ 

ǎǘŀǘŜƳŜƴǘǎΣ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ Řƻ ƴƻǘ ŎƻƴǎǘƛǘǳǘŜ ŀ ǿŀǊǊŀƴǘȅ 

ƻŦ ŀƴȅ ƪƛƴŘΣ ŜȄǇǊŜǎǎ ƻǊ ƛƳǇƭƛŜŘΦ
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ii 

tǊŜŦŀŎŜ 

¢Ƙŀƴƪ ȅƻǳ ŦƻǊ ŎƘƻƻǎƛƴƎ Ltπ/haΦ tƭŜŀǎŜ ǊŜŀŘ ǘƘƛǎ ǳǎŜǊ ƎǳƛŘŜ ōŜŦƻǊŜ ȅƻǳ ǎǘŀǊǘΦ 

!ǇǇƭƛŎŀōƭŜ ƳƻŘŜƭǎ 

¢Ƙƛǎ ǳǎŜǊ ƎǳƛŘŜ ƛǎ ŀǇǇƭƛŎŀōƭŜ ǘƻ ǘƘŜ Ltπ/ha 9ƴǘŜǊǇǊƛǎŜ Routers. All screenshots herein, unless 

otherwise specified, are taken from M30V3.0. 

/ƻƴǾŜƴǘƛƻƴǎ 

¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ 

ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ ŦǳƴŎǘƛƻƴǎ ǎǳǇǇƻǊǘŜŘ ōȅ ŘƛŦŦŜǊŜƴǘ ƳƻŘŜƭǎ ƻǊ ŘƛŦŦŜǊŜƴǘ ǾŜǊǎƛƻƴǎ ƻŦ ǘƘŜ ǎŀƳŜ 

ƳƻŘŜƭ Ƴŀȅ ŘƛŦŦŜǊΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ 

¢ƘŜ ǇǊƻŘǳŎǘ ŦƛƎǳǊŜǎ ŀƴŘ ǎŎǊŜŜƴǎƘƻǘǎ ƛƴ ǘƘƛǎ ƎǳƛŘŜ ŀǊŜ ŦƻǊ ŜȄŀƳǇƭŜǎ ƻƴƭȅΦ ¢ƘŜȅ Ƴŀȅ ōŜ ŘƛŦŦŜǊŜƴǘ 

ŦǊƻƳ ǘƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘǎ ȅƻǳ ǇǳǊŎƘŀǎŜŘΣ ōǳǘ Řƻ ƴƻǘ ŀŦŦŜŎǘ ǘƘŜ ƴƻǊƳŀƭ ǳǎŜΦ 

LŦ ǘƘŜ ŦǳƴŎǘƛƻƴ ƻǊ ǇŀǊŀƳŜǘŜǊ ƛǎ ŘƛǎǇƭŀȅŜŘ ƛƴ ƎǊŀȅ ƻƴ ǘƘŜ ǇǊƻŘǳŎǘ ¦L ƛƴǘŜǊŦŀŎŜΣ ǘƘŜ ǇǊƻŘǳŎǘ ƳƻŘŜƭ 

ƛǎ ƴƻǘ ǎǳǇǇƻǊǘŜŘ ƻǊ Ŏŀƴƴƻǘ ōŜ ƳƻŘƛŦƛŜŘΦ 

Lƴ ǘƘƛǎ ƎǳƛŘŜΣ ǳƴƭŜǎǎ ƻǘƘŜǊǿƛǎŜ ǎǇŜŎƛŦƛŜŘΥ 

ī ¢ƘŜ ǎŎǊŜŜƴǎƘƻǘǎ ǳǎŜ ǘƘŜ ǊƻǳǘŜǊ ƳƻŘŜ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ CƻǊ ƻǘƘŜǊ ǿƻǊƪƛƴƎ ƳƻŘŜǎΣ ǘƘŜ 
ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ 

ī ¢ƘŜ ǎȅǎǘŜƳ ǾŜǊǎƛƻƴ ±мΦрΦс ƻŦ ǘƘŜ tǊƻCƛ ŎƭƻǳŘ ƳŀƴŀƎŜƳŜƴǘ ƛǎ ǳǎŜŘ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ ¢ƘŜ 
ŀŎǘǳŀƭ ƻǇŜǊŀǘƛƻƴ ŀƴŘ ¦L ƛƴǘŜǊŦŀŎŜ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ǾŜǊǎƛƻƴ ǇǊŜǾŀƛƭΦ 

ī ¢ƘŜ ƛh{ ǎȅǎǘŜƳ ƛǎ ǳǎŜŘ ŦƻǊ ƛƭƭǳǎǘǊŀǘƛƻƴ ƘŜǊŜΦ 

¢ƘŜ ǘȅǇƻƎǊŀǇƘƛŎŀƭ ŜƭŜƳŜƴǘǎ ǘƘŀǘ Ƴŀȅ ōŜ ŦƻǳƴŘ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ŀǊŜ ŘŜŦƛƴŜŘ ŀǎ ŦƻƭƭƻǿǎΦ 

Item Presentation Example 

Cascading menus > Choose System > Live Users. 

Parameter and 
value 

Bold Set User Name to Tom. 

Variable Italic Format: XX:XX:XX:XX:XX:XX 

UI control Bold On the Policy page, click the OK button. 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

iii 

¢ƘŜ ǎȅƳōƻƭǎ ǘƘŀǘ Ƴŀȅ ōŜ ŦƻǳƴŘ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ŀǊŜ ŘŜŦƛƴŜŘ ŀǎ ŦƻƭƭƻǿǎΦ 

Symbol Meaning 

 

This format is used to highlight information of importance or special interest. 
Ignoring this type of note may result in ineffective configurations, loss of data or 
damage to the device. 

 
This format is used to highlight a procedure that will save time or resources. 

CƻǊ ƳƻǊŜ ŘƻŎǳƳŜƴǘǎ 

Dƻ ǘƻ ƻǳǊ ǿŜōǎƛǘŜ ŀǘ ǿǿǿΦƛǇπŎƻƳΦŎƻƳΦŎƴ ŀƴŘ ǎŜŀǊŎƘ ŦƻǊ ǘƘŜ ƭŀǘŜǎǘ ŘƻŎǳƳŜƴǘǎ ŦƻǊ ǘƘƛǎ ǇǊƻŘǳŎǘΦ 

¢ŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘ 

/ƻƴǘŀŎǘ ǳǎ ƛŦ ȅƻǳ ƴŜŜŘ ƳƻǊŜ ƘŜƭǇΦ ²Ŝ ǿƛƭƭ ōŜ ƎƭŀŘ ǘƻ ŀǎǎƛǎǘ ȅƻǳ ŀǎ ǎƻƻƴ ŀǎ ǇƻǎǎƛōƭŜΦ 

9Ƴŀƛƭ ŀŘŘǊŜǎǎΥ ƛƴŦƻϪƛǇπŎƻƳΦŎƻƳΦŎƴ 

²ŜōǎƛǘŜΥ ǿǿǿΦƛǇπŎƻƳΦŎƻƳΦŎƴ 

wŜǾƛǎƛƻƴ ƘƛǎǘƻǊȅ 

Ltπ/ha ƛǎ Ŏƻƴǎǘŀƴǘƭȅ ǎŜŀǊŎƘƛƴƎ ŦƻǊ ǿŀȅǎ ǘƻ ƛƳǇǊƻǾŜ ƛǘǎ ǇǊƻŘǳŎǘǎ ŀƴŘ ŘƻŎǳƳŜƴǘŀǘƛƻƴΦ ¢ƘŜ 

ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƛƴŘƛŎŀǘŜǎ ŀƴȅ ŎƘŀƴƎŜǎ ǘƘŀǘ ƳƛƎƘǘ ƘŀǾŜ ōŜŜƴ ƳŀŘŜ ǎƛƴŎŜ ǘƘŜ ǳǎŜǊ ƎǳƛŘŜ ǿŀǎ 

ǊŜƭŜŀǎŜŘΦ 

Version Date Description 

V2.2 2024-04-03 

ī Added the description of Wi-Fi optimization, 
Wireless MAC filtering and User filtering 
function. 

ī Optimized the description of Login to the web 
UI in router mode, Example of configuring the 
VLAN, System status, AP management and 
Authentication. 

ī hǇǘƛƳƛȊŜŘ ǎŜƴǘŜƴŎŜ ŜȄǇǊŜǎǎƛƻƴΦ 

V2.1 2024-01-18 

ī Added the description of Authentication, User 
group, VPN access permission and Network 
diagnosis function. 

ī Optimized the description of View network info, 
AP management, Cloud maintenance and VPN 
function. 

ī hǇǘƛƳƛȊŜŘ ǎŜƴǘŜƴŎŜ ŜȄǇǊŜǎǎƛƻƴΦ 

V1.1 2023-07-10 
ī !ŘŘŜŘ ƳƻŘŜƭ ŘŜǎŎǊƛǇǘƛƻƴ ŀōƻǳǘ aнлπуDπ
tƻ9κaнлπtƻ9Φ 

https://www.ip-com.com.cn/en/
mailto:info@ip-com.com.cn
http://www.ip-com.com.cn/en


¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

iv 

Version Date Description 

ī !ŘŘŜŘ ŦǳƴŎǘƛƻƴ ŘŜǎŎǊƛǇǘƛƻƴ ŀōƻǳǘ ±tb ŎƭƛŜƴǘ 
ŀƴŘ connecting the router to the internet in 
pure AC modeΦ 

V1.0 2023-01-29 Original publication. 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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1  hǇŜǊŀǘƛƴƎ ƳƻŘŜ 

Tip 

¢ƘŜ ƻǇŜǊŀǘƛƴƎ ƳƻŘŜ ƻŦ ǘƘŜ ǊƻǳǘŜǊ Ƴŀȅ ǾŀǊȅ ǿƛǘƘ ƳƻŘŜƭǎΦ 

ī CƻǊ aнлπtƻ9Σ ƻƴƭȅ ǘƘŜ ǊƻǳǘŜǊ ƳƻŘŜ ƛǎ ŀƭƭƻǿŜŘΦ 

ī CƻǊ aнлπуDπtƻ9κaолΣ ǘƘŜ ǊƻǳǘŜǊ ƳƻŘŜ ŀƴŘ ǇǳǊŜ !/ ƳƻŘŜ Ŏŀƴ ōŜ ǳǎŜŘΦ 

/ƘƻƻǎŜ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ƳƻŘŜ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀŎǘǳŀƭ ǎƛǘǳŀǘƛƻƴΦ ¢ƘŜ ǘŜȄǘ ŘŜǎŎǊƛǇǘƛƻƴ ǘŀƪŜǎ 

ǊƻǳǘŜǊ ƳƻŘŜ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ 

ī wƻǳǘŜǊ aƻŘŜΥ ¢ƘŜ ŘŜǾƛŎŜ ƛǎ ǳǎŜŘ ŀǎ ŀ ǊƻǳǘŜǊ ŀƴŘ ǿƛǊŜƭŜǎǎ ŎƻƴǘǊƻƭƭŜǊΣ ǇǊƻǾƛŘƛƴƎ 
ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΣ ǊƻǳǘƛƴƎ ŦƻǊǿŀǊŘΣ !t ƳŀƴŀƎŜƳŜƴǘΣ ōŜƘŀǾƛƻǊ ϧ ŀǳŘƛǘ ŀƴŘ ƻǘƘŜǊ 
ŦǳƴŎǘƛƻƴǎΦ Lƴ ǘƘƛǎ ƳƻŘŜΣ ǘƘŜ ŘŜǾƛŎŜ ƴŜŜŘǎ ǘƻ ǇǊƻŎŜǎǎ ōƻǘƘ ŎƻƴǘǊƻƭ ǇŀŎƪŜǘǎ ŀƴŘ Řŀǘŀ 
ǇŀŎƪŜǘǎΦ 

ī tǳǊŜ !/ aƻŘŜΥ ¢ƘŜ ŘŜǾƛŎŜ ƛǎ ǳǎŜŘ ŀǎ ŀ ǿƛǊŜƭŜǎǎ ŎƻƴǘǊƻƭƭŜǊ ǘƻ ǇǊƻǾƛŘŜ ŦǳƴŎǘƛƻƴǎ ǎǳŎƘ 
ŀǎ !t ƳŀƴŀƎŜƳŜƴǘΣ ōŜƘŀǾƛƻǊ ϧ ŀǳŘƛǘΦ wŜŦŜǊ ǘƻ ǘƘŜ ǇŀƎŜ ŘƛǎǇƭŀȅΦ Lƴ ǘƘƛǎ ƳƻŘŜΣ Řŀǘŀ 
ǇŀŎƪŜǘǎ ƴƻ ƭƻƴƎŜǊ Ǉŀǎǎ ǘƘǊƻǳƎƘ ǘƘŜ ŘŜǾƛŎŜΣ ŀƴŘ ǘƘŜ ŘŜǾƛŎŜ ƻƴƭȅ ƴŜŜŘǎ ǘƻ ǇǊƻŎŜǎǎ 
ŎƻƴǘǊƻƭ ǇŀŎƪŜǘǎΦ 
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1.1  Router mode 

1.1.1  Overview 

Lƴ ǊƻǳǘŜǊ ƳƻŘŜΣ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǳǎŜŘ ŀǎ ŀ ǊƻǳǘŜǊ ŀƴŘ ǿƛǊŜƭŜǎǎ ŎƻƴǘǊƻƭƭŜǊΣ ǿƘƛŎƘ ƛǎ ƎŜƴŜǊŀƭƭȅ 

ŘŜǇƭƻȅŜŘ ŀǘ ǘƘŜ ŜƎǊŜǎǎ ƎŀǘŜǿŀȅ ǘƻ ǇǊƻȄȅ ǘƘŜ [!b ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǎŎŜƴŀǊƛƻǎ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΦ 

 

aŀƴŀƎŜƳŜƴǘ 
ŎƻƳǇǳǘŜǊ 

LƴǘŜǊƴŜǘ 

[!b [!b [!b 

wƻǳǘŜǊ 

/ƻǊŜ ǎǿƛǘŎƘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ м !ŎŎŜǎǎ ǎǿƛǘŎƘ н !ŎŎŜǎǎ ǎǿƛǘŎƘ о 

²!b ǇƻǊǘ 

[!b ǇƻǊǘ 

{ŜǊǾŜǊ 

[!b ǇƻǊǘ 
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1.1.2  Set the router to operate in router mode 

1. Log in to the web UI of the router, and select Router Mode from the mode selection drop-

down menu at the top right of the page. The following figure is for reference only. 

 

2. Confirm the prompt information and click OK. 

 

ππππ9ƴŘ 
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1.2  Pure AC mode 

1.2.1  Overview 

Lƴ ǇǳǊŜ !/ ƳƻŘŜΣ ǘƘŜ ŘŜǾƛŎŜ ƛǎ ǳǎŜŘ ŀǎ ŀ ǿƛǊŜƭŜǎǎ ŎƻƴǘǊƻƭƭŜǊΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŘŜǇƭƻȅŜŘ ǳƴŘŜǊ ǘƘŜ 

ŎƻǊŜ ǎǿƛǘŎƘΦ hƴƭȅ ǎƻƳŜ ŦǳƴŎǘƛƻƴǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘΦ 

¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǎŎŜƴŀǊƛƻǎ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΦ 

 

Tip 

ī ¢ƘŜ ǇǳǊŜ !/ ƳƻŘŜ ƛǎ ǎǳǇǇƻǊǘŜŘ ōȅ aнлπуDπtƻ9 ŀƴŘ aолΦ 

ī Lƴ ǇǳǊŜ !/ ƳƻŘŜΣ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǳǎŜ ǘƘŜ ǊŜƳƻǘŜ ǿŜō ƳŀƴŀƎŜƳŜƴǘΣ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜΣ ŀƴŘ ǊŜƳƻǘŜ 
ŘŜōǳƎƎƛƴƎ ŦǳƴŎǘƛƻƴǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŎƻƴƴŜŎǘ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ ŦƛǊǎǘΦ CƻǊ ŘŜǘŀƛƭǎΣ ǊŜŦŜǊ ǘƻ /ƻƴƴŜŎǘ 
ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ ƛƴ tǳǊŜ !/ ƳƻŘŜΦ 

DŀǘŜǿŀȅ 

LƴǘŜǊƴŜǘ 

[!b [!b [!b 

wƻǳǘŜǊ όǇǳǊŜ !/ ƳƻŘŜύ /ƻǊŜ ǎǿƛǘŎƘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ м !ŎŎŜǎǎ ǎǿƛǘŎƘ н !ŎŎŜǎǎ ǎǿƛǘŎƘ о 

²!b ǇƻǊǘ 

{ŜǊǾŜǊ aŀƴŀƎŜƳŜƴǘ 
ŎƻƳǇǳǘŜǊ 

[!b ǇƻǊǘ 

[!b ǇƻǊǘ 
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1.2.2  Set the router to operate in pure AC mode 

1. Log in to the web UI of the router, and select Pure AC Mode from the mode selection drop-

down menu at the top right of the page. The following figure is for reference only. 

 

2. Confirm the prompt information and click OK. 

 

ππππ9ƴŘ 
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2  [ƻƎƛƴ ŀƴŘ ƭƻƎƻǳǘ 

2.1  Login 
¦Ǉƻƴ ȅƻǳǊ ŦƛǊǎǘ ǳǎŜ ƻǊ ǊŜǎŜǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǳǇ ǘƘŜ ǊƻǳǘŜǊ ōȅ ǊŜŦŜǊǊƛƴƎ ǘƻ ǘƘŜ ǊƻǳǘŜǊϥǎ 

ǉǳƛŎƪ ƛƴǎǘŀƭƭŀǘƛƻƴ ƎǳƛŘŜ όǾƛǎƛǘ ǿǿǿΦƛǇπŎƻƳΦŎƻƳΦŎƴ ǘƻ ŘƻǿƴƭƻŀŘύΦ 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ Ŧƻƭƭƻǿ ǘƘŜ ǇǊƻŎŜŘǳǊŜǎ ōŜƭƻǿΦ 

2.1.1  LAN login 

Log in to the web UI in router mode 

Login with computer 

1. Use an Ethernet cable to connect the management computer to the LAN port of the router, or 

a switch connected to the LAN port of the router. 

2. Start a web browser (such as Chrome) on your computer, and enter ipcwifi.com in the address 

bar to log in to the web UI. 

 

3. Enter the login password, and click Log in. 

Or  

https://www.ip-com.com.cn/en/
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Tip 

LŦ ǘƘŜ ²ǊƻƴƎ ǇŀǎǎǿƻǊŘ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ǇŀƎŜΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

ī ²ƘŜƴ ȅƻǳ ǎŜǘ ǳǇ ǘƘŜ ǊƻǳǘŜǊ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ǘƛƳŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎȅƴŎƘǊƻƴƛȊŜ ǘƘŜ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ŀǎ ǘƘŜ 
ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ ōȅ ŘŜŦŀǳƭǘΦ LŦ ȅƻǳ ŀǊŜ ƴƻǘ ǎǳǊŜ ǿƘŜǘƘŜǊ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ Ƙŀǎ ōŜŜƴ ǎŜǘΣ ŜƴǘŜǊ ǘƘŜ 
ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦ 

ī wŜǎǘƻǊŜ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ŀƴŘ ǊŜǘǊȅΦ bƻǘŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ Ƴǳǎǘ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ŀƎŀƛƴ ŀŦǘŜǊ ǊŜǎǘƻǊŀǘƛƻƴΦ 

ππππ9ƴŘ 

Tip 

LŦ ǘƘŜ ŀōƻǾŜ ǇŀƎŜ ŘƻŜǎ ƴƻǘ ŀǇǇŜŀǊΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

ī 9ƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ŎƻƳǇǳǘŜǊ ƛǎ ǇǊƻǇŜǊƭȅ ŎƻƴƴŜŎǘŜŘ ŀƴŘ ǘƘŜ 9ǘƘŜǊƴŜǘ ŎŀōƭŜ ƛǎ ƴƻǘ ƭƻƻǎŜΦ 

ī {Ŝǘ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ǘƻ hōǘŀƛƴ ŀƴ Lt ŀŘŘǊŜǎǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀƴŘ hōǘŀƛƴ 5b{ ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ 
ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ 

ī wŜǎǘƻǊŜ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ŀƴŘ ǊŜǘǊȅΦ bƻǘŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ Ƴǳǎǘ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ŀƎŀƛƴ ŀŦǘŜǊ ǊŜǎǘƻǊŀǘƛƻƴΦ 

LŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Login with smartphone (Example: M30V3.1) 

Lǘ ƛǎ ǎǳƛǘŀōƭŜ ŦƻǊ ǘƘŜ ǊƻǳǘŜǊ [!b ǇƻǊǘ όtƻ9 ǇƻǿŜǊ ǎǳǇǇƭȅ ǎǳǇǇƻǊǘŜŘύ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ !t ƻǊ 

ǘƘŜ tƻ9 ǎǿƛǘŎƘ ƻƴ ǘƘŜ [!b ǎƛŘŜ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ !tΦ 

1. Connect a WiFi-enabled device such as a smartphone ǘƻ ǘƘŜ !tΩǎ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪΦ 

ī !tǎ ǘƘŀǘ ƘŀǾŜ ōŜŜƴ ƳŀƴŀƎŜŘ ōȅ ǘƘŜ ǊƻǳǘŜǊΥ ¢ƘŜ {{L5 όǿƛǊŜƭŜǎǎ ƴŀƳŜύ ŀƴŘ ǿƛǊŜƭŜǎǎ 
ǇŀǎǎǿƻǊŘ ƘŀǾŜ ōŜŜƴ ǎŜǘ ōȅ ȅƻǳΦ LŦ ƴƻǘΣ ǘƘŜ ŘŜŦŀǳƭǘ {{L5 ƛǎ Ltπ/haψ······ ό······ ƛǎ 
ǘƘŜ ƭŀǎǘ ǎƛȄ ŘƛƎƛǘǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊϥǎ a!/ ŀŘŘǊŜǎǎ ƻƴ ǘƘŜ ƭŀōŜƭ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ bƻ ǇŀǎǎǿƻǊŘ 
ōȅ ŘŜŦŀǳƭǘύΦ 

ī !tǎ ǘƘŀǘ ƘŀǾŜ ƴƻǘ ōŜŜƴ ƳŀƴŀƎŜŘ ōȅ ǘƘŜ ǊƻǳǘŜǊΥ ¢ƘŜ {{L5 ŀƴŘ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ƛǎ 
ǘƘŜ ŜȄƛǎǘƛƴƎ {{L5 ŀƴŘ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ƻŦ ǘƘŜ !tΦ 

2. Start a browser on your smartphone, and enter ipcwifi.com in the address bar to log in to the 

web UI. 

3. Enter the login password, and click Log in. 

 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Tip 

LŦ ǘƘŜ ²ǊƻƴƎ ǇŀǎǎǿƻǊŘ ƛǎ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ ǇŀƎŜΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

ī ²ƘŜƴ ȅƻǳ ǎŜǘ ǳǇ ǘƘŜ ǊƻǳǘŜǊ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ǘƛƳŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǎȅƴŎƘǊƻƴƛȊŜ ǘƘŜ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ŀǎ ǘƘŜ 
ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ ōȅ ŘŜŦŀǳƭǘΦ LŦ ȅƻǳ ŀǊŜ ƴƻǘ ǎǳǊŜ ǿƘŜǘƘŜǊ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ Ƙŀǎ ōŜŜƴ ǎŜǘΣ ŜƴǘŜǊ ǘƘŜ 
ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦ 

ī wŜǎǘƻǊŜ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ŀƴŘ ǊŜǘǊȅΦ bƻǘŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ Ƴǳǎǘ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ŀƎŀƛƴ ŀŦǘŜǊ ǊŜǎǘƻǊŀǘƛƻƴΦ 

ππππ9ƴŘ 

Tip 

LŦ ǘƘŜ ŀōƻǾŜ ǇŀƎŜ ŘƻŜǎ ƴƻǘ ŀǇǇŜŀǊΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

ī 9ƴǎǳǊŜ ǘƘŀǘ ǘƘŜ !t ƛǎ ǿƻǊƪƛƴƎ ǇǊƻǇŜǊƭȅ ŀƴŘ ǘƘŜ ǎƳŀǊǘǇƘƻƴŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ŎƻǊǊŜŎǘ ǿƛǊŜƭŜǎǎ 
ƴŜǘǿƻǊƪΦ 

ī ²ƘŜƴ ƭƻƎƎƛƴƎ ƛƴ ǳǎƛƴƎ ȅƻǳǊ ǎƳŀǊǘǇƘƻƴŜΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ŎŜƭƭǳƭŀǊ ƴŜǘǿƻǊƪ όƳƻōƛƭŜ Řŀǘŀύ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ƛǎ 
ŘƛǎŀōƭŜŘΦ 

ī wŜǎǘƻǊŜ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ŀƴŘ ǊŜǘǊȅΦ bƻǘŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ Ƴǳǎǘ ōŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ŀƎŀƛƴ ŀŦǘŜǊ ǊŜǎǘƻǊŀǘƛƻƴΦ 

LŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Log in to the web UI in pure AC mode 

1. Use an Ethernet cable to connect the management computer to the LAN port of the router, or 

a switch connected to the LAN port of the router. 

2. Configure the IP address of the management computer to one in the same network segment 

as the router. 

CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ мфнΦмсуΦлΦнрнΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ 

ŎƻƳǇǳǘŜǊ ǘƻ мфнΦмсуΦлΦ· ό· ǊŀƴƎŜǎ ŦǊƻƳ н ǘƻ нрм ŀƴŘ ƛǎ ƴƻǘ ƻŎŎǳǇƛŜŘ ōȅ ƻǘƘŜǊ ŘŜǾƛŎŜǎύΣ ŀƴŘ 

ǎǳōƴŜǘ Ƴŀǎƪ ǘƻ нррΦнррΦнррΦлΦ 

 

3. Start a browser on the computer and visit the IP address (192.168.0.252 by default) of the 

router. 

 

4. Enter the login password, and click Log in. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Or  

πππ9ƴŘ 

Tip 

ī ¢ƘŜ ǇǳǊŜ !/ ƳƻŘŜ ƛǎ ǎǳǇǇƻǊǘŜŘ ōȅ aнлπуDπtƻ9 ŀƴŘ aолΦ 

ī LŦ ǘƘŜ ŀōƻǾŜ ǇŀƎŜ ŘƻŜǎ ƴƻǘ ŀǇǇŜŀǊΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ 9ǘƘŜǊƴŜǘ ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ŎƻƳǇǳǘŜǊ ŎƻǊǊŜŎǘƭȅ ŀƴŘ ǎŜŎǳǊŜƭȅΦ 

LŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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2.1.2  Remote login 

¢ƘŜ ƭƻƎƛƴ ƳƻŘŜ ƛǎ ŀǇǇƭƛŎŀōƭŜ ǿƘŜƴ ǘƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŜƴŀōƭŜŘ ǘƘŜ wŜƳƻǘŜ ²Ŝō aŀƴŀƎŜƳŜƴǘ 

ŦǳƴŎǘƛƻƴΦ 

Tip 

.ŜŦƻǊŜ ǳǎƛƴƎ ǘƘƛǎ ƳƻŘŜ ǘƻ ƭƻƎ ƛƴΣ ŜƴǎǳǊŜ ǘƘŀǘ ȅƻǳǊ ŎƭƛŜƴǘ Ƙŀǎ ōŜŜƴ ŀƭƭƻǿŜŘ ǘƻ ǊŜƳƻǘŜƭȅ ŀŎŎŜǎǎ ǘƘŜ ǊƻǳǘŜǊΦ 

1. Start a web browser (such as Chrome) on a client connected to the internet, and access the 

router's remote management address. The following figure is for reference only. 

 

2. Enter the login password, and click Log in. 

 

ππππ9ƴŘ 

LŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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2.2  Logout 
!ŦǘŜǊ ȅƻǳ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƭƻƎ ȅƻǳ ƻǳǘ ƛŦ ǘƘŜǊŜ ƛǎ 

ƴƻ ƻǇŜǊŀǘƛƻƴ ǿƛǘƘƛƴ ǘƘŜ [ƻƎƛƴ ¢ƛƳŜƻǳǘΦ !ƭǘŜǊƴŀǘƛǾŜƭȅΣ ȅƻǳ Ŏŀƴ ŘƛǊŜŎǘƭȅ ŎƭƛŎƪ 9Ȅƛǘ ƛƴ ǘƘŜ ǳǇǇŜǊ 

ǊƛƎƘǘ ŎƻǊƴŜǊ ǘƻ ŜȄƛǘ ǘƘŜ ǿŜō ¦LΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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3  ²Ŝō ¦L 

3.1  Web layout 
¢ƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ Ŏƻƴǎƛǎǘǎ ƻŦ ŦƻǳǊ ǎŜŎǘƛƻƴǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ƭŜǾŜƭπм ƴŀǾƛƎŀǘƛƻƴ ōŀǊΣ ƭŜǾŜƭπн 

ƴŀǾƛƎŀǘƛƻƴ ōŀǊΣ ƭŜǾŜƭπо ƴŀǾƛƎŀǘƛƻƴ ōŀǊ ŀƴŘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǊŜŀΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Tip 

CŜŀǘǳǊŜǎ ŀƴŘ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ƎǊŀȅ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ǘƘŜȅ ŀǊŜ ƴƻǘ ŀǾŀƛƭŀōƭŜ ƻǊ Ŏŀƴƴƻǘ ōŜ ŎƘŀƴƎŜŘ ǳƴŘŜǊ ǘƘŜ ŎǳǊǊŜƴǘ 
ŎƻƴŘƛǘƛƻƴΦ 

NO. Name Description 

 Level-1 navigation bar 

Used to display the function menu of the router. Users can select 
functions in the navigation bars and the configuration appears in the 
configuration area. 

 Level-2 navigation bar 

 Level-3 navigation bar 

 Configuration area Used to view and modify the configuration. 

 

 

 
 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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3.2  Common buttons 
¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ŘŜǎŎǊƛōŜǎ ǘƘŜ ŎƻƳƳƻƴ ōǳǘǘƻƴǎ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ŘŜǾƛŎŜΦ 

Common buttons Description 

 Used to add new rules on the current page. 

 
Used to save the configuration on the current page and enable the configuration 
to take effect. 

 
Used to restore the original configuration without saving the configuration on 
the current page. 

Edit Used to edit the rules, policies or information. 

Delete Used to delete the rules on the current page. 

 Used to view the help information for the current page. 

 Used to view the help information of the corresponding setting. 

 
Used to customize the list parameters to be displayed, or restore the list 
parameters display to the default state. 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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4  {ȅǎǘŜƳ ǎǘŀǘǳǎ 

4.1  View network information 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ {ȅǎǘŜƳ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Lƴ ǘƘŜ bŜǘǿƻǊƪ LƴŦƻ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǉǳƛŎƪƭȅ ǾƛŜǿ ǘƘŜ ²!b ǇƻǊǘ ƴŜǘǿƻǊƪ ǎǘŀǘǳǎ ŀƴŘ 

ŎƻƴƴŜŎǘƛƻƴ ŘǳǊŀǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ CƻǊ ŘŜǘŀƛƭǎΣ ǊŜŦŜǊ ǘƻ /ƘŜŎƪ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘǳǎΦ 

 

LŦ ŀƴ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ȅƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǊŜŘƛǊŜŎǘ ǘƻ ǘƘŜ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ ǇŀƎŜ 

ŀƴŘ ŎƘŜŎƪ ƛǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 

 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

17 

4.2  View system resource information 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ {ȅǎǘŜƳ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Lƴ ǘƘŜ {ȅǎǘŜƳ wŜǎƻǳǊŎŜ LƴŦƻǊƳŀǘƛƻƴ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ǎȅǎǘŜƳ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ 

ǊƻǳǘŜǊΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Operating Mode Specifies the current operating mode of the router. 

Running Duration Specifies the time during which this router is operating since the last reboot. 

System Time Specifies the current system time of the router. 

Firmware Specifies the current firmware version of the router. 

CPU Specifies the CPU usage of the router. 

Memory Specifies the memory usage of the router. 

SN 
Specifies the serial number of the router, which is a unique identifier of the 
router. It can generally be found on the label of the router. 

Cloud Platform 
Management 

Specifies whether the router is connected to the cloud platform. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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4.3  View running quality monitoring 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ {ȅǎǘŜƳ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Lƴ ǘƘŜ wǳƴƴƛƴƎ vǳŀƭƛǘȅ aƻƴƛǘƻǊƛƴƎ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ŀōƴƻǊƳŀƭ ƭƻƎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ ! 

ƳŀȄƛƳǳƳ ƻŦ мл ƭŀǘŜǎǘ ƭƻƎǎ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘΦ CƻǊ ŘŜǘŀƛƭǎΣ ŎƭƛŎƪ ±ƛŜǿ 5Ŝǘŀƛƭǎ ǘƻ ǊŜŘƛǊŜŎǘ ǘƻ 

bŜǘǿƻǊƪ aƻƴƛǘƻǊƛƴƎ [ƻƎǎ ǇŀƎŜΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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4.4  View statistics of terminals 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ {ȅǎǘŜƳ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Lƴ ǘƘŜ {ǘŀǘƛǎǘƛŎǎ ƻŦ ǘŜǊƳƛƴŀƭǎ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ƴǳƳōŜǊ ƻŦ 

ǳǎŜǊǎ ŀƴŘ ǎŜǎǎƛƻƴǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǊƻǳǘŜǊΣ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƻƴƭƛƴŜ ŀƴŘ ƻŦŦƭƛƴŜ !tǎ ƳŀƴŀƎŜŘ ōȅ 

ǘƘŜ ǊƻǳǘŜǊΣ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǳǎŜǊǎ ŎǳǊǊŜƴǘƭȅ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ нΦп DIȊ ŀƴŘ р DIȊ ƴŜǘǿƻǊƪΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Online Users Specifies the total number of current online users. 

Authenticated 
Clients 

Specifies the number of online devices that have been authenticated and 
connected to the router. 

Real-time Sessions Specifies the number of concurrent connections of the router. 

Online APs Specifies the number of online APs. For details, refer to AP list and maintenance. 

Abnormal APs Specifies the number of offline APs. For details, refer to AP list and maintenance. 

2.4 GHz Users 
Specifies the number of users connected to the 2.4 GHz network. For details, 
refer to Wireless user information. 

5 GHz Users 
Specifies the number of users connected to the 5 GHz network. For details, refer 
to Wireless user information. 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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4.5  View port information 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ {ȅǎǘŜƳ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Lƴ ǘƘŜ tƻǊǘ LƴŦƻ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ōŀǎƛŎ ǎǘŀǘǳǎ ƻŦ ŜŀŎƘ ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ IƻǾŜǊ ǘƘŜ 

ƳƻǳǎŜ ƻǾŜǊ ǘƘŜ ǇƻǊǘ ƛŎƻƴ ǘƻ ǾƛŜǿ ǘƘŜ ǇƘȅǎƛŎŀƭ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘǳǎΣ Lt ŀŘŘǊŜǎǎ ŀƴŘ ƻǘƘŜǊ 

ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ŜŀŎƘ ǇƻǊǘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Ports 

Specifies the roles and connection status of each port of the router. Only 
M30 has a USB port and supports USB devices insertion. 

: Green means connected, and the rate is 10 Gbps/1 Gbps. 

: Orange means connected, and the rate is 100 Mbps/10 Mbps. 

: Grey means disconnected. 

LAN Port Info 

Hardware 
Connection 

Specifies the connection status of the LAN port. 

ī Connection not detected in red indicates that the Ethernet 
cable is not properly connected. 

ī Connected indicates that the Ethernet cable is properly 
connected and the rate is being negotiated. 

IP Address Specifies the IPv4 address of the LAN port. 

Subnet Mask Specifies the subnet mask of the LAN port. 

MAC Address Specifies the MAC address of the LAN port. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

VLAN Info Specifies the VLAN of the LAN port. 

WAN Port Info Specifies the connection status of the WAN port. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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4.6  View WAN real-time rate (Router mode) 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ {ȅǎǘŜƳ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Lƴ ǘƘŜ ²!b wŜŀƭπǘƛƳŜ wŀǘŜ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ǊŀǘŜǎ ƻŦ ŀƭƭ ²!b 

ǇƻǊǘǎ ƻǊ ŀ ŎŜǊǘŀƛƴ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

/ƭƛŎƪ ǘƘŜ ŘǊƻǇπŘƻǿƴ ōƻȄ ƴŜȄǘ ǘƻ ²!b wŜŀƭπǘƛƳŜ wŀǘŜ ǘƻ ǎŜƭŜŎǘ ŀ ŎŜǊǘŀƛƴ ²!b ǇƻǊǘ ƻŦ ǘƘŜ 

ǊƻǳǘŜǊΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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4.7  View number of online clients (Pure AC mode) 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƭƛŎƪ {ȅǎǘŜƳ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Lƴ ǘƘŜ bƻΦ ƻŦ hƴƭƛƴŜ /ƭƛŜƴǘǎ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ǊŜŀƭπǘƛƳŜ ŎƘŀƴƎŜǎ ƛƴ ǘƘŜ ƴǳƳōŜǊ ƻŦ 

ǳǎŜǊǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ !tϥǎ нΦп DIȊ ŀƴŘ р DIȊ ƴŜǘǿƻǊƪΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

24 

5  bŜǘǿƻǊƪ 

5.1  Internet settings 
IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ǎƻ ǘƘŀǘ 

ƳǳƭǘƛǇƭŜ ŘŜǾƛŎŜǎ ƛƴ ǘƘŜ [!b Ŏŀƴ ǎƘŀǊŜ ǘƘŜ ōǊƻŀŘōŀƴŘ ǎŜǊǾƛŎŜΦ 

5.1.1  No. of WAN ports 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

Lƴ ǘƘŜ bƻΦ ƻŦ ²!b tƻǊǘǎ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ǊŀǘŜ ǘȅǇŜ ƻŦ ǘƘŜ ²!b ǇƻǊǘ ŀƴŘ ǎŜǘ ǘƘŜ 

ƴǳƳōŜǊ ƻŦ ²!b ǇƻǊǘǎΦ ̧ƻǳ Ŏŀƴ ŀƭǎƻ ǾƛŜǿ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘǳǎ ŀƴŘ ǘƘŜ ǇǊƻǇŜǊǘƛŜǎ ƻŦ ŜŀŎƘ 

9ǘƘŜǊƴŜǘ ǇƻǊǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Interface Specifies the rate type of the port. 

No. of WAN Ports 
Specifies the number of WAN ports. The number of default WAN ports varies 
according to router models. You can change the WAN port number as required. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

Port Status 

Specifies the port type and the connection status. 

: The port is connected properly. 

: The port is disconnected or not connected properly. 

5.1.2  Set the internet 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

Lƴ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ {ŜǘǘƛƴƎǎ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǘƘŜ ƛƴǘŜǊƴŜǘ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ²!b ǇƻǊǘΦ 

/ƻƴƴŜŎǘƛƻƴ ǘȅǇŜǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛƴŎƭǳŘŜ tttƻ9Σ 5ȅƴŀƳƛŎ Lt !ŘŘǊŜǎǎ ŀƴŘ {ǘŀǘƛŎ Lt !ŘŘǊŜǎǎΦ 

Tip 

ī ¢ƘŜ ƴǳƳōŜǊ ƻŦ ŘŜŦŀǳƭǘ ²!b ǇƻǊǘǎ ǾŀǊƛŜǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ǊƻǳǘŜǊ ƳƻŘŜƭǎΦ ²!bм ƛǎ ǳǎŜŘ ŀǎ ŀƴ ŜȄŀƳǇƭŜΣ ŀƴŘ 
ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŦƻǊ ƻǘƘŜǊ ²!b ǇƻǊǘǎ ŀǊŜ ǎƛƳƛƭŀǊΦ 

ī !ƭƭ ƛƴǘŜǊƴŜǘ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǊŜ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ LŦ ȅƻǳ ŀǊŜ ƴƻǘ ǎǳǊŜΣ ŎƻƴǘŀŎǘ 
ȅƻǳǊ L{t ŦƻǊ ƘŜƭǇΦ 

PPPoE 

LŦ ǘƘŜ L{t ǇǊƻǾƛŘŜǎ ȅƻǳ ǿƛǘƘ ŀ tttƻ9 ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΣ ȅƻǳ Ŏŀƴ ŎƘƻƻǎŜ ǘƘƛǎ ŎƻƴƴŜŎǘƛƻƴ 

ǘȅǇŜ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ 

1. Log in to the web UI of the router, and navigate to Network > Internet Settings. 

2. Set the ISP Type, which is Normal in this example. 

3. Select tttƻ9 for Connection Type. 

4. Enter the PPPoE user name and password provided by the ISP. 

5. Click Connect. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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ππππ9ƴŘ 

²ŀƛǘ ŦƻǊ ŀ ƳƻƳŜƴǘΦ ¸ƻǳ Ŏŀƴ ǾƛŜǿ ǊŜƭŀǘŜŘ ƛƴǘŜǊƴŜǘ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎ 

ƳƻŘǳƭŜΦ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

ISP Type 

Specifies the type of your ISP, such as Normal, Russia, Unifi, Maxis and Manual. 
Parameters required for each option may differ. 

Refer to the following to choose your connection type: 

ī Normal: It specifies a common ISP type. Select this option by default. 

ī Unifi and Maxis: Select these options when your ISP provides specific 
parameters such as Internet VLAN ID and IPTV VLAN ID. Internet VLAN 
ID and IPTV VLAN ID cannot be changed. 

ī Russia: It is the access type provided by Russia. Select this option when 
your ISP provides dual access information. 

ī Manual: Select this option when your ISP provides VLAN ID 
information. You can configure the Internet VLAN ID and IPTV VLAN ID 
as required. 

If you are not sure, contact your ISP for help. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

Connection Type 

Specifies how your router connects to the internet, including: 

ī PPPoE: Select this type if you access the internet using the PPPoE user 
name and PPPoE password. 

ī Dynamic IP Address: Select this type if you can access the internet by 
simply plugging in an Ethernet cable. 

ī Static IP Address: Select this type if you want to access the internet 
using fixed IP information. 

ī Russia PPPoE, Russia PPTP and Russia L2TP: They are available only 
when you set ISP Type to Russia. The specific configuration is 
completed according to the requirements of the ISP. 

PPPoE User name 

Specify the PPPoE user name and password provided by the ISP. 

PPPoE Password 

Server Name 

Specifies the name of the PPPoE server, also called the AC name. Used by the 
router to verify the validity of the PPPoE server. 

The Server Name is optional. 

Note 

¢ƻ ŀǾƻƛŘ ŘƛŀƭƛƴƎ ŦŀƛƭǳǊŜǎΣ Řƻ ƴƻǘ ǎŜǘ ǘƘƛǎ ǇŀǊŀƳŜǘŜǊ ƛŦ ȅƻǳǊ L{t ŘƻŜǎ ƴƻǘ ǇǊƻǾƛŘŜ 
ǘƘŜ ǎŜǊǾŜǊ ƴŀƳŜΦ 

Service Name 

Specifies the name of the PPPoE service. Used by the PPPoE server to verify the 
validity of the router. 

The Service Name is optional. 

Note 

¢ƻ ŀǾƻƛŘ ŘƛŀƭƛƴƎ ŦŀƛƭǳǊŜǎΣ Řƻ ƴƻǘ ǎŜǘ ǘƘƛǎ ǇŀǊŀƳŜǘŜǊ ƛŦ ȅƻǳǊ L{t ŘƻŜǎ ƴƻǘ ǇǊƻǾƛŘŜ 
ǘƘŜ ǎŜǊǾƛŎŜ ƴŀƳŜΦ 

Primary DNS Manually enter primary or secondary DNS servers. 

When the DNS server obtained automatically cannot resolve the URL normally, 
you can manually enter the correct primary or secondary DNS server here. 

The Primary DNS and Secondary DNS are optional. Secondary DNS 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Dynamic IP address 

LŦ ǘƘŜ L{t ŘȅƴŀƳƛŎŀƭƭȅ ŀǎǎƛƎƴǎ ȅƻǳ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƛƴŦƻǊƳŀǘƛƻƴΣ ȅƻǳ Ŏŀƴ ŎƘƻƻǎŜ ǘƘƛǎ ŎƻƴƴŜŎǘƛƻƴ 

ǘȅǇŜ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ 

1. Log in to the web UI of the router, and navigate to Network > Internet Settings. 

2. Set the ISP Type, which is Normal in this example. 

3. Select Dynamic IP Address for Connection Type. 

4. Click Connect. 

 

ππππ9ƴŘ 

²ŀƛǘ ŦƻǊ ŀ ƳƻƳŜƴǘΦ ¸ƻǳ Ŏŀƴ ǾƛŜǿ ǊŜƭŀǘŜŘ ƛƴǘŜǊƴŜǘ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎ 

ƳƻŘǳƭŜΦ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

ISP Type 

Specifies the type of your ISP, such as Normal, Russia, Unifi, Maxis and Manual. 
Parameters required for each option may differ. 

Refer to the following to choose your connection type: 

ī Normal: It specifies a common ISP type. Select this option by default. 

ī Unifi and Maxis: Select these options when your ISP provides specific 
parameters such as Internet VLAN ID and IPTV VLAN ID. Internet VLAN ID 
and IPTV VLAN ID cannot be changed. 

ī Russia: It is the access type provided by Russia. Select this option when 
your ISP provides dual access information. 

ī Manual: Select this option when your ISP provides VLAN ID information. 
You can configure the Internet VLAN ID and IPTV VLAN ID as required. 

If you are not sure, contact your ISP for help. 
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Parameter Description 

Connection Type 

Specifies how your router connects to the internet, including: 

ī PPPoE: Select this type if you access the internet using the PPPoE user 
name and PPPoE password. 

ī Dynamic IP Address: Select this type if you can access the internet by 
simply plugging in an Ethernet cable. 

ī Static IP Address: Select this type if you want to access the internet using 
fixed IP information. 

ī Russia PPPoE, Russia PPTP and Russia L2TP: They are available only when 
you set ISP Type to Russia. The specific configuration is completed 
according to the requirements of the ISP. 

Primary DNS Manually enter primary or secondary DNS servers. 

When the DNS server obtained automatically cannot resolve the URL normally, you 
can manually enter the correct primary or secondary DNS server here. 

The Primary DNS and Secondary DNS are optional. 
Secondary DNS 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

30 

Static IP address 

LŦ ǘƘŜ L{t ǇǊƻǾƛŘŜǎ ȅƻǳ ǿƛǘƘ ǘƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎΣ ǎǳōƴŜǘ ƳŀǎƪΣ ŘŜŦŀǳƭǘ ƎŀǘŜǿŀȅ ŀƴŘ 5b{ ǎŜǊǾŜǊ 

ƛƴŦƻǊƳŀǘƛƻƴΣ ȅƻǳ Ŏŀƴ ŎƘƻƻǎŜ ǘƘƛǎ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ 

1. Log in to the web UI of the router, and navigate to Network > Internet Settings. 

2. Set the ISP Type, which is Normal in this example. 

3. Select Static IP Address for Connection Type. 

4. Enter the IP Address, Subnet Mask, Default Gateway, Primary DNS and Secondary DNS 

provided by the ISP. 

5. Click Connect. 

 

ππππ9ƴŘ 

²ŀƛǘ ŦƻǊ ŀ ƳƻƳŜƴǘΦ ¸ƻǳ Ŏŀƴ ǾƛŜǿ ǊŜƭŀǘŜŘ ƛƴǘŜǊƴŜǘ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎ 

ƳƻŘǳƭŜΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

ISP Type 

Specifies the type of your ISP, such as Normal, Russia, Unifi, Maxis and Manual. 
Parameters required for each option may differ. 

Refer to the following to choose your connection type: 

ī Normal: It specifies a common ISP type. Select this option by default. 

ī Unifi and Maxis: Select these options when your ISP provides specific 
parameters such as Internet VLAN ID and IPTV VLAN ID. Internet VLAN 
ID and IPTV VLAN ID cannot be changed. 

ī Russia: It is the access type provided by Russia. Select this option when 
your ISP provides dual access information. 

ī Manual: Select this option when your ISP provides VLAN ID information. 
You can configure the Internet VLAN ID and IPTV VLAN ID as required. 

If you are not sure, contact your ISP for help. 

Connection Type 

Specifies how your router connects to the internet, including: 

ī PPPoE: Select this type if you access the internet using the PPPoE user 
name and PPPoE password. 

ī Dynamic IP Address: Select this type if you can access the internet by 
simply plugging in an Ethernet cable. 

ī Static IP Address: Select this type if you want to access the internet 
using fixed IP information. 

ī Russia PPPoE, Russia PPTP and Russia L2TP: They are available only 
when you set ISP Type to Russia. The specific configuration is 
completed according to the requirements of the ISP. 

IP Address 

Enter the IP Address, Subnet Mask, Default Gateway, Primary DNS and Secondary 
DNS provided by the ISP. 

Tip 

If the ISP only provides one DNS address, the Secondary DNS is not required. 

Subnet Mask 

Default Gateway 

Primary DNS 

Secondary DNS 

5.1.3  Check connection status 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

Lƴ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎ ƳƻŘǳƭŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ƴŜǘǿƻǊƪ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ²!b 

ǇƻǊǘ LtǾпΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ 9ǘƘŜǊƴŜǘ ǇƻǊǘ ŎƻƴƴŜŎǘƛƻƴ ǊŀǘŜ ŀƴŘ ŘǳǇƭŜȄ ƳƻŘŜΣ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘǳǎΣ 

ŘǳǊŀǘƛƻƴ ŀƴŘ Lt ŀŘŘǊŜǎǎΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Hardware Connection 

Specifies the negotiation rate and duplex mode of the WAN port. 

If the display is abnormal, you can troubleshoot based on the information on the 
page and the current environment. 

Status 

Specifies the connection status of the WAN port of the router. 

ī Connected: The WAN port of the router has been plugged into the 
Ethernet cable, and the IPv4 address information has been obtained. 

ī Connecting...: The router is connecting to the upstream network 
device. 

ī Disconnected: If it is not connected or fails to connect, check the 
Ethernet cable connection status and internet settings, or contact the 
corresponding ISP for help. 

If other status information is displayed, take corresponding measures according 
to the network status prompt information. 

Duration {ǇŜŎƛŦƛŜǎ ǘƘŜ ƭŀǘŜǎǘ ŘǳǊŀǘƛƻƴ ƻŦ ǘƘŜ ²!b ǇƻǊǘ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪΦ 

IP Address {ǇŜŎƛŦƛŜǎ ǘƘŜ LtǾп ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ²!b ǇƻǊǘΦ 

Subnet Mask {ǇŜŎƛŦƛŜǎ ǘƘŜ ǎǳōƴŜǘ Ƴŀǎƪ ƻŦ ǘƘŜ ²!b ǇƻǊǘΦ 

Default Gateway {ǇŜŎƛŦƛŜǎ ǘƘŜ LtǾп ƎŀǘŜǿŀȅ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ²!b ǇƻǊǘΦ 

Primary DNS 

Specify the primary or secondary DNS server address of the WAN port. 

Secondary DNS 
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5.2  LAN settings 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ [!b {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

¸ƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ǊƻǳǘŜǊϥǎ [!b ǇƻǊǘ ŎƻƴƴŜŎǘƛƻƴ ǎǘŀǘǳǎ ŀƴŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘƛǎ 

ǇŀƎŜΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ǎŜǘ ǘƘŜ LtǾп ŀŘŘǊŜǎǎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊϥǎ ±[!bψ5ŜŦŀǳƭǘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

LAN Port Status 

No. of LAN 
Ports 

Specifies the number of current LAN ports. 

Port Status 

Specifies the connection status of the port. 

: The port is connected properly. 

: The port is disconnected or not connected properly. 
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Parameter Description 

Configure IP 
Address 

IP Address 

Specifies the IPv4 address of the VLAN_Default. Devices connected 
to the VLAN_Default can access the IPv4 address to log in to the 
web UI of the router through the http  (default) or https protocol. 
The default address is 192.168.0.252. 

Tip 

¸ƻǳ ƴŜŜŘ ǘƻ ŘƛǎŀōƭŜ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘŀǇǘŜǊ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊ ŦƛǊǎǘ ŀƴŘ 
ǘƘŜƴ ŜƴŀōƭŜ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘŀǇǘŜǊ ǘƻ ƻōǘŀƛƴ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŀƎŀƛƴΦ 

Subnet Mask Specifies the subnet mask of the VLAN_Default. 

MAC Address Specifies the MAC address of the VLAN_Default. 

Default VLAN 
Info 

Specifies the VLAN ID of the VLAN_Default of the router. 
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5.3  LAN configuration information 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ [!b /ƻƴŦƛƎǳǊŀǘƛƻƴ LƴŦƻ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ [!b ǇƻǊǘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Interface Specifies the LAN port of the router. 

Hardware Connection 

Specifies the connection status of the LAN port. 

ī Connection not detected in red indicates that the Ethernet cable is 
not properly connected. 

ī The description in green indicates that the Ethernet cable is properly 
connected. 

ī Obtaining in yellow indicates that the Ethernet cable is connected and 
the rate is being negotiated. 

DHCP Configuration Info 

Specifies the IP address range that the DHCP server of the LAN port allocates to 
its clients. 

You can modify the IP address range in Network > DHCP Settings > DHCP 
Server. 

VLAN Configuration Info Specifies the VLAN to which the LAN port belongs. 
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5.4  VLAN settings 

5.4.1  Overview 

±[!bΣ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ ±ƛǊǘǳŀƭ [ƻŎŀƭ !ǊŜŀ bŜǘǿƻǊƪΣ ƛǎ ŀ ǘŜŎƘƴƻƭƻƎȅ ǘƘŀǘ ŘƛǾƛŘŜǎ [!b ŘŜǾƛŎŜǎ ƛƴǘƻ 

ŘƛŦŦŜǊŜƴǘ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘǎ ƭƻƎƛŎŀƭƭȅ ǊŀǘƘŜǊ ǘƘŀƴ ǇƘȅǎƛŎŀƭƭȅ ǘƻ ŎǊŜŀǘŜ ǾƛǊǘǳŀƭ ǿƻǊƪ ƎǊƻǳǇǎΦ Lǘ ƛǎ 

ǳǎŜŘ ǘƻ ŘƛǾƛŘŜ ǘƘŜ ǿƻǊƪǎǘŀǘƛƻƴǎ ƛƴ ǘƘŜ ǎǿƛǘŎƘπŦƻǊƳŜŘ ƴŜǘǿƻǊƪ ƛƴǘƻ ƭƻƎƛŎŀƭ ƎǊƻǳǇǎ ŀƳƻƴƎ ǿƘƛŎƘ 

ǘƘŜ ōǊƻŀŘŎŀǎǘ ƛǎ ƛǎƻƭŀǘŜŘΦ ²ƻǊƪǎǘŀǘƛƻƴǎ ƛƴ ŀ ƎǊƻǳǇ ōŜƭƻƴƎ ǘƻ ǘƘŜ ǎŀƳŜ ±[!b ŀƴŘ Ŏŀƴ 

ŎƻƳƳǳƴƛŎŀǘŜ ƭƛƪŜ ǘƘŜȅ ŀǊŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǎŀƳŜ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘ ƴƻ ƳŀǘǘŜǊ ǿƘŜǊŜ ǘƘŜȅ 

ǇƘȅǎƛŎŀƭƭȅ ŀǊŜΦ IƻǿŜǾŜǊΣ ŘǳŜ ǘƻ ǘƘŜ ƛǎƻƭŀǘƛƻƴ ƻŦ ōǊƻŀŘŎŀǎǘ ǇŀŎƪŜǘǎΣ ǘƘŜ ±[!b Ŏŀƴƴƻǘ 

ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊ ŀƴŘ ǇŀŎƪŜǘǎ Ƴǳǎǘ ōŜ ŦƻǊǿŀǊŘŜŘ ōȅ ŀ ǊƻǳǘŜǊ ƻǊ ƻǘƘŜǊ ƭŀȅŜǊ о 

ǇŀŎƪŜǘ ŦƻǊǿŀǊŘƛƴƎ ŘŜǾƛŎŜǎΦ 

/ƻƳǇŀǊŜŘ ǿƛǘƘ ǘƘŜ ǘǊŀŘƛǘƛƻƴŀƭ 9ǘƘŜǊƴŜǘΣ ±[!b Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŀŘǾŀƴǘŀƎŜǎΥ 

ī /ƻƴǘǊƻƭ ǘƘŜ ǊŀƴƎŜ ƻŦ ōǊƻŀŘŎŀǎǘ ŘƻƳŀƛƴΥ .ǊƻŀŘŎŀǎǘ ƳŜǎǎŀƎŜǎ ƛƴ ǘƘŜ [!b ŀǊŜ ǊŜǎǘǊƛŎǘŜŘ 
ƛƴ ŀ ±[!bΣ ǿƘƛŎƘ ǎŀǾŜǎ ōŀƴŘǿƛŘǘƘ ŀƴŘ ƛƳǇǊƻǾŜǎ ƴŜǘǿƻǊƪ ǇǊƻŎŜǎǎƛƴƎ ŎŀǇŀōƛƭƛǘȅΦ 

ī 9ƴƘŀƴŎŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ [!bΥ .ŜŎŀǳǎŜ ƳŜǎǎŀƎŜǎ ŀǊŜ ƛǎƻƭŀǘŜŘ ƛƴ ǘƘŜ Řŀǘŀ ƭƛƴƪ ƭŀȅŜǊ 
ōȅ ǘƘŜ ōǊƻŀŘŎŀǎǘ ŘƻƳŀƛƴ ŘƛǾƛŘŜŘ ōȅ ±[!bΣ ǘƘŜ Ƙƻǎǘ ƛƴ ŜŀŎƘ ±[!b Ŏŀƴƴƻǘ ŘƛǊŜŎǘƭȅ 
ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŜŀŎƘ ƻǘƘŜǊ ŀƴŘ ƳŜǎǎŀƎŜǎ ƘŀǾŜ ǘƻ ōŜ ŦƻǊǿŀǊŘŜŘ ōȅ ŀ ǊƻǳǘŜǊ ƻǊ 
ƻǘƘŜǊ ƭŀȅŜǊ о ƴŜǘǿƻǊƪ ŘŜǾƛŎŜǎΦ 

ī /ǊŜŀǘŜ ǾƛǊǘǳŀƭ ǿƻǊƪ ƎǊƻǳǇǎ ŦǊŜŜƭȅΥ ¦ǎŜǊǎ Ŏŀƴ ŎǊŜŀǘŜ ǾƛǊǘǳŀƭ ǿƻǊƪ ƎǊƻǳǇǎ ƛǊǊŜǎǇŜŎǘƛǾŜ ƻŦ 
ǇƘȅǎƛŎŀƭ ƴŜǘǿƻǊƪ ǊŀƴƎŜ ǿƛǘƘ ±[!bΦ ¦ǎŜǊǎ Ŏŀƴ ǎǘƛƭƭ ŀŎŎŜǎǎ ǘƘŜ ƴŜǘǿƻǊƪ ǿƛǘƘƻǳǘ ƘŀǾƛƴƎ 
ǘƻ ŎƘŀƴƎŜ ƴŜǘǿƻǊƪ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŀǎ ƭƻƴƎ ŀǎ ǘƘŜȅ ǊŜƳŀƛƴ ǿƛǘƘƛƴ ǘƘŜ ǾƛǊǘǳŀƭ ǿƻǊƪ 
ƎǊƻǳǇ ŜǾŜƴ ƛŦ Ƙƛǎ ƻǊ ƘŜǊ ǇƘȅǎƛŎŀƭ ƭƻŎŀǘƛƻƴ ŎƘŀƴƎŜǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ ±[!b {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ±[!b ǊǳƭŜǎΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎǊŜŀǘŜŘ ŀ ±[!b ƴŀƳŜŘ ±[!bψ5ŜŦŀǳƭǘΣ ŀƴŘ ƛǘǎ ±[!b L5 ƛǎ мΣ ǿƘƛŎƘ 

Ŏŀƴƴƻǘ ōŜ ŘŜƭŜǘŜŘΦ LŦ ±[!bҐмΣ ǘƘŜǊŜ ƛǎ ƴƻ ±[!b ƛƴŦƻǊƳŀǘƛƻƴΣ ƻƴƭȅ ǘƘŜ Řŀǘŀ ƻŦ ǘƘŜ [!b ǇƻǊǘ 

ǿƛǘƘƻǳǘ ±[!b ƛǎ ǇǊƻŎŜǎǎŜŘΦ LŦ ±[!bґмΣ ƻƴƭȅ ǘƘŜ Řŀǘŀ ƻŦ ǘƘŜ [!b ǇƻǊǘ ǿƛǘƘ ±[!b ƛǎ ǇǊƻŎŜǎǎŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

VLAN Name Specifies the name of each added VLAN ID. 
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Parameter Description 

VLAN ID 

Specifies the identifier of virtual local area network (VLAN) and is used to separate 
subordinate LANs inside a LAN. Each ID represents a LAN. 

Tip 

LŦ ǘƘŜ ±[!b L5 ƛǎ мΣ ƛǘ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ƴƻ ±[!b ƛƴŦƻǊƳŀǘƛƻƴΣ ŀƴŘ ƻƴƭȅ Řŀǘŀ 
ǿƛǘƘƻǳǘ ¢ŀƎ ƛǎ ǇǊƻŎŜǎǎŜŘΦ 

IP Address 
Specifies the VLAN IP address. Devices connecting to the port can log in to the web 
UI of the router using the IP address. 

Subnet Mask Specifies the subnet mask of the VLAN. 

Interface Specifies the physical ports that belong to the VLAN. Select at least one port. 

Remark Specifies the introduction of the VLAN. 

Allow Access 

Specifies whether clients from other VLANs can access services of this VLAN. 

ī Allow indicates that clients from other VLANs can access services of this 
VLAN. 

ī Forbid indicates that clients from other VLANs cannot access the services 
of this VLAN. 

Status Specifies the current status of the VLAN, including Enabled and Disabled. 

Operation 

Used to edit, enable, disable or delete the VLAN. 

: Used to modify the VLAN. 

: Used to enable the VLAN. 

: Used to disable the VLAN. 

: Used to delete the VLAN. 
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5.4.2  Example of configuring the VLAN 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ŀƴŘ Ŧŀǘ !t ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

±ƛǎƛǘƻǊǎΣ ŘŜǇŀǊǘƳŜƴǘǎ ŀƴŘ ǎǘŀŦŦ ŀǊŜ ǊŜǉǳƛǊŜŘ ǘƻ ŀŎŎŜǎǎ ƴŜǘǿƻǊƪǎ ǘƘŀǘ ŀǊŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ŜŀŎƘ 

ƻǘƘŜǊ ŀƴŘ ƘŀǾŜ ŘƛŦŦŜǊŜƴǘ ƴŜǘǿƻǊƪ ǇŜǊƳƛǎǎƛƻƴǎΦ 

ī DǳŜǎǘǎ Ŏŀƴ ƻƴƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ŀǊŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ ƴŜǘǿƻǊƪǎ ǿƘŜƴ 
ŀŎŎŜǎǎƛƴƎ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪΦ 

ī {ǘŀŦŦ ƻŦ ǘƘŜ CƛƴŀƴŎƛŀƭ 5ŜǇŀǊǘƳŜƴǘ ǎǳǇǇƻǊǘ ŀŎŎŜǎǎ ǘƻ ǿƛǊŜŘ ŀƴŘ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪǎΣ 
ǿƘƛŎƘ Ŏŀƴ ƻƴƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŀƴŘ ŀǊŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ ƴŜǘǿƻǊƪǎΦ 

ī {ǘŀŦŦ ƻŦ ǘƘŜ wϧ5 5ŜǇŀǊǘƳŜƴǘ ǎǳǇǇƻǊǘ ŀŎŎŜǎǎ ǘƻ ǿƛǊŜŘ ƴŜǘǿƻǊƪǎ ŀƴŘ ǿƛǊŜƭŜǎǎ 
ƴŜǘǿƻǊƪǎΣ ǿƘƛŎƘ Ŏŀƴ ƻƴƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŀƴŘ ŀǊŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ ƴŜǘǿƻǊƪǎΦ 

Solution 

ī {ǳŎŎŜǎǎŦǳƭƭȅ ƳŀƴŀƎŜ ǘƘŜ !t ƻƴ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŘŜƭƛǾŜǊ ŘƛŦŦŜǊŜƴǘ ǿƛǊŜƭŜǎǎ ǇƻƭƛŎƛŜǎ ǘƻ 
ǘƘŜ !tΦ 

ī /ƻƴŦƛƎǳǊŜ ǘƘŜ {{L5 ǇƻƭƛŎȅ ŦƻǊ ƎǳŜǎǘ ŎƻƴƴŜŎǘƛƻƴΦ ¢ƘŜ {{L5 ƛǎ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ǿƛǊŜƭŜǎǎ 
ǇŀǎǎǿƻǊŘ ƛǎ ¦Ƴ·Ƴ[ф¦YΣ ŀƴŘ ǘƘŜ ±[!b L5 ƛǎ нлΦ 

ī /ƻƴŦƛƎǳǊŜ ǘƘŜ {{L5 ǇƻƭƛŎȅ ŦƻǊ ǎǘŀŦŦ ƻŦ ǘƘŜ CƛƴŀƴŎƛŀƭ 5ŜǇŀǊǘƳŜƴǘΦ ¢ƘŜ {{L5 ƛǎ CƛƴŀƴŎƛŀƭΦ 
¢ƘŜ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ƛǎ /Ŝǘ¢[ōу¢Σ ŀƴŘ ǘƘŜ ±[!b L5 ƛǎ олΦ 

ī /ƻƴŦƛƎǳǊŜ ǘƘŜ {{L5 ǇƻƭƛŎȅ ŦƻǊ ǎǘŀŦŦ ƻŦ ǘƘŜ wϧ5 5ŜǇŀǊǘƳŜƴǘΦ ¢ƘŜ {{L5 ƛǎ wϧ5Φ ¢ƘŜ 
ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ƛǎ ½ŜCǘǳōсƳΣ ŀƴŘ ǘƘŜ ±[!b L5 ƛǎ плΦ 

ī 5ƛǾƛŘŜ ǘƘŜ ǿƛǊŜŘ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘŜŘ ōȅ ǘƘŜ ǎǘŀŦŦ ƻŦ ǘƘŜ CƛƴŀƴŎƛŀƭ 5ŜǇŀǊǘƳŜƴǘ ƛƴǘƻ 
±[!bолΦ 

ī 5ƛǾƛŘŜ ǘƘŜ ǿƛǊŜŘ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘŜŘ ōȅ ǘƘŜ ǎǘŀŦŦ ƻŦ ǘƘŜ wϧ5 5ŜǇŀǊǘƳŜƴǘ ƛƴǘƻ 
±[!bплΦ 

ī /ƻƴŦƛƎǳǊŜ ±[!b ŦƻǊǿŀǊŘƛƴƎ ǊǳƭŜǎ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ 

ī /ƻƴŦƛƎǳǊŜ ±[!b ŦƻǊǿŀǊŘƛƴƎ ǊǳƭŜǎ ƻƴ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ǘƘŜ ƛƴǘŜǊƴŀƭ ǎŜǊǾŜǊΦ 

¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǎŎŜƴŀǊƛƻǎ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΦ 
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Configuration procedure 

 

I. Configure the router. 

1. Log in to the web UI of the router. 

2. Manage the AP (Skip if performed). 

1) Navigate to AP > AP Management Mode. 

2) Enable the AP Management Mode and Configuration Auto Delivery function. 

3) Click Add to add the DHCP policy for the management port. By default, the system has 
created a DHCP policy for the management port. The following figure is for reference only. 

aŀƴŀƎŜƳŜƴǘ 
ŎƻƳǇǳǘŜǊ 

LƴǘŜǊƴŜǘ 

CƛƴŀƴŎƛŀƭ 5ŜǇŀǊǘƳŜƴǘ wϧ5 5ŜǇŀǊǘƳŜƴǘ !t 

wƻǳǘŜǊ 

/ƻǊŜ ǎǿƛǘŎƘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ м !ŎŎŜǎǎ ǎǿƛǘŎƘ н !ŎŎŜǎǎ ǎǿƛǘŎƘ о 

²!b ǇƻǊǘ 

LƴǘŜǊƴŀƭ 
ǎŜǊǾŜǊ 

[!bо ǇƻǊǘ 

DǳŜǎǘ {{L5Υ ƛƴǘŜǊƴŜǘ  ±[!bнл 
CƛƴŀƴŎƛŀƭ {{L5Υ ŦƛƴŀƴŎƛŀƭ   ±[!bол 
wϧ5 {{L5Υ wϧ5    ±[!bпл 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǊƻǳǘŜǊ /ƻƴŦƛƎǳǊŜ ǘƘŜ ŎƻǊŜ ǎǿƛǘŎƘ /ƻƴŦƛƎǳǊŜ ǘƘŜ ƛƴǘŜǊƴŀƭ ǎŜǊǾŜǊ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

40 

 

Navigate to AP > AP List and Maintenance, you can view whether the router successfully 

manages the AP. 

 

3. Add the VLAN and configure the DHCP server. 

Examples of VLAN parameters are shown in the table below. 

VLAN Name VLAN ID IP Address/ Network Segment Interface 

Guest 20 192.168.20.1/24 LAN3 

Examples of DHCP server parameters for the VLAN are shown in the following table. 

Policy Name 
Application 
Interface 

DHCP Type DHCP Configuration 

Guest Guest User DHCP 

IP Address Pool: 192.168.20.100 to 192.168.20.200 

Subnet Mask: 255.255.255.0 

Gateway: 192.168.20.1 

Primary DNS: 192.168.20.1 

Guest1 Guest AP DHCP 

IP Address Pool: 10.10.20.100 to 10.10.20.200 

Subnet Mask: 255.255.255.0 

Gateway: 10.10.20.1 

Primary DNS: 10.10.20.1 

1) Add the VLAN. 
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bŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ ±[!b {ŜǘǘƛƴƎǎΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ related parameters of the ±[!b, 

and click Save. 

 

2) Configure the DHCP server for the VLAN. 

Navigate to Network > DHCP Settings > DHCP Server, click Add to configure related 

parameters of the user DHCP server and AP DHCP server for the VLAN Guest, and click Save. 

 

4. Deliver the AP DHCP policy to the Guest VLAN interface. 

1) Navigate to AP > AP Management Mode. 

2) Click Add to add the AP DHCP policy for the LAN3 port. 

 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ !t [ƛǎǘ ŀƴŘ aŀƛƴǘŜƴŀƴŎŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ !t 

ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ [!bо ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ōŜƭƻƴƎǎ ǘƻ ǘƘŜ ŎƭƛŜƴǘ ŀŘŘǊŜǎǎ ǎŜƎƳŜƴǘ ƻŦ ǘƘŜ !t 

5I/t ǇƻƭƛŎȅ ƻŦ ǘƘŜ DǳŜǎǘ ±[!bΦ 
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5. Configure the AP policy. 

The following table provides examples of AP policy parameters. Retain default values for other 

parameters that are not mentioned. 

SSID Policy RF Policy VLAN Policy AP Group Policy 

Policy Name: Guest SSID 

SSID: internet 

Security Mode/Encryption: 
WPA2-PSK/AES 

Password: UmXmL9UK 

VLAN ID: 20 

Maximum Number of Clients: 40 

RF_Default 

Policy Name: AP VLAN 

AP VLAN: Enabled 

Trunk port: LAN0 

Policy Name: Enterprise 

No. of SSIDs: 3 

2.4G/5G SSID1 Policy: 
Guest SSID 

2.4G/5G SSID2 Policy: 
Financial SSID 

2.4G/5G SSID3 Policy: R&D 
SSID 

RF Policy: RF_Default 

VLAN Policy: AP VLAN 

Policy Name: Financial SSID 

SSID: Financial 

Security Mode/Encryption: 
WPA2-PSK/AES 

Password: CetTLb8T 

VLAN ID: 30 

Maximum Number of Clients: 40 

Policy Name: R&D SSID 

SSID: R&D 

Security Mode/Encryption: 
WPA2-PSK/AES 

Password: ZeFtub6m 

VLAN ID: 40 

Maximum Number of Clients: 40 

1) Configure the SSID policy. 

Navigate to AP > Wireless Policy > SSID Policy, click Add to configure related parameters of 

the SSID policy, and click Save. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Tip 

¢ƘŜ ƳŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŎƭƛŜƴǘǎ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ !t ƛǎ мнуΦ LŦ ƳǳƭǘƛǇƭŜ {{L5 ǇƻƭƛŎƛŜǎ ƴŜŜŘ ǘƻ ōŜ ŘŜƭƛǾŜǊŜŘ ǘƻ 
ǘƘŜ ǎŀƳŜ !tΣ ȅƻǳ ǎƘƻǳƭŘ Ǉƭŀƴ ǘƘŜ ƳŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŎƭƛŜƴǘǎ ŀǇǇǊƻǇǊƛŀǘŜƭȅ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǎǳƳ ƻŦ ǘƘŜ 
ƳŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŎƭƛŜƴǘǎ ŦƻǊ ŜŀŎƘ {{L5 ǇƻƭƛŎȅ ŘƻŜǎ ƴƻǘ ŜȄŎŜŜŘ мнуΦ 

 

2) Configure VLAN policy. 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ ±[!b tƻƭƛŎȅΣ ŎƭƛŎƪ !ŘŘΣ ŜƴŀōƭŜ ǘƘŜ !t ±[!b ŦǳƴŎǘƛƻƴ ŀƴŘ 

ǎŜǘ ¢Ǌǳƴƪ tƻǊǘ ǘƻ [!bлΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

3) Configure the AP group policy. 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ !t DǊƻǳǇ tƻƭƛŎȅΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ !t ƎǊƻǳǇ 

ǇƻƭƛŎȅΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

6. Deliver the AP group policy. 

1) Navigate to AP > AP List and Maintenance, select the AP to which the AP group policy is 
to be delivered, and click AP Grouping. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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2) Select the AP group policy, and click Save. The following figure is for reference only. 

 

II. Configure the core switch. 

5ƛǾƛŘŜ ǘƘŜ L999 улнΦмv ±[!b ƻƴ ǘƘŜ ŎƻǊŜ ǎǿƛǘŎƘ ŀǎ ŦƻƭƭƻǿǎΦ 

Port Connected to VLAN ID (VLAN Allowed to Pass) Port Property PVID 

Router 20 Access 1 

Internal Server 30,40 Trunk 1 

Switch1 (Financial Department) 30 Access 30 

Switch2 (R&D Department) 40 Access 40 

Switch3 (AP) 20,30,40 Trunk 1 

wŜǘŀƛƴ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎ ŦƻǊ ƻǘƘŜǊ ǇƻǊǘǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ƳŜƴǘƛƻƴŜŘΦ CƻǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ Ƙƻǿ ǘƻ 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎǿƛǘŎƘΣ ǎŜŜ ǘƘŜ ǳǎŜǊ ƎǳƛŘŜ ƻŦ ǘƘŜ ǎǿƛǘŎƘΦ 

III. Configure the internal server. 

!ŘŘ ±[!bǎ ŦƻǊ ǇƻǊǘǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǎǿƛǘŎƘ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 5I/t ǎŜǊǾŜǊΦ 

1. Add VLANs. The parameters in the following table are for reference only. 

VLAN Name VLAN ID IP Address/ Network Segment Physical Port 

Financial 30 192.168.30.1/24 LAN 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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VLAN Name VLAN ID IP Address/ Network Segment Physical Port 

R&D 40 192.168.40.1/24 LAN 

2. Configure the user DHCP server for the VLAN. The parameters in the following table are for 

reference only. 

Policy Name User DHCP 

Financial 

Client Address: 192.168.30.100 - 192.168.30.200 

Subnet Mask: 255.255.255.0 

Gateway: 192.168.30.1 

Primary DNS: 192.168.30.1 

R&D 

Client Address: 192.168.40.100 - 192.168.40.200 

Subnet Mask: 255.255.255.0 

Gateway: 192.168.40.1 

Primary DNS: 192.168.40.1 

3. Set the VLAN of the port connected to the switch. 

Port Connected to VLAN ID VLAN Allowed to Pass  Port Property PVID 

Switch 30,40 Trunk 1 

CƻǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ Ƙƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŘŜǾƛŎŜΣ ǎŜŜ ǘƘŜ ǳǎŜǊ ƎǳƛŘŜ ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŘŜǾƛŎŜΦ 

ππππ9ƴŘ 

Verification 

ī ²ƘŜƴ ǘƘŜ ƎǳŜǎǘǎ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƛƴǘŜǊƴŜǘΣ ŜƴǘŜǊ ǘƘŜ ǿƛǊŜƭŜǎǎ 
ǇŀǎǎǿƻǊŘ ¦Ƴ·Ƴ[ф¦Y ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ōŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ ƴŜǘǿƻǊƪǎΦ 

ī ²ƘŜƴ ǘƘŜ ǎǘŀŦŦ ƻŦ ǘƘŜ CƛƴŀƴŎƛŀƭ 5ŜǇŀǊǘƳŜƴǘ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ 
CƛƴŀƴŎƛŀƭΣ ŜƴǘŜǊ ǘƘŜ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ /Ŝǘ¢[ōу¢ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŀƴŘ ōŜ 
ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ ƴŜǘǿƻǊƪǎΦ 

ī ²ƘŜƴ ǘƘŜ ǎǘŀŦŦ ƻŦ ǘƘŜ wϧ5 5ŜǇŀǊǘƳŜƴǘ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ wϧ5Σ ŜƴǘŜǊ 
ǘƘŜ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ½ŜCǘǳōсƳ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŀƴŘ ōŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ 
ƴŜǘǿƻǊƪǎΦ 

ī ²ƘŜƴ ǘƘŜ ǎǘŀŦŦ ƻŦ ǘƘŜ CƛƴŀƴŎƛŀƭ 5ŜǇŀǊǘƳŜƴǘ ŀŎŎŜǎǎ ǘƘŜ ǿƛǊŜŘ ƴŜǘǿƻǊƪΣ ǘƘŜȅ Ŏŀƴ 
ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŀƴŘ ŀǊŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ ƴŜǘǿƻǊƪǎΦ 

ī ²ƘŜƴ ǘƘŜ ǎǘŀŦŦ ƻŦ ǘƘŜ wϧ5 5ŜǇŀǊǘƳŜƴǘ ŀŎŎŜǎǎ ǘƘŜ ǿƛǊŜŘ ƴŜǘǿƻǊƪΣ ǘƘŜȅ Ŏŀƴ ŀŎŎŜǎǎ 
ǘƘŜ ƛƴǘǊŀƴŜǘ ŀƴŘ ŀǊŜ ƛǎƻƭŀǘŜŘ ŦǊƻƳ ƻǘƘŜǊ ƴŜǘǿƻǊƪǎΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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5.5  DHCP settings 

5.5.1  Overview 

²ƘŜƴ ǳǎŜǊǎ ƘŀǾŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƴŜǘǿƻǊƪ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ 

ƴŜǘǿƻǊƪ ŘŜǾƛŎŜ Ŏŀƴ ōŜ ŎƻƳǇƭŜǘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ 5I/t ǎŜǊǾŜǊΦ 

ī ¢ƘŜ ƴŜǘǿƻǊƪ ǎŎŀƭŜ ƛǎ ƭŀǊƎŜΣ ŀƴŘ ǘƘŜ ǿƻǊƪƭƻŀŘ ƻŦ Ƴŀƴǳŀƭƭȅ ŎƻƴŦƛƎǳǊƛƴƎ ƴŜǘǿƻǊƪ 
ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŜŀŎƘ ƴŜǘǿƻǊƪ ŘŜǾƛŎŜ ƛǎ ŀƭǎƻ ƭŀǊƎŜΦ 

ī ¢ƘŜ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ƻƴ ǘƘŜ ƴŜǘǿƻǊƪ ƛǎ ŦŀǊ ƎǊŜŀǘŜǊ ǘƘŀƴ ǘƘŜ ƴǳƳōŜǊ ƻŦ Lt ŀŘŘǊŜǎǎŜǎ 
ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ōȅ ǘƘŜ ƴŜǘǿƻǊƪΣ ǿƘƛƭŜ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŘŜǾƛŎŜǎ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜ ƛǎ ƭŜǎǎΦ 

ī hƴƭȅ ŀ ŦŜǿ Ƙƻǎǘǎ ƛƴ ǘƘŜ ƴŜǘǿƻǊƪ ƴŜŜŘ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎŜǎΦ 

¢ƘŜ ǊƻǳǘŜǊ ǇǊƻǾƛŘŜǎ ŀ 5I/t ǎŜǊǾŜǊΣ ǿƘƛŎƘ Ŏŀƴ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀǎǎƛƎƴ Lt ŀŘŘǊŜǎǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘƻ 

5I/t ŎƭƛŜƴǘǎΦ 

DHCP server 

¢ƘŜ Lt ŀŘŘǊŜǎǎ ŀƭƭƻŎŀǘƛƻƴ ƳŜŎƘŀƴƛǎƳ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

1) When the router receives an IP address allocation request sent by the DHCP client, it 
queries the DHCP static allocation table according to the MAC address of the DHCP client. 
If the DHCP client is in the static allocation table, the corresponding IP address is assigned 
to the DHCP client. Otherwise, the router will take the next step. 

2) The router identifies the DHCP client type (user or AP) and the VLAN to which it belongs 
from the request message, and then selects the type of DHCP server policy corresponding 
to the VLAN according to the identified information to assign an IP address. 

DHCP reservation 

²ƛǘƘ ǘƘŜ 5I/t wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴΣ ȅƻǳ Ŏŀƴ ƳŀƪŜ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ŎƭƛŜƴǘ ŀƭǿŀȅǎ ƻōǘŀƛƴ ǘƘŜ 

ǇǊŜǎŜǘ Lt ŀŘŘǊŜǎǎΣ ŀƴŘ ŀǾƻƛŘ ŦǳƴŎǘƛƻƴǎ ǎǳŎƘ ŀǎ LƴǘŜǊƴŜǘ {ǇŜŜŘ /ƻƴǘǊƻƭ ŀƴŘ tƻǊǘ aŀǇǇƛƴƎ ǘƘŀǘ 

ǘŀƪŜ ŜŦŦŜŎǘ ōŀǎŜŘ ƻƴ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŦǊƻƳ ōŜŎƻƳƛƴƎ ƛƴǾŀƭƛŘ ŘǳŜ ǘƻ ǘƘŜ ŎƘŀƴƎŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ Lt 

ŀŘŘǊŜǎǎΦ 

Note 

¢ƘŜ 5I/t wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ƛǎ Ƴŀƛƴƭȅ ŦƻǊ ǳǎŜǊǎΦ LŦ ǘƘŜ !t ƛǎ ŀŘŘŜŘ ǘƻ ǘƘŜ 5I/t ǊŜǎŜǊǾŀǘƛƻƴΣ ǘƘŜ !t Ƴŀȅ 
ƻōǘŀƛƴ ŀƴ Lt ŀŘŘǊŜǎǎ ŀōƴƻǊƳŀƭƭȅΦ ¢ƻ ŜƴǎǳǊŜ ǘƘŜ ƴƻǊƳŀƭ ƻǇŜǊŀǘƛƻƴ ƻŦ ǘƘŜ !tΣ Řƻ ƴƻǘ ŀŘŘ ǘƘŜ !t ǘƻ ǘƘŜ 5I/t 
ǊŜǎŜǊǾŀǘƛƻƴΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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5.5.2  DHCP server 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ 5I/t {ŜǘǘƛƴƎǎ Ҕ 5I/t {ŜǊǾŜǊ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 5I/t ǎŜǊǾŜǊ ōŀǎŜŘ ƻƴ ǘƘŜ ±[!bΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ 

ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎǊŜŀǘŜŘ ǘǿƻ 5I/t ǎŜǊǾŜǊ ǇƻƭƛŎƛŜǎ ƴŀƳŜŘ ¦ǎŜǊψ5I/tψ5ŜŦŀǳƭǘ ŀƴŘ 

!tψ5I/tψ5ŜŦŀǳƭǘΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ 5I/t ǎŜǊǾŜǊ ǇƻƭƛŎȅΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the DHCP policy. 

DHCP Type 

Specifies the DHCP type of the router. The router supports two types of DHCP: User 
DHCP and AP DHCP. 

ī User DHCP: Used to assign IP address to clients. 

ī AP DHCP: Used to assign IP addresses to IP-COM APs. 

Interface 
Specifies the VLAN for which the DHCP server rule takes effect. You can configure 
the VLAN on the VLAN settings page. 

Client Address 
Specifies the range of the DHCP address pool (range of IP addresses assigned by the 
DHCP server to its clients). 

Client Start IP Address Specifies the start IP address of the DHCP IP address pool. 

Client End IP Address Specifies the end IP address of the DHCP IP address pool. 

Subnet Mask Specifies the subnet mask that the DHCP server assigns to its clients. 

Gateway Specifies the gateway address that the DHCP server assigns to its clients. 

Primary DNS Specify the IP addresses of the primary or secondary DNS servers that are assigned 
to the device in the LAN by the DHCP server. 

Note 

CƻǊ ǘƘŜ [!b ŘŜǾƛŎŜǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǇǊƻǇŜǊƭȅΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǇǊƛƳŀǊȅ ƻǊ 
ǎŜŎƻƴŘŀǊȅ 5b{ ȅƻǳ ŜƴǘŜǊŜŘ ƛǎ ǘƘŜ ŎƻǊǊŜŎǘ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ 5b{ ǎŜǊǾŜǊ ƻǊ ǇǊƻȄȅΦ 
{ŜŎƻƴŘŀǊȅ 5b{ Ŏŀƴ ōŜ ƭŜŦǘ ōƭŀƴƪΦ 

Secondary DNS 

Lease 

Specifies the validity period of the IP address the DHCP server assigns to clients. 

ī When the IP address of a client expires but the client is still connected to 
the router, auto-renewal happens and the client continues to occupy that 
IP address. 

ī If the client is disconnected (turned off, Ethernet cable disconnected or 
wireless network disconnected) from the router, the router will release 
the IP address and make it available for other clients in case they request 
IP address information as well.  

Excluded IP Address Specifies the IP address assigned to clients does not include the excluded address. 

Status Specifies the status of the DHCP server, including Enabled, Disabled and Expired. 

Remark Specifies the introduction of the DHCP server policy. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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5.5.3  DHCP reservation 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ 5I/t {ŜǘǘƛƴƎǎ Ҕ 5I/t 

wŜǎŜǊǾŀǘƛƻƴ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 5I/t ǎǘŀǘƛŎ ŀǎǎƛƎƴƳŜƴǘ ǊǳƭŜǎ ŀƴŘ ŀƭǎƻ ƛƳǇƻǊǘ ƻǊ ŜȄǇƻǊǘ 

ǎǘŀǘƛŎ Lt ŀŘŘǊŜǎǎ ƭƛǎǘǎΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ 5I/t ǊŜǎŜǊǾŀǘƛƻƴ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Terminal Name Specifies the name of the client. 

Terminal Type 
Specifies the client types such as smartphone, PAD and PC. If the client type is not 
recognized, Others will be displayed. 

IP Address Specifies the fixed IP address to be assigned to the client. 

MAC Address 
Specifies the MAC address of the client. A MAC address can be specified in the 
following format: 00:23:24:E8:14:5A, 00-23-24-E8-14-5A or 002324E8145A. 

Remark Specifies the introduction of the assigned static IP address. 

Status 
Specifies the status of the DHCP reservation, including Enabled, Disabled and 
Expired. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

 
Used to import CSV files for adding DHCP static assignment rules. 

 

Used to export DHCP static assignment rules to your local computer as a CSV file. 

Tip 

¢ƻ ƳƻŘƛŦȅ ǘƘŜ ŜȄǇƻǊǘŜŘ ŦƛƭŜΣ ƻǇŜƴ ǘƘŜ ŦƛƭŜ ŀǎ ŀ ǘȄǘ ŦƛƭŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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5.5.4  DHCP list 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ 5I/t {ŜǘǘƛƴƎǎ Ҕ 5I/t [ƛǎǘ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǇŜǊŦƻǊƳ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƻǇŜǊŀǘƛƻƴǎ ƻƴ ǘƘŜ ŎƭƛŜƴǘ ǘƘŀǘ ƻōǘŀƛƴǎ ǘƘŜ Lt 

ŀŘŘǊŜǎǎ ŦǊƻƳ ǘƘƛǎ ǊƻǳǘŜǊΥ 

ī ¢ƻ ǾƛŜǿ ŘŜǾƛŎŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ ǘƘŜ ŎƭƛŜƴǘ ƴŀƳŜ ŀƴŘ ƻōǘŀƛƴŜŘ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ 
ŘŜǾƛŎŜΦ 

ī ¢ƘŜ ŎƭƛŜƴǘǎ ǿƛǘƘ ŀǎǎƛƎƴŜŘ Lt ŀŘŘǊŜǎǎŜǎ Ŏŀƴ ōŜ ŀŘŘŜŘ ǘƻ ǘƘŜ ǎǘŀǘƛŎ ŀƭƭƻŎŀǘƛƻƴ ƭƛǎǘ 
ƛƴŘƛǾƛŘǳŀƭƭȅ ƻǊ ƛƴ ōŀǘŎƘŜǎΣ ǎƻ ǘƘŀǘ ǘƘŜ 5I/t ǎŜǊǾŜǊ ŀƭǿŀȅǎ ŀǎǎƛƎƴǎ ǘƘŜ ǎŀƳŜ Lt ŀŘŘǊŜǎǎ 
ǘƻ ǘƘŜ ŎƭƛŜƴǘǎΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Terminal Name Specifies the name of the client. 

Terminal Type 
Specifies the client types such as smartphone, PAD and PC. If the client 
type is not recognized, Others will be displayed. 

IP Address Specifies the IP address of the client. 

MAC Address Specifies the MAC address of the client. 

Operation 

Used to add to DHCP reservation. 

: Used to assign the current IP address as a 
static IP address to the client. After added successfully, the client will 
appear in the DHCP reservation list. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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6  !t ƳŀƴŀƎŜƳŜƴǘ 

6.1  Overview 
¢ƘŜ ǊƻǳǘŜǊ ƛƴǘŜƎǊŀǘŜǎ ǘƘŜ ŦǳƴŎǘƛƻƴǎ ƻŦ ǿƛǊŜƭŜǎǎ ŎƻƴǘǊƻƭƭŜǊ ǘƻ ƳŀƴŀƎŜ Ltπ/ha Ŧŀǘ !tǎΣ ŎƻƴŦƛƎǳǊŜ 

ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪǎ ŦƻǊ !tǎ ŀƴŘ Ƴŀƛƴǘŀƛƴ !tǎ ƛƴ ōŀǘŎƘŜǎΦ ¢ƘŜ ǿƻǊƪƭƻŀŘ ƻŦ ƳŀƴŀƎƛƴƎ ƭŀǊƎŜπǎŎŀƭŜ 

ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪǎ Ŏŀƴ ōŜ ƎǊŜŀǘƭȅ ǊŜŘǳŎŜŘΦ 

¢ƻ ŀŘŘ ŀƴ !t ǘƻ ǘƘŜ ǊƻǳǘŜǊ 

¢ƻ ōŜ ƳŀƴŀƎŜŘ ōȅ ǘƘŜ ǊƻǳǘŜǊΣ ǘƘŜ !t ƴŜŜŘǎ ǘƻ ōŜ ŦƻǳƴŘ ŀƴŘ ŀŘŘŜŘ ǘƻ ǘƘŜ ǊƻǳǘŜǊΦ ²ƘŜƴ ǘƘŜ 

ǊƻǳǘŜǊ ƛǎ ǳǎŜŘ ŀǎ ǘƘŜ ǇǊƛƳŀǊȅ ǊƻǳǘŜǊΣ ǘƘŜ !t Ŏŀƴ ōŜ ŀŘŘŜŘ ǘƻ ǘƘŜ ǊƻǳǘŜǊ ŀǎ ŦƻƭƭƻǿǎΦ 

1. Enable the AP to obtain its IP address. 

Ltπ/ha Ŧŀǘ !tǎ ǎǳǇǇƻǊǘ ǘƘŜ 5I/t ŎƭƛŜƴǘ ŦǳƴŎǘƛƻƴΦ ²ƘŜƴ ǘƘŜ !t ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ !t 

ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƻōǘŀƛƴǎ ƛǘǎ ƻǿƴ Lt ŀŘŘǊŜǎǎΣ ƎŀǘŜǿŀȅ Lt ŀŘŘǊŜǎǎ ŀƴŘ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ 5b{ 

ǎŜǊǾŜǊΦ 

2. Enable the AP to obtain the IP address of the router. 

¢ƘŜ ǊƻǳǘŜǊ ǇŜǊƛƻŘƛŎŀƭƭȅ ōǊƻŀŘŎŀǎǘǎ ƛǘǎ Lt ŀŘŘǊŜǎǎ ƻƴ ǘƘŜ ƴŜǘǿƻǊƪΦ .ȅ ƳƻƴƛǘƻǊƛƴƎ ǘƘŜ 

ōǊƻŀŘŎŀǎǘΣ ǘƘŜ !t Ŏŀƴ ƻōǘŀƛƴ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

3. Enable the AP to send a join request to the router. 

!ŦǘŜǊ ƻōǘŀƛƴƛƴƎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ǘƘŜ !t ǎŜƴŘǎ ŀ Ƨƻƛƴ ǊŜǉǳŜǎǘ ǘƻ ǘƘŜ Lt ŀŘŘǊŜǎǎΦ 

4. Enable the router to respond to the join request. 

!ŦǘŜǊ ǘƘŜ ǊƻǳǘŜǊ ǊŜǎǇƻƴŘǎ ǘƻ ǘƘŜ Ƨƻƛƴ ǊŜǉǳŜǎǘΣ ǘƘŜ !t Ƨƻƛƴǎ ǘƘŜ ǊƻǳǘŜǊ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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6.2  Configuration wizard 

Procedure Task Description 

1 Configure network 

Optional. 

By default, the router has created a VLAN interface named 
VLAN_Default. The default IP address of this interface is 
192.168.0.252, and the User_DHCP_Default and 
AP_DHCP_Default policies are configured. 

2 
Set AP management 
mode 

Optional. 

By default, the AP management mode and configuration auto 
delivery function of the router have been enabled, and the 
AP_DHCP_Default policy has been added to the VLAN_Default 
interface. 

3 
Configure wireless 
policies 

Optional. 

By default, the router has created an SSID policy named 
SSID1_Default, and an RF policy named RF_Default. 

4 
Configure AP group 
policy 

Optional. 

By default, the router has created an AP group policy named 
APGroup_Default. 

5 
Separate APs to AP 
groups 

Optional. 

By default, the router has separated the managed APs to 
APGroup_Default. You can modify them based on the actual 
situation. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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6.3  AP management mode 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ !t aŀƴŀƎŜƳŜƴǘ aƻŘŜ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǘƘŜ !t ƳŀƴŀƎŜƳŜƴǘ ƳƻŘŜΣ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŀǳǘƻ ŘŜƭƛǾŜǊȅ ŦǳƴŎǘƛƻƴ ŀƴŘ 

ŀŘŘ ǘƘŜ !t 5I/t ǇƻƭƛŎȅ ŦƻǊ ǘƘŜ ±[!bΦ ¢ƘŜ ǊƻǳǘŜǊ ƻƴƭȅ ǎǳǇǇƻǊǘǎ Ltπ/ha Ŧŀǘ !tǎΦ 

aол±оΦм ƛǎ ǳǎŜŘ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ ¢ƘŜ !t ƳŀƴŀƎŜƳŜƴǘ ƳƻŘŜ ŀƴŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǳǘƻ ŘŜƭƛǾŜǊȅ 

ŦǳƴŎǘƛƻƴǎ ŀǊŜ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ 

 

M30V3.0 is used as an example. The AP management mode and configuration auto delivery 
functions are enabled by default. and AP_DHCP_Default policy is added to VLAN_Default port. 
If a new VLAN is added and the AP DHCP policy is configured for the new VLAN interface on the 
DHCP Server page, you need to click Add to manually apply the AP DHCP policy for the new 
VLAN to make the AP DHCP policy take effect and assign an IP address to the AP.

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

AP Management Mode Used to enable or disable the AP management function. 

Configuration Auto 
Delivery 

After this function is enabled, when a new AP goes online, or an offline AP goes 
online, the router will automatically add the AP to APGroup_Default, that is, 
deliver the default configuration to the AP. 

ID Specifies the number of the policy. 

Management Port 
Specifies the VLAN. Only APs connected to the management port can be 
managed. 
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Parameter Description 

DHCP Policy 

Specifies the DHCP policy delivered to the managed AP. 

Tip 

If it is a new VLAN, you need to add an AP DHCP policy in DHCP Server. 

DHCP Start Address 

Specify the start or end address of the DHCP address pool delivered to the AP. 

DHCP End Address 

Subnet Mask Specifies the subnet mask of the DHCP. 

Gateway Address Specifies the gateway address of the DHCP. 

Status 
Specifies the current AP DHCP policy status, including Enabled, Disabled and 
Expired. 

Remark Specifies the introduction to the AP DHCP policy. The remark is optional. 

Operation 

Used to edit, enable, disable or delete the AP DHCP policy. 

: Used to modify the AP DHCP policy. 

: Used to enable the AP DHCP policy. 

: Used to disable the AP DHCP policy. 

: Used to delete the AP DHCP policy. 
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6.4  Wireless policy 
hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǇƻƭƛŎƛŜǎ ŦƻǊ !tǎ ǘƻ ōŜ ǳǎŜŘ ƛƴ !t DǊƻǳǇ tƻƭƛŎȅ ƛƴ ŀŘǾŀƴŎŜΦ ¢ƘŜ 

ǇƻƭƛŎƛŜǎ ƛƴŎƭǳŘŜ ǘƘŜ {{L5 ǇƻƭƛŎȅΣ wC ǇƻƭƛŎȅΣ ±[!b ǇƻƭƛŎȅ ŀƴŘ ŀŘǾŀƴŎŜŘ ǇƻƭƛŎȅΦ 

6.4.1  SSID policy 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ {{L5 tƻƭƛŎȅ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

{{L5 ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ {{L5πǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ !tΦ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎǊŜŀǘŜŘ ŀƴ {{L5 ǇƻƭƛŎȅ ƴŀƳŜŘ {{L5мψ5ŜŦŀǳƭǘΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ 

ŀŘŘ ŀ ƴŜǿ {{L5 ǇƻƭƛŎȅΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the SSID policy. 

SSID Specifies the name of the wireless network. 

Guest Mode 
After enabling, the SSID is used as guest network. Users connected to the SSID can 
only access the internet, but cannot access each other or LAN. 

Max No. of Clients 

Specifies the maximum number of clients allowed to connect to the wireless network. 

Tip 

Generally, the maximum number of IP-COM clients is 128. If you want to deliver 
multiple SSID policies to the same AP, you need to plan the maximum number of 
clients of each policy in advance. Ensure the sum of maximum number of clients of the 
SSID policies does not exceed 128. 

Security Mode 

Specifies the security modes of the SSID policy. 

ī None: It indicates that the wireless network has no password. For the 
security of the network, this option is not recommended. 

ī WPA-PSK and WPA2-PSK: They indicate that WPA pre-shared keys are used 
for network authentication, which is ideal for individual and domestic 
scenarios. 

ī WPA3-SAE and WPA3-SAE/WPA2-PSK: They indicate that the wireless 
network is authenticated with a WPA pre-shared key, which is more secure 
than WPA2. Some smartphones do not support WPA3, so WPA3-SAE/WPA2-
PSK is recommended. 

ī WPA and WPA2: They indicate that 802.1x is used for network 
authentication and generating root keys to encrypt data, which is suitable 
for scenarios with high-security requirements such as enterprises. 

Encryption 

Specifies the encryption when the security mode is WPA-PSK, WPA2-PSK, WPA3-SAE, 
WPA3-SAE/WPA2-PSK, WPA and WPA2. 

ī AES: Specifies the Advanced Encryption Standard. 

ī TKIP: Specifies the Temporal Key Integrity Protocol. Under TKIP mode, the 
AP can only use a lower rate (maximum 54 Mbps) than under AES mode. 

ī TKIP&AES: Specifies that both the AES and TKIP are compatible. 

Tip 

WPA3-SAE only supports AES. 

Password 
Specifies the pre-shared keys when the security modes are WPA-PSK, WPA2-PSK, 
WPA3-SAE and WPA3-SAE/WPA2-PSK. The users need to enter the wireless password 
when connecting to the SSID. 
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Parameter Description 

Key Update 
Interval 

Specifies the key update interval when the security mode is WPA-PSK, WPA2-PSK, 
WPA3-SAE and WPA3-SAE/WPA2-PSK. A short key update interval can enhance the 
security of WPA data. 0 means no update. 

Radius Server 
Address 

Specify the IP address, shared key and authentication port of the RADIUS Server. 

They are required only when Security Mode is set to WPA or WPA2. 

Authentication 
Key 

Authentication 
Port 

Hide SSID 

Used to enable or disable the hide SSID function. After this function is enabled, the 
SSID will be hidden and the wireless network will not appear in the available network 
list of wireless clients (such as smartphones), enhancing the security of the wireless 
network. 

If you want to connect to the hidden wireless network, manually enter the SSID on 
your wireless clients. 

Client Isolation 
Used to enable or disable the client isolation function. With the Client Isolation 
enabled, clients cannot access each other. 

VLAN ID Specifies the VLAN to which the SSID belongs. The value range is 1, 10 ς 4094. 

Schedule Disable 
Wi-Fi 

With this function enabled, you can set the periods (up to 4) for the wireless network 
to be disabled. Within the period, the router will automatically disable the wireless 
network of the AP managed by the router. 

Status Specifies the status of the SSID policy. 

Remark Specifies the introduction to the SSID policy. The remark is optional. 

Operation 

Used to edit or delete an SSID policy. 

: Used to modify the policy. 

: Used to delete the policy. 

Tip 

Generally, keep at least one SSID policy, so the last policy cannot be deleted. The 
policy in use cannot be deleted. Remove the policy reference before deleting a policy 
in use. 
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6.4.2  RF policy 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ wC tƻƭƛŎȅ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

wC ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ōŀǎƛŎ wC ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ !tΦ 

 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎǊŜŀǘŜŘ ŀƴ wC ǇƻƭƛŎȅ ƴŀƳŜŘ RF_5ŜŦŀǳƭǘΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ 

ƴŜǿ wC ǇƻƭƛŎȅΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the RF policy. 

2.4G 

Specify the parameters for RF policies under 2.4 GHz and 5 GHz wireless networks. 

5G 

RF Status 

Specifies the status of the WiFi function. Not Configured indicates that the RF status of 
the corresponding frequency band of the AP is not modified. 

ī Enable: Select it to enable the WiFi function of the frequency band. 

ī Disable: Select it to disable the WiFi function of the frequency band. 

Network Mode 

Specifies the wireless network mode of the corresponding band. 

Network modes of the 2.4 GHz frequency band include 11b, 11g, 11b/g, 11b/g/n  and 
11b/g/n/ax . 

ī 11b: The AP works in 802.11b wireless network mode. 

ī 11g: The AP works in 802.11g wireless network mode. 

ī 11b/g: The AP works in 802.11b/g wireless network mode. 

ī 11b/g/n : The AP works in 802.11b/g/n wireless network mode. 

ī 11b/g/n/ax: The AP works in 802.11b/g/n/ax wireless network mode. 

Network modes of the 5 GHz frequency band include 11a, 11a/n, 11ac, and 
11a/n/ac/ax. 

ī 11a: The AP works in 802.11a wireless network mode. 

ī 11a/n: The AP works in 802.11a/n wireless network mode.  

ī 11ac: The AP works in 802.11ac wireless network mode. 

ī 11a/n/ac/ax: The AP works in 802.11a/n/ac/ax wireless network mode. 

Country/Region 
Code 

Specifies the country or region where the AP is located. Please select the correct 
country or region. 
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Parameter Description 

Channel 
Bandwidth 

Specifies the bandwidth of the working channel. A high channel bandwidth means a 
higher transmission rate, but the penetration capability is reduced and the 
transmission distance is shortened. 

ī Automatic: The AP automatically adjusts the channel bandwidth based on 
the surrounding environment. 

ī 20M: The AP uses the 20 MHz channel bandwidth. 

ī 40M: The AP uses the 40 MHz channel bandwidth. 

ī 80M: This channel bandwidth is available for the 5 GHz only. The AP uses the 
80 MHz channel bandwidth. 

ī 160M: This channel bandwidth is available for the 5 GHz only. The AP uses 
the 160 MHz channel bandwidth. 

Tip 

20M is available for each network mode. 40M is available for 11b/g/n , 11b/g/n/ax , 
11a/n, 11ac and 11a/n/ac/ax. 80M is available for 11ac and 11a/n/ac/ax. 160M is 
only available for 11a/n/ac/ax. 

Channel 

Specifies the channel in which the wireless data is transmitted and received. The 
available channels are determined by the current country/region and wireless band. 

ī /(Not Configured): Retain the current configurations of the AP. 

ī Automatic: The AP automatically detects the occupation rate of channels 
and selects the appropriate working channel accordingly. 

If the connection drops, freezes or slow internet occurs frequently when you are using 
the wireless network, you can try changing the working channel. You can check the 
channels with a low occupation rate and little interference using software tools (such 
as WiFi analyzer). 

Power 

Specifies the transmit power of the corresponding band. 

The higher the transmit power, the wider the WiFi coverage. However, an appropriate 
reduction of transmit power can improve the performance and security of the wireless 
network. 

RSSI 

Specifies the minimum wireless signal strength can be received by the band. Clients 
with a lower signal strength value cannot connect to the AP. 

When there are multiple APs in the surroundings, an appropriate RSSI value helps 
ensure wireless clients connect to the APs with a stronger signal. 

Client Aging Time 
If a client generates no data communication within this time after connecting to the 
wireless network, the AP will cut this client off. 
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Parameter Description 

Anti-interference 
Mode 

Interference mitigation mode of this device. Only supported in 2.4 GHz. 

ī 0: Interference suppression measures are disabled. 

ī 1: Suppress same frequency interference for weak radio environment, such as the 
same frequency interference caused by microwave ovens, smartphones and 
bluetooth devices. 

ī 2: Forcibly suppress moderate interference for bad radio environment when the 
number of wireless signal interference sources is less than 30. 

ī 3: Automatically suppress critical interference for heavy loading radio 
environment. 

ī 4: Automatically suppress critical interference and reduce noise when the number 
of wireless signal interference sources is more than 30, such as high-density 
scenarios. 

ī /(Not Configured): The router does not deliver the anti- interference mode 
configuration to the AP. The AP uses the anti-interference mode configured on its 
web UI. 

Airtime Fairness 
If this function is enabled, the same download time is assigned to users experiencing 
different download rates, ensuring a better experience for high-rate users. 

WMM 

Specifies the WiFi Multi-media, which provides basic solutions for wireless QoS. When 
this function is enabled, audio and video data are forwarded in priority. To improve 
the performance of AP in wireless multimedia data transmission (for example, online 
videos), this function is enabled by default. 

SSID Isolation 
Used to enable or disable the SSID isolation function. When it is enabled, devices 
under different SSIDs cannot communicate with each other. 

APSD 
Specifies the Automatic Power Save Delivery, which is the WMM power-saving 
certification protocol of the WiFi Alliance. Enabling APSD can reduce the power 
consumption of the AP. 

5G Preferred 

If the client supports 2.4 GHz and 5 GHz, with this function enabled, 5 GHz is used in 
priority when the 5 GHz signal strength is not less than the RSSI value. 

Tip 

ī This function is only available for the 5 GHz band. To use this function, the 
2.4 GHz and 5 GHz bands of the AP must be enabled and the SSID, 
encryption mode and passwords for the 2.4 GHz and 5 GHz bands must be 
consistent. 

ī 5GHz Priority Threshold is configured on the web UI of the AP. 

Status Specifies the status of the RF policy. 

Remark Specifies the introduction to the RF policy. The remark is optional. 
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Parameter Description 

Operation 

Used to edit or delete an RF policy. 

: Used to modify the policy. 

: Used to delete the policy. 

Tip 

Generally, keep at least one RF policy, so the last policy cannot be deleted. The policy 
in use cannot be deleted. Remove the policy reference before deleting a policy in use. 

6.4.3  VLAN policy 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ ±[!b tƻƭƛŎȅ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

±[!b ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ōŀǎƛŎ ±[!b ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ !tΦ 

¸ƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ±[!b ǇƻƭƛŎȅ ǘƻ ŀǎǎƻŎƛŀǘŜ ǘƘŜ ±[!bπǊŜƭŀǘŜŘ ǎŜǘǘƛƴƎǎ ƻŦ ǘƘŜ !t όǎǳŎƘ ŀǎ ǘƘŜ 

ŜƴŀōƭƛƴƎ ǎǘŀǘǳǎ ƻŦ ǘƘŜ !t ±[!bΣ ƳŀƴŀƎŜƳŜƴǘ ±[!b ŀƴŘ ¢Ǌǳƴƪ ǇƻǊǘύΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ±[!b ǇƻƭƛŎȅΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the VLAN policy. 

AP VLAN Used to enable or disable the AP VLAN function. 

PVID Specifies the ID of the default native VLAN of the trunk port of the AP.  

Management 
VLAN 

Specifies the ID of the management VLAN. The default value is 1. 

After changing the management VLAN, you can manage the AP only after connecting 
the router to the new management VLAN and you can log in to the web UI of the AP 
again only after connecting your client (such as the management computer) to the 
new management VLAN. 

Trunk Port 

Used to select the trunk ports that allow data of all VLANs to pass. 

Note 

After the 802.1Q VLAN function is enabled, at least one LAN port needs to be selected 
as the Trunk port. If this policy is applied for only one LAN port, set LAN0 as the Trunk 
port. Otherwise, the configuration may fail. 

LAN Port 

Specifies the VLAN ID of the wired LAN port (non-Trunk port) of the AP. This 
parameter is required only when the AP that uses the current policy has two LAN 
ports. The wired LAN port that cannot be modified is the Trunk port. 

Tip 

After the 802.1Q VLAN function is enabled, the wired LAN port (non-Trunk port) and 
wireless port of the SSID are Access ports. Their PVIDs are the same as their own VLAN 
IDs. 

Status Specifies the status of the VLAN policy. 

Remark Specifies the introduction to the VLAN policy. The remark is optional. 

Operation 

Used to edit or delete a VLAN policy. 

: Used to modify the policy. 

: Used to delete the policy. 

Tip 

Generally, keep at least one VLAN policy, so the last policy cannot be deleted. The 
policy in use cannot be deleted. Remove the policy reference before deleting a policy 
in use. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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6.4.4  Advanced policy 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ !ŘǾŀƴŎŜŘ tƻƭƛŎȅ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ŀŘǾŀƴŎŜŘ ǇƻƭƛŎƛŜǎ όƛƴŎƭǳŘƛƴƎ ƳŀƛƴǘŜƴŀƴŎŜ ǇƻƭƛŎƛŜǎΣ ŀƭŀǊƳ 

ǇƻƭƛŎƛŜǎ ŀƴŘ ǇŀǎǎǿƻǊŘ ǇƻƭƛŎƛŜǎύΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the advanced policy. 

Policy Type 
Specifies the type of advanced policy, including Maintenance Policy, Alarm Policy and 
Password Policy. 

Policy Contents Specifies the contents of the policy. 

Status Specifies the status of the advanced policy. 

Remark Specifies the introduction to the advanced policy. The remark is optional. 

Operation 

Used to edit or delete an advanced policy. 

: Used to modify the policy. 

: Used to delete the policy. 

Tip 

The policy in use cannot be deleted. Remove the policy reference before deleting a 
policy in use. 

Maintenance policy 

¢Ƙƛǎ ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŎǳǎǘƻƳƛȊŜŘ ǊŜōƻƻǘ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ !tΦ wŜōƻƻǘƛƴƎ ǘƘŜ !t 

Ŏŀƴ ƳŀƪŜ ƛǘ ǿƻǊƪ ǿƛǘƘ ƘƛƎƘ ǇŜǊŦƻǊƳŀƴŎŜΦ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƘŀǘ ǘƘŜ !t ōŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 

ǊŜōƻƻǘŜŘ ŘǳǊƛƴƎ ƛŘƭŜ ǇŜǊƛƻŘǎΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ !ŘǾŀƴŎŜŘ tƻƭƛŎȅ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ƳŀƛƴǘŜƴŀƴŎŜ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the maintenance policy. 

Policy Type 
Specifies the type of advanced policy, including Maintenance Policy, Alarm Policy and 
Password Policy. 

Reboot Settings 

Specifies the type of maintenance policy. 

ī Scheduled Reboot: The AP reboots once at the specified time point on the 
specified dates. 

ī Cyclic Reboot: The AP reboots once at the interval specified by Reboot Time 
Interval. 

Time 

Specify the reboot time of the AP when Reboot Settings is set to Scheduled Reboot. 

Repeat 

Reboot Time 
Interval 

Specifies the interval at which the AP reboots when Reboot Settings is set to Cyclic 
Reboot. 

Status Specifies the status of the policy. 

Remark Specifies the introduction to the policy. The remark is optional. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Alarm policy 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ŀƭŀǊƳ ǇƻƭƛŎƛŜǎ ŦƻǊ ǘƘŜ !tΣ ǎƻ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ǿƛƭƭ ƎŜƴŜǊŀǘŜ 

ŀƭŀǊƳǎ ŀŦǘŜǊ ŀƭŀǊƳ ŜǾŜƴǘǎ ƻŎŎǳǊ ƻƴ ǘƘŜ !tΦ ¢ƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ǾƛŜǿ ǎǳŎƘ ŀƭŀǊƳǎ ǘƻ ƳƻƴƛǘƻǊ 

ǘƘŜ ƴŜǘǿƻǊƪ ǎǘŀǘǳǎ ƛƴ ǊŜŀƭ ǘƛƳŜΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ !ŘǾŀƴŎŜŘ tƻƭƛŎȅ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ ̧ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ŀƭŀǊƳ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the alarm policy. 

Policy Type 
Specifies the type of advanced policy, including Maintenance Policy, Alarm Policy and 
Password Policy. 

Log Notification 

Used to enable or disable the log notification function. 

After it is enabled, the AP alarms will be displayed in AP Alarm Log and AP Running 
Log in Running Log. 

AP Fault Alarm 

Used to enable or disable the AP fault alarm function. 

When it is enabled, if the AP is faulty (such as reboot, offline, online), the AP will send 
an alarm through the Log Notification. 

AP Traffic Alarm 
Used to enable or disable the AP traffic alarm function. With this function enabled, 
when the total traffic exceeds the specified threshold, an alarm notification will be 
triggered. The notification can be sent by Log Notification. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Traffic Alarm 
Threshold 

Specifies the threshold of the AP traffic alarm. When the total AP traffic exceeds the 
threshold, an alarm notification will be triggered. 

AP Connections 
Alarm 

Used to enable or disable the AP connections alarm function. With this function 
enabled, when the number of AP connections exceeds the specified threshold, an 
alarm notification will be triggered. The notification can be sent by Log Notification. 

Connections 
Alarm Threshold 

Specifies the threshold of connections alarm. When the number of AP connections 
exceeds the threshold, an alarm notification will be triggered. 

Status Specifies the status of the policy. 

Remark Specifies the introduction to the policy. The remark is optional. 

Password policy 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǇŀǎǎǿƻǊŘ ǇƻƭƛŎƛŜǎ ŦƻǊ ǘƘŜ !t ǘƻ ǇǊŜǎŜǘ ǘƘŜ ŀŎŎƻǳƴǘ ŀƴŘ 

ǇŀǎǎǿƻǊŘ ǳǎŜŘ ǘƻ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ !tΦ 

¢ƘŜ ŘŜŦŀǳƭǘ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ŀƴŘ ǇŀǎǎǿƻǊŘ ŀǊŜ ŀŘƳƛƴΦ ¢ƻ ǇǊŜǾŜƴǘ ǳƴŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊǎ ŦǊƻƳ 

ŜƴǘŜǊƛƴƎ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ !t ŀƴŘ ƳƻŘƛŦȅƛƴƎ ǎŜǘǘƛƴƎǎΣ ŎƘŀƴƎŜ ǘƘŜ ƭƻƎƛƴ ŀŎŎƻǳƴǘ ŀƴŘ ǇŀǎǎǿƻǊŘ 

ƛƳƳŜŘƛŀǘŜƭȅ ǳǇƻƴ ȅƻǳǊ ŦƛǊǎǘ ƭƻƎƛƴΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ !ŘǾŀƴŎŜŘ tƻƭƛŎȅ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ ̧ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ǇŀǎǎǿƻǊŘ ǇƻƭƛŎȅΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the password policy. 

Policy Type 
Specifies the type of advanced policy, including Maintenance Policy, Alarm Policy and 
Password Policy. 

Device Login 
Account 

Specifies the login account of the AP. 

Device Login 
Password 

Specifies the login password of the AP. 

Confirm Login 
Password 

Used to confirm the login password of the AP. 

Status Specifies the status of the policy. 

Remark Specifies the introduction to the policy. The remark is optional. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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6.5  AP group policy 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ !t DǊƻǳǇ tƻƭƛŎȅ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

!t ƎǊƻǳǇ ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ŎƻƳōƛƴŜ ǿƛǊŜƭŜǎǎ ǇƻƭƛŎƛŜǎ ŀƴŘ ŘŜƭƛǾŜǊ ǘƘŜƳ ǘƻ ŎƻǊǊŜǎǇƻƴŘƛƴƎ !tǎΦ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎǊŜŀǘŜŘ ŀƴ !t ƎǊƻǳǇ ǇƻƭƛŎȅ ƴŀƳŜŘ !tDǊƻǳǇψ5ŜŦŀǳƭǘΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ 

!ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ !t ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Group Name Specifies the name of the AP group policy. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

No. of SSIDs Specifies the number of the SSIDs. 

SSID Policy 

Specifies the SSID policy to be used in the AP group policy. The SSID policy should be 
configured in SSID Policy in advance. 

If multiple SSIDs are configured, each SSID should be used with a different SSID policy. 

2.4G 

Specify the working frequency band of the AP. 

ī 2.4 GHz: The frequency band of the AP is 2.4 GHz. 

ī 5 GHz: The frequency band of the AP is 5 GHz. 

Tip 

If your AP only supports 2.4 GHz, select 2.4 GHz or 2.4 GHz&5 GHz. If you select 5 GHz, 
the configuration is invalid. 

5G 

RF Policy 
Specifies the RF policy to be used in the AP group policy. The RF policy should be 
configured in RF Policy in advance. 

VLAN Policy 
Specifies the VLAN policy to be used in the AP group policy. The VLAN policy should be 
configured in VLAN Policy in advance. 

Maintenance 
Policy 

Specifies the maintenance policy to be used in the AP group policy. The maintenance 
policy should be configured in Advanced Policy in advance. 

Alarm Policy 
Specifies the alarm policy to be used in the AP group policy. The alarm policy should be 
configured in Advanced Policy in advance. 

Password Policy 
Specifies the password policy to be used in the AP group policy. The password policy 
should be configured in Advanced Policy in advance. 

Remark Specifies the introduction to the AP group policy. The remark is optional. 

Operation 

Used to edit or delete an AP group policy. 

: Used to modify the policy. 

: Used to delete the policy. 

Tip 

Generally, keep at least one AP group policy, so the last policy cannot be deleted. The 
policy in use cannot be deleted. Remove the policy reference before deleting a policy 
in use. 
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6.6  AP list and maintenance 

6.6.1  Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ !t [ƛǎǘ ŀƴŘ aŀƛƴǘŜƴŀƴŎŜ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǎŎŀƴ ǘƘŜ !t ƭƛǎǘΣ ŘŜƭƛǾŜǊ ǘƘŜ !t ƎǊƻǳǇ ǇƻƭƛŎƛŜǎ ǘƻ ŎƻǊǊŜǎǇƻƴŘƛƴƎ !tǎ ŀƴŘ 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƳŀƛƴǘŜƴŀƴŎŜ ƻǇŜǊŀǘƛƻƴǎ ǎǳŎƘ ŀǎ ǳǇƎǊŀŘƛƴƎ ŀƴŘ ǊŜǎǘŀǊǘƛƴƎ !tǎΦ aŀƴŀƎŜŘ !tǎ ǿƛƭƭ 

ōŜ ŀŘŘŜŘ ǘƻ !tDǊƻǳǇψ5ŜŦŀǳƭǘ ōȅ ŘŜŦŀǳƭǘΦ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 

.ǳǘǘƻƴ ŘŜǎŎǊƛǇǘƛƻƴ 

Button Description 

Sync Configuration Used to synchronize the configuration of the selected APs. 

AP Grouping 
Specifies the AP group policy to be used on the selected APs. The AP group policy 
should be configured in AP Group Policy in advance. 

Batch Settings Used to deliver the configuration to the selected APs in batches. 

LED ON 

Used to turn on or off the LED indicator of the selected AP. 

LED OFF 

Delete Used to delete the information of offline APs that are selected. 

Reboot Used to reboot the selected APs. 

Upgrade 

Used to upgrade the firmware of the selected APs. 

Tip 

Click  beside Reboot and you can see this function. 
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Button Description 

Reset 

Used to reset the selected APs to factory settings. 

Tip 

Click  beside Reboot and you can see this function. 

Mode Switch 

Used to enable or disable the cloud maintenance function of the AP or switch the 
management mode of cloud maintenance. For details, refer to set the AP cloud 
maintenance function. 

Tip 

The cloud maintenance function may be unavailable for some APs. 

Import 

Used to import the configuration information of the selected APs.  

After importing, only remarks of devices with the same MAC address are replaced. 
Other information will not synchronize. 

Export Used to export the configuration information of the selected APs. 

 Used to refresh the current list. 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Online Specifies the number of online devices. 

Offline Specifies the number of offline devices. 

Group Name Specifies the AP group name. 

AP Model Specifies the AP model. 

Remark Specifies the introduction to the AP. 

IP Address 
Specifies the IP address that the AP obtains from the AP DHCP server. It is also the 
login address of the AP. 

MAC Address Specifies the wireless MAC address of the AP. 

Firmware Specifies the current firmware version of the AP. 

Band Specifies the working frequency band of the AP, including 2.4 GHz and 5 GHz. 

SSID Specifies the current SSID of the AP. 
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Parameter Description 

Number of 
Terminals 

Specifies the number of the clients that the AP connects to. 

Power 

Specifies the wireless transmission power of the AP. 

Policy Delivery indicates that the transmission power of the AP is consistent with the 
setting in the AP group selected. You can click Settings under Operation to modify it. 

Channel 

Specifies the wireless channel of the SSID that the client connects to. 

Policy Delivery indicates that the channel is consistent with the setting in the AP 
group selected. You can click Settings under Operation to modify it. 

5G Preferred 

If the client supports 2.4 GHz and 5 GHz, with this function enabled, 5 GHz is used in 
priority when the 5 GHz signal strength is not less than the RSSI value. 

Tip 

This function is only available for the 5 GHz band. 

Management 
Mode 

Specifies the management mode of the AP. For details about the cloud maintenance 
function, see Set the AP cloud maintenance function. 

Tip 

The cloud maintenance function may be unavailable for some APs. 

Management VLAN 
Specifies the management VLAN ID of the AP to differentiate it from data VLAN. If 
this parameter is not set, - is displayed by default. 

Wired Port VLAN Specifies the default VLAN ID of the wired port of the AP. 

RF Specifies the current RF status of the AP. 

Online Duration Specifies the online duration of the online AP. 

Offline Duration Specifies the offline duration of the offline AP. 

Status Specifies the current status of the AP. 

LED Indicator Specifies the current status of the LED indicator of the AP. 
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Parameter Description 

Operation 

Used to edit or delete the AP group policy. 

: Used to modify the AP group policy. 

: Used to delete the AP group policy. 

Tip 

Generally, keep at least one AP group policy, so the last policy cannot be deleted. The 
policy in use cannot be deleted. Remove the policy reference before deleting a policy 
in use. 

6.6.2  Deliver policies to APs 

Tip 

²ƛǘƘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǳǘƻ ŘŜƭƛǾŜǊȅ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜŘΣ ǿƘŜƴ ŀƴ !t ƎƻŜǎ ƻƴƭƛƴŜΣ ƛǘ ǿƛƭƭ ōŜ ŀŘŘŜŘ ǘƻ ǘƘŜ 
!tDǊƻǳǇψ5ŜŦŀǳƭǘ ƎǊƻǳǇ ōȅ ŘŜŦŀǳƭǘΦ 

1. Log in to the web UI of the router. 

2. (Skip if performed) Configure a wireless policy to be delivered to APs. For details, see Wireless 

policy in AP management. 

3. (Skip if performed) Configure an AP group and add the wireless policy configured in step 2 to 

an AP group. For details, see AP group policy in AP management. 

4. Deliver policies to APs. 

1) Navigate to AP > AP List and Maintenance. 

2) Select the APs to which the policies are to be delivered, and click AP Grouping. The 
following figure is for reference only. 

 

3) Select an AP group from the Select AP Group Policy drop-down list box, and click Save. 
The following figure is for reference only. 
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πππ9ƴŘ 

!ŦǘŜǊ ǘƘŜ !tǎ ŀǊŜ ŀŘŘŜŘ ǘƻ ŀƴ !t ƎǊƻǳǇΣ ǘƘŜ ǇƻƭƛŎƛŜǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ !t ƎǊƻǳǇ ǿƛƭƭ ōŜ 

ŀǇǇƭƛŜŘ ǘƻ ǘƘŜ !tǎΦ 

6.6.3  Batch settings 

ƻ̧ǳ Ŏŀƴ ǳǎŜ .ŀǘŎƘ {ŜǘǘƛƴƎǎ ǘƻ ǇŜǊŦƻǊƳ ŘŜǘŀƛƭŜŘ ǎŜǘǘƛƴƎǎ ŦƻǊ ƳǳƭǘƛǇƭŜ ǎŜƭŜŎǘŜŘ !tǎ ƛƴ ŀ ǳƴƛŦƛŜŘ 

ƳŀƴƴŜǊΦ 

Tip 

¢Ƙƛǎ ƻǇŜǊŀǘƛƻƴ Ŏŀƴ ƻƴƭȅ ōŜ ǇŜǊŦƻǊƳŜŘ ƻƴ ƴƻƴπƻŦŦƭƛƴŜ ŘŜǾƛŎŜǎΦ 

1. Log in to the web UI of the router. 

2. Navigate to AP > AP List and Maintenance. 

3. Select the APs for which detailed settings are to be performed, and click Batch Settings. The 

following figure is for reference only. 

 

4. Set parameters as required, and click Save. The following figure is for reference only. 

Tip 

/(bƻǘ ŎƻƴŦƛƎǳǊŜŘύ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ !t ƎǊƻǳǇ ǘƻ ǿƘƛŎƘ ǘƘŜ !t ŀǇǇƭƛŜǎ is ƴƻǘ ƳƻŘƛŦƛŜŘΦ 
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πππ9ƴŘ 

wŜƭŀǘŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŦƻǊ ǘƘŜ ǎŜƭŜŎǘŜŘ !tǎ ǿƛƭƭ ōŜ ŘŜƭƛǾŜǊŜŘ ŀƎŀƛƴΦ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Number of 
Selected APs 

Specifies the number of APs that are selected currently. It cannot be modified. 

Remark Specifies the introduction of the APs. The remark is optional. 

AP Grouping 
Specifies the AP group policy to be applied for the selected APs. The AP group policy 
must be configured in AP group policy in advance. 

2.4G 
Used to configure parameters for 2.4 GHz and 5 GHz wireless networks. Refer to 
Parameter description in RF policy. 

5G 
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6.6.4  Set AP cloud maintenance 

ƻ̧ǳ Ŏŀƴ ǳǎŜ aƻŘŜ {ǿƛǘŎƘ ǘƻ ŜƴŀōƭŜ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ƻǊ ǎǿƛǘŎƘ ǘƘŜ ŎƭƻǳŘ 

ƳŀƴŀƎŜƳŜƴǘ ƳƻŘŜ ŦƻǊ ǎŜƭŜŎǘŜŘ !tǎΦ 

¢ƻ ŀŘŘ !tǎ ŀƴŘ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǘƘŜ ǎŀƳŜ ǇǊƻƧŜŎǘΣ ƪŜŜǇ ǘƘŜƛǊ ¦ƴƛǉǳŜ /ƭƻǳŘ /ƻŘŜ ŎƻƴǎƛǎǘŜƴǘ ǿƘŜƴ 

ŜƴŀōƭƛƴƎ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴΦ 

Tip 

¢Ƙƛǎ ƻǇŜǊŀǘƛƻƴ Ŏŀƴ ƻƴƭȅ ōŜ ǇŜǊŦƻǊƳŜŘ ƻƴ ƴƻƴπƻŦŦƭƛƴŜ ŘŜǾƛŎŜǎΦ 

¢ƻ ŜƴŀōƭŜ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ŦƻǊ !tǎΥ 

1. Obtain the unique cloud code. 

Tip 

ī LŦ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ Ƙŀǎ ōŜŜƴ ŜƴŀōƭŜŘ ŦƻǊ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ȅƻǳ ƴŜŜŘ ǘƻ ŀŘŘ ǘƘŜ !t ŀƴŘ 
ǊƻǳǘŜǊ ǘƻ ǘƘŜ ǎŀƳŜ ǇǊƻƧŜŎǘΣ ȅƻǳ Ŏŀƴ ƻōǘŀƛƴ ǘƘŜ ǳƴƛǉǳŜ ŎƭƻǳŘ ŎƻŘŜ ƛƴ /ƭƻǳŘ aŀƛƴǘŜƴŀƴŎŜΦ 

ī .ŜŦƻǊŜ ŜƴŀōƭƛƴƎ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ !tΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ !t ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘΦ 

1) Access https://imsen.ip-com.com.cn to enter the Profi Cloud Platform. 

2) Click Add in the upper right corner and select Unique Cloud Code, and copy the unique 
cloud code. 

 

2. Enable the cloud maintenance function for the APs. 

1) Log in to the web UI of the router, and navigate to AP > AP List and Maintenance. 

2) Select the APs for which the cloud maintenance function is to be enabled, and click Mode 
Switch. The following figure is for reference only. 

https://imsen.ip-com.com.cn/
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3) Set Cloud Maintenance to Enable, and set Management Mode as required (Cloud Hosting 
for example here). 

4) Enter the unique cloud code obtained in Unique Cloud Code and set Device Info Report to 
Enable. 

5) Click OK. 

 

πππ9ƴŘ 

!ŦǘŜǊ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘ ŦƻǊ ǘƘŜ !tǎΣ ȅƻǳ Ŏŀƴ ƳŀƴŀƎŜ ǘƘŜƳ ƻƴ ǘƘŜ 
tǊƻCƛ /ƭƻǳŘ tƭŀǘŦƻǊƳ όƘǘǘǇǎΥκκƛƳǎŜƴΦƛǇπŎƻƳΦŎƻƳΦŎƴύ ƻǊ tǊƻCƛ !ǇǇΦ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Cloud Maintenance Used to enable or disable the cloud maintenance function. 

https://imsen.ip-com.com.cn/
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Parameter Description 

Management Mode 

Specifies the cloud maintenance management mode. 

ī Cloud Hosting: Suitable for projects that are managed in a unified 
manner and the ProFi Cloud Platform or ProFi App is used for 
maintenance. APs can be managed in the ProFi Cloud Platform and 
configurations can be delivered to APs through the ProFi Cloud Platform. 
You can also configure APs by logging in to their web UI locally. 

ī Local Hosting: Suitable for projects that are managed and viewed in a 
unified manner. APs can be managed in the ProFi Cloud Platform or 
ProFi App and all configurations must be performed on the web UI of the 
router or the APs. 

Unique Cloud Code 
Used to associate the device to the ProFi Cloud Management System. You can 
obtain it on the ProFi Cloud Platform (https://imsen.ip-com.com.cn) or the ProFi 
App. 

Device Info Report 

Used to enable or disable the device info report function. 

After this function is enabled, APs can be managed on the ProFi Cloud Platform 
and AP configurations will be uploaded to the ProFi Cloud Platform. 

https://imsen.ip-com.com.cn/


¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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6.7  Wireless user information 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ ¦ǎŜǊ LƴŦƻǊƳŀǘƛƻƴ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ǳǎŜǊǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ !tǎ ŀƴŘ 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƻǇŜǊŀǘƛƻƴǎ ǎǳŎƘ ŀǎ ŦƻǊŎƛƴƎ ǘƘŜ ǳǎŜǊǎ ƻŦŦƭƛƴŜΦ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Online Users Specifies the number of online devices. 

Export Used to export users' information to the local computer. 

Force Offline Used to kick the online users offline in batches. 

Terminal Name Specifies the name of the client. 

Terminal Remark Specifies the introduction to the client. 

Terminal Type 
Specifies the type of client such as smartphone, PAD and PC. If the client type is not 
recognized, Others will be displayed. 

IP Address Specifies the IP address of the client. 

MAC Address Specifies the MAC address of the client. 

Associated Device Specifies the information of the AP that the client connects to. 

Associated Device 
Remark 

Specifies the remark of the AP that the client connects to. 

Associated Device 
IP Address 

Specifies the IP address of the wireless network belonging to the AP that the client 
connects to. 

Associated Device 
MAC Address 

Specifies the MAC address of the wireless network belonging to the AP that the client 
connects to. 
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Parameter Description 

Associated SSID Specifies the name of the wireless network to which the client connects, or the SSID. 

Band 

Specifies the frequency band of the wireless network to which the client connects. 

ī 2.4 GHz: The frequency band of the AP is 2.4 GHz. 

ī 5 GHz: The frequency band of the AP is 5 GHz. 

Real-time Upload Specifies the real-time upload rate of the client. 

Real-time 
Download 

Specifies the real-time download rate of the client. 

Total Traffic Specifies the total download traffic during total client connection. 

Signal Strength Specifies the signal strength of the wireless network to which the client connects. 

Online Duration Specifies the duration during which the client is connected to the wireless network. 

Operation : Used to kick the online user offline. 
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6.8  Exmaple of configuring fat APs 

Networking requirements 

! ƘƻǘŜƭ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ŀƴŘ Ŧŀǘ !t ǘƻ ŎƻƴǎǘǊǳŎǘ ƴŜǘǿƻǊƪǎΣ ƛƴ ǿƘƛŎƘ ǘƘŜȅ ǊŜǉǳƛǊŜ ǘƘŀǘ 

ǘƘŜ ƴŜǘǿƻǊƪǎ ŀŎŎŜǎǎŜŘ ōȅ ƎǳŜǎǘǎ ŀƴŘ ǎǘŀŦŦ ŀǊŜ ƛǎƻƭŀǘŜŘΦ DǳŜǎǘǎ Ŏŀƴ ŀŎŎŜǎǎ ƻƴƭȅ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ 

ǎǘŀŦŦ Ŏŀƴ ŀŎŎŜǎǎ ƻƴƭȅ ǘƘŜ ƛƴǘǊŀƴŜǘΦ 

Solution 

ī {ǳŎŎŜǎǎŦǳƭƭȅ ƳŀƴŀƎŜ !tǎ ƻƴ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ŘŜƭƛǾŜǊ ŘƛŦŦŜǊŜƴǘ ǿƛǊŜƭŜǎǎ ǇƻƭƛŎƛŜǎ ǘƻ ǘƘŜ 
!tǎΦ 

ī /ƻƴŦƛƎǳǊŜ ŀƴ {{L5 ǇƻƭƛŎȅ ŦƻǊ ƎǳŜǎǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ {{L5 ƛǎ ƛƴǘŜǊƴŜǘΣ ǿƛǊŜƭŜǎǎ 
ǇŀǎǎǿƻǊŘ ƛǎ ¦Ƴ·Ƴ[ф¦Y ŀƴŘ ±[!b L5 ƛǎ нлΦ 

ī /ƻƴŦƛƎǳǊŜ ŀƴ {{L5 ǇƻƭƛŎȅ ŦƻǊ ǎǘŀŦŦΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ {{L5 ƛǎ ƻŀΣ ǿƛǊŜƭŜǎǎ ǇŀǎǎǿƻǊŘ ƛǎ 
/Ŝǘ¢[ōу¢ ŀƴŘ ±[!b L5 ƛǎ олΦ 

ī /ƻƴŦƛƎǳǊŜ ŀ ±[!b ŦƻǊǿŀǊŘƛƴƎ ǊǳƭŜ ƻƴ ǘƘŜ ǎǿƛǘŎƘΦ 

ī /ƻƴŦƛƎǳǊŜ ŀ ±[!b ŦƻǊǿŀǊŘƛƴƎ ǊǳƭŜ ƻƴ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ƛƴǘŜǊƴŀƭ ǎŜǊǾŜǊΦ 

¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǎŎŜƴŀǊƛƻǎ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΦ 

 

[!bо ǇƻǊǘ 

/ƻǊŜ ǎǿƛǘŎƘ 

LƴǘŜǊƴŜǘ 

wƻǳǘŜǊ 

tƻ9 ǎǿƛǘŎƘ 

!t 

DǳŜǎǘ {{L5Υ ƛƴǘŜǊƴŜǘ  ±[!bнл 

LƴǘŜǊƴŀƭ 
ǎŜǊǾŜǊ 

{ǘŀŦŦ {{L5Υ ƻŀ  ±[!bол 

²!b ǇƻǊǘ 

aŀƴŀƎŜƳŜƴǘ 
ŎƻƳǇǳǘŜǊ 

!t !t 
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Configuration procedure 

 

I. Configure the router. 

1. Log in to the web UI of the router. 

2. Manage APs (skip if performed). 

1) Navigate to AP > AP Management Mode. 

2) Enable the AP Management Mode and Configuration Auto Delivery functions. 

3) Click Add. Add the AP_DHCP_Default DHCP policy for the VLAN_Default management 
port. By default, the system has created a DHCP policy for the management port. The 
following figure is for reference only. 

 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ !t [ƛǎǘ ŀƴŘ aŀƛƴǘŜƴŀƴŎŜ ǘƻ ŎƘŜŎƪ ǿƘŜǘƘŜǊ ǘƘŜ ǊƻǳǘŜǊ ƳŀƴŀƎŜǎ ǘƘŜ !t 

ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

 

3. Add the VLAN and configure the DHCP server. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ ±[!b ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŜȄŀƳǇƭŜΦ 

VLAN Name VLAN ID IP Address/ Network Segment Physical Port 

Guest 20 192.168.20.1/24 LAN3 

  

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǊƻǳǘŜǊ /ƻƴŦƛƎǳǊŜ ǘƘŜ ŎƻǊŜ ǎǿƛǘŎƘ /ƻƴŦƛƎǳǊŜ ǘƘŜ ƛƴǘŜǊƴŀƭ ǎŜǊǾŜǊ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ 5I/t ǎŜǊǾŜǊ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ±[!b ŦƻǊ ŜȄŀƳǇƭŜΦ 

Policy Name 
Application 
Interface 

DHCP Type DHCP Configuration 

Guest Guest User DHCP 

IP Address Pool: 192.168.20.100 - 
192.168.20.200 

Subnet Mask: 255.255.255.0 

Gateway: 192.168.20.1 

Primary DNS: 192.168.20.1 

Guest1 Guest AP DHCP 

IP Address Pool: 10.10.20.100 - 
10.10.20.200 

Subnet Mask: 255.255.255.0 

Gateway: 10.10.20.1 

Primary DNS: 10.10.20.1 

1) Add VLANs. 

bŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ ±[!b {ŜǘǘƛƴƎǎΦ /ƭƛŎƪ !ŘŘΣ ŎƻƴŦƛƎǳǊŜ ±[!b ǇŀǊŀƳŜǘŜǊǎ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

2) Configure the DHCP server for the VLAN. 

bŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ 5I/t {ŜǘǘƛƴƎǎ Ҕ 5I/t {ŜǊǾŜǊΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ 

ǘƘŜ ǳǎŜǊ 5I/t ǎŜǊǾŜǊ ŀƴŘ !t 5I/t ǎŜǊǾŜǊ ƻŦ ǘƘŜ DǳŜǎǘ ±[!b ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 
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4. Deliver the AP DHCP policy to the Guest VLAN interface. 

1) Navigate to AP > AP Management Mode. 

2) Click Add to add the AP DHCP policy for the LAN3 port. The following figure is for 
reference only. 

 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ !t [ƛǎǘ ŀƴŘ aŀƛƴǘŜƴŀƴŎŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ !t 

ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ [!bо ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ōŜƭƻƴƎǎ ǘƻ ǘƘŜ ŎƭƛŜƴǘ ŀŘŘǊŜǎǎ ǎŜƎƳŜƴǘ ƻŦ ǘƘŜ !t 

5I/t ǇƻƭƛŎȅ ƻŦ ǘƘŜ DǳŜǎǘ ±[!bΦ 

 

5. Configure the AP policy. 

The following table provides examples of AP policy parameters. Retain default values for other 

parameters that are not mentioned. 

SSID Policy RF Policy VLAN Policy AP Group Policy 

Policy Name: Guest SSID 

SSID: internet 

Security Mode/Encryption: 
WPA2-PSK/AES 

Password: UmXmL9UK 

VLAN ID: 20 

RF_Default 

Policy Name: AP VLAN 

AP VLAN: Enabled 

Trunk port: LAN0 

Policy Name: Hotel 

No. of SSIDs: 2 

2.4G/5G SSID1 Policy: 
Guest SSID 

2.4G/5G SSID2 Policy: Staff 
SSID 
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SSID Policy RF Policy VLAN Policy AP Group Policy 

Policy Name: Staff SSID 

SSID: oa 

Security Mode/Encryption: 
WPA2-PSK/AES 

Password: CetTLb8T 

VLAN ID: 30 

RF Policy: RF_Default 

VLAN policy: AP VLAN 

1) Configure the SSID policy. 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ {{L5 tƻƭƛŎȅΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ 

{{L5 ǇƻƭƛŎȅΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

Tip 

¢ƘŜ ƳŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŎƭƛŜƴǘǎ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ !t ƛǎ мнуΦ LŦ ƳǳƭǘƛǇƭŜ {{L5 ǇƻƭƛŎƛŜǎ ƴŜŜŘ ǘƻ ōŜ ŘŜƭƛǾŜǊŜŘ ǘƻ 
ǘƘŜ ǎŀƳŜ !tΣ ȅƻǳ ǎƘƻǳƭŘ Ǉƭŀƴ ǘƘŜ ƳŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŎƭƛŜƴǘǎ ŀǇǇǊƻǇǊƛŀǘŜƭȅ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǎǳƳ ƻŦ ǘƘŜ 
ƳŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŎƭƛŜƴǘǎ ŦƻǊ ŜŀŎƘ {{L5 ǇƻƭƛŎȅ ŘƻŜǎ ƴƻǘ ŜȄŎŜŜŘ мнуΦ 

 

2) Configure the VLAN policy. 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛǊŜƭŜǎǎ tƻƭƛŎȅ Ҕ ±[!b tƻƭƛŎȅΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ 9ƴŀōƭŜ !t ±[!bΣ ǎŜǘ ¢Ǌǳƴƪ tƻǊǘ 

ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

3) Configure the AP group policy. 

bŀǾƛƎŀǘŜ ǘƻ !t Ҕ !t DǊƻǳǇ tƻƭƛŎȅΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŀǎ ǊŜǉǳƛǊŜŘΣ ŀƴŘ ŎƭƛŎƪ 

{ŀǾŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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6. Deliver the AP group policy. 

1) Navigate to AP > AP List and Maintenance. Select the AP to which the AP group policy is 
to be delivered, and click AP Grouping. 

 

2) Select an AP group policy, which is Hotel in this example. Then, click Save. 

 

II. Configure the core switch. 

5ƛǾƛŘŜ ǘƘŜ L999 улнΦмv ±[!b ƻƴ ǘƘŜ ±[!b ŀǎ ŦƻƭƭƻǿǎΦ 

Port Connected to VLAN ID (VLAN Allowed to Pass) Port Property PVID 

AP 20,30 Trunk 1 

Router 20 Access 20 

Internal server 30 Access 30 

CƻǊ ƻǘƘŜǊ ǇƻǊǘǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ƳŜƴǘƛƻƴŜŘΣ ƪŜŜǇ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎΦ CƻǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ Ƙƻǿ ǘƻ 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎǿƛǘŎƘΣ ǎŜŜ ǘƘŜ ǳǎŜǊ ƎǳƛŘŜ ƻŦ ǘƘŜ ǎǿƛǘŎƘΦ 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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III. Configure the internal server. 

!ŘŘ ǘƘŜ ±[!b ŦƻǊ ǘƘŜ ǇƻǊǘ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǎǿƛǘŎƘ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 5I/t ǎŜǊǾŜǊΦ 

1. Add the VLAN. The parameters in the following table are for reference only. 

VLAN Name VLAN ID 
IP Address/Network 
Segment 

Physical Port Port Property 

Staff 30 192.168.30.1/24 LAN Access 

2. Configure the DHCP server for the VLAN. The parameters in the following table are for 

reference only. 

VLAN Name User DHCP 

Staff 

IP address pool: 192.168.30.100 - 192.168.30.200 

Subnet mask: 255.255.255.0 

Default gateway: 192.168.30.1 

Primary DNS: 192.168.30.1 

3. Set the VLAN connected to the port of the switch. 

Port Connected to VLAN ID (VLAN Allowed to Pass) Port Property PVID 

Switch 30 Access 30 

CƻǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ Ƙƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎǿƛǘŎƘΣ ǎŜŜ ǘƘŜ ǳǎŜǊ ƎǳƛŘŜ ƻŦ ǘƘŜ ǎǿƛǘŎƘΦ 

πππ9ƴŘ 

Verification 

¦ǎŜǊǎ ǿƘƻ ŎƻƴƴŜŎǘ ǘƻ ƛƴǘŜǊƴŜǘ Ŏŀƴ ŀŎŎŜǎǎ ƻƴƭȅ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ǳǎŜǊǎ ǿƘƻ ŎƻƴƴŜŎǘ ǘƻ ƻŀ Ŏŀƴ 

ŀŎŎŜǎǎ ƻƴƭȅ ǘƘŜ ƛƴǘǊŀƴŜǘΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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6.9  IPTV 

6.9.1  Overview 

LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭ ¢ŜƭŜǾƛǎƛƻƴ όLt¢±ύ ƛǎ ǘƘŜ ǘŜŎƘƴƻƭƻƎȅ ƛƴǘŜƎǊŀǘƛƴƎ ƛƴǘŜǊƴŜǘΣ ƳǳƭǘƛƳŜŘƛŀΣ 

ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴ ŀƴŘ Ƴŀƴȅ ƻǘƘŜǊ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ ǇǊƻǾƛŘŜ ƛƴǘŜǊŀŎǘƛǾŜ ǎŜǊǾƛŎŜǎΣ ƛƴŎƭǳŘƛƴƎ 

ŘƛƎƛǘŀƭ ¢±Σ ŦƻǊ ŦŀƳƛƭȅ ǳǎŜǊǎ ōȅ ƛƴǘŜǊƴŜǘ ōǊƻŀŘōŀƴŘ ƭƛƴŜǎΦ 

²ƛǘƘ ǘƘŜ Lt¢± ŦǳƴŎǘƛƻƴΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǳǇ ŀƴ Lt¢± Řŀǘŀ ǇŀǎǎπǘƘǊƻǳƎƘ ŎƘŀƴƴŜƭ ōŜǘǿŜŜƴ ǘƘŜ ŘŜǾƛŎŜ 

ŀƴŘ ǘƘŜ !t ǘƻ ǎƻƭǾŜ ǘƘŜ ŘƛŦŦƛŎǳƭǘ ŎƻƴƴŜŎǘƛƻƴ ǇǊƻōƭŜƳ ŎŀǳǎŜŘ ōȅ ǘƘŜ ƭƻƴƎ ŘƛǎǘŀƴŎŜ ōŜǘǿŜŜƴ ǘƘŜ 

Lt¢± ǎŜǘπǘƻǇ ōƻȄ ŀƴŘ ǘƘŜ ƻǇǘƛŎŀƭ ƳƻŘŜƳΦ 

LŦ ǘƘŜ Lt¢± ǎŜǊǾƛŎŜ ƛǎ ƛƴŎƭǳŘŜŘ ƛƴ ȅƻǳǊ ōǊƻŀŘōŀƴŘ ǎŜǊǾƛŎŜΣ ȅƻǳ Ŏŀƴ ŜƴŀōƭŜ ǘƘŜ Lt¢± ŦǳƴŎǘƛƻƴ ƻŦ 

ǘƘŜ ǊƻǳǘŜǊΣ ǘƘŜƴ ȅƻǳ Ŏŀƴ ŜƴƧƻȅ ōƻǘƘ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǘƘǊƻǳƎƘ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ǊƛŎƘ Lt¢± ǇǊƻƎǊŀƳǎ 

ǿƛǘƘ ŀ ǎŜǘπǘƻǇ ōƻȄ ŀƴŘ ¢±Φ 

Tip 

¢Ƙƛǎ ŦǳƴŎǘƛƻƴ ƴŜŜŘǎ ǘƻ ōŜ ǳǎŜŘ ǿƛǘƘ Ltπ/ha !tǎ ǘƘŀǘ ǎǳǇǇƻǊǘ ǘƘŜ Lt¢± ŦǳƴŎǘƛƻƴΦ  

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ Lt¢± ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ ¢Ƙƛǎ ŦǳƴŎǘƛƻƴ ƛǎ 

ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ ǘƘŜ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

IPTV 
Configuration 

IPTV Port 
Used to designate a LAN port as the IPTV port to connect to the 
IPTV port of the modem. Refer to Port Information on the 
System page for the LAN port number. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

IPTV Used to enable or disable the IPTV data pass-through function. 

VLAN 
Configuration 

Specifies the VLAN ID of the IPTV service. 

ī If the broadband service provider does not provide 
VLAN-related information when activating the IPTV 
service, select General IPTV, or select Customize 
VLAN and select Without VLAN Tag. 

ī If the broadband service provider provides a VLAN ID 
when activating the IPTV service, select Customize 
VLAN and With VLAN Tag, and enter the 
corresponding VLAN ID. 

AP List 

AP Model 
Specifies the product model of the AP. Only APs that support 
IPTV are displayed in the AP list.  

MAC Address Specifies the MAC address of the AP. 

Remark Specifies the introduction of the AP. 

Designated 
Ethernet port 

Specifies the wired Ethernet port on the AP to set up a 
transparent IPTV data transmission channel with the router. The 
designated Ethernet port needs to be connected to the IPTV 
set-top box. 

Tip 

The designated Ethernet port of the AP is LAN1. 

6.9.2  Watch IPTV programs (scenario 1) 

Networking requirements 

¢ƘŜ Lt¢± ǎŜǊǾƛŎŜ ƛǎ ƛƴŎƭǳŘŜŘ ƛƴ ȅƻǳǊ ōǊƻŀŘōŀƴŘ ǎŜǊǾƛŎŜΦ ¢ƘŜ L{t ǇǊƻǾƛŘŜǎ ŀƴ Lt¢± ǳǎŜǊ ƴŀƳŜ 

ŀƴŘ ǇŀǎǎǿƻǊŘΣ ōǳǘ ƴƻ ±[!b ƛƴŦƻǊƳŀǘƛƻƴΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ ²ŀǘŎƘƛƴƎ Lt¢± ǇǊƻƎǊŀƳǎΦ 

Solution 

¸ƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt¢± ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŀŎƘƛŜǾŜ ǘƘŜ ŀōƻǾŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Configuration procedure 

1. Configure the router. 

1) Log in to the web UI of the router. 

2) Navigate to AP > IPTV. 

3) Enable the IPTV function and designate IPTV port. 

-  Select the router as the LAN port of IPTV, which is LAN4 in this example. 

-  Enable the IPTV function. 

-  Set VLAN Configuration, which is General IPTV in this example. 

-  Click Save. 

 

4) Designate AP as the wired Ethernet port of the IPTV port. The following figure is for 
reference only. 

-  Choose the AP to be connected to the IPTV set-top box and click . 

hǇǘƛŎŀƭ 
ƳƻŘŜƳ Lt¢± ǇƻǊǘ 

wƻǳǘŜǊ 

[!bп ǇƻǊǘ 

ό{ǳǇǇƻǊǘ 
Lt¢± 
ŦǳƴŎǘƛƻƴύ 

Lt¢± 
ǎŜǘπǘƻǇπōƻȄ 

!t 

¢± 

LƴǘŜǊƴŜǘ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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-  Tick the Designated Ethernet Port and click Save. 

 

The LAN1 port of the AP is designated successfully. 

 

2. Set your IPTV set-top box. 

Use the IPTV user name and password provided by your ISP to dial up on your IPTV set-top 

box. 

πππ9ƴŘ 

Verification 

!ŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ŎƻƳǇƭŜǘŜŘΣ ȅƻǳ Ŏŀƴ ǿŀǘŎƘ Lt¢± ǇǊƻƎǊŀƳǎ ƻƴ ȅƻǳǊ ¢±Φ 

6.9.3  Watch IPTV programs (scenario 2) 

Networking requirements 

¢ƘŜ Lt¢± ǎŜǊǾƛŎŜ ƛǎ ƛƴŎƭǳŘŜŘ ƛƴ ŀ ƘƻǘŜƭ ōǊƻŀŘōŀƴŘ ǎŜǊǾƛŎŜΦ ¢ƘŜ L{t ǇǊƻǾƛŘŜǎ ŀƴ Lt¢± ǳǎŜǊ ƴŀƳŜ 

ŀƴŘ ǇŀǎǎǿƻǊŘΣ ŀƴŘ ǘƘŜ ±[!b L5 ƻŦ ǘƘŜ Lt¢± ǎŜǊǾƛŎŜ ό±[!b L5 мл ƛǎ ǘŀƪŜƴ ŀǎ ŀƴ ŜȄŀƳǇƭŜ ƘŜǊŜύΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ ²ŀǘŎƘƛƴƎ Lt¢± ǇǊƻƎǊŀƳǎ ŀƴŘ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΦ 

Solution 

¸ƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt¢± ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ǘƘŜ ±[!b ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǎǿƛǘŎƘ ǘƻ 

ŀŎƘƛŜǾŜ ǘƘŜ ŀōƻǾŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Configuration procedure 

1. Configure the router. 

1) Log in to the web UI of the router. 

2) Navigate to AP > IPTV. 

3) Enable the IPTV function of the router and designate the IPTV IN port. 

-  Select the router as the LAN port of the IPTV IN port, which is LAN4 in this example. 

-  Enable the IPTV function. 

-  Select Customize VLAN for VLAN Configuration, select With VLAN Tag, and enter 10 
on VLAN ID. 

-  Click Save. 

hǇǘƛŎŀƭ ƳƻŘŜƳ 

Lt¢± ǇƻǊǘ 

wƻǳǘŜǊ 

[!b ǇƻǊǘ 

ό{ǳǇǇƻǊǘ Lt¢± ŦǳƴŎǘƛƻƴύ 

Lt¢± ǎŜǘπǘƻǇπōƻȄ 

!tм 

LƴǘŜǊƴŜǘ 

ό{ǳǇǇƻǊǘ Lt¢± ŦǳƴŎǘƛƻƴύ 

!tн 

Lt¢± ǎŜǘπǘƻǇπōƻȄ 

!tо 

tƻ9 ǎǿƛǘŎƘ 

[!bп ǇƻǊǘ 

[ƛǾƛƴƎ ǊƻƻƳ 
¢± 

.ŜŘǊƻƻƳ 
¢± 

²!bм ǇƻǊǘ 

Lt¢± ŀƴŘ LƴǘŜǊƴŜǘ LƴǘŜǊƴŜǘ 
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4) Designate a wired Ethernet port of the AP1 (support IPTV function). 

-  Select the AP1 to be connected to the IPTV set-top box and click . 

-  Tick the Designated Ethernet Port and click Save. 

 

The LAN1 port of the AP is designated successfully. 

 

5) Repeat sub-step 4 of step 1 to designate other wired Ethernet port of AP2 (support IPTV 
function). 

2. Set your IPTV set-top box. 

Use the IPTV user name and password provided by your ISP to configure network settings on 

your IPTV set-top box. 

πππ9ƴŘ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Verification 

¸ƻǳ Ŏŀƴ ǿŀǘŎƘ Lt¢± ǇǊƻƎǊŀƳǎ ŀƴŘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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6.10  Wi-Fi optimization 

6.10.1  Optimize wireless network 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛπCƛ hǇǘƛƳƛȊŀǘƛƻƴ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ƻǇǘƛƳƛȊŜ ȅƻǳǊ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ŀƴŘ ƛƳǇǊƻǾŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ 
ǇŜǊŦƻǊƳŀƴŎŜΦ 

Note 

ī ¢ƘŜǊŜ Ƴǳǎǘ ōŜ ŀǘ ƭŜŀǎǘ н !tǎ ƛƴ ǘƘŜ !t ƎǊƻǳǇ ǘƘŀǘ ǎǳǇǇƻǊǘ ǘƘŜ ²ƛπCƛ ƻǇǘƛƳƛȊŀǘƛƻƴ ŦǳƴŎǘƛƻƴΦ 

ī !ŦǘŜǊ ŎƭƛŎƪƛƴƎ {ǘŀǊǘΣ ƛǘ Ŏŀƴƴƻǘ ōŜ ǇŀǳǎŜŘ ƻǊ ŜƴŘŜŘ ƳŀƴǳŀƭƭȅΦ tƭŜŀǎŜ ǿŀƛǘ ǳƴǘƛƭ ǘƘŜ ǎȅǎǘŜƳϥǎ ŀǳǘƻƳŀǘƛŎ 
ƻǇǘƛƳƛȊŀǘƛƻƴΦ 

ī 5ǳǊƛƴƎ ǘƘŜ ƻǇǘƛƳƛȊŀǘƛƻƴ ǇǊƻŎŜǎǎΣ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ǿƛƭƭ ōŜ ŘƛǎŎƻƴƴŜŎǘŜŘ ŀƴŘ ǘƘŜ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘ ǿƛƭƭ 
ǘŜƳǇƻǊŀǊƛƭȅ ŘǊƻǇ ƻŦŦƭƛƴŜΦ tƭŜŀǎŜ ƻǇǘƛƳƛȊŜ ǿƘŜƴ ǘƘŜ ƴŜǘǿƻǊƪ ƛǎ ǊŜƭŀǘƛǾŜƭȅ ƛŘƭŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

AP Group to be Optimized 
Used to select the AP group that needs to be optimized, and the APs in this 
group will be wirelessly optimized. 

Application Scenario 
Select the application scenario as required, including Family (Large Flat 
Floor), Family (Villa) and Enterprise Office. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

Optimization Policy 

Used to select an appropriate optimization policy. 

ī Roaming Experience Priority: Prioritize roaming experience. It can 
be used in scenarios with high AP deployment density, maximizing 
the roaming experience and ensuring that clients connect to APs 
with good signals, which may reduce the maximum coverage of the 
wireless network. 

ī Coverage Priority: Prioritize Wi-Fi coverage. It can be used in 
scenarios with low AP deployment density, maximizing coverage 
and ensuring that clients successfully connect to APs as much as 
possible, which may reduce the roaming sensitivity. 

6.10.2  Schedule optimization 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛπCƛ hǇǘƛƳƛȊŀǘƛƻƴ Ҕ {ŎƘŜŘǳƭŜ 
hǇǘƛƳƛȊŀǘƛƻƴ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǘƘŜ ǎȅǎǘŜƳ ǘƻ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƻǇǘƛƳƛȊŜ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ 

ǇŜǊƛƻŘƛŎŀƭƭȅ ŘǳǊƛƴƎ ƛŘƭŜ ǘƛƳŜΦ 

Note 

ī ¢ƘŜǊŜ Ƴǳǎǘ ōŜ ŀǘ ƭŜŀǎǘ н !tǎ ƛƴ ǘƘŜ !t ƎǊƻǳǇ ǘƘŀǘ ǎǳǇǇƻǊǘ ǘƘŜ ²ƛπCƛ ƻǇǘƛƳƛȊŀǘƛƻƴ ŦǳƴŎǘƛƻƴΦ 

ī 5ǳǊƛƴƎ ǘƘŜ ƻǇǘƛƳƛȊŀǘƛƻƴ ǇǊƻŎŜǎǎΣ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ǿƛƭƭ ōŜ ŘƛǎŎƻƴƴŜŎǘŜŘ ŀƴŘ ǘƘŜ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘ ǿƛƭƭ 
ǘŜƳǇƻǊŀǊƛƭȅ ŘǊƻǇ ƻŦŦƭƛƴŜΦ tƭŜŀǎŜ ƻǇǘƛƳƛȊŜ ǿƘŜƴ ǘƘŜ ƴŜǘǿƻǊƪ ƛǎ ǊŜƭŀǘƛǾŜƭȅ ƛŘƭŜΦ 

 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǎȅǎǘŜƳ Ƙŀǎ ŎǊŜŀǘŜŘ ŀ ǎŎƘŜŘǳƭŜ ƻǇǘƛƳƛȊŀǘƛƻƴ ǇƻƭƛŎȅ ƴŀƳŜŘ !tDǊƻǳǇψ5ŜŦŀǳƭǘΣ 

ǿƘƛŎƘ Ŏŀƴ ōŜ ŘƛǊŜŎǘƭȅ ƳƻŘƛŦƛŜŘ ŀƴŘ ŜƴŀōƭŜŘΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŎǊŜŀǘŜ ŀ ƴŜǿ ǎŎƘŜŘǳƭŜ 

ƻǇǘƛƳƛȊŀǘƛƻƴ ǇƻƭƛŎȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

AP Grouping 
Used to select the AP group that needs to be optimized, and the APs in this 
group will be wirelessly optimized. 

Schedule Optimization Used to enable or disable the schedule optimization function. 

Application Scenario 
Select the application scenario as required, including Family (Large Flat 
Floor), Family (Villa) and Enterprise Office. 

Optimization Policy 

Used to select an appropriate optimization policy. 

ī Roaming Experience Priority: Prioritize roaming experience. It can 
be used in scenarios with high AP deployment density, maximizing 
the roaming experience and ensuring that clients connect to APs 
with good signals, which may reduce the maximum coverage of the 
wireless network. 

ī Coverage Priority: Prioritize Wi-Fi coverage. It can be used in 
scenarios with low AP deployment density, maximizing coverage 
and ensuring that clients successfully connect to APs as much as 
possible, which may reduce the roaming sensitivity. 

Time/Optimization Period 

Specify the time and date when the APs automatically reboot. 

Repeat 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

Remark 
Specifies the introduction to the schedule optimization policy. The remark is 
optional. 

Operation 

Used to edit, enable, disable or delete the schedule optimization policy. 

: Used to modify the schedule optimization policy. 

: Used to enable the schedule optimization policy. 

: Used to disable the schedule optimization policy. 

: Used to delete the schedule optimization policy. 

6.10.3  View Wi-Fi optimization record 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t Ҕ ²ƛπCƛ hǇǘƛƳƛȊŀǘƛƻƴ Ҕ ²ƛπCƛ 
hǇǘƛƳƛȊŀǘƛƻƴ wŜŎƻǊŘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ²ƛπCƛ ƻǇǘƛƳƛȊŀǘƛƻƴ ǊŜŎƻǊŘǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ŎƘŀƴƴŜƭΣ ǇƻǿŜǊΣ Ŏƻπ

ŎƘŀƴƴŜƭ ƛƴǘŜǊŦŜǊŜƴŎŜ ƴǳƳōŜǊΣ ŀŘƧŀŎŜƴǘπŎƘŀƴƴŜƭ ƛƴǘŜǊŦŜǊŜƴŎŜ ƴǳƳōŜǊ ŀƴŘ ǘƘŜ ǘƻǘŀƭ ƴǳƳōŜǊ ƻŦ 

ƛƴǘŜǊŦŜǊŜƴŎŜ ōŜŦƻǊŜ ŀƴŘ ŀŦǘŜǊ ǘƘŜ !t ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƻǇǘƛƳƛȊŀǘƛƻƴΦ 
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7  !ǳǘƘŜƴǘƛŎŀǘƛƻƴ 

7.1  Overview 
.ȅ ŘŜŦŀǳƭǘΣ ǿƘŜƴ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘƘŜ [!b ǳǎŜǊǎ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

²ƛǘƘ ǘƘŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜŘΣ ŎƭƛŜƴǘǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƴŜǘǿƻǊƪ 

Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ƻƴƭȅ ŀŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ LŦ ŀ ŎƭƛŜƴǘ ƛǎ ǊŜŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

ǊƻǳǘŜǊ ŀŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ǘƘŜ ŎƭƛŜƴǘ Ƴŀȅ ōŜ ǊŜǉǳƛǊŜŘ ǘƻ ǇŜǊŦƻǊƳ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ 

ŀƎŀƛƴΦ ¢ƘŜ ƎǳŜǎǘ ǇƻƭƛŎƛŜǎ ƻŦ ǘƘƛǎ ǊƻǳǘŜǊ ǘŀƪŜ ŜŦŦŜŎǘ ōŀǎŜŘ ƻƴ ǘƘŜ ±[!b ƛƴǘŜǊŦŀŎŜΦ 

!ŦǘŜǊ ǘƘŜ ƭƻŎŀƭ ǎŜǊǾŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŎƻƳǇƭŜǘŜŘ ƻƴ ǘƘŜ 

ƭƻŎŀƭ ǊƻǳǘŜǊΦ ¢ƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǳǎŜǊǎ ŀǊŜ ǎŀǾŜŘ ƻƴ ǘƘŜ ƭƻŎŀƭ ǊƻǳǘŜǊ ŀƴŘ ǘƘŜ ǇƻǊǘŀƭ 

ŎǳǎǘƻƳƛȊŀǘƛƻƴ ƛǎ ŀƭǎƻ ƎŜƴŜǊŀǘŜŘ ƻƴ ǘƘŜ ƭƻŎŀƭ ǊƻǳǘŜǊΦ ¢ƘŜ ƭƻŎŀƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜǎ ǎǳǇǇƻǊǘŜŘ 

ōȅ ǘƘŜ ǊƻǳǘŜǊ ƛƴŎƭǳŘŜ {a{Σ 9ƳŀƛƭΣ !ŎŎƻǳƴǘΣ bƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ tttƻ9 ŀƴŘ wŀƴŘƻƳ /ƻŘŜΦ 

The working principle of local authentication is as follows. 

 

1. The authentication client uses HTTP to initiate a connection request. 

2. The router will request redirection to the local portal customization, and the user enters 

the user name and password on the portal customization. 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ 
/ƭƛŜƴǘ 

wƻǳǘŜǊ w!5L¦{ 
{ŜǊǾŜǊ 

LƴƛǘƛŀǘŜ 
/ƻƴƴŜŎǘƛƻƴ 

w!5L¦{ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ 
LƴǘŜǊŀŎǘƛƻƴ 

{ǳŎŎŜǎǎŦǳƭ /ƻƴƴŜŎǘƛƻƴ 
bƻǘƛŦƛŎŀǘƛƻƴ 
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3. Based on the user name and password, the router performs RADIUS authentication 

interaction with RADIUS server for user authentication and charging. 

4. The router notifies the authentication client that the online connection is successful. 
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7.2  Configuration wizard 

Procedure Task Description 

1 
Configure authentication 
templates 

Required. 

Manually create a portal customization. 

2 
Configure authentication 
type 

Required. 

Configure one or multiple authentication types based on actual 
requirements. 

3 Configure time policy 

Required. 

Configure the time policy based on actual requirements. 

4 Configure guest policies Required. 

5 
Configure authentication 
account 

Optional. 

If the Authentication Type is Account, PPPoE or Random Code, 
the authentication account must be configured. 

6 
Configure 
authentication-free hosts 

Optional. 

To enable the devices to connect to the internet without 
authentication, the authentication-free host must be 
configured. 

Tip 

LŦ tttƻ9 ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŎƻƴŦƛƎǳǊŜŘΣ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘŜƳǇƭŀǘŜ ŀƴŘ ǘƛƳŜ ǇƻƭƛŎȅ Řƻ ƴƻǘ ƴŜŜŘ ǘƻ ōŜ 
ŎƻƴŦƛƎǳǊŜŘΦ 
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7.3  Configure authentication templates 

7.3.1  Image template 

¢ƘŜ ƛƳŀƎŜ ǘŜƳǇƭŀǘŜ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŜƳŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŀŎŎƻǳƴǘ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ƴƻ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀƴŘ ǊŀƴŘƻƳ ŎƻŘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ !ƴ ƛƳŀƎŜ ǘŜƳǇƭŀǘŜ Ƙŀǎ 

ōŜŜƴ ǇǊŜǎŜǘ ƛƴ ǘƘŜ ǎȅǎǘŜƳΦ ¸ƻǳ Ŏŀƴ ŜŘƛǘ ōŀǎŜŘ ƻƴ ǘƘŜ ǇǊŜǎŜǘ ǘŜƳǇƭŀǘŜ ƻǊ ŎǊŜŀǘŜ ŀ ƴŜǿ ƻƴŜΦ 

¢ƻ ŀŘŘ ŀƴ ƛƳŀƎŜ ǘŜƳǇƭŀǘŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ tƻǊǘŀƭ /ǳǎǘƻƳƛȊŀǘƛƻƴΣ ŀƴŘ ŎƭƛŎƪ /ǊŜŀǘŜΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Preview : Used to refresh the preview pages. 

Template Type Specifies the type of template, including Image Template and Text Template. 

Portal Page Name Specifies the name of the portal page. The name is required. 

Logo 
Specifies the logo image of the portal page. By default, the logo image is IP-COM. You 
can click it to change the logo image. 

Title 
Specifies the title information of the portal page. By default, the title is 
Authentication. 

Background 
Image 

Specifies the background images of the portal page. You can upload at most three 
images. 

Tip 

 This parameter is available only when the Template Type is set to Image 
Template. 

 When two or three background images are uploaded, the images will be 
displayed in turn on the portal page. 

Image 1 Link/ 
Image 2 Link/ 
Image 3 Link 

Specifies the URL linked to the corresponding background image. After the 
configuration is completed, you can access the website by clicking the corresponding 
background image on the portal page. 

Note 

 This parameter is available only when the Template Type is set to Image 
Template. 

 The link must be an http URL, otherwise, the function will not take effect. 

Landing Page 

Specifies the web address that users are automatically redirected to after passing the 
authentication. 

 Original URL: After users pass the authentication, the browser redirects to 
the website that users visited before the authentication. For example, if the 
user is visiting Google when being redirected to the portal page, the user will 
be redirected back to Google after passing the authentication. 

 Promotional URL: After users pass the authentication, the browser redirects 
to the address specified here. 

Login Delay Specifies the delay time before login. By default, the delay time is Default (0s). 

Authentication 
Info Collection 

Used to enable or disable the authentication information collection function. 
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Parameter Description 

Terms of use 
Specifies the disclaimer information on the web portal page. Users must agree and tick 
the disclaimer before logging in. 
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7.3.2  Text template 

¢ƘŜ ǘŜȄǘ ǘŜƳǇƭŀǘŜ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŜƳŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŀŎŎƻǳƴǘ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ƴƻ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀƴŘ ǊŀƴŘƻƳ ŎƻŘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ ¸ƻǳ Ŏŀƴ ŎǊŜŀǘŜ ŀ ǘŜȄǘ 

ǘŜƳǇƭŀǘŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǎ ǊŜǉǳƛǊŜŘΦ 

¢ƻ ŀŘŘ ŀ ǘŜȄǘ ǘŜƳǇƭŀǘŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ 

¢ŜƳǇƭŀǘŜ Ҕ tƻǊǘŀƭ /ǳǎǘƻƳƛȊŀǘƛƻƴΣ ŀƴŘ ŎƭƛŎƪ /ǊŜŀǘŜΦ 
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Parameter Description 

Preview : Used to refresh the preview pages. 

Template Type Specifies the type of template, including Image Template and Text Template. 

Portal Page Name Specifies the name of the portal page. The name is required. 

Logo 
Specifies the logo image of the portal page. By default, the logo image is IP-COM. You 
can click it to change the logo image. 

Navigation Title 
Specifies the title information of the portal page. By default, the title is 
Authentication. 

Background Color 

Specifies the background color. You can enter an RGB value or select one from the 
given colors. 

Tip 

This parameter is available only when the Template Type is set to Text Template. 

Portal Title 

Specifies the title of the portal page, including Same as Authentication Type and 
Customize. 

 Same as Authentication Type: The name is the same as the authentication 
type. For example, if this template is used for account authentication, the 
authentication title will be Account. 

 Customize: You can customize a portal title here. 

Tips Title 

Specifies the tip title on the portal page. By default, the title is Tips. 

Tip 

This parameter is available only when the Template Type is set to Text Template. 

Tips Text 

Specifies the tip content on the portal page. 

Tip 

This parameter is available only when the Template Type is set to Text Template. 
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Parameter Description 

Landing Page 

Specifies the web address that users are automatically redirected to after passing the 
authentication. 

 Original URL: After users pass the authentication, the browser redirects to 
the website that users visited before the authentication. For example, if the 
user is visiting Google when being redirected to the portal page, the user will 
be redirected back to Google after passing the authentication. 

 Promotional URL: After users pass the authentication, the browser redirects 
to the address specified here. 

Login Delay Specifies the delay time before login. By default, the delay time is Default (0s). 

Authentication 
Info Collection 

Used to enable or disable the authentication information collection function. 

Terms of use 
Specifies the disclaimer information on the web portal page. Users must agree and tick 
the disclaimer before logging in. 
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7.4  Configure authentication type 

7.4.1  Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀŎǘǳŀƭ 

ǊŜǉǳƛǊŜƳŜƴǘǎΦ ¢ƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜǎ ƛƴŎƭǳŘŜ {a{Σ 9ƳŀƛƭΣ !ŎŎƻǳƴǘΣ bƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΣ 

tttƻ9 ŀƴŘ wŀƴŘƻƳ /ƻŘŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the policy name of the authentication type. 

Authentication 
Type 

Specifies the type of the authentication. 

Idle Timeout 
Specifies the idle timeout of the authentication. If there is no operation within the idle 
timeout after successful authentication, you need to authenticate again to access the 
internet. 

Expiration 
Specifies the validity period of authentication. If the internet access expires after 
successful authentication, you need to re-authenticate to access the internet. 

Remark Specifies the introduction to the authentication. The remark is optional. 

Operation 

Used to edit or delete the policy of the authentication type. 

: Used to modify the policy. 

: Used to generate the QR code, which you can scan to access 

the portal page. 

: Used to delete the policy. 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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7.4.2  SMS 

!ŦǘŜǊ ǘƘŜ {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ȅƻǳ ƴŜŜŘ ǘƻ ŜƴǘŜǊ ŀ ǾŀƭƛŘ ƳƻōƛƭŜ ǇƘƻƴŜ ƴǳƳōŜǊ ƻƴ 

ǘƘŜ ǇƻǊǘŀƭ ŎǳǎǘƻƳƛȊŀǘƛƻƴ ǘƻ ƻōǘŀƛƴ ŀ ǾŜǊƛŦƛŎŀǘƛƻƴ ŎƻŘŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ !ŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ȅƻǳ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƘŜ {a{ ǇǊƻǾƛŘŜǊǎ ƛǎǎǳŜǎ ǘƘŜ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ǾŜǊƛŦƛŎŀǘƛƻƴ ŎƻŘŜ ǘƻ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ƳƻōƛƭŜ ǇƘƻƴŜ 

ƴǳƳōŜǊΦ /ǳǊǊŜƴǘƭȅΣ ǘƘŜ ǇǊŜǎŜǘ {a{ ǇǊƻǾƛŘŜǊǎ ƛƴŎƭǳŘŜ ¢ŜƴŎŜƴǘ /ƭƻǳŘΣ !ƭƛ/ƭƻǳŘΣ WƛȄƛƴǘƻƴƎ ŀƴŘ 

b9·ahΦ aŜŀƴǿƘƛƭŜΣ /ǳǎǘƻƳƛȊŜ I¢¢t LƴǘŜǊŎƻƴƴŜŎǘƛƻƴ ƛǎ ŀƭǎƻ ǎǳǇǇƻǊǘŜŘ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǳǎŜ 

ƻǘƘŜǊ {a{ ǇǊƻǾƛŘŜǊǎΦ 

Note 

ƻ̧ǳ ƴŜŜŘ ǘƻ ǎǳōǎŎǊƛōŜ ǘƻ ŀƴ {a{ ǇŀŎƪŀƎŜ ŦǊƻƳ ŀƴ {a{ ǇǊƻǾƛŘŜǊ ōŜŦƻǊŜ ǇŜǊŦƻǊƳƛƴƎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 
ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ƻƴ ǘƘŜ ǊƻǳǘŜǊΦ 

¢ƻ ŀŘŘ ŀƴ {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ 

 

ϝ¢ƘŜ ƛƴǘŜǊŎƻƴƴŜŎǘƛƻƴ 

ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ŘƛŦŦŜǊŜƴǘ {a{ 

ǇǊƻǾƛŘŜǊǎ ƛǎ ŘƛŦŦŜǊŜƴǘΦ ²ƘŜƴ 

ȅƻǳ ŀǇǇƭȅ ŦƻǊ ǘƘŜ {a{ 

ǇŀŎƪŀƎŜǎΣ ȅƻǳ Ŏŀƴ ƻōǘŀƛƴ ǘƘŜ 

ŎƻǊǊŜǎǇƻƴŘƛƴƎ 

ƛƴǘŜǊŎƻƴƴŜŎǘƛƻƴ ƛƴŦƻǊƳŀǘƛƻƴ 

ŀƴŘ Ŧƛƭƭ ƛǘ ƘŜǊŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the policy name of the authentication type. 

Authentication 
Type 

Specifies the authentication type. Select SMS from the drop-down menu. 

WeChat Privilege 
Time 

Specifies the duration for which users can use WeChat before authentication. 0 
indicates that users are not allowed to use WeChat before authentication. 

Idle Timeout 
Specifies the idle timeout of the authentication. If there is no operation within the Idle 
Timeout after successful authentication, you need to authenticate again to access the 
internet. 

Expiration 
Specifies the validity period of authentication. If the internet access expires after 
successful authentication, you need to re-authenticate to access the internet. 

Validity Test 

Used to check whether the router is connected to the SMS provider. Enter the mobile 

phone number and click . If the connection is successful, the mobile phone 

number will receive a message with the verification code. 

Remark Specifies the introduction to the authentication. The remark is optional. 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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7.4.3  Email 

!ŦǘŜǊ ǘƘŜ 9Ƴŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ȅƻǳ ƴŜŜŘ ǘƻ ŜƴǘŜǊ ŀƴ 9Ƴŀƛƭ ŀŘŘǊŜǎǎ ƻƴ ǘƘŜ ǇƻǊǘŀƭ 

ŎǳǎǘƻƳƛȊŀǘƛƻƴ ǘƻ ƻōǘŀƛƴ ŀ ǾŜǊƛŦƛŎŀǘƛƻƴ ŎƻŘŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ !ŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ 

ȅƻǳ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƻ ŀŘŘ ŀƴ 9Ƴŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the policy name of the authentication type. 

Authentication 
Type 

Specifies the authentication type. Select Email from the drop-down menu. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

WeChat Privilege 
Time 

Specifies the duration for which users can use WeChat before authentication. 0 
indicates that users are not allowed to use WeChat before authentication. 

Idle Timeout 
Specifies the idle timeout of the authentication. If there is no operation within the Idle 
Timeout after successful authentication, you need to authenticate again to access the 
Internet. 

Expiration 
Specifies the validity period of authentication. If the internet access expires after 
successful authentication, you need to re-authenticate to access the internet. 

No. of Shared 
Users 

Specifies the number of shared users allowed to access the internet through Email 
authentication at the same time. 

Email 

Specify the account and password used to send verification code mails. 

Email Password 

SMTP Server Specify the SMTP server address or port. 

The Simple Mail Transfer Protocol (SMTP) server is a proxy server for sending mails. 
The SMTP server addresses and ports of each mail server provider are different, so the 
user needs to query them by themselves. 

SMTP Server Port 

Validity Test 

Used to check whether the router is connected to the mail server. Enter the Email 

address and click . If the connection is successful, the Email box will receive a 

verification code. 

Email Content Specifies the content of the verification code Email. 

Remark Specifies the introduction to the authentication. The remark is optional. 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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7.4.4  Account 

!ŦǘŜǊ !ŎŎƻǳƴǘ ƛǎ ŜƴŀōƭŜŘΣ ȅƻǳ ƴŜŜŘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ƻƴ ǘƘŜ ǇƻǊǘŀƭ 

ŎǳǎǘƻƳƛȊŀǘƛƻƴΦ !ŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ȅƻǳ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ 

ǇŀǎǎǿƻǊŘ ǎƘƻǳƭŘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ !ŎŎƻǳƴǘ aŀƴŀƎŜƳŜƴǘ ƛƴ ŀŘǾŀƴŎŜΦ 

¢ƻ ŀŘŘ ŀ ǇŀǎǎǿƻǊŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the policy name of the authentication type. 

Authentication Type Specifies the authentication type. Select Account from the drop-down menu. 

WeChat Privilege 
Time 

Specifies the duration for which users can use WeChat before authentication. 0 
indicates that users are not allowed to use WeChat before authentication. 

Idle Timeout 
Specifies the idle timeout of the authentication. If there is no operation within the 
Idle Timeout after successful authentication, you need to authenticate again to 
access the internet. 

Expiration 
Specifies the validity period of authentication. If the internet access expires after 
successful authentication, you need to re-authenticate to access the internet. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Change Password 
upon First Login 

Used to enable or disable the change password upon first login function. After this 
function is enabled, the user needs to change the password to access the internet 
after the first successful authentication. 

Remark Specifies the introduction to the authentication. The remark is optional. 

7.4.5  No authentication 

!ŦǘŜǊ bƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ȅƻǳ ƻƴƭȅ ƴŜŜŘ ǘƻ ŎƭƛŎƪ /ƻƴƴŜŎǘ ƻƴ ǘƘŜ ǇƻǇπǳǇ ǇƻǊǘŀƭ 

ŎǳǎǘƻƳƛȊŀǘƛƻƴ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƻ ŀŘŘ ŀ ƻƴŜπƪŜȅ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the policy name of the authentication type. 

Authentication Type 
Specifies the authentication type. Select No Authentication from the drop-down 
menu. 

WeChat Privilege 
Time 

Specifies the duration for which users can use WeChat before authentication. 0 
indicates that users are not allowed to use WeChat before authentication. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Idle Timeout 
Specifies the idle timeout of the authentication. If there is no operation within the 
Idle Timeout after successful authentication, you need to authenticate again to 
access the internet. 

Expiration 
Specifies the validity period of authentication. If the internet access expires after 
successful authentication, you need to re-authenticate to access the internet. 

Remark Specifies the introduction to the authentication. The remark is optional. 

7.4.6  PPPoE 

!ŦǘŜǊ ǘƘŜ tttƻ9 ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ŀǎ ŀ tttƻ9 ǎŜǊǾŜǊΦ ̧ƻǳ ƴŜŜŘ 

ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ ōǊƻŀŘōŀƴŘ ŘƛŀƭπǳǇ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ ¢ƘŜ tttƻ9 ǳǎŜǊ ƴŀƳŜ ŀƴŘ 

ǇŀǎǎǿƻǊŘ ƴŜŜŘ ǘƻ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ !ŎŎƻǳƴǘ aŀƴŀƎŜƳŜƴǘ ƛƴ ŀŘǾŀƴŎŜΦ 

¢ƻ ŀŘŘ ŀ tttƻ9 ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the policy name of the authentication type. 

Authentication Type Specifies the authentication type. Select PPPoE from the drop-down menu. 

Client Isolation 
Used to enable or disable the client isolation function. With Client Isolation 
enabled, clients cannot access each other. 

LCP Detection 
Interval 

Specifies the interval at which PPPoE sends Link Control Protocol (LCP) packets. 

LCP Detection Failure 
Attempts 

Specifies the limit of failure attempts of the LCP Detection. When the number of 
unreplied LCP packets reaches the limit, the PPPoE server will disconnect the 
connection automatically. 

PPPoE Server Name Specifies the name of the customized PPPoE server. 

PPPoE Server IP 
Specifies the IP address of the customized PPPoE server. It is also the gateway 
address of the client and must be in the same network segment with the address 
pool of the client. 

Client Start IP 
Address 

Specify the start or end IP address that the PPPoE server assigns to clients. 

Client End IP Address 

Primary DNS Specify the IP addresses of primary and secondary DNS servers assigned by the 
PPPoE server to users. Secondary DNS is optional. 

Note 

To provide normal internet access, ensure that Primary DNS is set to the IP address 
of a correct DNS server or proxy. 

Secondary DNS 

Remark Specifies the introduction to the authentication. The remark is optional. 
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7.4.7  Random code 

!ŦǘŜǊ ǘƘŜ wŀƴŘƻƳ /ƻŘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ȅƻǳ ƴŜŜŘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǊŀƴŘƻƳ ŎƻŘŜ ƻƴ ǘƘŜ 

ǇƻǊǘŀƭ ŎǳǎǘƻƳƛȊŀǘƛƻƴ ǘƻ ƻōǘŀƛƴ ŀ ǾŜǊƛŦƛŎŀǘƛƻƴ ŎƻŘŜ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ !ŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ȅƻǳ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ǊŀƴŘƻƳ ŎƻŘŜǎ ƴŜŜŘ ǘƻ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ 

ǊŀƴŘƻƳ ŎƻŘŜ ŀŎŎƻǳƴǘ ƛƴ ŀŘǾŀƴŎŜΦ 

¢ƻ ŀŘŘ ŀ ǊŀƴŘƻƳ ŎƻŘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǘȅǇŜΣ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ 

!ǳǘƘb Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the policy name of the authentication type. 

Authentication Type Specifies the authentication type. Select Random Code from the drop-down menu. 

WeChat Privilege 
Time 

Specifies the duration for which users can use WeChat before authentication. 0 
indicates that users are not allowed to use WeChat before authentication. 

Idle Timeout 
Specifies the idle timeout of the authentication. If there is no operation within the 
Idle Timeout after successful authentication, you need to authenticate again to 
access the Internet. 

Expiration 
Specifies the validity period of authentication. If the internet access expires after 
successful authentication, you need to re-authenticate to access the internet. 

Remark Specifies the introduction to the authentication. The remark is optional. 
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7.5  Configure guest policy 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ DǳŜǎǘ tƻƭƛŎƛŜǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƎǳŜǎǘ ǇƻƭƛŎƛŜǎ ōŀǎŜŘ ƻƴ ǘƘŜ ±[!b ƛƴǘŜǊŦŀŎŜΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ƎǳŜǎǘ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Interface 
Specifies the interface that the guest policy is used to. Configure the ±[!b ƛƴǘŜǊŦŀŎŜ in 
advance. 

Portal 
Customization 

Specifies the portal customization of the guest policy. The portal customization should 
be configured in Portal Customization in advance. 

Authentication 
Type 

Specifies the authentication type of the guest policy. The authentication type should 
be configured in Authentication Type in advance. 

Time Policy 
Specifies the period during which guest policy takes effect. The time policy should be 
configured in Time Group in advance. 
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Parameter Description 

Status Specifies the status of the guest policy, including Enabled, Disabled and Expired. 

Remark Specifies the introduction to the guest policy. The remark is optional. 

Operation 

Used to edit, disable or delete a guest policy. 

: Used to modify the policy. 

: Used to enable the policy. 

: Used to disable the policy. 

: Used to delete the policy. 
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7.6  Account 

7.6.1  User list 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ ¦ǎŜǊ [ƛǎǘ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƘŜŎƪ ŀƴŘ ŜȄǇƻǊǘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǳǎŜǊ ƛƴŦƻǊƳŀǘƛƻƴΣ ƪƛŎƪ 

ŀǳǘƘŜƴǘƛŎŀǘŜŘ ŀŎŎƻǳƴǘǎ ƻŦŦƭƛƴŜ ƛƴ ōŀǘŎƘŜǎ ŀƴŘ ŘŜƭŜǘŜ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ƻŦŦƭƛƴŜ 

ǳǎŜǊǎ ƛƴ ōŀǘŎƘŜǎΦ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 

.ǳǘǘƻƴ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Export 
Used to back up the configuration information of selected users. The exported file is 
suffixed with .csv. 

Export All 
Used to back up the configuration information of all users. The exported file is 
suffixed with .csv. 

Disconnect 

Used to disconnect the selected online users who have authenticated successfully. 
After being disconnected, an online user that has been authenticated before needs 
to re-authenticate to access the internet and an authentication-free online user will 
automatically connect to the internet again. 

Delete Used to delete information of selected offline users. 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

ID Specifies the ID of the user. 

Authentication 
Type 

Specifies the authentication type of the current authenticated user. 

The user configured as the authentication-free host is displayed as Authentication-
free and the user whose guest policy is not configured is displayed as Automatic. 

Authentication 
Account 

Specifies the account, Email, mobile phone number, real name or random code used 
by the user. 
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Parameter Description 

Authentication 
Interface 

Specifies the VLAN interface that the guest policy is used. 

Terminal Name Specifies the name of the client. 

Terminal Type Specifies the type of client. 

IP Address Specifies the IP address of the authenticated user. 

MAC Address Specifies the MAC address of the authenticated user. 

Online Time Specifies the first online time of the authenticated user. 

Online Duration Specifies the online duration of the authenticated user. 

Status 

Specifies the current status of the guest policy. 

 Online: Specifies the authentication user is online. 

 Offline: Specifies the authentication user is offline. 

 Authenticating: Specifies the authentication user is authenticating. 

Remark Specifies the introduction to the user. 

Operation 

Used to disconnect or delete a user. 

: Used to disconnect the user. 

: Used to delete the user. 

7.6.2  Account management 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ !ŎŎƻǳƴǘ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŀŘŘ ŀ ǳǎŜǊ ŀŎŎƻǳƴǘ ŦƻǊ ŀŎŎƻǳƴǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƻǊ tttƻ9 ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ 

ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¸ƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŀŎŎƻǳƴǘ ŎƘŀǊƎƛƴƎ ǎǘǊŀǘŜƎȅ ŀƴŘ ǳǇƭƻŀŘ ƻǊ ŘƻǿƴƭƻŀŘ ǎǇŜŜŘ ǘƻ ŎƻƳǇƭŜǘŜ 

ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŎƘŀǊƎƛƴƎ ŀƴŘ ǘƘŜ Ŧƭƻǿ ŎƻƴǘǊƻƭ ŦǳƴŎǘƛƻƴΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ǊŜŎƘŀǊƎŜ ǘƘŜ ŜȄƛǎǘƛƴƎ 

ŀŎŎƻǳƴǘǎ ŀƴŘ ŎƘŜŎƪ ǘƘŜ ŎƘŀǊƎƛƴƎ ǊŜŎƻǊŘǎΦ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 
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.ǳǘǘƻƴ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Add Used to add an authentication account. 

Group Used to add selected users to user groups. 

Import Used to import the account files backed up previously to the local computer. 

Export 
Used to back up the information of selected accounts to the local computer. The 
exported file is suffixed with .csv. 

Delete Used to delete the selected authentication accounts. 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

ID Specifies the ID of the authentication account. 

Account 

Specify the user name and password used for authentication. 

Password 

User Grouping Specifies the user group of the account. 

Charging Policy 
Specifies the charging policy of the account, which should be configured in Charging 
Policy in advance. Unused specifies that the charging function is disabled for this 
account. 

Upload Speed 
Limit/Maximum 
Upload Speed 

Specify the maximum upload and download rate of the account. 

Tip 

If a charging policy is selected, the maximum upload and download rate configured in 
the charging policy will be used automatically. If no charging policy is selected, you 
can manually configure the parameters here. 

Download Speed 
Limit/Maximum 
Download Speed 

Account Balance 
Specifies the balance of the account. It needs to be entered after the charging policy 
is selected. 
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Parameter Description 

Charging Start 
Time 

Specifies the time when the account becomes valid. 

Note 

If no charging policy is selected, you can manually configure this parameter. 

End Time/Expired 
Time 

Specifies the validity period of internet access of the account. If the internet access 
period of the account expires after successful authentication, you need to recharge to 
access the internet again. 

Note 

The parameter value will be calculated automatically by the router after the charging 
policy is selected and the account balance is entered. If no charging policy is selected, 
the parameter needs to be configured manually. 

Connections/Max. 
Connections 

Specifies the maximum number of concurrent connections allowed for the account, 
which is also the maximum number of conversations that the router can deal with 
simultaneously. 

When the account is used by multiple persons at the same time, the number of 
concurrent connections per person is the set value. 

No. of Shared 
Users 

Specifies the number of users that are allowed to use this account to authenticate 
and access the internet at the same time. 

Note 

When the Bind MAC Address function is enabled, the router will bind the first few 
MAC addresses that successfully use this account to authenticate and access the 
Internet, and other MAC addresses cannot use this account to authenticate and 
access the internet. For example, if the number of shared users is 2, the router will 
bind the first two MAC addresses that successfully use this account to authenticate. 
Devices with other MAC addresses cannot use this account to authenticate and access 
the internet. 

Bind MAC Address 
Specifies whether MAC addresses are bound for authentication. With this function 
enabled, the router binds the first few MAC addresses that successfully use this 
account to authenticate and access the internet. 

Fixed IP Address 

Specifies the fixed IP address of the router. After it is configured, only the device with 
this IP address can use the account to authenticate and access the internet. By 
default, the fixed IP address is not configured. 

Note 

The fixed IP address does not take effect in the PPPoE authentication type. 
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Parameter Description 

Status 

Specifies the current status of the guest policy. 

 Enabled: Specifies the account has been enabled. 

 Disabled: Specifies the account has been disabled. 

 Overdue: Specifies the account balance is insufficient or the account has 
expired. 

Remark Specifies the introduction to the authentication account. The remark is optional. 

Operation 

Used to scan the details of the account, and recharge, edit, disable or delete the 
account. 

: Used to check the account details and operation records. 

: Used to recharge the account. 

: Used to edit the account. 

: Used to enable the account. 

: Used to disable the account. 

: Used to delete the account. 

Account details and operation records 

/ƭƛŎƪ  ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŀŎŎƻǳƴǘ ǘƻ ŎƘŜŎƪ ǘƘŜ ŀŎŎƻǳƴǘ ŘŜǘŀƛƭǎ ŀƴŘ ƻǇŜǊŀǘƛƻƴ 

ǊŜŎƻǊŘǎ ƛƴ ǘƘŜ ǇƻǇπǳǇ ǿƛƴŘƻǿΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 

 

Recharge the account 

/ƭƛŎƪ  ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŀŎŎƻǳƴǘ ǘƻ ǊŜŎƘŀǊƎŜ ǘƘŜ ŀŎŎƻǳƴǘ ƛƴ ǘƘŜ ǇƻǇπǳǇ 

ǿƛƴŘƻǿ ƻǊ ŎƘŀƴƎŜ ǘƘŜ ŎƘŀǊƎƛƴƎ ǇƻƭƛŎȅΦ 

Note 

LŦ ƴƻ ŎƘŀǊƎƛƴƎ ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ƛƴ ǘƘŜ ŀŎŎƻǳƴǘΣ ȅƻǳ Ŏŀƴ ŎƘŀƴƎŜ ǘƘŜ ŜȄǇƛǊŜŘ ǘƛƳŜ Ƴŀƴǳŀƭƭȅ ǘƻ ǊŜŎƘŀǊƎŜ ǘƘŜ 
ŀŎŎƻǳƴǘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Account Specifies the account used for authentication. 

Current Package Specifies the name of the account charging policy. 

Package Validity 
Period 

Specifies the start time and end time the account takes effect. 

Account Status Specifies the current status of the account. 

Recharge 
Operation 

Used to select the recharge operation. You can select Account Recharge to renew the 
current package or Charging Policy Modification to change the current package. 

Note 

Changing the charging policy will clear the account balance and validity period. 

Select Charging 
Policy 

Used to select the charging policy of the account. When Recharge Operation is set to 
Charging Policy Modification, you can select a new charging policy here. 
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Parameter Description 

Account Balance 

Specifies the balance of the charging. 

Tip 

If no charging policy is used on the account, which means that Select Charging Policy 
is set to Unused, account balance cannot be set. 

Maximum Upload 
Speed 

Specify the maximum upload and download speed of the current account. 

Tip 

If no charging policy is used on the account, which means that Recharge Operation is 
set to Charging Policy Modification and Select Charging Policy is set to Unused, these 
parameters need to be set manually. 

Maximum 
Download Speed 

Charging Start 
Time 

Specifies the time when the account starts to take effect. 

End Time 

Specifies the validity end time for using the account to access the internet. After this 
account is authenticated and connected to the internet successfully, if the online time 
exceeds the end time, you need to recharge to access the internet. 

Tip 

If no charging policy is used on the account, which means that Select Charging Policy 
is set to Unused, the parameter needs to be set manually. 

Remark Specifies the introduction to the recharge policy. The remark is optional. 

7.6.3  Charging policy 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ /ƘŀǊƎƛƴƎ tƻƭƛŎȅ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ŎƘŀǊƎƛƴƎ ǇƻƭƛŎƛŜǎ ōŀǎŜŘ ƻƴ ŀŎǘǳŀƭ ŎƘŀǊƎƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ŎƘŀǊƎƛƴƎ ǇƻƭƛŎȅΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the charging policy. 

Validity Period Specifies the charging cycle of a charging policy. 

Package Price 
Specifies the package amount of a charging cycle. For example, if the charging 
cycle is 1 hour, and the package price is $2, then it costs $2 per hour to access the 
internet using this charging policy. 

Maximum Upload 
Bandwidth 

Specify the maximum upload and download rate of the account. 0 indicates no 
limit. 

Maximum Download 
Bandwidth 

Remark Specifies the introduction to the charging policy. The remark is optional. 

Operation 

Used to edit or delete the charging policy. 

: Used to modify the policy. 

: Used to delete the policy. 
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7.6.4  Authentication-free policy 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴπŦǊŜŜ 

tƻƭƛŎȅ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴπŦǊŜŜ ǇƻƭƛŎƛŜǎ ŦƻǊ ǎǇŜŎƛŀƭ ŘŜǾƛŎŜǎ ǎǳŎƘ ŀǎ 

ƴŜǘǿƻǊƪ ŎŀƳŜǊŀǎΦ !ŦǘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǘƘŜǎŜ ŘŜǾƛŎŜǎ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƛǘƘƻǳǘ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴπŦǊŜŜ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Authentication-
free Policy 

Specifies the authentication-free policy type of the router, including Terminal Type 
and Terminal Unique Information. 
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Parameter Description 

Authentication-
free Condition 

Specifies the condition of the authentication-free policy. Only the clients that meet 
the condition can access the internet without authentication. 

When Authentication-free Policy is set to Terminal Unique Information, the 
following authentication-free conditions are available: 

 Mobile Number: When SMS authentication is enabled, set mobile numbers 
that do not require authentication to enable them to access the internet 
without obtaining verification codes. 

 IP Address: Devices with the configured IP addresses can access the 
internet without authentication. 

 MAC Address: Devices with the configured MAC addresses can access the 
internet without authentication. 

When Authentication-free Policy is set to Terminal Type, the following 
authentication-free conditions are available: 

 Wired Terminals: Devices that are connected to the LAN of the router in a 
wired manner can access the internet without authentication. 

 Wireless Terminals: Devices that are connected to the LAN of the router in 
a wireless manner can access the internet without authentication. 

 Mobile Phone: Devices that are identified as mobile phones can access the 
internet without authentication. 

Authentication-
free Content 

Specifies the content of the authentication-free policy. When a device meets both the 
authentication-free policy and content, it can access the internet without 
authentication. άςά indicates no authentication contents. 

Remark Specifies the introduction to the authentication-free policy. The remark is optional. 

Operation 

Used to edit or delete an authentication-free policy. 

: Used to modify the policy. 

: Used to delete the policy. 
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7.6.5  Random code account 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ wŀƴŘƻƳ /ƻŘŜ !ŎŎƻǳƴǘ 

ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŀŘŘ ǘƘŜ ǊŀƴŘƻƳ ŎƻŘŜǎ ǳǎŜŘ ƛƴ ǊŀƴŘƻƳ ŎƻŘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ǊŀƴŘƻƳ ŎƻŘŜ ŀŎŎƻǳƴǘ ǇƻƭƛŎȅΦ 

 

.ǳǘǘƻƴ ŘŜǎŎǊƛǇǘƛƻƴ 

Button Description 

Add Used to add a random code. 

Print 
Used to print some information of the selected random codes with the printer 
installed on your computer. 

Delete Used to delete the selected authentication-free policies. 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Random Code Specifies the random code used for authentication. 
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Parameter Description 

Creation Time Specifies the time when the random code is created. 

No. of Created 
Codes 

Specifies the number of random codes to be created. 

Account Validity 
Period 

Specifies the validity period of the random code, ranging from 0 to 87600. 0 indicates 
no limit. 

Expired Time 
Specifies the time point when the random code expires. Expired accounts cannot be 
used again. The expiration time point is calculated based on the creation time of the 
random code and the validity period of the configured account. 

Remark Specifies the introduction to the random code. The remark is optional. 

Traffic Limit 
Specifies the total download traffic that the random code is allowed to use. Once this 
value is exceeded, the random code will be denied internet access. 

Available Duration 
Specifies the longest duration this random code is allowed to stay online at a time. 
When the random code expires, the user needs to log in again. 

No. of Shared 
Users 

Specifies the number of users who are allowed to access the internet using this 
random code at the same time. 

Note 

The Bind MAC Address function is enabled by default in Random Code guest policies. 

For example, if the number of shared users is 2, the router will bind the first two MAC 
addresses that successfully use this random code to authenticate. Devices with other 
MAC addresses cannot use this random code to authenticate and access the internet. 

No. of Used Specifies the number of users who are using the random code to access the internet. 

Random Code Title 
Specifies the title of the random code. It appears on the central upper part of the 
page. You can use it for advertising promotion. For ŜȄŀƳǇƭŜΣ ά²ŜƭŎƻƳŜ ǘƻ XXέΦ 

Operation 

Used to print or delete a random code. 

: Used to print the random code. 

: Used to delete the random code. 
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7.7  Example of authentication for rented flats 

7.7.1  Networking requirements 

!ƴ ƻǿƴŜǊ ƻŦ ǊŜƴǘŜŘ Ŧƭŀǘǎ ǳǎŜǎ ŀ ǊƻǳǘŜǊ ŀǎ ǘƘŜ ŜƎǊŜǎǎ ƎŀǘŜǿŀȅΦ ¢Ŝƴŀƴǘǎ ƴŜŜŘ ǘƻ Ǉŀȅ ōȅ ƳƻƴǘƘ ǘƻ 

ƎŜǘ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǿƘŜƴ ŎƻƴƴŜŎǘƛƴƎ ǘƻ ǘƘŜ Ŧƭŀǘ ƴŜǘǿƻǊƪΦ 

¢ƻ ƳŀƴŀƎŜ ǘƘŜ ƴŜǘǿƻǊƪ ǳǎŀƎŜΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ǊŀƛǎŜŘ ŦƻǊ ǘƘŜ Ŧƭŀǘ ƴŜǘǿƻǊƪΥ 

ī !ƭƭ ǘŜƴŀƴǘǎ ƘŀǾŜ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǳǎƛƴƎ ǘƘŜ tttƻ9 ŎƻƴƴŜŎǘƛƻƴ ƳƻŘŜΦ 

ī ¢ǿƻ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǇŀŎƪŀƎŜǎ όϷмр ǇŜǊ ƳƻƴǘƘ ǿƛǘƘ нл aIȊ ōŀƴŘǿƛŘǘƘ ŀƴŘ Ϸрл ǇŜǊ 
ƳƻƴǘƘ ǿƛǘƘ млл aIȊ ōŀƴŘǿƛŘǘƘύ ŀǊŜ ǇǊƻǾƛŘŜŘ ŦƻǊ ǘŜƴŀƴǘǎΦ 

ī ¢ƘŜ Ŧƭŀǘ ƳŀƴŀƎŜǊΩǎ ŎƻƳǇǳǘŜǊ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƛǘƘƻǳǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦƻǊ 
ŎƻƴǾŜƴƛŜƴǘ ƳŀƴŀƎŜƳŜƴǘΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ǎƘƻǿǎ ǘƘŜ ƴŜǘǿƻǊƪ ǘƻǇƻƭƻƎȅΦ 

 

7.7.2  Solution 

ī /ƻƴŦƛƎǳǊŜ ǘƘŜ tttƻ9 ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōŀǎŜŘ ƻƴ ǘƘŜ ±[!b ƛƴǘŜǊŦŀŎŜΦ 

ī /ƻƴŦƛƎǳǊŜ ŀƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴπŦǊŜŜ ǇƻƭƛŎȅ ŦƻǊ ǘƘŜ ƳŀƴŀƎŜǊΩǎ ŎƻƳǇǳǘŜǊΦ 

ī /ƻƴŦƛƎǳǊŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀŎŎƻǳƴǘǎΦ 

aŀƴŀƎŜƳŜƴǘ 
ŎƻƳǇǳǘŜǊ 

LƴǘŜǊƴŜǘ 

¢Ŝƴŀƴǘ ¢Ŝƴŀƴǘ ¢Ŝƴŀƴǘ 

wƻǳǘŜǊ 

/ƻǊŜ ǎǿƛǘŎƘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ м !ŎŎŜǎǎ ǎǿƛǘŎƘ н !ŎŎŜǎǎ ǎǿƛǘŎƘ о 

²!b 

[!bп 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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7.7.3  Configuration procedure 

 

I. Configure the router. 

1. Log in to the web UI of the routerΦ 

2. Add VLANs and configure a DHCP server. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ ±[!b ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŜȄŀƳǇƭŜΦ 

VLAN Name VLAN ID 
IP Address/ Network 
Segment 

Physical Port 

Tenant 20 192.168.20.1/24 LAN4 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ 5I/t ǎŜǊǾŜǊ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ±[!b ŦƻǊ ŜȄŀƳǇƭŜΦ 

Policy Name Interface User DHCP AP DHCP 

Tenant Tenant 

IP address pool: 192.168.20.100 - 
192.168.20.200 

Subnet mask: 255.255.255.0 

Default gateway: 192.168.20.1 

Primary DNS: 192.168.20.1 

/  

1) Add VLANs. 

bŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ ±[!b {ŜǘǘƛƴƎǎΦ /ƭƛŎƪ !ŘŘΣ ŎƻƴŦƛƎǳǊŜ ±[!b ǇŀǊŀƳŜǘŜǊǎ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

2) Configure the DHCP server for the VLAN. 

bŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ 5I/t {ŜǘǘƛƴƎǎ Ҕ 5I/t {ŜǊǾŜǊΦ /ƭƛŎƪ !ŘŘΣ ŎƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ǳǎŜǊ 

5I/t ǎŜǊǾŜǊ ƻŦ ǘƘŜ ¢Ŝƴŀƴǘ ±[!b ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǊƻǳǘŜǊ /ƻƴŦƛƎǳǊŜ ǘƘŜ ŎƻǊŜ ǎǿƛǘŎƘ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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3. Configure the PPPoE authentication type. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ tttƻ9 ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŜȄŀƳǇƭŜΦ 

Authentication Mode and Related Parameters Guest Policies 

Policy Name: Tenant PPPoE Authentication 

Authentication Type: PPPoE  

LCP Detection Interval: 10s 

LCP Detection Failure Attempts: 10 

PPPoE Server Name: PPPoE_1 

PPPoE Server IP: 192.168.30.1 

Client IP Address Range: 192.168.30.100 - 192.168.30.200 

Primary DNS: 192.168.30.1 

Interface: Tenant 

Portal Customization: Do Not Select 

Authentication Type: Tenant PPPoE 
Authentication 

Time Policy: Do Not Select 

1) Add the PPPoE authentication type. 

bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ŜƳǇƭŀǘŜ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ¢ȅǇŜΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ 

ǇŀǊŀƳŜǘŜǊǎ ŀǎ ǊŜǉǳƛǊŜŘΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 

 

2) Add guest policies for tenants. 

bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ DǳŜǎǘ tƻƭƛŎƛŜǎΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŀǎ ǊŜǉǳƛǊŜŘΣ ŀƴŘ ŎƭƛŎƪ 

{ŀǾŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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4. Configure the PPPoE service package. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ tttƻ9 ǇŀŎƪŀƎŜ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŜȄŀƳǇƭŜΦ 

20 MHz Package 100 MHz Package 

Policy Name: 20 MHz 

Validity Period: 30 days 

Package Price: 15 dollars 

Maximum Upload Bandwidth: 5120 KB/s 

Maximum Download Bandwidth: 20480 KB/s 

Policy Name: 100 MHz 

Validity Period: 30 days 

Package Price: 50 dollars 

Maximum Upload Bandwidth: 10240 KB/s 

Maximum Download Bandwidth: 102400 KB/s 

bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ /ƘŀǊƎƛƴƎ tƻƭƛŎȅΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŀǎ 

ǊŜǉǳƛǊŜŘΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 

 

5. Configure authentication accounts for tenants. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ ŀŎŎƻǳƴǘ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŜȄŀƳǇƭŜΦ CƻǊ ƻǘƘŜǊ ǇŀǊŀƳŜǘŜǊǎ ƴƻǘ 

ƳŜƴǘƛƻƴŜŘΣ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎ ŀǊŜ ǳǎŜŘΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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User Group Authentication Account 

Group Name: Tenant PPPoE Authentication 

User Group Type: Authentication User Group 

Account: Room number 

Password: Room number+Mobile number 

User Grouping: Tenant PPPoE Authentication 

Select Charging Policy: 20 MHz or 100 MHz 

Account Balance: Set as required 

No. of Shared Users: 1 

1) Add the user group. 

bŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ DǊƻǳǇ tƻƭƛŎȅ Ҕ ¦ǎŜǊ DǊƻǳǇΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŀǎ 

ǊŜǉǳƛǊŜŘΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 

 

2) Add an authentication account and add it to the user group. 

bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ !ŎŎƻǳƴǘΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŀǎ ǊŜǉǳƛǊŜŘΣ ŀƴŘ 

ŎƭƛŎƪ {ŀǾŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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3) Repeat the substep 2) to configure authentication accounts for other tenants. 

6. Configure the authentication-free policy. 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊ ǘƻ ǿƘƛŎƘ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴπŦǊŜŜ ǇƻƭƛŎȅ ŀǇǇƭƛŜǎ 

ƛǎ ппΥотΥ9сΥмнΥопΥрсΦ 

bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘb Ҕ !ŎŎƻǳƴǘ Ҕ !ǳǘƘŜƴǘƛŎŀǘƛƻƴπŦǊŜŜ tƻƭƛŎȅΣ ŀƴŘ ŎƭƛŎƪ !ŘŘΦ /ƻƴŦƛƎǳǊŜ 

ǇŀǊŀƳŜǘŜǊǎ ŀǎ ǊŜǉǳƛǊŜŘΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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II. Configure the core switch. 

5ƛǾƛŘŜ ǘƘŜ L999 улнΦмv ±[!b ƻƴ ǘƘŜ ±[!b ŀǎ ŦƻƭƭƻǿǎΦ 

Port Connected to VLAN ID (VLAN Allowed to Pass) Port Property PVID 

Router 20 Trunk 20 

Access switch 20 Access 20 

CƻǊ ƻǘƘŜǊ ǇƻǊǘǎ ǘƘŀǘ ŀǊŜ ƴƻǘ ƳŜƴǘƛƻƴŜŘΣ ƪŜŜǇ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎΦ CƻǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ ǘƘŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜΣ ǎŜŜ ǘƘŜ ǳǎŜǊ ƎǳƛŘŜ ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǎǿƛǘŎƘΦ 

πππ9ƴŘ 

7.7.4  Verification 

¢ƘŜ Ŧƭŀǘ ƳŀƴŀƎŜǊΩǎ ŎƻƳǇǳǘŜǊ όa!/ ŀŘŘǊŜǎǎΥ ппΥотΥ9сΥмнΥопΥрсύ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ 

ǿƛǘƘƻǳǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

¢Ŝƴŀƴǘǎ ƴŜŜŘ ǘƻ Řƛŀƭ ƛƴ ǿƘŜƴ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Dial-up from the router 

¢Ƙƛǎ ƳŜǘƘƻŘ ƛǎ ŀǇǇƭƛŎŀōƭŜ ŦƻǊ ǎŎŜƴŀǊƛƻǎ ǿƘŜǊŜ ǘƘŜ ǘŜƴŀƴǘ ǳǎŜǎ ŀ ǊƻǳǘŜǊ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ 

ōǊƻŀŘōŀƴŘ 9ǘƘŜǊƴŜǘ ǇƻǊǘ ƻŦ ǘƘŜ Ŧƭŀǘ ƴŜǘǿƻǊƪΦ CƻǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ ǘƘŜ ǊƻǳǘŜǊ ǎŜǘǘƛƴƎǎΣ ǎŜŜ ǘƘŜ ǳǎŜǊ 

ƎǳƛŘŜ ƻŦ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǊƻǳǘŜǊΦ 

1. Log in to the web UI of the router of the tenant. 

2. Set the internet connection type to PPPoE, enter the PPPoE user name and password, and 

save the settings. 

!ŦǘŜǊ ǘƘŜ ǎŜǘǘƛƴƎǎΣ ǘƘŜ ǘŜƴŀƴǘ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ ǘƘŜ ǊƻǳǘŜǊΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Dial-up from the computer 

Lǘ ƛǎ ǎǳƛǘŀōƭŜ ŦƻǊ ǎŎŜƴŀǊƛƻǎ ǿƘŜǊŜ ǘƘŜ ǘŜƴŀƴǘ ǳǎŜǎ ǘƘŜ ŎƻƳǇǳǘŜǊ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ōǊƻŀŘōŀƴŘ 

9ǘƘŜǊƴŜǘ ǇƻǊǘ ƻŦ ǘƘŜ Ŧƭŀǘ ƴŜǘǿƻǊƪΦ ²ƛƴŘƻǿǎ мл ƛǎ ǳǎŜŘ ŦƻǊ ŜȄŀƳǇƭŜ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŜǇǎΦ 

1. Right-click  in the lower-right corner of your desktop. Then click Network & Internet. 

2. Click Dial-up in the left navigation bar. Then, click Set up a new connection. 

 

3. Select Connect to the Internet, and click Next. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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4. Select Broadband (PPPoE). 

 

5. Enter the PPPoE user name and password, select Remember this password, and click Connect. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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²ŀƛǘ ǳƴǘƛƭ ǘƘŜ ŘƛŀƭπǳǇ ŎƻƳǇƭŜǘŜǎ ǎǳŎŎŜǎǎŦǳƭƭȅΦ ¢ƘŜƴ ǘƘŜ ǘŜƴŀƴǘ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀŦǘŜǊ ǘƘŜ ǘŜƴŀƴǘΩǎ ŎƻƳǇǳǘŜǊ ƛǎ ǊŜǎǘŀǊǘŜŘΣ ŎƭƛŎƪ  ŀƴŘ ǘƘŜƴ .ǊƻŀŘōŀƴŘ 

/ƻƴƴŜŎǘƛƻƴ ǘƻ ǇŜǊŦƻǊƳ ŘƛŀƭπǳǇ ŀƎŀƛƴΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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8  .ŀƴŘǿƛŘǘƘ ƭƛƳƛǘ 

8.1  WAN bandwidth 
[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ .² [ƛƳƛǘ Ҕ ²!b .ŀƴŘǿƛŘǘƘ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ²!b ǇƻǊǘ ōŀƴŘǿƛŘǘƘ ǇŀǊŀƳŜǘŜǊǎΦ !ŦǘŜǊ ȅƻǳ ǎŜǘ ƳǳƭǘƛǇƭŜ 

²!b ǇƻǊǘǎΣ ȅƻǳ Ŏŀƴ ƭƛƳƛǘ ǘƘŜ ōŀƴŘǿƛŘǘƘ ƻŦ ƳǳƭǘƛǇƭŜ ²!b ǇƻǊǘǎ ǊŜǎǇŜŎǘƛǾŜƭȅΦ 

.ȅ ǇǊƻǇŜǊƭȅ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ²!b ǇƻǊǘ ōŀƴŘǿƛŘǘƘΣ ȅƻǳ Ŏŀƴ ŀƭƭƻŎŀǘŜ ōŀƴŘǿƛŘǘƘ ǘƻ [!b ǳǎŜǊǎ 

ƳƻǊŜ ŀŎŎǳǊŀǘŜƭȅ ǿƘŜƴ ǳǎƛƴƎ ǘƘŜ DǊƻǳǇ {ǇŜŜŘ [ƛƳƛǘ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Upload Rate 
{ǇŜŎƛŦȅ ǘƘŜ ōŀƴŘǿƛŘǘƘ ǾŀƭǳŜǎ ƻŦ ǘƘŜ ōǊƻŀŘōŀƴŘΦ LŦ ȅƻǳ ŀǊŜ ƴƻǘ ǎǳǊŜΣ ŎƻƴǘŀŎǘ ȅƻǳǊ L{t 
ŦƻǊ ƘŜƭǇΦ 

Download Rate 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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8.2  Group limit 
¢ƘŜ ŜȄǘǊŀƴŜǘ ōŀƴŘǿƛŘǘƘ ƛǎ ŀƭǿŀȅǎ ƭƛƳƛǘŜŘΣ ǎƻ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƴŜŜŘǎ ǘƻ ŎƻƴǘǊƻƭ ǳǎŜǊǎΩ 

ƴŜǘǿƻǊƪ ǎǇŜŜŘ ǘƻ ǊŜŀǎƻƴŀōƭȅ ŀƭƭƻŎŀǘŜ ǘƘŜ ƭƛƳƛǘŜŘ ōŀƴŘǿƛŘǘƘ ǊŜǎƻǳǊŎŜǎΣ ǳǘƛƭƛȊƛƴƎ ǘƘŜ ŜȄǘǊŀƴŜǘ 

ǊŜǎƻǳǊŎŜǎ ŜŦŦŜŎǘƛǾŜƭȅΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ .² [ƛƳƛǘ Ҕ DǊƻǳǇ [ƛƳƛǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƎǊƻǳǇ ǎǇŜŜŘ ƭƛƳƛǘ ǇƻƭƛŎȅ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ƎǊƻǳǇ ƭƛƳƛǘ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name {ǇŜŎƛŦƛŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ƎǊƻǳǇ ƭƛƳƛǘ ǇƻƭƛŎȅΦ 

Remark {ǇŜŎƛŦƛŜǎ ǘƘŜ ǊŜƳŀǊƪ ƻŦ ǘƘŜ ƎǊƻǳǇ ƭƛƳƛǘ ǇƻƭƛŎȅΦ ¢ƘŜ ǊŜƳŀǊƪ ƛǎ ƻǇǘƛƻƴŀƭΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

IP Group 

{ǇŜŎƛŦƛŜǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƎǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ƎǊƻǳǇ ǎǇŜŜŘ ƭƛƳƛǘ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΦ 
¢ƘŜ ƎǊƻǳǇ ǎǇŜŜŘ ƭƛƳƛǘ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘ ƻƴƭȅ ǿƘŜƴ ǘƘŜ ŘŜǾƛŎŜ Lt ŀŘŘǊŜǎǎŜǎ ŀǊŜ ƛƴ ǘƘŜ 
Lt ŀŘŘǊŜǎǎ ƎǊƻǳǇΦ 

/ƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ ƛƴ Lt DǊƻǳǇ ŦƛǊǎǘΦ 

Time Group 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ƎǊƻǳǇ ǎǇŜŜŘ ƭƛƳƛǘ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΦ 

¢ƘŜ ƎǊƻǳǇ ǎǇŜŜŘ ƭƛƳƛǘ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘ ƻƴƭȅ ƛƴ ǎǳŎƘ ŎƻƴŦƛƎǳǊŜŘ ǘƛƳŜΦ 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ƛƴ ¢ƛƳŜ DǊƻǳǇ ŦƛǊǎǘΦ 

Concurrent 
Connections 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ŎƻƴƴŜŎǘƛƻƴǎ ŦƻǊ ŀ ǎƛƴƎƭŜ ǳǎŜ ŘŜǾƛŎŜ ƛƴ ǘƘŜ ŎƻƴǘǊƻƭƭŜŘ Lt ƎǊƻǳǇΦ 

Tip 

0 indicates no limit. 

Upload Speed 
Limit 

{ǇŜŎƛŦȅ ǘƘŜ ƳŀȄƛƳǳƳ ǳǇƭƻŀŘ ƻǊ ŘƻǿƴƭƻŀŘ ǊŀǘŜ ƻŦ ǘƘŜ ŎƻƴǘǊƻƭƭŜŘ ǳǎŜǊΦ 

Tip 

л ƛƴŘƛŎŀǘŜǎ ƴƻ ƭƛƳƛǘΦ 
Download Speed 
Limit 

8.3  Single user limit 

8.3.1  Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ .² [ƛƳƛǘ Ҕ {ƛƴƎƭŜ ¦ǎŜǊ [ƛƳƛǘ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƳŀȄƛƳǳƳ ǳǇƭƻŀŘ ƻǊ ŘƻǿƴƭƻŀŘ ǊŀǘŜǎ ŦƻǊ ǳǎŜǊǎ ŎƻƴƴŜŎǘŜŘ 

ǘƻ ǘƘŜ ǊƻǳǘŜǊ ǎŜǇŀǊŀǘŜƭȅ ƻǊ ƛƴ ŀ ǳƴƛŦƛŜŘ ǿŀȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀŎǘǳŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Terminal Name {ǇŜŎƛŦƛŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Terminal Type {ǇŜŎƛŦƛŜǎ ǘƘŜ ǘȅǇŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Remark {ǇŜŎƛŦƛŜǎ ǘƘŜ ǊŜƳŀǊƪ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

IP Address {ǇŜŎƛŦƛŜǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

MAC Address {ǇŜŎƛŦƛŜǎ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Online Duration {ǇŜŎƛŦƛŜǎ ǘƘŜ ƻƴƭƛƴŜ ŘǳǊŀǘƛƻƴ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Real-time Upload 

{ǇŜŎƛŦȅ ǘƘŜ ǊŜŀƭπǘƛƳŜ ǳǇƭƻŀŘ ƻǊ ŘƻǿƴƭƻŀŘ ǊŀǘŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 
Real-time 
Download 

Upload Speed 
Limit 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ǳǇƭƻŀŘ ǊŀǘŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Total Upload {ǇŜŎƛŦƛŜǎ ǘƘŜ ǘƻǘŀƭ ǳǇƭƻŀŘ ǘǊŀŦŦƛŎ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Download Speed 
Limit 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ŘƻǿƴƭƻŀŘ ǊŀǘŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Total Download {ǇŜŎƛŦƛŜǎ ǘƘŜ ǘƻǘŀƭ ŘƻǿƴƭƻŀŘ ǘǊŀŦŦƛŎ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜΦ 

Status {ǇŜŎƛŦƛŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŘŜǾƛŎŜΣ ƛƴŎƭǳŘƛƴƎ hƴƭƛƴŜ ŀƴŘ hŦŦƭƛƴŜΦ 

Limit Speed ¦ǎŜŘ ǘƻ ƭƛƳƛǘ ǘƘŜ ǎǇŜŜŘ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ŘŜǾƛŎŜǎΦ 

Refresh ¦ǎŜŘ ǘƻ ǊŜŦǊŜǎƘ ǘƘŜ ŎǳǊǊŜƴǘ ƭƛǎǘΦ 
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8.3.2  Configure single user limit 

1. Log in to the web UI of the router, and navigate to BW Limit > Single User Limit. 

2. Select the client device to be limited and click Limit Speed. The following figure is for reference 

only. 

Tip 

ƻ̧ǳ Ŏŀƴ ǎŜƭŜŎǘ ƳǳƭǘƛǇƭŜ ŎƭƛŜƴǘ ŘŜǾƛŎŜǎ ŀƴŘ ŎƭƛŎƪ [ƛƳƛǘ {ǇŜŜŘ ǘƻ ǎŜǘ ǎǇŜŜŘ ƭƛƳƛǘǎ ŦƻǊ ǘƘŜ ŘŜǾƛŎŜǎ ŀǘ ŀ ǘƛƳŜΦ 

 

3. Set the Upload Speed Limit and Download Speed Limit for the selected client device, and click 

Save. The following figure is for reference only. 

Tip 

л ƛƴŘƛŎŀǘŜǎ ƴƻ ƭƛƳƛǘΦ 

 

ππππ9ƴŘ 
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8.4  Example of configuring group speed limit 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ŘŜǇƭƻȅ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 9ŀŎƘ ǇǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦ όLt ŀŘŘǊŜǎǎ ǊŀƴƎŜΥ мфнΦмсуΦлΦн ς мфнΦмсуΦлΦрлύ ƛƴ ǘƘŜ [!b 

Ŏŀƴ ǳǎŜ ǘƘŜ ŦƛȄŜŘ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ōŀƴŘǿƛŘǘƘ ƻŦ м aōǇǎ όм aōǇǎ Ґ мну Y.κǎύ ŘǳǊƛƴƎ 

ǿƻǊƪƛƴƎ ƘƻǳǊǎ όуΥлл π муΥллύ ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅ ǿƘƛƭŜ ƻǘƘŜǊ ŘŜǾƛŎŜǎ ƛƴ ǘƘŜ [!b ŀǊŜ ƴƻǘ 

ǊŜǎǘǊƛŎǘŜŘ ŦƻǊ ōŀƴŘǿƛŘǘƘΦ 

Solution 

¢ƘŜ DǊƻǳǇ [ƛƳƛǘ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ 

ŎƻƴŎǳǊǊŜƴǘ ŎƻƴƴŜŎǘƛƻƴǎ ƻŦ ŜŀŎƘ ǳǎŜǊ ŘŜǾƛŎŜ ŀǊŜ сллΦ 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Configure the time group. 

Navigate to Audit > Group Policy > Time Group, and click Add to configure the following time 

group. 

 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ /ƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ !ŘŘ ǘƘŜ ƎǊƻǳǇ ƭƛƳƛǘ ǇƻƭƛŎȅ 
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3. Configure the IP group. 

Navigate to Audit > Group Policy > IP Group, and click Add to configure the following IP group. 

 

4. Add the group limit policy. 

1) Navigate to BW Limit > Group Limit, and click Add. 

 

2) Configure the parameters in the Add Group Limit Policy window, and click Save. 

ī {Ŝǘ ǘƘŜ tƻƭƛŎȅ bŀƳŜΣ ǿƘƛŎƘ ƛǎ {ǇŜŜŘ [ƛƳƛǘ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ Lt DǊƻǳǇ ǘƻ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ŀǇǇƭƛŜǎΣ ǿƘƛŎƘ ƛǎ tǳǊŎƘŀǎƛƴƎ 5ŜǇŀǊǘƳŜƴǘ ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¢ƛƳŜ DǊƻǳǇ ǘƻ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ŀǇǇƭƛŜǎΣ ǿƘƛŎƘ ƛǎ .ǳǎƛƴŜǎǎ IƻǳǊǎ ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ ǘƘŜ /ƻƴŎǳǊǊŜƴǘ /ƻƴƴŜŎǘƛƻƴǎ ǇŜǊ ŎƭƛŜƴǘΣ ǿƘƛŎƘ ƛǎ слл ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ ǘƘŜ ¦ǇƭƻŀŘ {ǇŜŜŘ [ƛƳƛǘ ŀƴŘ 5ƻǿƴƭƻŀŘ {ǇŜŜŘ [ƛƳƛǘ ƻŦ ŎƭƛŜƴǘ ŘŜǾƛŎŜǎΣ ǿƘƛŎƘ ŀǊŜ ōƻǘƘ 
мну Y.κǎΦ 
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Verification 

CƻǊ ǳǎŜǊǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ мфнΦмсуΦлΦн π мфнΦмсуΦлΦрлΣ ǘƘŜ ƳŀȄƛƳǳƳ ǳǇƭƻŀŘ 

ǎǇŜŜŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ǎǇŜŜŘ ŀǊŜ ōƻǘƘ мну Y.κǎ ŀǘ уΥлл π муΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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9  .ŜƘŀǾƛƻǊϧ!ǳŘƛǘ 

9.1  Group policy 
²ƘŜƴ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ŦǳƴŎǘƛƻƴǎ ǎǳŎƘ ŀǎ ǾŀǊƛƻǳǎ ƪƛƴŘǎ ƻŦ ŦƛƭǘŜǊƛƴƎΣ ƎǊƻǳǇ ƭƛƳƛǘ ŀƴŘ Ƴǳƭǘƛπ²!b 

ǇƻƭƛŎȅΣ ȅƻǳ ƴŜŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇΣ ŀƴŘ ǘƛƳŜ ƎǊƻǳǇ ƛƴ ŀŘǾŀƴŎŜΦ 

9.1.1  Time group 

¢ƘŜ ǘƛƳŜ ƎǊƻǳǇ ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ŘƛǾƛŘŜ ǘƛƳŜ ƛƴǘƻ ŘƛŦŦŜǊŜƴǘ ƎǊƻǳǇǎ ŀƴŘ ŎƻƳōƛƴŜ ŘƛŦŦŜǊŜƴǘ ƎǊƻǳǇǎ 

ǊŀƴŘƻƳƭȅΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ DǊƻǳǇ tƻƭƛŎȅ Ҕ ¢ƛƳŜ DǊƻǳǇ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ǇƻƭƛŎȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀŎǘǳŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

Configuration procedure: 

1. Log in to the web UI of the router. 

2. Navigate to Audit > Group Policy > Time Group. 

3. Click Add. 
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4. Configure the parameters in the Add Time Group window, and click Save. 

 

ππππ9ƴŘ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name {ǇŜŎƛŦƛŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

Time Period 
Specifies the periods included in the time group. 

One policy supports at most 3 periods, and the periods cannot be repeated. 

Cycle {ǇŜŎƛŦƛŜǎ ǘƘŜ ŎȅŎƭŜ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΦ 

Remark {ǇŜŎƛŦƛŜǎ ǘƘŜ ǊŜƳŀǊƪ ƻŦ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ǇƻƭƛŎȅΦ ¢ƘŜ ǊŜƳŀǊƪ ƛǎ ƻǇǘƛƻƴŀƭΦ 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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9.1.2  IP group 

¢ƘŜ Lt ƎǊƻǳǇ ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ǎŜǘ ǘƘŜ Ƙƻǎǘǎ ǿƛǘƘƛƴ ǘƘŜ [!b ƛƴǘƻ ŘƛŦŦŜǊŜƴǘ ƎǊƻǳǇǎ ōŀǎŜŘ ƻƴ ǘƘŜƛǊ 

Lt ŀŘŘǊŜǎǎŜǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ DǊƻǳǇ tƻƭƛŎȅ Ҕ Lt DǊƻǳǇ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ ǇƻƭƛŎȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀŎǘǳŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

Configuration procedure: 

1. Log in to the web UI of the router. 

2. Navigate to Audit > Group Policy > IP Group. 

3. Click Add. 

 

4. Configure the parameters in the Add IP Group window, and click Save. 

 

ππππ9ƴŘ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name {ǇŜŎƛŦƛŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ Lt ƎǊƻǳǇ ǇƻƭƛŎȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

IP Address Range 

{ǇŜŎƛŦƛŜǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ǊŀƴƎŜǎ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ Lt ƎǊƻǳǇΦ 

One policy supports at most 3 IP address ranges, and the IP address ranges cannot be 
repeated. 

Remark {ǇŜŎƛŦƛŜǎ ǘƘŜ ǊŜƳŀǊƪ ƻŦ ǘƘŜ Lt ƎǊƻǳǇ ǇƻƭƛŎȅΦ 

9.1.3  User group 

¢ƘŜ ǳǎŜǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ƛǎ ǳǎŜŘ ǘƻ ǎŜǘ ǘƘŜ Ƙƻǎǘǎ ǿƛǘƘƛƴ ǘƘŜ [!b ƛƴǘƻ ŘƛŦŦŜǊŜƴǘ ƎǊƻǳǇǎ ōŀǎŜŘ ƻƴ 

ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǳǎŜǊǎ ŀƴŘ ±tb ŘƛŀƭπǳǇ ǳǎŜǊǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ DǊƻǳǇ tƻƭƛŎȅ Ҕ ¦ǎŜǊ DǊƻǳǇ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǳǎŜǊ ƎǊƻǳǇ ǇƻƭƛŎȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀŎǘǳŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

Tip 

¢ǿƻ ǳǎŜǊ ƎǊƻǳǇǎ ƴŀƳŜŘ ¦ǎŜǊψ5ŜŦŀǳƭǘ ŀƴŘ ±tb¦ǎŜǊψ5ŜŦŀǳƭǘ ƘŀǾŜ ōŜŜƴ ŀŘŘŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŘŜŦŀǳƭǘ ǳǎŜǊ 
ƎǊƻǳǇ Ŏŀƴƴƻǘ ōŜ ŘŜƭŜǘŜŘ ƻǊ ŜŘƛǘŜŘΦ 

Configuration procedure: 

1. Log in to the web UI of the router. 

2. Navigate to Audit > Group Policy > User Group. 

3. Click Add. 

 

4. Configure the parameters in the Add User Group window, and click Save. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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ππππ9ƴŘ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Group Name Specifies the name of the user group policy. 

User Group Type 

Specifies the type of the user group, including Authentication User Group and VPN 
User Group. 

Tip 

ī After a user group whose User Group Type is set to Authentication User 
Group is referenced by account management, all users who are 
authenticated with these user names and passwords will belong to this user 
group. 

ī After a user group whose User Group Type is set to VPN User Group is 
referenced by user management, all users who use these user names and 
passwords to perform VPN dial-up will belong to this user group. 

Remark Specifies the remark of the user group policy. 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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9.2  Filtering 

9.2.1  IP address filtering 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ CƛƭǘŜǊƛƴƎ Ҕ Lt ŀŘŘǊŜǎǎ CƛƭǘŜǊƛƴƎ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ǊǳƭŜǎ ǘƻ ŀƭƭƻǿ ƻǊ ōƭƻŎƪ ǘƘŜ [!b Ƙƻǎǘǎ ǘƻ 

ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǊƻǳǘŜǊ ŦƻǊ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Filtering Policy 

Specifies the mode of the IP address filtering policy. 

ī Blacklist (Blocked to access the internet): The user with the specified IP 
address is blocked to access the internet during the specified period, and is 
allowed to access the internet during other times. 

ī White List (Allowed to access the internet): The user with the specified IP 
address is allowed to access the internet during the specified period, and is 
blocked from accessing the internet during other times. 

IP Address Policy ¢ƻ ŦƛƭǘŜǊ ƻƴŜ Lt ŀŘŘǊŜǎǎΣ ǎŜƭŜŎǘ Lt !ŘŘǊŜǎǎ ŀƴŘ ŜƴǘŜǊ ǘƘŜ Lt ŀŘŘǊŜǎǎΦ 

¢ƻ ŦƛƭǘŜǊ ƻƴŜ ƻǊ ƳƻǊŜ Lt ŀŘŘǊŜǎǎ ƎǊƻǳǇǎΣ ǎŜƭŜŎǘ Lt !ŘŘǊŜǎǎ DǊƻǳǇ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ 
ŎƻǊǊŜǎǇƻƴŘƛƴƎ Lt ƎǊƻǳǇ ǇƻƭƛŎȅ ȅƻǳ ǎŜǘΦ 

Note 

¢ƘŜ Lt ƎǊƻǳǇ ǎƘƻǳƭŘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ Lt DǊƻǳǇ ƛƴ ŀŘǾŀƴŎŜΦ 

IP Address or IP 
Address Group 

Time Group 

Used to select the time group policy upon which the IP address filtering policy takes 
effect. 

Note 

¢ƘŜ ǘƛƳŜ ƎǊƻǳǇ ǎƘƻǳƭŘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ¢ƛƳŜ DǊƻǳǇ ƛƴ ŀŘǾŀƴŎŜΦ 

Remark Specifies the remark of the IP address filtering policy. The remark is optional. 

Status Specifies the status of the IP address filtering policy including Enabled or Disabled. 

Operation 

Used to edit, enable, disable or delete the IP address filtering policy. 

: Used to modify the IP address filtering policy. 

: Used to enable the IP address filtering policy. 

: Used to disable the IP address filtering policy. 

: Used to delete the IP address filtering policy. 

It allows hosts or 
devices not in the 
list to access the 
internet. 

ī When Selected: The devices not in the filtering list or devices with the 
filtering policy disabled can access the internet. 

ī When Deselected: The devices not in the filtering list or devices with the 
filtering policy disabled cannot access the internet. 

Note 

To deselect this function, configure a whitelist first. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Example of configuring IP address filtering 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ŘŜǇƭƻȅ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όуΥлл ς муΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅύΣ ƻƴƭȅ ǇǳǊŎƘŀǎƛƴƎ 

ǎǘŀŦŦ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƘƛƭŜ ƻǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ ǊƻǳǘŜǊΩǎ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt 

ŀŘŘǊŜǎǎŜǎ ƻŦ ǘƘŜ ǇǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦΩǎ ŎƻƳǇǳǘŜǊǎ ǊŀƴƎŜ ŦǊƻƳ мфнΦмсуΦлΦн π мфнΦмсуΦлΦрлΦ 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Configure the time group. 

Navigate to Audit > Group Policy > Time Group, and click Add to configure the following time 

group. 

 

3. Configure the IP group. 

Navigate to Audit > Group Policy > IP Group, and click Add to configure the following IP group. 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ /ƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ !ŘŘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅ 
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4. Add the IP address filtering policy. 

1) Navigate to Audit > Filtering > IP Address Filtering, and click Add. 

 

2) Configure the parameters in the Add IP Filtering Policy window, and click Save. 

ī {ŜƭŜŎǘ ǘƘŜ CƛƭǘŜǊƛƴƎ tƻƭƛŎȅΣ ǿƘƛŎƘ ƛǎ ²ƘƛǘŜ [ƛǎǘ ό!ƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘύ ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ Lt !ŘŘǊŜǎǎ DǊƻǳǇ ŦƻǊ Lt !ŘŘǊŜǎǎ tƻƭƛŎȅΦ 

ī {ŜƭŜŎǘ ǘƘŜ Lt DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ tǳǊŎƘŀǎƛƴƎ 
5ŜǇŀǊǘƳŜƴǘ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¢ƛƳŜ DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ .ǳǎƛƴŜǎǎ IƻǳǊǎ ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

161 

3) Deselect It allows hosts or devices not in the list to access the internet. In the displayed 
dialog box, click OK. 

 

ππππ9ƴŘ 

Verification 

hƴƭȅ ǘƘŜ ŎƻƳǇǳǘŜǊǎ ƻŦ ǘƘŜ ǇǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦ όLt ŀŘŘǊŜǎǎ ǊŀƴƎŜΥ мфнΦмсуΦлΦн ς мфнΦмсуΦлΦрлύ ƛƴ 

ǘƘŜ [!b Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƘƛƭŜ ƻǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǘ уΥлл ς муΥлл 

ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅΦ 

9.2.2  MAC address filtering 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ CƛƭǘŜǊƛƴƎ Ҕ a!/ !ŘŘǊŜǎǎ CƛƭǘŜǊƛƴƎ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

¸ƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ǊǳƭŜǎ ǘƻ ŀƭƭƻǿ ƻǊ ōƭƻŎƪ ǘƘŜ [!b Ƙƻǎǘǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ 

ǘƘŜ ǊƻǳǘŜǊ ŦƻǊ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Filtering Policy 

Specifies the mode of the MAC address filtering policy. 

ī Blacklist (Blocked to access the internet): The user with the specified MAC 
address is blocked to access the internet during the specified period, and is 
allowed to access the internet during other times. 

ī White List (Allowed to access the internet): The user with the specified MAC 
address is allowed to access the internet during the specified period, and is 
blocked from accessing the internet during other times. 

MAC Address Specifies the MAC address in the Blacklist or Whitelist. 

Time Group 

Used to select the time group policy upon which the MAC address filtering policy takes 
effect. 

Note 

The time group should be configured in ¢ƛƳŜ DǊƻǳǇ in advance. 

Remark Specifies the remark of the MAC address filtering policy. The remark is optional. 

Status Specifies the status of the MAC address filtering policy including Enabled or Disabled. 

Operation 

Used to edit, enable, disable, or delete the MAC address filtering policy. 

: Used to modify the MAC address filtering policy. 

: Used to enable the MAC address filtering policy. 

: Used to disable the MAC address filtering policy. 

: Used to delete the MAC address filtering policy. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

It allows hosts or 
devices not in the 
list to access the 
internet. 

ī ²ƘŜƴ {ŜƭŜŎǘŜŘΥ The devices not in the filtering list or devices with the 
filtering policy disabled can access the internet. 

ī When Deselected: The devices not in the filtering list or devices with the 
filtering policy disabled cannot access the internet. 

Note 

To deselect this function, configure a whitelist first. 

Example of configuring MAC address filtering 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ŘŜǇƭƻȅ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όуΥлл ς муΥ лл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅύΣ ƻƴƭȅ ŀ ǇǳǊŎƘŀǎƛƴƎ 

ǎǘŀŦŦ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƘƛƭŜ ƻǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ ǊƻǳǘŜǊΩǎ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ 

a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǇǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦΩǎ ŎƻƳǇǳǘŜǊ ƛǎ //Υо!ΥсмΥтмΥм.Υс9Φ 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Configure the time group. 

Navigate to Audit > Group Policy > Time Group, and click Add to configure the following time 

group. 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ !ŘŘ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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3. Add the MAC address filtering policy. 

1) Navigate to Audit > Filtering > MAC Address Filtering, and click Add. 

2) Configure the parameters in the Add MAC Filtering Policy window, and click Save. 

ī {ŜƭŜŎǘ ǘƘŜ CƛƭǘŜǊƛƴƎ tƻƭƛŎȅΣ ǿƘƛŎƘ ƛǎ ²ƘƛǘŜ [ƛǎǘ ό!ƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘύ ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī 9ƴǘŜǊ ǘƘŜ a!/ !ŘŘǊŜǎǎ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǿƘƛŎƘ ƛǎ //Υо!ΥсмΥтмΥм.Υс9 ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¢ƛƳŜ DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ .ǳǎƛƴŜǎǎ IƻǳǊǎ ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

Tip 

LŦ ȅƻǳ ƴŜŜŘ ǘƻ ŦƛƭǘŜǊ ƳǳƭǘƛǇƭŜ a!/ ŀŘŘǊŜǎǎŜǎΣ ǳǎŜ ǎŜƳƛŎƻƭƻƴǎ όΤύ ǘƻ ǎŜǇŀǊŀǘŜ ǘƘŜƳΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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3) Deselect It allows hosts or devices not in the list to access the internet. In the displayed 
dialog box, click OK. 

 

ππππ9ƴŘ 

Verification 

hƴƭȅ ŀ ǇǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦ ǳǎƛƴƎ ǘƘŜ ŎƻƳǇǳǘŜǊ ǿƛǘƘ ŀ a!/ ŀŘŘǊŜǎǎ ƻŦ //Υо!ΥсмΥтмΥм.Υс9 ƛƴ ǘƘŜ 

[!b Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƘƛƭŜ ƻǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǘ уΥлл ς муΥлл ŦǊƻƳ 

aƻƴŘŀȅ ǘƻ CǊƛŘŀȅΦ 

9.2.3  Port filtering 

Overview 

!ǇǇƭƛŎŀǘƛƻƴ ǇǊƻǘƻŎƻƭǎ ŦƻǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜǎ ƘŀǾŜ ǎǇŜŎƛŦƛŎ ǇƻǊǘ ƴǳƳōŜǊǎΦ л ǘƻ млно ŀǊŜ ǇƻǊǘ 

ƴǳƳōŜǊǎ ŦƻǊ ǎƻƳŜ ŎƻƳƳƻƴ ǎŜǊǾƛŎŜǎΦ ¢ƘŜǎŜ ǇƻǊǘǎ ŀǊŜ ƎŜƴŜǊŀƭƭȅ ŦƛȄŜŘ ǘƻ ǎǇŜŎƛŦƛŎ ǎŜǊǾƛŎŜǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ CƛƭǘŜǊƛƴƎ Ҕ tƻǊǘ CƛƭǘŜǊƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴǘǊƻƭ ǳǎŜǊǎΩ ŀŎŎŜǎǎ ǘƻ ŎŜǊǘŀƛƴ ǘȅǇŜǎ ƻŦ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜǎ ōȅ ŦƻǊōƛŘŘƛƴƎ 

ǘƘŜƛǊ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ǎŜǊǾƛŎŜ ǇƻǊǘǎΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ǇƻǊǘ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

IP Group 

Used to select the IP address group policy upon which the port filtering policy takes 
effect. 

Note 

The IP address group should be configured in IP Group in advance. 

Time Group 

Used to select the time group policy upon which the port filtering policy takes effect. 

Note 

The time group should be configured in Time Group in advance. 

Port Specifies the service port forbidden to access. 

Protocol Specifies the service protocol forbidden to access. 

Remark Specifies the remark of the port filtering policy. The remark is optional. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Status Specifies the status of the port filtering policy including Enabled or Disabled. 

Operation 

Used to edit, enable, disable or delete the port filtering policy. 

: Used to modify the port filtering policy. 

: Used to enable the port filtering policy. 

: Used to disable the port filtering policy. 

: Used to delete the port filtering policy. 

Example of configuring port filtering 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ŘŜǇƭƻȅ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όуΥлл ς муΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅύΣ ǇǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦ 

ŀǊŜ ŦƻǊōƛŘŘŜƴ ǘƻ ōǊƻǿǎŜ ǿŜōǇŀƎŜǎ ό¢ƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ ŦƻǊ ǿŜōǇŀƎŜ ōǊƻǿǎƛƴƎ ƛǎ улΦύΦ 

Solution 

¢ƘŜ ǊƻǳǘŜǊΩǎ ǇƻǊǘ ŦƛƭǘŜǊƛƴƎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎ 

ƻŦ ǘƘŜ ǇǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦΩǎ ŎƻƳǇǳǘŜǊǎ ǊŀƴƎŜǎ ŦǊƻƳ мфнΦмсуΦлΦн ς мфнΦмсуΦлΦрлΦ 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Configure the time group. 

Navigate to Audit > Group Policy > Time Group, and click Add to configure the following time 

group. 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ /ƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ !ŘŘ ǘƘŜ ǇƻǊǘ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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3. Configure the IP group. 

Navigate to Audit > Group Policy > IP Group, and click Add to configure the following IP group. 

 

4. Add the port filtering policy. 

1) Navigate to Audit > Filtering > Port Filtering, and click Add. 

2) Configure the parameters in the Add Port Filtering Policy window, and click Save. 

ī {ŜƭŜŎǘ ǘƘŜ Lt DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ tǳǊŎƘŀǎƛƴƎ 
5ŜǇŀǊǘƳŜƴǘ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¢ƛƳŜ DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ .ǳǎƛƴŜǎǎ IƻǳǊǎ ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī 9ƴǘŜǊ ǘƘŜ tƻǊǘ ƴǳƳōŜǊ ŦƻǊ ǿŜōǇŀƎŜ ōǊƻǿǎƛƴƎΣ ǿƘƛŎƘ ƛǎ ул ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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ī {ŜƭŜŎǘ ǘƘŜ tǊƻǘƻŎƻƭ ǳǎŜŘ ōȅ ǘƘŜ ǎŜǊǾƛŎŜΦ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ƪŜŜǇ ǘƘŜ ŘŜŦŀǳƭǘ 
¢/tϧ¦5tΦ 

Tip 

ī LŦ ȅƻǳ ƴŜŜŘ ǘƻ ŦƛƭǘŜǊ ƳǳƭǘƛǇƭŜ ƴƻƴπŎƻƴǎŜŎǳǘƛǾŜ ǇƻǊǘǎΣ ǳǎŜ ǎŜƳƛŎƻƭƻƴǎ όΤύ ǘƻ ǎŜǇŀǊŀǘŜ ǘƘŜƳΣ ǎǳŎƘ ŀǎ улΤнлΦ 

ī LŦ ȅƻǳ ƴŜŜŘ ǘƻ ŦƛƭǘŜǊ ƳǳƭǘƛǇƭŜ ŎƻƴǎŜŎǳǘƛǾŜ ǇƻǊǘǎΣ ǳǎŜ ǘƛƭŘŜǎ όϤύ ǘƻ ŎƻƴƴŜŎǘ ǘƘŜƳΣ ǎǳŎƘ ŀǎ трϤулΦ 

 

ππππ9ƴŘ 

Verification 

tǳǊŎƘŀǎƛƴƎ ǎǘŀŦŦ ǳǎƛƴƎ ŎƻƳǇǳǘŜǊǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ мфнΦмсуΦлΦн ς мфнΦмсуΦлΦрл ƛƴ 

ǘƘŜ [!b Ŏŀƴƴƻǘ ōǊƻǿǎŜ ǿŜōǇŀƎŜǎ ŀǘ уΥлл ς муΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅΦ 

9.2.4  URL filtering 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ CƛƭǘŜǊƛƴƎ Ҕ ¦w[ CƛƭǘŜǊƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŀƭƭƻǿ ƻǊ ōƭƻŎƪ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǎǇŜŎƛŦƛŜŘ ǿŜōǎƛǘŜǎ ǘƻ ǊŜƎǳƭŀǘŜ ǳǎŜǊǎΩ ƻƴƭƛƴŜ 

ōŜƘŀǾƛƻǊ ƛƴ ǘƘŜ [!bΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ¦w[ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Filtering Policy 

Specifies the mode of the URL filtering policy. 

ī Blacklist (Blocked to access the internet): The user with the specified IP 
address is only blocked to access specified websites during the specified 
period, and is allowed to access all websites during other times. 

ī White List (Allowed to access the internet): The user with the specified IP 
address is only allowed to access specified websites during the specified 
period, and is allowed to access all websites during other times. 

IP Address Policy To filter one IP address, select IP Address and enter the IP address. 

To filter one or more IP address groups, select IP Address Group and select the 
corresponding IP group policy you set. 

Note 

The IP group should be configured in IP Group in advance. 

IP Address or IP 
Address Group 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Time Group 

Used to select the time group policy upon which the URL filtering policy takes effect. 

Note 

The time group should be configured in Time Group in advance. 

URL Keywords Specifies the keywords of the URL forbidden or allowed to access. 

Remark Specifies the remark of the URL filtering policy. The remark is optional. 

Status {ǇŜŎƛŦƛŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ¦w[ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅ ƛƴŎƭǳŘƛƴƎ 9ƴŀōƭŜŘ ƻǊ 5ƛǎŀōƭŜŘΦ 

Operation 

Used to edit, enable, disable, or delete the URL filtering policy. 

: Used to modify the URL filtering policy. 

: Used to enable the URL filtering policy. 

: Used to disable the URL filtering policy. 

: Used to delete the URL filtering policy. 

It allows hosts or 
devices not in the 
list to access the 
internet. 

ī When Selected: The devices not in the filtering list or devices with the 
filtering policy disabled can access the specified websites. 

ī When Deselected: The devices not in the filtering list or devices with the 
filtering policy disabled cannot access the specified websites. 

Note 

To deselect this function, configure a whitelist first. 

Example of configuring URL filtering 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ŘŜǇƭƻȅ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όуΥлл ς муΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅύΣ ƻƴƭȅ ŘŜǎƛƎƴŜǊǎ Ŏŀƴ 

ŀŎŎŜǎǎ ǎƻƳŜ ǿŜōǎƛǘŜǎ ŦƻǊ ŘŜǎƛƎƴƛƴƎΣ ǎǳŎƘ ŀǎ tƛƴǘŜǊŜǎǘ όǇƛƴǘŜǊŜǎǘΦŎƻƳύΣ .ŜƘŀƴŎŜ όōŜƘŀƴŎŜΦƴŜǘύ 

ŀƴŘ 5ǊƛōōōƭŜ όŘǊƛōōōƭŜΦŎƻƳύΣ ǿƘƛƭŜ ƻǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ ǊƻǳǘŜǊΩǎ ¦w[ ŦƛƭǘŜǊƛƴƎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎŜǎ 

ƻŦ ŘŜǎƛƎƴŜǊǎΩ ŎƻƳǇǳǘŜǊǎ ǊŀƴƎŜ ŦǊƻƳ мфнΦмсуΦлΦсл π мфнΦмсуΦлΦмллΦ 

Configuration procedure 

 /ƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ /ƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ !ŘŘ ǘƘŜ ¦w[ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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1. Log in to the web UI of the router. 

2. Configure the time group. 

Navigate to Audit > Group Policy > Time Group, and configure displayed time group. 

 

3. Configure the IP group. 

Navigate to Audit > Group Policy > IP Group, and click Add to configure the following IP group. 

 

4. Add the URL filtering policy. 

1) Navigate to Audit > Filtering > URL Filtering, and click Add.  

2) Configure the parameters in the Add URL Filtering Policy window, and click Save. 

ī {ŜƭŜŎǘ ǘƘŜ CƛƭǘŜǊƛƴƎ tƻƭƛŎȅΣ ǿƘƛŎƘ ƛǎ ²ƘƛǘŜ [ƛǎǘ ό!ƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘύ ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ Lt !ŘŘǊŜǎǎ DǊƻǳǇ ŦƻǊ Lt !ŘŘǊŜǎǎ tƻƭƛŎȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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ī {ŜƭŜŎǘ ǘƘŜ Lt DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ 5ŜǎƛƎƴ 5ŜǇŀǊǘƳŜƴǘ 
ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¢ƛƳŜ DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ .ǳǎƛƴŜǎǎ IƻǳǊǎ ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī 9ƴǘŜǊ ǘƘŜ ¦w[ YŜȅǿƻǊŘǎΣ ǿƘƛŎƘ ŀǊŜ ǇƛƴǘŜǊŜǎǘΦŎƻƳΤōŜƘŀƴŎŜΦƴŜǘΤŘǊƛōōōƭŜΦŎƻƳ ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

 

3) Deselect It allows hosts or devices not in the list to access the internet. In the displayed 
dialog box, click OK. 

 

ππππ9ƴŘ 

Verification 

hƴƭȅ ŎƻƳǇǳǘŜǊǎ ƻŦ ŘŜǎƛƎƴŜǊǎ όLt ŀŘŘǊŜǎǎ ǊŀƴƎŜΥ мфнΦмсуΦлΦсл ς мфнΦмсуΦлΦмллύ ƛƴ ǘƘŜ [!b Ŏŀƴ 

ŀŎŎŜǎǎ ǘƘŜ ǿŜōǎƛǘŜǎ ƻŦ ǇƛƴǘŜǊŜǎǘΦŎƻƳΣ ōŜƘŀƴŎŜΦƴŜǘ ŀƴŘ ŘǊƛōōōƭŜΦŎƻƳ ǿƘƛƭŜ ƻǘƘŜǊ ŎƻƳǇǳǘŜǊǎ 

Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǘ уΥлл ς муΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅΦ 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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9.2.5  Wireless MAC filtering 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ CƛƭǘŜǊƛƴƎ Ҕ ²ƛǊŜƭŜǎǎ a!/ CƛƭǘŜǊƛƴƎ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

On this page, you can allow or block mobile users in the LAN to connect to specified wireless 
networks based on their wireless MAC addresses.

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ǿƛǊŜƭŜǎǎ a!/ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Filtering Policy 

Specifies the mode of the wireless MAC address filtering policy. 

ī Blacklist (prohibit to access the Wi-Fi network): The user with the specified 
MAC address is blocked to access the internet through the specified SSID 
during the specified period, and is allowed to access the internet through 
the SSID during other times. 

ī Whitelist (allow to access the Wi-Fi network): The user with the specified 
MAC address is allowed to access the internet through the specified SSID 
during the specified period, and is blocked from accessing the internet 
through the SSID during other times. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Applied SSID 

Used to select the SSID policy upon which the wireless MAC address filtering policy 
takes effect. 

The SSID policy should be configured in the SSID Policy in advance. 

MAC Address Specifies the MAC address to be filtered. 

Remark 
Specifies the remark of the wireless MAC address filtering policy. The remark is 
optional. 

Status 
Specifies the status of the wireless MAC address filtering policy including Enabled and 
Disabled. 

Operation 

Used to edit, enable, disable, or delete the wireless MAC filtering policy. 

: Used to modify the wireless MAC filtering policy. 

: Used to enable the wireless MAC filtering policy. 

: Used to disable the wireless MAC filtering policy. 

: Used to delete the wireless MAC filtering policy. 

Example of configuring wireless MAC filtering 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀƴ !t όƳŀƴŀƎŜŘ 

ōȅ ǘƘŜ ǊƻǳǘŜǊύΣ ŀƴŘ ŀƭǊŜŀŘȅ ŘŜƭƛǾŜǊǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƴŀƳŜŘ ±Lt ǘƻ ǘƘŜ !tΦ 

wŜǉǳƛǊŜƳŜƴǘΥ ¢ƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƻŦ ±Lt ƻƴƭȅ ƻǇŜƴǎ ŀŎŎŜǎǎ ǘƻ ǎŜǾŜǊŀƭ ŘŜǾƛŎŜǎΦ 

Solution 

¢ƘŜ ǊƻǳǘŜǊΩǎ ǿƛǊŜƭŜǎǎ a!/ ŦƛƭǘŜǊƛƴƎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ƻƴƭȅ о 

ǿƛǊŜƭŜǎǎ ŘŜǾƛŎŜǎ ŀǊŜ ŀƭƭƻǿŜŘ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƻŦ ±Lt ŘǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎΦ 

¢ƘŜ a!/ ŀŘŘǊŜǎǎŜǎ ŀǊŜ 5уΥоуΥл5ΥллΥллΥлмΣ 5уΥоуΥл5ΥллΥллΥлн ŀƴŘ 5уΥоуΥл5ΥллΥллΥлоΦ 

Configuration procedure 

1. Log in to the web UI of the router. 

2. Add the wireless MAC filtering policy. 

1) Navigate to Audit > Filtering > Wireless MAC Filtering, and click Add. 

2) Configure the parameters in the Add Wireless MAC Filtering Policy window, and click 
Save. 

ī {ŜƭŜŎǘ ǘƘŜ CƛƭǘŜǊƛƴƎ tƻƭƛŎȅΣ ǿƘƛŎƘ ƛǎ ²ƘƛǘŜƭƛǎǘ όŀƭƭƻǿ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ²ƛπCƛ ƴŜǘǿƻǊƪύ ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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ī {ŜƭŜŎǘ ǘƘŜ !ǇǇƭƛŜŘ {{L5Σ ǿƘƛŎƘ ƛǎ ±Lt όǎŜǘ ƛƴ ŀŘǾŀƴŎŜύ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī 9ƴǘŜǊ ǘƘŜ a!/ !ŘŘǊŜǎǎŜǎ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ŀǊŜ 
5уΥоуΥл5ΥллΥллΥлмΤ5уΥоуΥл5ΥллΥллΥлнΤ5уΥоуΥл5ΥллΥллΥло ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

ππππ9ƴŘ 

Verification 

hƴƭȅ ǘƘŜ ŀōƻǾŜ ǿƛǊŜƭŜǎǎ ŘŜǾƛŎŜǎ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪ ƻŦ ±Lt ǿƘƛƭŜ ƻǘƘŜǊ ŘŜǾƛŎŜǎ ŎŀƴƴƻǘΦ 

9.2.6  User filtering 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ CƛƭǘŜǊƛƴƎ Ҕ ¦ǎŜǊ CƛƭǘŜǊƛƴƎ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

On this page, you can allow or block authenticated users in the LAN to connect to the internet 
based on users and user groups. 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ǳǎŜǊ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Filtering Policy 

Specifies the mode of the user filtering policy. 

ī Blacklist (Blocked to access the internet): The specified user or user group is 
blocked to access the internet during the specified period, and is allowed to 
access the internet during other times. 

ī White List (Allowed to access the internet): The specified user or user group 
is allowed to access the internet during the specified period, and is blocked 
from accessing the internet during other times. 

User Policy 

Used to select the user policy (authenticated user or user group) upon which the user 
filtering policy takes effect. 

The authenticated user should be configured in Account Management in advance, and 
the authenticated user group should be configured in User Group in advance. 

User/User Group Specifies the authenticated user or user group to be filtered. 

User Name Specifies the user name of the authenticated user. 

Time Group 
Used to select the time group upon which the user filtering policy takes effect. 

The time group should be configured in Time Group in advance. 

Remark Specifies the remark of the user filtering policy. The remark is optional. 

Status Specifies the status of the user filtering policy, including Enabled and Disabled. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Operation 

Used to edit, enable, disable, or delete the user filtering policy. 

: Used to modify the user filtering policy. 

: Used to enable the user filtering policy. 

: Used to disable the user filtering policy. 

: Used to delete the user filtering policy. 

It allows hosts or 
devices not in the 
list to access the 
internet. 

ī When Selected: The devices not in the filtering list or devices with the 
filtering policy disabled can access the internet. 

ī When Deselected: The devices not in the filtering list or devices with the 
filtering policy disabled cannot access the internet. 

Note 

To deselect this function, configure a whitelist first. 

Example of configuring user filtering 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ŎƻƴŦƛƎǳǊŜŘ ǘƘŜ ŀŎŎƻǳƴǘ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŀƴŘ ǘƘŜ ŀŎŎƻǳƴǘ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǳǎŜǊ ƎǊƻǳǇ ƻŦ wϧ5 

5ŜǇŀǊǘƳŜƴǘΦ wŜŦŜǊ ǘƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦƻǊ ǎǇŜŎƛŦƛŎ ƛƴǎǘǊǳŎǘƛƻƴǎΦ 

wŜǉǳƛǊŜƳŜƴǘΥ 5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όуΥлл πмуΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅύΣ ƻƴƭȅ ǘƘŜ ǎǘŀŦŦ ƻŦ 

wϧ5 5ŜǇŀǊǘƳŜƴǘ ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ 

ǿƘƛƭŜ ƻǘƘŜǊ ǎǘŀŦŦ ŎŀƴƴƻǘΦ 

Solution 

¢ƘŜ ǊƻǳǘŜǊΩǎ ǳǎŜǊ ŦƛƭǘŜǊƛƴƎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Configure the time group. 

Navigate to Audit > Group Policy > Time Group, and click Add to configure the following time 

group. 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ !ŘŘ ǘƘŜ ǳǎŜǊ ŦƛƭǘŜǊƛƴƎ ǇƻƭƛŎȅ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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3. Add the user filtering policy. 

1) Navigate to Audit > Filtering > User Filtering, and click Add. 

2) Configure the parameters in the Add User Filtering Policy window, and click Save. 

ī {ŜƭŜŎǘ ǘƘŜ CƛƭǘŜǊƛƴƎ tƻƭƛŎȅΣ ǿƘƛŎƘ ƛǎ ²ƘƛǘŜ [ƛǎǘ ό!ƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘύ ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ¦ǎŜǊ DǊƻǳǇ ŦƻǊ ¦ǎŜǊ tƻƭƛŎȅΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¦ǎŜǊ DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ wϧ5 5ŜǇŀǊǘƳŜƴǘ 
όǎŜǘ ƛƴ ŀŘǾŀƴŎŜύ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¢ƛƳŜ DǊƻǳǇ ǳǇƻƴ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΣ ǿƘƛŎƘ ƛǎ .ǳǎƛƴŜǎǎ IƻǳǊǎ ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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3) Deselect It allows hosts or devices not in the list to access the internet. In the pop-up 
window, click OK. 

 

ππππ9ƴŘ 

Verification 

5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όуΥлл πмуΥлл ŦǊƻƳ aƻƴŘŀȅ ǘƻ CǊƛŘŀȅύΣ ƻƴƭȅ ǘƘŜ ǎǘŀŦŦ ƻŦ wϧ5 5ŜǇŀǊǘƳŜƴǘ 

ŀǳǘƘŜƴǘƛŎŀǘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƘƛƭŜ ƻǘƘŜǊ ǎǘŀŦŦ 

ŎŀƴƴƻǘΦ 

9.2.7  VPN access permission 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ CƛƭǘŜǊƛƴƎ Ҕ ±tb !ŎŎŜǎǎ tŜǊƳƛǎǎƛƻƴ 

ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ±tb ŀŎŎŜǎǎ ǇŜǊƳƛǎǎƛƻƴǎ ǊǳƭŜǎ ǘƻ ŀƭƭƻǿ ƻǊ ōƭƻŎƪ ±tb ǳǎŜǊǎ ŦǊƻƳ 

ŀŎŎŜǎǎƛƴƎ ǎŜǊǾŜǊǎ ƛƴ ǘƘŜ [!bΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ±tb ŀŎŎŜǎǎ ǇŜǊƳƛǎǎƛƻƴ ǇƻƭƛŎȅΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Filtering Policy 

Specifies the mode of the VPN access permission policy. 

ī Blacklist (Blocked to access): The specified VPN user group is blocked to 
access specified servers in the LAN. 

ī Whitelist (Allowed to access): The specified VPN user group is allowed to 
access the specified servers in the LAN. 

User Group {ǇŜŎƛŦƛŜǎ ǘƘŜ ±tb ǳǎŜǊ ƎǊƻǳǇ ŦƻǊ ǿƘƛŎƘ ǘƘŜ ±tb ŀŎŎŜǎǎ ǇŜǊƳƛǎǎƛƻƴ ǇƻƭƛŎȅ ǘŀƪŜǎ ŜŦŦŜŎǘΦ 

Internal Server IP 
Address 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƛƴǘŜǊƴŀƭ ǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǿƘƛŎƘ ǘƘŜ ±tb ŀŎŎŜǎǎ ǇŜǊƳƛǎǎƛƻƴ ǇƻƭƛŎȅ 
ǘŀƪŜǎ ŜŦŦŜŎǘΦ 

Remark Specifies the remark of the VPN access permission policy. The remark is optional. 

Status Specifies the status of the VPN access permission policy including Enabled or Disabled. 

Operation 

Used to edit, enable, disable or delete the VPN access permission policy. 

: Used to modify the VPN access permission policy. 

: Used to enable the VPN access permission policy. 

: Used to disable the VPN access permission policy. 

: Used to delete the VPN access permission policy. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Allow hosts or 
devices not in the 
list to access the 
intranet 

When Selected: The devices not in the list or devices with the policy disabled can 
access the intranet server. 

When Deselected: The devices not in the list or devices with the policy disabled cannot 
access the intranet server. 

Note 

To deselect this function, configure a whitelist first. 

Example of configuring VPN access permission 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ŜǎǘŀōƭƛǎƘŜŘ ŀ tt¢t ±tb ōŜǘǿŜŜƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜϥǎ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀƴŘ 

ǎǳōǎƛŘƛŀǊȅ м ǘƘǊƻǳƎƘ ǘƘŜ ǊƻǳǘŜǊΦ ¢ƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ Ƙŀǎ ŎǊŜŀǘŜŘ ǘƘŜ ±tb ǳǎŜǊ ƎǊƻǳǇ ƴŀƳŜŘ 

{ǳōǎƛŘƛŀǊȅ м {ǘŀŦŦ ƻƴ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ Ƙŀǎ ŀŘŘŜŘ ǘƘŜ ǳǎŜǊ ƴŀƳŜǎ ŀƴŘ ǇŀǎǎǿƻǊŘǎ ƻŦ ǎǳōǎƛŘƛŀǊȅ м 

ǎǘŀŦŦ ǘƻ ǘƘŜ ±tb ǳǎŜǊ ƎǊƻǳǇΦ LŦ ȅƻǳ ǿŀƴǘ ǘƻ ŎƘŜŎƪ ǘƘŜ ǎǇŜŎƛŦƛŎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ±tbΣ ǊŜŦŜǊ ǘƻ 

±tb ǎŜǊǾƛŎŜΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ hƴƭȅ ǎǳōǎƛŘƛŀǊȅ м ǎǘŀŦŦ ŀǊŜ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ C¢t ǎŜǊǾŜǊ 

ǘƘǊƻǳƎƘ tt¢t ±tbΣ ŀƴŘ ƻǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ƛǘΦ 

Solution 

¢ƘŜ ǊƻǳǘŜǊΩǎ ±tb ŀŎŎŜǎǎ ǇŜǊƳƛǎǎƛƻƴ ŦǳƴŎǘƛƻƴ Ŏŀƴ ŀŎƘƛŜǾŜ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt 

ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ C¢t ǎŜǊǾŜǊ ƛǎ мфнΦмсуΦлΦмлпΦ 

Configuration procedure 

1. Log in to the web UI of the router. 

2. Add the VPN access permission policy. 

1) Navigate to Audit > Filtering > VPN Access Permission, and click Add. 

2) Configure the parameters in the Add VPN Access Permission Policy window, and click 
Save. 

ī {ŜƭŜŎǘ ǘƘŜ CƛƭǘŜǊƛƴƎ tƻƭƛŎȅΣ ǿƘƛŎƘ ƛǎ ²ƘƛǘŜƭƛǎǘ ό!ƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎύ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {ŜƭŜŎǘ ǘƘŜ ¦ǎŜǊ DǊƻǳǇΣ ǿƘƛŎƘ ƛǎ {ǳōǎƛŘƛŀǊȅ м {ǘŀŦŦ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ LƴǘŜǊƴŀƭ {ŜǊǾŜǊ Lt !ŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ мфнΦмсуΦлΦмлп ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

183 

 

3) Deselect Allow hosts or devices not in the list to access the intranet. In the displayed 
dialog box, click OK. 

 

ππππ9ƴŘ 

Verification 

hƴƭȅ ǘƘŜ ǎǳōǎƛŘƛŀǊȅ м ǎǘŀŦŦ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ C¢t ǎŜǊǾŜǊ ǿƛǘƘ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ Lt ŀŘŘǊŜǎǎ 

мфнΦмсуΦлΦмлп ǘƘǊƻǳƎƘ tt¢t ±tbΣ ŀƴŘ ƻǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ƛǘΦ 
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9.3  Log auditing 

9.3.1  Audit settings 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ [ƻƎ !ǳŘƛǘ Ҕ !ǳŘƛǘ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƭƭŜŎǘ ǎǇŜŎƛŦƛŜŘ ǘȅǇŜǎ ƻŦ ƭƻƎǎ ŦǊƻƳ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ǇƻǊǘ ŀǎ ǊŜǉǳƛǊŜŘΦ 

¢Ƙƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ ǘƘŜ ŦǳƴŎǘƛƻƴ ƛǎ 

ŜƴŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Log Auditing Used to enable or disable the log auditing function. 

Log Auditing of 
User to Access 
URL 

Used to enable or disable the function to record the information of web pages 
accessed by users. 

User Connection 
& Disconnection 
Time Record 

Used to enable or disable the function to record the time at which a user obtains an IP 
address from the user DHCP server. 

User Stay 
Duration Record 

¦ǎŜŘ ǘƻ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ ŦǳƴŎǘƛƻƴ ǘƻ ǊŜŎƻǊŘ ǘƘŜ ǳǎŜǊǎΩ ƻƴƭƛƴŜ ŘǳǊŀǘƛƻƴΦ 

Wireless User AP 
Record 

¦ǎŜŘ ǘƻ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ ŦǳƴŎǘƛƻƴ ǘƻ ǊŜŎƻǊŘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ !t 
ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǿƛǊŜƭŜǎǎ ǳǎŜǊΦ 
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Parameter Description 

SSID Connection 
Record 

¦ǎŜŘ ǘƻ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ ŦǳƴŎǘƛƻƴ ǘƻ ǊŜŎƻǊŘ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ {{L5 ŎƻƴƴŜŎǘŜŘ ǘƻ 
ǘƘŜ ǿƛǊŜƭŜǎǎ ǳǎŜǊΦ 

9.3.2  Log storage 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ [ƻƎ !ǳŘƛǘ Ҕ [ƻƎ {ǘƻǊŀƎŜ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ 

²ƘŜƴ ǘƘŜ ƭƻƎ ŀǳŘƛǘƛƴƎ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǊŜǎǳƭǘ ƻŦ ƭƻƎ ŀǳŘƛǘƛƴƎ Ŏŀƴ ƻƴƭȅ ōŜ ǎǘƻǊŜŘ ƻƴ ǘƘŜ 

ƭƻŎŀƭ t/ ƻǊ ŀ ¦{. ŘƛǎƪΦ ! ƭƻƎ ǘƻƻƭ ƛǎ ǊŜǉǳƛǊŜŘ ǘƻ ōŜ ƛƴǎǘŀƭƭŜŘ ƛƴ ǘƘŜ ƭƻŎŀƭ ŎƻƳǇǳǘŜǊΣ ǎǳŎƘ ŀǎ 

{ȅǎƭƻƎΦ 

¦{. ǎǘƻǊŀƎŜ ƛǎ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ ǘƘŜ ŦǳƴŎǘƛƻƴ ƛǎ 

ŜƴŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Storage Mode 

Specifies the mode of storage. 

ī USB Storage: Store the result of log auditing to other USB storage devices 
through USB ports. 

ī Local Computer Storage: Store the result of log auditing on the local 
computer. 

USB Storage 
Information 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ¦{. ǎǘƻǊŀƎŜ ŘŜǾƛŎŜΦ ²ƘŜƴ ǘƘŜ {ǘƻǊŀƎŜ aƻŘŜ ƛǎ 
¦{. {ǘƻǊŀƎŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƻōǘŀƛƴ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴΦ 

Available USB 
Storage 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ŀǾŀƛƭŀōƭŜ ǎǘƻǊŀƎŜ ǎǇŀŎŜ ƻŦ ǘƘŜ ¦{. ǎǘƻǊŀƎŜ ŘŜǾƛŎŜΦ ²ƘŜƴ ǘƘŜ {ǘƻǊŀƎŜ 
aƻŘŜ ƛǎ ¦{. {ǘƻǊŀƎŜΣ ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎŎŀƴ ǘƘŜ ŘŜǾƛŎŜΦ 

Local Computer IP 
Address 

{ǇŜŎƛŦƛŜǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƭƻŎŀƭ ŎƻƳǇǳǘŜǊ ǿƘŜǊŜ ǘƘŜ ǊŜǎǳƭǘ ƻŦ ƭƻƎ ŀǳŘƛǘƛƴƎ ƛǎ 
ǎǘƻǊŜŘΦ Lǘ ƛǎ ƴŜŜŘŜŘ ǿƘŜƴ ǘƘŜ {ǘƻǊŀƎŜ aƻŘŜ ƛǎ [ƻŎŀƭ /ƻƳǇǳǘŜǊ {ǘƻǊŀƎŜΦ 
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10  aƻǊŜ 

10.1  Advanced routing 

10.1.1  WAN parameters 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ ²!b 

tŀǊŀƳŜǘŜǊǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ²!b 

ǇƻǊǘΦ 

LŦ ȅƻǳ ƘŀǾŜ ŎƻƳǇƭŜǘŜŘ ǘƘŜ LƴǘŜǊƴŜǘ ǎŜǘǘƛƴƎǎ ŎƻǊǊŜŎǘƭȅΣ ōǳǘ ǳǎŜǊǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊϥǎ [!b ǎǘƛƭƭ Ŏŀƴƴƻǘ 

ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ƻǊ ǘƘŜǊŜ ƛǎ ŀ ǇǊƻōƭŜƳ ǿƛǘƘ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ȅƻǳ Ŏŀƴ ǘǊȅ ǘƻ ƳƻŘƛŦȅ ǘƘŜ ²!b 

ǇŀǊŀƳŜǘŜǊǎ ǘƻ ǎƻƭǾŜ ǘƘŜ ǇǊƻōƭŜƳΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

WAN Port Specifies the WAN port of the router. 

Rate 

Specifies the rate and duplex mode of the WAN port, which must be consistent 
with the rate and duplex mode of the WAN port at the peer side. Otherwise, the 
WAN port may fail to transmit and receive data normally.  

If the WAN port of the router is connected normally, but the corresponding 
interface light is not on. Or the interface light will on wait for a while (more than 
5 seconds) after the Ethernet cable is plugged in. At this point, you can adjust the 
WAN port rate of the router to 10 Mbps half-duplex or 10 Mbps full-duplex to 
solve the problem. 

If you are uncertain about the rate and duplex mode of the WAN port of the 
peer side, select Auto Negotiation. 

MTU 

Maximum Transmission Unit (MTU) is the largest data packet that a network 
device transmits, and is related to the WAN port's connection type. 

Generally, keep the default value. If you cannot access some websites or cannot 
send and receive emails, you can try to modify the MTU value. The 
recommended modification range is 1400 to 1500. The following are scenarios 
where commonly used MTU apply: 

ī 1500: Used for the most common settings in non-PPPoE connections 
and non-VPN connections. 

ī 1492: Used for PPPoE connections. 

ī 1480: It is the maximum value for the Ping function (packets larger 
than this value will be broken down). 

ī 1450: Used for DHCP, which assigns dynamic IP addresses to 
connected devices. 

ī 1400: Used for VPN or PPTP. 

MAC Address 

Specifies the MAC address of the WAN port, which can be customized. 

After the networking is set up, if the router still cannot connect to the internet, 
the ISP may have bound the account to a certain MAC address. You can try to 
solve the problem by modifying the MAC address of the WAN port. 

ī Default MAC Address: The default value can be changed if the MAC 
address is set to Customize. 

ī Customize: You can customize the MAC address according to your 
needs. 

Operating Mode 

Specifies the working mode of the WAN port. 

ī Internet: This mode is used as a normal WAN port to connect to the 
internet. 

ī Local Network: The WAN port cannot forward DNS requests, which 
means that the internet cannot be accessed. This mode is usually used 
for enterprise intranet. 
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Parameter Description 

WAN Link Detection 

When the WAN Link Detection function is enabled, the router periodically 
detects the connectivity between WAN Port and Detect Web Address, and then 
selects the best WAN port link as the main egress link according to the detection 
results. 

Detect Web Address 

Specifies the domain name that needs to be detected. 

Note 

When the WAN Link Detection function is enabled, Detect Web Address can be 
configured. 

Detection Interval 

Specifies the interval to perform detections. 

Note 

When the WAN Link Detection function is enabled, Detection Interval can be 
configured. 

Operation : Used to modify the WAN parameters. 

10.1.2  Multi -WAN policy 

Overview 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ aǳƭǘƛπ²!b 

tƻƭƛŎȅ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Ƴǳƭǘƛπ²!b ǇƻƭƛŎȅ ŀƴŘ 9πōŀƴƪ 

Řŀǘŀ ōŀǎŜŘ ƻƴ ǎƻǳǊŎŜ ƛƴϧƻǳǘΦ 

aǳƭǘƛπ²!b ǇƻƭƛŎȅ 

!ŦǘŜǊ ǘƘŜ ǊƻǳǘŜǊ ŜƴŀōƭŜǎ ƳǳƭǘƛǇƭŜ ²!b ǇƻǊǘǎΣ ƛǘ Ŏŀƴ ŀƭƭƻǿ ƳǳƭǘƛǇƭŜ ōǊƻŀŘōŀƴŘ ŀŎŎŜǎǎ ŀǘ ǘƘŜ 

ǎŀƳŜ ǘƛƳŜ ǘƻ ŀŎƘƛŜǾŜ ōŀƴŘǿƛŘǘƘ ǎǳǇŜǊǇƻǎƛǘƛƻƴΦ ²ƘŜƴ ƳǳƭǘƛǇƭŜ ²!b ǇƻǊǘǎ ŀǊŜ ǿƻǊƪƛƴƎ ŀǘ ǘƘŜ 

ǎŀƳŜ ǘƛƳŜΣ ǎŜǘǘƛƴƎ ŀ ǊŜŀǎƻƴŀōƭŜ Ƴǳƭǘƛπ²!b ǇƻƭƛŎȅ Ŏŀƴ ƎǊŜŀǘƭȅ ƛƳǇǊƻǾŜ ǘƘŜ ōŀƴŘǿƛŘǘƘ 

ǳǘƛƭƛȊŀǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

ī LƴǘŜƭƭƛƎŜƴǘ [ƻŀŘ .ŀƭŀƴŎƛƴƎΥ Lǘ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ Řŀǘŀ ǘǊŀŦŦƛŎ ƛǎ ŀƭƭƻŎŀǘŜŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀƴŘ 
ǘƘŜ ǎȅǎǘŜƳ ǿƛƭƭ ǳǎŜ ǘƘŜ ²!b ǇƻǊǘ ǿƛǘƘ ǘƘŜ ƭŜŀǎǘ ǘǊŀŦŦƛŎ ŦƻǊ ŎƻƳƳǳƴƛŎŀǘƛƻƴ 
ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ 

ī /ǳǎǘƻƳƛȊŜΥ ¦ǎŜǊǎ Ŏŀƴ ŘŜǎƛƎƴŀǘŜ ŀ ²!b ǇƻǊǘ ŦƻǊ ŦƻǊǿŀǊŘƛƴƎ ǘǊŀŦŦƛŎ ƻŦ ŀ ǎƻǳǊŎŜ Lt 
ŀŘŘǊŜǎǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ŀŎǘǳŀƭ ƴŜŜŘǎΦ 
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9πōŀƴƪ Řŀǘŀ ōŀǎŜŘ ƻƴ ǎƻǳǊŎŜ ƛƴϧƻǳǘ 

²ƘŜƴ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǘǊŀƴǎƳƛǘǘƛƴƎ ǇƻǊǘ ŀƴŘ ǊŜŎŜƛǾƛƴƎ ǇƻǊǘ ƻŦ 9πōŀƴƪ ǘǊŀŦŦƛŎ Ƴǳǎǘ 

ōŜ ŎƻƴǎƛǎǘŜƴǘΣ ŀƴŘ ǘƘƛǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ƴƻǘ ŀŦŦŜŎǘŜŘ ōȅ ǘƘŜ ƭƻŀŘ ōŀƭŀƴŎƛƴƎ ǇƻƭƛŎȅΦ ²ƘŜƴ ǘƘƛǎ 

ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΣ ǎƻƳŜ 9πōŀƴƪǎ Ŏŀƴƴƻǘ ōŜ ǳǎŜŘ ƴƻǊƳŀƭƭȅΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ǊƻǳǘŜǊϥǎ Ƴǳƭǘƛπ²!b ǇƻƭƛŎȅ ƛǎ LƴǘŜƭƭƛƎŜƴǘ [ƻŀŘ .ŀƭŀƴŎƛƴƎΦ ²ƘŜƴ /ǳǎǘƻƳƛȊŜ ƛǎ 

ǎŜƭŜŎǘŜŘΣ ǘƘŜ ǇŀƎŜ ƛǎ ŀǎ ŦƻƭƭƻǿǎΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŎǳǎǘƻƳƛȊŜ ǘƘŜ Ƴǳƭǘƛπ²!b ǇƻƭƛŎȅΦ 

 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

 Used to add a new multi-WAN policy. 

IP Group 
Specifies the IP group of the multi-WAN policy. Data traffic from this IP group which 
can only be forwarded through the specified WAN port. Only one rule can be 
configured for an IP group. You can configure the IP group in IP Group. 

WAN Port 
Specifies the WAN port of the multi-WAN policy. Data traffic from the specified IP 
group will only be forwarded through this WAN port. 

Remark Specifies the introduction of the multi-WAN policy. 

Status 
Specifies the status of the customized multi-WAN policy, including Enabled and 
Disabled. 
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Parameter Description 

Operation 

Used to edit, enable, disable or delete the multi-WAN policy. 

: Used to modify the multi-WAN policy. 

: Used to enable the multi-WAN policy. 

: Used to disable the multi-WAN policy. 

: Used to delete the multi-WAN policy. 

Example of configuring multi-WAN policy 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƻ ƳŜŜǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ǘƘŜ 

ŜƴǘŜǊǇǊƛǎŜ ƴŜǘǿƻǊƪΣ ǘǿƻ ōǊƻŀŘōŀƴŘ ƭƛƴŜǎ ƘŀǾŜ ōŜŜƴ ƘŀƴŘƭŜŘ ŀƴŘ ǘƘŜ ƛƴǘŜǊƴŜǘ Ƙŀǎ ōŜŜƴ 

ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎŜŘΦ 

¢ƻ ŀŎƘƛŜǾŜ ƭƻŀŘ ōŀƭŀƴŎƛƴƎΣ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

ī /ƻƳǇǳǘŜǊǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ мфнΦмсуΦлΦн π мфнΦмсуΦлΦмлл ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ǘƘǊƻǳƎƘ .ǊƻŀŘōŀƴŘ !Φ 

ī /ƻƳǇǳǘŜǊǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ мфнΦмсуΦлΦмлм π мфнΦмсуΦлΦнрл ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ǘƘǊƻǳƎƘ .ǊƻŀŘōŀƴŘ .Φ 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ Ƴǳƭǘƛπ²!b ǇƻƭƛŎȅ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ƳŜŜǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 
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Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Configure the IP group. 

bŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ DǊƻǳǇ tƻƭƛŎȅ Ҕ Lt DǊƻǳǇΣ ŀƴŘ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘǿƻ Lt 

ƎǊƻǳǇǎΦ 

 

3. Enable the multi-WAN policy function. 

1) Navigate to More > Advanced Routing > Multi -WAN Policy. 

2) Select Customize for Multi -WAN Policy. 

3) Confirm the prompt information, and click OK. 

LƴǘŜǊƴŜǘ 

[!b м 

wƻǳǘŜǊ 

[!b н 

²!bмΥ .ǊƻŀŘōŀƴŘ ! 

²!bнΥ .ǊƻŀŘōŀƴŘ . 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

/ƻǊŜ ǎǿƛǘŎƘ 

aŀƴŀƎŜƳŜƴǘ 
ŎƻƳǇǳǘŜǊ 

[!b ǇƻǊǘ 

²!bм ǇƻǊǘ ²!bн ǇƻǊǘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

/ƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ 9ƴŀōƭŜ ǘƘŜ Ƴǳƭǘƛπ²!b ǇƻƭƛŎȅ ŦǳƴŎǘƛƻƴ /ǳǎǘƻƳƛȊŜ ǘƘŜ Ƴǳƭǘƛπ²!b ǇƻƭƛŎȅ 
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4. Customize the multi-WAN policy. 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ aǳƭǘƛπ²!b tƻƭƛŎȅΣ ŀƴŘ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ǘǿƻ Ƴǳƭǘƛπ²!b ǇƻƭƛŎƛŜǎΦ 

 

ππππ9ƴŘ 

Verification 

²ƘŜƴ ŀ ŘŜǾƛŎŜ ƛƴ ǘƘŜ [!b ǿƛǘƘ ŀƴ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ǊŀƴƎŜ ƻŦ мфнΦмсуΦлΦн π мфнΦмсуΦлΦмлл 

ŀŎŎŜǎǎŜǎ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘƘŜ Řŀǘŀ ǘǊŀŦŦƛŎ ƛǎ ŦƻǊǿŀǊŘŜŘ ōȅ ǘƘŜ ²!bм ǇƻǊǘΦ ²ƘŜƴ ŀ ŘŜǾƛŎŜ ƛƴ ǘƘŜ 

[!b ǿƛǘƘ ŀƴ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ ǊŀƴƎŜ ƻŦ мфнΦмсуΦлΦмлм π мфнΦмсуΦлΦнрл ŀŎŎŜǎǎŜǎ ǘƘŜ ƛƴǘŜǊƴŜǘΣ 

ǘƘŜ Řŀǘŀ ǘǊŀŦŦƛŎ ƛǎ ŦƻǊǿŀǊŘŜŘ ōȅ ǘƘŜ ²!bн ǇƻǊǘΦ 

10.1.3  Static routing 

Overview 

wƻǳǘƛƴƎ ƛǎ ŀƴ ƻǇŜǊŀǘƛƻƴ ǘƻ ŎƘƻƻǎŜ ŀƴ ƻǇǘƛƳǳƳ ǇŀǘƘ ǘƻ ŎƻƴǾŜȅ Řŀǘŀ ŦǊƻƳ ǘƘŜ ǎƻǳǊŎŜ ŀŘŘǊŜǎǎ ǘƻ 

ǘƘŜ ǘŀǊƎŜǘ ŀŘŘǊŜǎǎΦ ! ǎǘŀǘƛŎ ǊƻǳǘŜ ƛǎ ŀ Ƴŀƴǳŀƭƭȅ ŎƻƴŦƛƎǳǊŜŘ ǎǇŜŎƛŀƭ ǊƻǳǘŜ ŀƴŘ ƛǎ ǎƛƳǇƭŜǊΣ ƳƻǊŜ 

ŜŦŦƛŎƛŜƴǘΣ ŀƴŘ ƳƻǊŜ ǊŜƭƛŀōƭŜΦ !ƴ ŀǇǇǊƻǇǊƛŀǘŜ ǎǘŀǘƛŎ ǊƻǳǘŜ Ŏŀƴ ǊŜŘǳŎŜ ƛǎǎǳŜǎ ŀǊƛǎƛƴƎ ŦǊƻƳ ǊƻǳǘŜ 

ǎŜƭŜŎǘƛƻƴ ŀƴŘ ŜŀǎŜ ǘƘŜ ƻǾŜǊŦƭƻǿ ƻŦ ǊƻǳǘŜ ǎŜƭŜŎǘƛƻƴ Řŀǘŀ ŦƭƻǿΣ ƛƳǇǊƻǾƛƴƎ ǘƘŜ ǊŀǘŜ ƻŦ Řŀǘŀ ǇŀŎƪŜǘ 

ŦƻǊǿŀǊŘƛƴƎΦ 

¸ƻǳ Ŏŀƴ ǎǇŜŎƛŦȅ ŀ ǎǘŀǘƛŎ ǊƻǳǘŜ ōȅ ǎŜǘǘƛƴƎ ¢ŀǊƎŜǘ bŜǘǿƻǊƪΣ {ǳōƴŜǘ aŀǎƪΣ 5ŜŦŀǳƭǘ DŀǘŜǿŀȅ ŀƴŘ 

LƴǘŜǊŦŀŎŜΦ !ƳƻƴƎ ǘƘŜǎŜ ǇŀǊŀƳŜǘŜǊǎΣ ¢ŀǊƎŜǘ bŜǘǿƻǊƪ ŀƴŘ {ǳōƴŜǘ aŀǎƪ ŀǊŜ ǳǎŜŘ ǘƻ ǎǇŜŎƛŦȅ ŀ 

ǘŀǊƎŜǘ ƴŜǘǿƻǊƪ ƻǊ ƘƻǎǘΦ !ŦǘŜǊ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘŜ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΣ ŀƭƭ ǘƘŜ Řŀǘŀ ǿƘƻǎŜ 

ǘŀǊƎŜǘ ŀŘŘǊŜǎǎ ƛǎ ƛƴ ǘƘŜ ǘŀǊƎŜǘ ƴŜǘǿƻǊƪ ƻŦ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ƛǎ ŘƛǊŜŎǘƭȅ ŦƻǊǿŀǊŘŜŘ ǘƻ ǘƘŜ ƎŀǘŜǿŀȅ 

ŀŘŘǊŜǎǎ ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ƻŦ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘŜΦ 
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Note 

ī LŦ ǎǘŀǘƛŎ ǊƻǳǘŜǎ ŀǊŜ ŎƻƳǇƭŜǘŜƭȅ ǳǎŜŘ ƛƴ ŀ ƭŀǊƎŜπǎŎŀƭŜ ŀƴŘ ŎƻƳǇƭƛŎŀǘŜŘ ƴŜǘǿƻǊƪΣ ǊƻǳǘŜ ǳƴŀǾŀƛƭŀōƛƭƛǘȅ ŀƴŘ 
ƴŜǘǿƻǊƪ ƛƴǘŜǊǊǳǇǘƛƻƴ Ƴŀȅ ƻŎŎǳǊ ƛƴ ŎŀǎŜ ƻŦ ƴŜǘǿƻǊƪ Ŧŀǳƭǘ ƻǊ ǘƻǇƻƭƻƎȅ ŎƘŀƴƎŜΦ ¦ƴŘŜǊ ǎǳŎƘ ŎƛǊŎǳƳǎǘŀƴŎŜǎΣ 
ǘƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƴŜŜŘǎ ǘƻ Ƴŀƴǳŀƭƭȅ ŎƘŀƴƎŜ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

ī ²ƘŜƴ ŀ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ǇƻƭƛŎȅ ŎƻƴŦƭƛŎǘǎ ǿƛǘƘ ŀ ŎǳǎǘƻƳƛȊŜŘ mǳƭǘƛπ²!b ǇƻƭƛŎȅΣ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ǘŀƪŜǎ 

ǇǊŜŎŜŘŜƴŎŜΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ {ǘŀǘƛŎ wƻǳǘƛƴƎ 

ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ŀŎŎƻǊŘƛƴƎ 

ǘƻ ŀŎǘǳŀƭ ƴŜǘǿƻǊƪ ŎƻƴŘƛǘƛƻƴǎΦ ƻ̧ǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ ŘƛǎǇƭŀȅŜŘΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ǇƻƭƛŎȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the static routing policy. 

Target Network 

Specifies the IP address of the target network. 0.0.0.0 target network and 0.0.0.0 
subnet mask indicate the default route. 

Tip 

If no accurate route is found in the route table, the default route will be chosen 
for router to forward data packets. 
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Parameter Description 

Subnet Mask Specifies the subnet mask of the target network. 

Default Gateway 

Specifies the ingress port IP address of the next hop route after data packets 
egress from the router. 

0.0.0.0 indicates direct routing, which means that the target network is directly 
connected to the interface of the router. 

Interface Specifies the interface from which packets egress. Select it as required. 

Status Specifies the current policy status, including Enabled and Disabled. 

Operation 

Used to edit, enable, disable or delete the static routing policy. 

: Used to modify the static routing policy. 

: Used to enable the static routing policy. 

: Used to disable the static routing policy. 

: Used to delete the static routing policy. 

Example of configuring static routing 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ²!bм ǇƻǊǘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ 

ǘƘŜ ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ tttƻ9Φ bƻǿ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǎŜǘ ǳǇ ŀƴ ƛƴǘǊŀƴŜǘΣ ǿƘƛŎƘ ƛǎ ƛƴ ŀ ŘƛŦŦŜǊŜƴǘ 

ƴŜǘǿƻǊƪ ŦǊƻƳ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ²!bн ǇƻǊǘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜϥǎ ƛƴǘǊŀƴŜǘ ǘƘǊƻǳƎƘ 

ŘȅƴŀƳƛŎ Lt ŀŘŘǊŜǎǎΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΥ [!b ǳǎŜǊǎ Ŏŀƴ ŀŎŎŜǎǎ ōƻǘƘ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ǘƘŜ 

ƛƴǘǊŀƴŜǘΦ 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ {ǘŀǘƛŎ wƻǳǘƛƴƎ ŦǳƴŎǘƛƻƴ ǘƻ ƳŜŜǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 
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Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Enable two WAN ports and connect WAN2 port to the internet. 

1) Navigate to Network > Internet Settings. 

2) Set No. of WAN Ports to 2. 

 

3) Under WAN2, select Dynamic IP Address for Connection Type, and click Connect. 

wƻǳǘŜǊ 

[!b 

мтнΦмсΦмллΦлκнп 

LƴǘǊŀƴŜǘ ƎŀǘŜǿŀȅ 
[!b Lt ŀŘŘǊŜǎǎΥ  
мфнΦмсуΦфуΦм 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

LƴǘǊŀƴŜǘ LƴǘŜǊƴŜǘ 

²!bм ǇƻǊǘ 

²!bн ǇƻǊǘ 

²!b ǇƻǊǘ 

[!b ǇƻǊǘ 

/ƻǊŜ ǎǿƛǘŎƘ 

{ŜǊǾŜǊ 

[!b ǇƻǊǘ 

/ƻƴƴŜŎǘ ǘƘŜ ²!b ǇƻǊǘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ /ƻƴŦƛƎǳǊŜ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ 
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²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ƛǎ /ƻƴƴŜŎǘŜŘΣ ǘƘŜ ²!bн ǇƻǊǘ ƛǎ ǎǳŎŎŜǎǎŦǳƭƭȅ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪΦ 

 

3. Configure the static routing. 

1) Obtain the IP address information of the WAN2 port. 

bŀǾƛƎŀǘŜ ǘƻ bŜǘǿƻǊƪ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎΣ ŀƴŘ ǾƛŜǿ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƛƴŦƻǊƳŀǘƛƻƴ ƻōǘŀƛƴŜŘ ōȅ 

²!bн ǳƴŘŜǊ /ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎΣ ŀǎǎǳƳƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ 

WAN2 IP Address Subnet Mask Default Gateway Primary DNS 

192.168.98.190 255.255.255.0 192.168.98.1 192.168.98.1 

2) Configure parameters of the static routing. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ƭƛǎǘǎ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ŦƻǊ ŜȄŀƳǇƭŜΥ 

Policy Name Target Network Subnet Mask Default Gateway Interface 

Intranet Access 172.16.100.0 255.255.255.0 192.168.98.1 WAN2 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ {ǘŀǘƛŎ wƻǳǘƛƴƎΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ƛƴ 

ǘƘŜ !ŘŘ {ǘŀǘƛŎ wƻǳǘƛƴƎ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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ππππ9ƴŘ 

¢ƘŜ ǎǘŀǘƛŎ ǊƻǳǘŜ ƛǎ ŀŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

 

Verification 

[!b ǳǎŜǊǎ Ŏŀƴ ŀŎŎŜǎǎ ōƻǘƘ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ǘƘŜ ƛƴǘǊŀƴŜǘΦ  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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10.1.4  Routing table 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ wƻǳǘƛƴƎ ¢ŀōƭŜ 

ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ŘŜǘŀƛƭŜŘ ǊƻǳǘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Target Network 

Specifies the IP address of the destination network. If both the destination 
network and subnet mask are 0.0.0.0, it is the default route. 

Note 

²ƘŜƴ ŀ ǊƻǳǘŜ ǘƘŀǘ ŜȄŀŎǘƭȅ ƳŀǘŎƘŜǎ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǇŀŎƪŜǘ Ŏŀƴƴƻǘ 
ōŜ ŦƻǳƴŘ ƛƴ ǘƘŜ ǊƻǳǘƛƴƎ ǘŀōƭŜΣ ǘƘŜ ǊƻǳǘŜǊ ǿƛƭƭ ǎŜƭŜŎǘ ǘƘŜ ŘŜŦŀǳƭǘ ǊƻǳǘŜ ǘƻ ŦƻǊǿŀǊŘ 
ǘƘŜ ǇŀŎƪŜǘΦ 

Subnet Mask Specifies the subnet mask of the destination network. 

Default Gateway 
Specifies the ingress IP address of the next hop router of data packets. The 
default gateway is 0.0.0.0, which means direct routing, that is, the destination 
network is the network directly connected to the interface of the router. 

Interface Specifies the interface of the router that data packets are forwarded. 
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10.1.5  Policy routing 

Overview 

tƻƭƛŎȅ ǊƻǳǘƛƴƎΣ ŀƭǎƻ ƪƴƻǿƴ ŀǎ ǇƻƭƛŎȅπōŀǎŜŘ ǊƻǳǘƛƴƎΣ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ ƴŜȄǘ ƘƻǇ ŦƻǊǿŀǊŘƛƴƎ 

ŀŘŘǊŜǎǎ ƻŦ ŀƴ Lt ǇŀŎƪŜǘ ƛǎ ŘŜǘŜǊƳƛƴŜŘ ōȅ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ŎƻƴǎƛŘŜǊŀǘƛƻƴ ƻŦ ƳǳƭǘƛǇƭŜ ŦŀŎǘƻǊǎΣ 

ǊŀǘƘŜǊ ǘƘŀƴ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ƻǊ ǎƻǳǊŎŜ Lt ŀŘŘǊŜǎǎΦ ¸ƻǳ Ŏŀƴ ǎŜǘ ǘƘŜ ǎƻǳǊŎŜ ƴŜǘǿƻǊƪΣ ǘŀǊƎŜǘ 

ƴŜǘǿƻǊƪΣ ŘŜǎǘƛƴŀǘƛƻƴ ǇƻǊǘΣ ǇǊƻǘƻŎƻƭ ŀƴŘ ²!b ǇƻǊǘ ǿƛǘƘ ǘƘŜ ǇƻƭƛŎȅ ǊƻǳǘƛƴƎ ŦƻǊ ƳƻǊŜ ŀŎŎǳǊŀǘŜ 

ǊƻǳǘŜ ǎŜƭŜŎǘƛƻƴΦ 

²ƛǘƘ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ǿƛƭƭ ŦƻǊǿŀǊŘ ǘƘŜ Řŀǘŀ ǇŀŎƪŜǘǎ ǘƘŀǘ ƳŜŜǘ ǘƘŜ ǇƻƭƛŎȅ 

ŎƻƴŘƛǘƛƻƴǎ ǘƻ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ǘŀǊƎŜǘ ƴŜǘǿƻǊƪ ǘƘǊƻǳƎƘ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ²!b ǇƻǊǘΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ tƻƭƛŎȅ wƻǳǘƛƴƎ 

ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻƭƛŎȅ ǊƻǳǘƛƴƎ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ ƴŜŜŘǎΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀŘŘ ŀ ƴŜǿ ǇƻƭƛŎȅ ǊƻǳǘƛƴƎ ǇƻƭƛŎȅΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Policy Name Specifies the name of the policy routing rule. 

Source IP Address 
Range/Mask 

Specifies the source IP address range of data packets. 

Source Port Specifies the source port of data packets. 

Destination IP Address 
Range/Mask 

Specifies the destination IP address range to which data packets are forwarded. 

Destination Port 
Specifies the port of the device to which data packets are forwarded, which 
ranges from 1 to 65535. 

Protocol 

Specifies the protocol type of data packets. 

ī ALL: If you are not sure about the protocol type, ALL is recommended. 

ī TCP: Transmission Control Protocol is a common protocol that provides 
reliable data transmission. 

ī UDP: User Datagram Protocol is a simple packet-oriented 
communication protocol. 

Interface 
Specifies the physical port for which the policy takes effect. Data packets that 
meet the conditions of the policy routing will be forwarded through this port. 

Metric 
Specifies the metric of the policy. A smaller metric indicates a higher priority for 
policy routing. The metric value ranges from 1 to 9999. 

Status 
Specifies the status of the policy routing rule, including Enabled, Disabled and 
Expired. 

Operation 

Used to edit, enable, disable or delete the policy routing policy. 

: Used to modify the corresponding policy routing policy. 

: Used to enable the corresponding policy routing policy. 

: Used to disable the corresponding policy routing policy. 

: Used to delete the corresponding policy routing policy. 

Example of configuring policy routing 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ tttƻ9Φ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ōǳƛƭǘ ŀ ǿŜō ǎŜǊǾŜǊ ƻƴ ǘƘŜ ƛƴǘǊŀƴŜǘΣ ǿƘƛŎƘ ƛǎ ƛƴ ŀ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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ŘƛŦŦŜǊŜƴǘ ƴŜǘǿƻǊƪ ŦǊƻƳ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ŀŎŎŜǎǎ ƳƻŘŜ ƻŦ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜϥǎ ƛƴǘǊŀƴŜǘ ƛǎ ŘȅƴŀƳƛŎ Lt 

ŀŘŘǊŜǎǎΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΥ ¦ǎŜǊǎ ǿƘƻǎŜ [!b ŀŘŘǊŜǎǎŜǎ ŀǊŜ мфнΦмсуΦлΦн π 

мфнΦмсуΦлΦнрп Ŏŀƴ ŀŎŎŜǎǎ ōƻǘƘ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ƻŦ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜϥǎ ƛƴǘǊŀƴŜǘ 

όǘƘŜ ǇƻǊǘ ƴǳƳōŜǊ ƛǎ ффффύΦ 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ tƻƭƛŎȅ wƻǳǘƛƴƎ ŦǳƴŎǘƛƻƴ ǘƻ ƳŜŜǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Configure the WAN2 port to access the internet. 

1) Navigate to Network > Internet Settings. 

2) Set No. of WAN Ports to 2. 

wƻǳǘŜǊ 

[!b 

мтнΦмсΦмллΦлκнп 

LƴǘǊŀƴŜǘ ƎŀǘŜǿŀȅ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

LƴǘǊŀƴŜǘ 

LƴǘŜǊƴŜǘ 

²!bм ǇƻǊǘ 

²!bн ǇƻǊǘ 

²!b ǇƻǊǘ 

[!b ǇƻǊǘ 

[!b 

/ƻǊŜ ǎǿƛǘŎƘ 

{ŜǊǾŜǊ 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ²!bн ǇƻǊǘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ /ƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻƭƛŎȅ ǊƻǳǘƛƴƎ 
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3) Under WAN2, select Dynamic IP Address for Connection Type, and click Connect. 

 

²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ƛǎ /ƻƴƴŜŎǘŜŘΣ ǘƘŜ ²!b ǇƻǊǘ ƛǎ ǎǳŎŎŜǎǎŦǳƭƭȅ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪΦ 

 

3. Configure the policy routing. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ǇǊƻǾƛŘŜǎ ŜȄŀƳǇƭŜǎ ƻŦ ǇƻƭƛŎȅ ǊƻǳǘƛƴƎ ǇŀǊŀƳŜǘŜǊǎΦ 

Policy 
Name 

Source IP 
Address 
Range/Mask 

Source 
Port 

Destination IP 
Address 
Range/Mask 

Destination 
Port 

Protocol Interface Metric 

Web 
Server 
Access 

192.168.0.0/24 1ς65535 172.16.100.0/24 1ς65535 ALL WAN2 10 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ !ŘǾŀƴŎŜŘ wƻǳǘƛƴƎ Ҕ tƻƭƛŎȅ wƻǳǘƛƴƎΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ƛƴ 

ǘƘŜ !ŘŘ tƻƭƛŎȅ wƻǳǘƛƴƎ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

ππππ9ƴŘ 

¢ƘŜ ǇƻƭƛŎȅ ǊƻǳǘƛƴƎ ƛǎ ŀŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

 

Verification 

¦ǎŜǊǎ ǿƘƻǎŜ [!b ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ мфнΦмсуΦлΦн π мфнΦмсуΦлΦнрп Ŏŀƴ ŀŎŎŜǎǎ ōƻǘƘ ǘƘŜ 

ƛƴǘŜǊƴŜǘ ŀƴŘ ǘƘŜ ƛƴǘǊŀƴŜǘΦ 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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10.2  Virtual service 

10.2.1  DMZ 

Overview 

!ŦǘŜǊ ŀ ŘŜǾƛŎŜ ƛƴ ǘƘŜ [!b ƛǎ ǎŜǘ ŀǎ ǘƘŜ 5a½ ƘƻǎǘΣ ǘƘŜ ŘŜǾƛŎŜ ŜƴƧƻȅǎ ƴƻ ƭƛƳƛǘŀǘƛƻƴǎ ǿƘŜƴ 

ŎƻƳƳǳƴƛŎŀǘƛƴƎ ǿƛǘƘ ǘƘŜ ƛƴǘŜǊƴŜǘΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǾƛŘŜƻ ƳŜŜǘƛƴƎǎ ƻǊ ƻƴƭƛƴŜ ƎŀƳŜǎ ŀǊŜ 

ǳƴŘŜǊǿŀȅ ƻƴ ŀ ŎƻƳǇǳǘŜǊΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǘƘŀǘ ŎƻƳǇǳǘŜǊ ŀǎ ǘƘŜ 5a½ Ƙƻǎǘ ǘƻ ƳŀƪŜ ǘƘŜ ǾƛŘŜƻ 

ƳŜŜǘƛƴƎ ŀƴŘ ƻƴƭƛƴŜ ƎŀƳŜǎ Ǝƻ ǎƳƻƻǘƘŜǊΦ 

Note 

ī !ŦǘŜǊ ȅƻǳ ǎŜǘ ŀ [!b ŘŜǾƛŎŜ ŀǎ ŀ 5a½ ƘƻǎǘΣ ǘƘŜ ŘŜǾƛŎŜ ǿƛƭƭ ōŜ ŎƻƳǇƭŜǘŜƭȅ ŜȄǇƻǎŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ǘƘŜ 
ŦƛǊŜǿŀƭƭ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŘƻŜǎ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ 

ī IŀŎƪŜǊǎ Ƴŀȅ ŀǘǘŀŎƪ ǘƘŜ ƭƻŎŀƭ ƴŜǘǿƻǊƪ ōȅ ǳǎƛƴƎ ǘƘŜ 5a½ ƘƻǎǘΦ 9ȄŜǊŎƛǎŜ Ŏŀǳǘƛƻƴ ǘƻ ǳǎƛƴƎ ǘƘŜ 5a½ 
ŦǳƴŎǘƛƻƴΦ 

ī ¢ƘŜ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘΣ ŀƴǘƛπǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ŀƴŘ ǎȅǎǘŜƳ ŦƛǊŜǿŀƭƭ ƻƴ ǘƘŜ 5a½ Ƙƻǎǘ Ƴŀȅ ŀŦŦŜŎǘ ǘƘŜ 5a½ 
ŦǳƴŎǘƛƻƴΦ 5ƛǎŀōƭŜ ǘƘŜƳ ǿƘŜƴ ǳǎƛƴƎ ǘƘƛǎ ŦǳƴŎǘƛƻƴΦ ²ƘŜƴ ȅƻǳ ŀǊŜ ƴƻǘ ǳǎƛƴƎ ǘƘŜ 5a½ ŦǳƴŎǘƛƻƴΣ ȅƻǳ ŀǊŜ 
ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ŘƛǎŀōƭŜ ǘƘŜ ŦǳƴŎǘƛƻƴ ŀƴŘ ŜƴŀōƭŜ ǘƘŜ ŦƛǊŜǿŀƭƭΣ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘ ŀƴŘ ŀƴǘƛπǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ƻƴ 
ǘƘŜ 5a½ ƘƻǎǘΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ 5a½ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ƳƻŘƛŦȅ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 5a½ ǇƻƭƛŎȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ ƴŜŜŘǎΦ 

¢ƘŜ 5a½ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ̧ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ 

ŘƛǎǇƭŀȅŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Interface Specifies the port whose DMZ service will be enabled. The default port is WAN1. 

DMZ Host IP Address Specifies the IP address of the device to be set as a DMZ host within the LAN. 

Status Specifies the status of the DMZ policy, including Enabled and Disabled. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Operation 

Used to edit, enable or disable the DMZ policy. 

: Used to modify the DMZ policy. 

: Used to enable the DMZ policy. 

: Used to disable the DMZ policy. 

Example of configuring DMZ 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ŦƻǊ [!b ǳǎŜǊǎΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

¢ƘŜ ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊ ƛǎ ƻǇŜƴ ǘƻ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŜƴŀōƭŜ ǎǘŀŦŦ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŜǾŜƴ 

ǿƘŜƴ ǘƘŜȅ ŀǊŜ ƴƻǘ ƛƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΦ 

Solution 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ 5a½ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǿŜō 
ǎŜǊǾŜǊΦ 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ 5I/t wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ǘƻ ŀǾƻƛŘ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜǎ ŎŀǳǎŜŘ ōȅ ǿŜō 
ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ŎƘŀƴƎŜǎΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ƛǎ ǎƘƻǿƴ ōŜƭƻǿΥ 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ мфнΦмсуΦлΦнрл 

ī a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ Ƙƻǎǘ ǘƘŀǘ Ǌǳƴǎ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ /уΥф/Υ5/ΥслΥрпΥсф 

ī {ŜǊǾƛŎŜ ǇƻǊǘΥ фффф 

Tip 

ī .ŜŦƻǊŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻōǘŀƛƴǎ ŀ ǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎΦ LŦ ǘƘŜ ²!b 
ǇƻǊǘ ƻōǘŀƛƴǎ ŀ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎ ƻǊ ŀƴ ƛƴǘǊŀƴŜǘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ōȅ ǘƘŜ L{tΣ ǘƘŜ 5a½ ŦǳƴŎǘƛƻƴ Ƴŀȅ ƴƻǘ 
ǘŀƪŜ ŜŦŦŜŎǘΦ /ƻƳƳƻƴ LtǾп ŀŘŘǊŜǎǎŜǎ ŀǊŜ ŎƭŀǎǎƛŦƛŜŘ ƛƴǘƻ Ŏƭŀǎǎ !Σ Ŏƭŀǎǎ . ŀƴŘ Ŏƭŀǎǎ /Φ tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ 
ƻŦ Ŏƭŀǎǎ ! ǊŀƴƎŜ ŦǊƻƳ млΦлΦлΦл ǘƻ млΦнррΦнррΦнррΦ tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ . ǊŀƴƎŜ ŦǊƻƳ мтнΦмсΦлΦл 
ǘƻ мтнΦомΦнррΦнррΦ tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ / ǊŀƴƎŜ ŦǊƻƳ мфнΦмсуΦлΦл ǘƻ мфнΦмсуΦнррΦнррΦ 

ī L{tǎ Ƴŀȅ ƴƻǘ ǎǳǇǇƻǊǘ ǳƴǊŜǇƻǊǘŜŘ ǿŜō ǎŜǊǾƛŎŜ ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ улΦ ¢ƘŜǊŜŦƻǊŜΣ 
ǿƘŜƴ ǎŜǘǘƛƴƎ 5a½ ƘƻǎǘΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ŀǎ ŀ ƴƻƴπŦŀƳƛƭƛŀǊ ǇƻǊǘ όмлнп ǘƻ 
сррорύΣ ǎǳŎƘ ŀǎ ффффΣ ǘƻ ŜƴǎǳǊŜ ƴƻǊƳŀƭ ŀŎŎŜǎǎΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

206 

 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Set the DMZ host. 

1) Navigate to More > Virtual Service > DMZ. 

2) Locate the corresponding WAN port, and click Edit. 

 

3) Set DMZ Host IP Address (the IP address of the LAN device to be set as the DMZ host), 
which is 192.168.0.250 in this example. 

4) Click Save. 

²!bм Lt ŀŘŘǊŜǎǎΥ нлнΦмлрΦммΦнн 

 
LƴǘŜǊƴŜǘ ǳǎŜǊ 

wƻǳǘŜǊ 

[!b ǇƻǊǘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

²Ŝō ǎŜǊǾŜǊ !t /ƻƳǇǳǘŜǊ 

LƴǘŜǊƴŜǘ 

/ƻǊŜ ǎǿƛǘŎƘ 

{Ŝǘ ǘƘŜ 5a½ Ƙƻǎǘ wŜǎŜǊǾŜ ŀ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ 5a½ Ƙƻǎǘ 
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5) Click Enable. 

 

3. Reserve a fixed IP address for the DMZ host. 

1) Navigate to Network > DHCP Settings > DHCP Reservation, and click Add. 

 

2) Set the following rules, and click Save. 

ī {Ŝǘ ¢ŜǊƳƛƴŀƭ bŀƳŜΣ ǿƘƛŎƘ ƛǎ ²Ŝō {ŜǊǾŜǊ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ Lt !ŘŘǊŜǎǎ ǘƻ ǘƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΣ ǿƘƛŎƘ ƛǎ 
мфнΦмсуΦлΦнрл ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ a!/ !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΣ ǿƘƛŎƘ ƛǎ /уΥф/Υ5/ΥслΥрпΥсф ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ wŜƳŀǊƪΣ ǿƘƛŎƘ ƛǎ ²Ŝō {ŜǊǾŜǊ !ŘŘǊŜǎǎ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

ππππ9ƴŘ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 

208 

Verification 

LƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ ǘƘŜ LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ 

ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΦ LŦ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ǇƻǊǘ ƛǎ ƴƻǘ ǘƘŜ 

ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ 

ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΥLƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ǇƻǊǘΦ 

Lƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƘǘǘǇΥκκнлнΦмлрΦммΦннΥффффΦ 

¸ƻǳ Ŏŀƴ ŦƛƴŘ ǘƘŜ ǊƻǳǘŜǊϥǎ ŎǳǊǊŜƴǘ ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎ ƛƴ /ƻƴƴŜŎǘƛƻƴ {ǘŀǘǳǎΦ 

LŦ 55b{ ƛǎ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ ²!b ǇƻǊǘΣ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ŀƭǎƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ 

LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ ŘƻƳŀƛƴ ƴŀƳŜΥ LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ 

ǇƻǊǘΦ 
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10.2.2  DDNS 

Overview 

55b{ ƛǎ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ 5ȅƴŀƳƛŎ 5ƻƳŀƛƴ bŀƳŜ {ŜǊǾƛŎŜΦ ²ƘŜƴ ŀ ǎŜǊǾƛŎŜ ƛǎ ǊǳƴƴƛƴƎΣ ǘƘŜ 55b{ 

ŎƭƛŜƴǘ ǎŜƴŘǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǘƘŜ 55b{ ǎŜǊǾŜǊΣ ŀƴŘ ǘƘŜ 

ǎŜǊǾŜǊ ǳǇŘŀǘŜǎ ǘƘŜ ƳŀǇǇƛƴƎ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ōŜǘǿŜŜƴ ǘƘŜ ŘƻƳŀƛƴ ƴŀƳŜ ŀƴŘ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ 

ŘŀǘŀōŀǎŜΣ ŀŎƘƛŜǾƛƴƎ ŘȅƴŀƳƛŎ ŘƻƳŀƛƴ ƴŀƳŜ ǊŜǎƻƭǳǘƛƻƴΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ƳŀǇ ǘƘŜ ŘȅƴŀƳƛŎ ²!b Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ όǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎύ ǘƻ ŀ 

ŦƛȄŜŘ ŘƻƳŀƛƴ ƴŀƳŜΦ ¢ƘŜ 55b{ ŦǳƴŎǘƛƻƴ ƛǎ ƎŜƴŜǊŀƭƭȅ ǳǎŜŘ ǿƛǘƘ ǎǳŎƘ ŦǳƴŎǘƛƻƴǎ ŀǎ ǇƻǊǘ ƳŀǇǇƛƴƎ 

ŀƴŘ 5a½ Ƙƻǎǘ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ƻǊ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ 

ǘƘǊƻǳƎƘ ŀ ŘƻƳŀƛƴ ƴŀƳŜ ǿƛǘƘƻǳǘ ŎŀǊƛƴƎ ŀōƻǳǘ ǘƘŜ ŎƘŀƴƎŜ ƻŦ ǘƘŜ ²!b Lt ŀŘŘǊŜǎǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ 55b{ ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ ¢ƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎǊŜŀǘŜŘ ŀ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 5a½ ǇƻƭƛŎȅ ŦƻǊ ŜŀŎƘ ²!b ǇƻǊǘ ōȅ ŘŜŦŀǳƭǘΣ ŀƴŘ 

ǘƘŜ ǎǘŀǘǳǎ ƛǎ 5ƛǎŀōƭŜŘΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ƳƻŘƛŦȅ ǘƘŜ 55b{ ǇƻƭƛŎƛŜǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ ƴŜŜŘǎΦ 

¢ƘŜ 55b{ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ  ǘƻ ǎŜƭŜŎǘ ǇŀǊŀƳŜǘŜǊǎ ǘƻ ōŜ 

ŘƛǎǇƭŀȅŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Interface Specifies the port for which the DDNS service is enabled. 

Connection Status Specifies the connection status between the router and the domain server. 

ISP 

Specifies the service provider of DDNS. 

Note 

You need to sign up at the website of the ISP for an account before configuring 
the DDNS service. 

User Name 
Specifies the user name for logging in to the DDNS service. The user name is the 
login user name that you have signed up at the website of the ISP. 

Domain Name 

Specifies the domain name information provided by the DDNS service provider. 
Except for oray.com, you have to manually enter the domain name that you have 
applied at the corresponding website when you use services from other service 
providers. 
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Parameter Description 

Status 
Specifies the status of the DDNS service policy, including Enabled, Disabled and 
Expired. 

Operation 

Used to edit, enable or disable the DDNS service policy. 

: Used to modify the DDNS service policy. 

: Used to enable the DDNS service policy. 

: Used to disable the DDNS service policy. 

Example of configuring DDNS 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ŦƻǊ [!b ǳǎŜǊǎΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

¢ƘŜ ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊ ƛǎ ƻǇŜƴ ǘƻ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŜƴŀōƭŜ ǎǘŀŦŦ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŜǾŜƴ 

ǿƘŜƴ ǘƘŜȅ ŀǊŜ ƴƻǘ ƛƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΦ 

Solution 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ tƻǊǘ aŀǇǇƛƴƎ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ 
ǿŜō ǎŜǊǾŜǊΦ 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ 55b{ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǿŜō 
ǎŜǊǾŜǊ ǘƘǊƻǳƎƘ ŀ ŦƛȄŜŘ ŘƻƳŀƛƴ ƴŀƳŜΣ ŀǾƻƛŘƛƴƎ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜǎ ŎŀǳǎŜŘ ōȅ ²!b Lt 
ŀŘŘǊŜǎǎ ŎƘŀƴƎŜΦ 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ 5I/t wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ǘƻ ŀǾƻƛŘ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜǎ ŎŀǳǎŜŘ ōȅ ǿŜō 
ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ŎƘŀƴƎŜǎΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ƛǎ ǎƘƻǿƴ ōŜƭƻǿΥ 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ мфнΦмсуΦлΦнрл 

ī a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ Ƙƻǎǘ ǘƘŀǘ Ǌǳƴǎ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ /уΥф/Υ5/ΥслΥрпΥсф 

ī {ŜǊǾƛŎŜ ǇƻǊǘΥ фффф 
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Tip 

ī .ŜŦƻǊŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻōǘŀƛƴǎ ŀ ǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎΦ LŦ ǘƘŜ ²!b 
ǇƻǊǘ ƻōǘŀƛƴǎ ŀ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎ ƻǊ ŀƴ ƛƴǘǊŀƴŜǘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ōȅ ǘƘŜ L{tΣ ǘƘŜ 55b{ ŦǳƴŎǘƛƻƴ Ƴŀȅ 
ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘΦ /ƻƳƳƻƴ LtǾп ŀŘŘǊŜǎǎŜǎ ŀǊŜ ŎƭŀǎǎƛŦƛŜŘ ƛƴǘƻ Ŏƭŀǎǎ !Σ Ŏƭŀǎǎ . ŀƴŘ Ŏƭŀǎǎ /Φ tǊƛǾŀǘŜ Lt 
ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ ! ǊŀƴƎŜ ŦǊƻƳ млΦлΦлΦл ǘƻ млΦнррΦнррΦнррΦ tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ . ǊŀƴƎŜ ŦǊƻƳ 
мтнΦмсΦлΦл ǘƻ мтнΦомΦнррΦнррΦ tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ / ǊŀƴƎŜ ŦǊƻƳ мфнΦмсуΦлΦл ǘƻ 
мфнΦмсуΦнррΦнррΦ 

ī L{tǎ Ƴŀȅ ƴƻǘ ǎǳǇǇƻǊǘ ǳƴǊŜǇƻǊǘŜŘ ǿŜō ǎŜǊǾƛŎŜ ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ улΦ ¢ƘŜǊŜŦƻǊŜΣ 
ǿƘŜƴ ǎŜǘǘƛƴƎ ǇƻǊǘ ƳŀǇǇƛƴƎΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ŀǎ ŀ ƴƻƴπŦŀƳƛƭƛŀǊ ǇƻǊǘ όмлнп 
ǘƻ сррорύΣ ǎǳŎƘ ŀǎ ффффΣ ǘƻ ŜƴǎǳǊŜ ƴƻǊƳŀƭ ŀŎŎŜǎǎΦ 

ī LƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭ ǇƻǊǘǎ Ŏŀƴ ōŜ ŘƛŦŦŜǊŜƴǘΦ 

 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Set port mapping. 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ tƻǊǘ aŀǇǇƛƴƎΣ ŀƴŘ ǎŜǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊǳƭŜǎΦ LŦ ƴŜŎŜǎǎŀǊȅΣ 

ȅƻǳ Ŏŀƴ ǊŜŦŜǊ ǘƻ tƻǊǘ ƳŀǇǇƛƴƎΦ 

²!bм ǇƻǊǘ 

 

LƴǘŜǊƴŜǘ 

/ƻǊŜ ǎǿƛǘŎƘ 

LƴǘŜǊƴŜǘ ǳǎŜǊ 

wƻǳǘŜǊ 

[!b ǇƻǊǘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

²Ŝō ǎŜǊǾŜǊ !t /ƻƳǇǳǘŜǊ 

{Ŝǘ ǇƻǊǘ ƳŀǇǇƛƴƎ {Ŝǘ ǘƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǎŜǊǾŜǊ Ƙƻǎǘ {Ŝǘ 55b{ 
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3. Set the fixed IP address assigned to the server host. 

1) Navigate to Network > DHCP Settings > DHCP Reservation, and click Add. 

 

2) {Ŝǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊǳƭŜǎΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

ī {Ŝǘ ¢ŜǊƳƛƴŀƭ bŀƳŜΣ ǿƘƛŎƘ ƛǎ ²Ŝō {ŜǊǾŜǊ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ Lt !ŘŘǊŜǎǎ ǘƻ ǘƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΣ ǿƘƛŎƘ ƛǎ 
мфнΦмсуΦлΦнрл ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ a!/ !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΣ ǿƘƛŎƘ ƛǎ /уΥф/Υ5/ΥслΥрпΥсф ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ wŜƳŀǊƪΣ ǿƘƛŎƘ ƛǎ ²Ŝō {ŜǊǾŜǊ !ŘŘǊŜǎǎ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

¢ƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ƛǎ ǊŜǎŜǊǾŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 
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4. Register a domain name. 

[ƻƎ ƛƴ ǘƻ ǘƘŜ 55b{ ǇǊƻǾƛŘŜǊ ǿŜōǎƛǘŜΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ȅƻǳ ǊŜƎƛǎǘŜǊŜŘ ƛǎ WƻƘƴ5ƻŜΣ 

ǘƘŜ ǇŀǎǎǿƻǊŘ ƛǎ WƻƘƴ5ƻŜмнопрсΣ ŀƴŘ ǘƘŜ ŘƻƳŀƛƴ ƴŀƳŜ ƛǎ WƻƘƴ5ƻŜΦооннΦƻǊƎΦ 

5. Set DDNS. 

1) Navigate to More > Virtual Service > DDNS to enter the configuration page. Click Edit 
after the corresponding WAN port rule, which is WAN1 in this example. 

 

2) Configure the following parameters in the pop-up Edit WAN1 DDNS window, and then 
click Save. 

ī {Ŝǘ {ŜǊǾŜǊ tǊƻǾƛŘŜǊ όǘƘŜ 55b{ ǇǊƻǾƛŘŜǊ ǿƘŜǊŜ ȅƻǳ ŀǇǇƭƛŜŘ ǘƘŜ ŘƻƳŀƛƴ ƴŀƳŜύΣ ǿƘƛŎƘ 
ƛǎ ооннΦƻǊƎ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ ¦ǎŜǊ bŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘΣ ǿƘƛŎƘ ŀǊŜ WƻƘƴ5ƻŜ ŀƴŘ WƻƘƴ5ƻŜмнопрс ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ 5ƻƳŀƛƴ bŀƳŜΣ ǿƘƛŎƘ ƛǎ WƻƘƴ5ƻŜΦооннΦƻǊƎ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

3) Click Enable. 

 

ππππ9ƴŘ 
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¢ƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ŦƛƴƛǎƘŜŘΦ ²ŀƛǘ ŀ ƳƻƳŜƴǘΣ ŀƴŘ ǊŜŦǊŜǎƘ ǘƘŜ ǇŀƎŜΦ ²ƘŜƴ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ 

{ǘŀǘǳǎ ƛǎ /ƻƴƴŜŎǘŜŘΣ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ǎǳŎŎŜǎǎŦǳƭΦ 

 

Verification 

LƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ ǘƘŜ LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ 

ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΦ LŦ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ǇƻǊǘ ƛǎ ƴƻǘ ǘƘŜ 

ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ 

ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΥ9ȄǘŜǊƴŀƭ ǇƻǊǘΦ 

Lƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƘǘǘǇΥκκWƻƘƴ5ƻŜΦооннΦƻǊƎΥффффΦ 

Tip 

LŦ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǎǘƛƭƭ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ŀŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ŎƻƳǇƭŜǘŜŘΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ƳŜǘƘƻŘǎ ƻƴŜ ōȅ ƻƴŜΥ  

ī 9ƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ƛƴǘŜǊƴŀƭ ǇƻǊǘ ȅƻǳ ŜƴǘŜǊŜŘ ƛǎ ŎƻǊǊŜŎǘΦ 

ī aŀȅōŜ ǘƘŜ ǎȅǎǘŜƳ ŦƛǊŜǿŀƭƭΣ ŀƴǘƛπǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ŀƴŘ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘ ƛƴ ǘƘŜ [!b ǎŜǊǾŜǊ ōƭƻŎƪŜŘ ƛƴǘŜǊƴŜǘ 
ǳǎŜǊ ŀŎŎŜǎǎΦ 5ƛǎŀōƭŜ ǘƘŜǎŜ ǇǊƻƎǊŀƳǎ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦ 

10.2.3  DNS hijacking 

Overview 

5b{ ƛǎ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ 5ƻƳŀƛƴ bŀƳŜ {ŜǊǾŜǊΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ǊŜƭŀǘƛƻƴǎƘƛǇǎ 

ōŜǘǿŜŜƴ ǘƘŜ ŘƻƳŀƛƴ ƴŀƳŜ ŀƴŘ ǘƘŜ Lt ŀŘŘǊŜǎǎΣ ŀƴŘ ƳŀǇ ǘƘŜ ŘƻƳŀƛƴ ƴŀƳŜ ŀƴŘ ǘƘŜ Lt ŀŘŘǊŜǎǎ 

ǘƻ ŜŀŎƘ ƻǘƘŜǊΦ 

!ŦǘŜǊ 5b{ ƘƛƧŀŎƪƛƴƎ ƛǎ ŎƻƴŦƛƎǳǊŜŘΣ ǿƘŜƴ [!b ǳǎŜǊǎ ŀŎŎŜǎǎ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ŘƻƳŀƛƴ ƴŀƳŜΣ ǘƘŜ 

ŘƻƳŀƛƴ ƴŀƳŜ ƛǎ ŘƛǊŜŎǘƭȅ ǇŀǊǎŜŘ ǘƻ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ ǘƘŜ ŀŎŎŜǎǎ ǊǳƭŜΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ 5b{ IƛƧŀŎƪƛƴƎ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 5b{ ƘƛƧŀŎƪƛƴƎ ǇƻƭƛŎȅ ŀǎ ǊŜǉǳƛǊŜŘΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

 Used to add a new DNS hijacking policy. 

Domain Name Specifies the domain name to be hijacked. 

Map IP Address Specifies the IP address to be accessed after the hijacking. 

Interface Specifies the specified egress of the DNS hijacking policy. 

Status 
Specifies the current status of the DNS hijacking policy, including Enabled and 
Disabled. 

Operation 

Used to edit, enable, disable or delete the DNS hijacking policy. 

: Used to modify the DNS hijacking policy. 

: Used to enable the DNS hijacking policy. 

: Used to disable the DNS hijacking policy. 

: Used to delete the DNS hijacking policy. 

Example of configuring DNS hijacking 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ŦƻǊ [!b ǳǎŜǊǎΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

²ƘŜƴ [!b ǳǎŜǊǎ Ǿƛǎƛǘ !ƳŀȊƻƴ ό!ƳŀȊƻƴΦŎƻƳύΣ Ŝ.ŀȅ όŜ.ŀȅΦŎƻƳύ ŀƴŘ ƻǘƘŜǊ ǿŜōǎƛǘŜǎΣ ǘƘŜȅ Ŏŀƴ 

ŀŎŎŜǎǎ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

Solution 

¢ƘŜ ŀōƻǾŜ ǊŜǉǳƛǊŜƳŜƴǘǎ Ŏŀƴ ōŜ ŀŎƘƛŜǾŜŘ ǳǎƛƴƎ ǘƘŜ 5b{ ƘƛƧŀŎƪƛƴƎ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ мфнΦмсуΦлΦнрнΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Configuration procedure 

1. Log in to the web UI of the router. 

2. Navigate to More > Virtual Service > DNS Hijacking, and click Add. 

3. Set the following rules of the DNS hijacking policy, and click Save. 

ī {Ŝǘ 5ƻƳŀƛƴ bŀƳŜ ƻŦ !ƳŀȊƻƴΣ ǿƘƛŎƘ ƛǎ !ƳŀȊƻƴΦŎƻƳ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ aŀǇ Lt !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ǿƘƛŎƘ ƛǎ мфнΦмсуΦлΦнрн ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

4. Refer to steps 2 to 3 to add a DNS hijacking policy whose domain name is eBay (eBay.com). 

 

ππππ9ƴŘ 

Verification 

²ƘŜƴ [!b ǳǎŜǊǎ Ǿƛǎƛǘ !ƳŀȊƻƴ ό!ƳŀȊƻƴΦŎƻƳύ ŀƴŘ Ŝ.ŀȅ όŜ.ŀȅΦŎƻƳύ ǿŜōǎƛǘŜǎΣ ǘƘŜȅ ŀƭǿŀȅǎ Ǿƛǎƛǘ 

ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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10.2.4  IP hijacking 

Overview 

!ŦǘŜǊ Lt ƘƛƧŀŎƪƛƴƎ ƛǎ ŎƻƴŦƛƎǳǊŜŘΣ ǿƘŜƴ ŀ [!b ǳǎŜǊ ŀŎŎŜǎǎŜǎ ǘƘŜ ǎǇŜŎƛŦƛŜŘ Lt ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ 

ǇƻǊǘΣ ǘƘŜ Lt ŀŘŘǊŜǎǎ ǿƛƭƭ ōŜ ŘƛǊŜŎǘƭȅ ƘƛƧŀŎƪŜŘ ǘƻ ǘƘŜ ǇƻǊǘ ǎŜǊǾƛŎŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ ǘƘŜ ƳŀǇǇŜŘ 

Lt ŀŘŘǊŜǎǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ Lt IƛƧŀŎƪƛƴƎ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƘƛƧŀŎƪƛƴƎ ǇƻƭƛŎȅ ŀǎ ǊŜǉǳƛǊŜŘΦ 

/ƻƳƳƻƴ ǇƻǊǘǎΥ ппо όI¢¢t{ ǇǊƻǘƻŎƻƭ ǿŜōǇŀƎŜ ǎŜǊǾƛŎŜύΣ ул όI¢¢t ǇǊƻǘƻŎƻƭ ǿŜōǇŀƎŜ ǎŜǊǾƛŎŜύΣ 

нм όC¢t ǎŜǊǾƛŎŜύ ŀƴŘ ǎƻ ƻƴΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

 Used to add a new IP hijacking policy. 

Destination IP Address Specifies the IP address to which the IP hijacking policy applies. 

Map IP Address Specifies the IP address to be accessed after the hijacking. 

Port 

Specifies the port to which the IP hijacking policy applies. The IP addresses will be 
hijacked only when specified ports are accessed. 

Tip 

The value 0 indicates all ports. 

Interface Specifies the specified egress of the IP hijacking policy. 

Status 
Specifies the current status of the IP hijacking policy including Enabled and 
Disabled. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Parameter Description 

Operation 

Used to edit, enable, disable or delete the IP hijacking policy. 

: Used to modify the IP hijacking policy. 

: Used to enable the IP hijacking policy. 

: Used to disable the IP hijacking policy. 

: Used to delete the IP hijacking policy. 

Example of configuring IP hijacking 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜπŎƭŀǎǎ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ 

ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ŦƻǊ [!b ǳǎŜǊǎΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

¢ƘŜ [!b ǳǎŜǊǎ ŀǊŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǿƘŜƴ ŀŎŎŜǎǎƛƴƎ мΦмΦмΦмΦ 

Solution 

ƻ̧ǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƘƛƧŀŎƪƛƴƎ ŦǳƴŎǘƛƻƴ ǘƻ ƳŜŜǘ ǘƘŜ ǇǊŜŎŜŘƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ мфнΦмсуΦлΦнрн ŀƴŘ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊ 

ƻŦ ǘƘŜ I¢¢t{ ǿŜō ǎŜǊǾƛŎŜ ƛǎ ппоΦ 

Configuration procedure 

1. Log in to the web UI of the router. 

2. Navigate to More > Virtual Service > IP Hijacking, and click Add. 

3. Configure parameters in the Add IP Hijacking window, and click Save. 

ī {Ŝǘ 5Ŝǎǘƛƴŀǘƛƻƴ Lt !ŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ мΦмΦмΦм ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ aŀǇ Lt !ŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ мфнΦмсуΦлΦнрн ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ tƻǊǘΣ ǿƘƛŎƘ ƛǎ ппо ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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ππππ9ƴŘ 

Verification 

²ƘŜƴ [!b ǳǎŜǊǎ ŀŎŎŜǎǎ мΦмΦмΦмΥппоΣ ǘƘŜȅ ŀŎŎŜǎǎ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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10.2.5  UPnP 

¦tƴt ƛǎ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ ¦ƴƛǾŜǊǎŀƭ tƭǳƎ ŀƴŘ tƭŀȅΦ !ŦǘŜǊ ǘƘŜ ¦tƴt ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǊƻǳǘŜǊ 

Ŏŀƴ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƻǇŜƴ ǘƘŜ ǇƻǊǘǎ ŦƻǊ ¦tƴtπǎǳǇǇƻǊǘƛƴƎ ǇǊƻƎǊŀƳǎ ƛƴ ǘƘŜ [!b όǎǳŎƘ ŀǎ .ƛǘ/ƻƳŜǘ 

ŀƴŘ !ƴȅ/Ƙŀǘύ ŀƴŘ ƳŀƪŜ ǘƘŜǎŜ ŀǇǇƭƛŎŀǘƛƻƴǎ Ǌǳƴ ǎƳƻƻǘƘŜǊΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ ¦tƴt ǘƻ ŜƴǘŜǊ ǘƘŜ 

ǇŀƎŜΦ ¢ƘŜ ¦tƴt ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ 

!ŦǘŜǊ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǿƘŜƴ ¦tƴtπǎǳǇǇƻǊǘƛƴƎ ǇǊƻƎǊŀƳǎ όǎǳŎƘ ŀǎ .ƛǘ/ƻƳŜǘύ ŀǊŜ ǊǳƴƴƛƴƎ 

ƛƴ ǘƘŜ [!bΣ ȅƻǳ Ŏŀƴ ŎƘŜŎƪ ǘƘŜ ǇƻǊǘπǎǿƛǘŎƘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ƎŜƴŜǊŀǘŜŘ ǿƘŜƴ ŀǇǇƭƛŎŀǘƛƻƴ 

ǇǊƻƎǊŀƳǎ ǎŜƴŘ ǊŜǉǳŜǎǘǎΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Remote Host Specifies the IP address of the remote server. 

External Port Segment Specifies the ports used by the remote server. 

Internal Host Specifies the server IP address for automatic port mapping of the LAN. 

Internal Port Segment Specifies the service port of the LAN server. 

Protocol Specifies the protocol type used for the service. 

Description Specifies the relevant information of the application. 
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10.2.6  Port mirroring 

Overview 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻǇȅ ǘƘŜ Řŀǘŀ ŦǊƻƳ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǇƻǊǘǎ όǎƻǳǊŎŜ ǇƻǊǘǎύ ǘƻ ŀ ǎǇŜŎƛŦƛŜŘ 

ǇƻǊǘ όŘŜǎǘƛƴŀǘƛƻƴ ǇƻǊǘύ ǿƛǘƘ ǘƘŜ tƻǊǘ aƛǊǊƻǊƛƴƎ ŦǳƴŎǘƛƻƴΦ DŜƴŜǊŀƭƭȅΣ ǘƘŜ ƳƛǊǊƻǊƛƴƎ ǇƻǊǘ ƛǎ 

ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎ ŘŜǾƛŎŜ ŦƻǊ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘƻ ǇŜǊŦƻǊƳ ǊŜŀƭπǘƛƳŜ 

ǘǊŀŦŦƛŎ ƳƻƴƛǘƻǊƛƴƎΣ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŀƭȅǎƛǎ ŀƴŘ Ŧŀǳƭǘ ŘƛŀƎƴƻǎƛǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ tƻǊǘ aƛǊǊƻǊƛƴƎ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻǊǘ ƳƛǊǊƻǊƛƴƎ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ ƴŜŜŘǎΦ 

¢ƘŜ tƻǊǘ aƛǊǊƻǊƛƴƎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ ǘƘŜ 

ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Port Mirroring Used to enable or disable the port mirroring function. 

Destination Port 

Specifies the destination port, to which the data from the source ports is copied. 
Generally, the router connected to this port is installed with monitoring firmware. 

Note 

When the Port Mirroring function is enabled, Destination Port can be configured. 

Source Ports 

Specifies the source port, whose data is copied to the destination port. 

Note 

When the Port Mirroring function is enabled, Source Ports can be configured. 
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Example of configuring port mirroring 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ wŜŎŜƴǘƭȅΣ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜϥǎ 

ƴŜǘǿƻǊƪ ƛǎ ŀōƴƻǊƳŀƭ ŀƴŘ ƻŦǘŜƴ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƴŜŜŘǎ ǘƻ 

ŎŀǇǘǳǊŜ ǘƘŜ Řŀǘŀ ƻŦ ǘƘŜ ǊƻǳǘŜǊϥǎ ²!b ǇƻǊǘ ŀƴŘ [!b ǇƻǊǘ ŦƻǊ ŀƴŀƭȅǎƛǎΦ 

Solution 

ī ¢ƘŜ ŀōƻǾŜ ǊŜǉǳƛǊŜƳŜƴǘǎ Ŏŀƴ ōŜ ŀŎƘƛŜǾŜŘ ǳǎƛƴƎ ǘƘŜ tƻǊǘ aƛǊǊƻǊƛƴƎ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ 
ǊƻǳǘŜǊΦ 

ī !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ŘŜǾƛŎŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ [!bо ǇƻǊǘΦ ¢ƘŜ ŘŜǾƛŎŜ ƴŜŜŘǎ 
ǘƻ ƳƻƴƛǘƻǊ ǘƘŜ Řŀǘŀ ƻŦ ƻǘƘŜǊ ǇƻǊǘǎΦ 

 

Configuration procedure 

1. Log in to the web UI of the router. 

2. Navigate to More > Virtual Service > Port Mirroring. 

3. Enable the Port Mirroring function. 

4. Select Destination Port, which is LAN3 in this example. 

5. Select Source Ports, which is LAN1, LAN2, LAN4 and WAN1 in this example. 

6. Click Save. 

wƻǳǘŜǊ 

5ŀǘŀ ƳƻƴƛǘƻǊƛƴƎ 
ŘŜǾƛŎŜ /ƻǊŜ ǎǿƛǘŎƘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

[!bо ǇƻǊǘ 

²!bм ǇƻǊǘ 

{ŜǊǾŜǊ !t /ƻƳǇǳǘŜǊ 

LƴǘŜǊƴŜǘ 

[!b ǇƻǊǘ 
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ππππ9ƴŘ 

Verification 

wǳƴƴƛƴƎ ƳƻƴƛǘƻǊƛƴƎ ǎƻŦǘǿŀǊŜ ƻƴ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ŎƻƳǇǳǘŜǊΣ ǎǳŎƘ ŀǎ ²ƛǊŜǎƘŀǊƪΣ ǘƻ ŎŀǇǘǳǊŜ ǘƘŜ 

Řŀǘŀ ǇŀŎƪŜǘǎ ƻŦ ǘƘŜ ǎƻǳǊŎŜ ǇƻǊǘǎΦ 

10.2.7  Port mapping 

Overview 

.ȅ ŘŜŦŀǳƭǘΣ ǳǎŜǊǎ ƻƴ ǘƘŜ ƛƴǘŜǊƴŜǘ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ŘŜǾƛŎŜǎ ƻƴ ǘƘŜ [!bΦ ¢ƘŜ tƻǊǘ aŀǇǇƛƴƎ ŦǳƴŎǘƛƻƴ 

ŜƴŀōƭŜǎ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ƻǇŜƴ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǎŜǊǾƛŎŜ ǇƻǊǘǎ ŀƴŘ ǎǇŜŎƛŦȅ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ [!b 

ǎŜǊǾŜǊ ǳǎƛƴƎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŀƴŘ ƛƴǘŜǊƴŀƭ ǇƻǊǘΦ ¢ƘŜǊŜŦƻǊŜΣ ǾƛǎƛǘƛƴƎ ǘƘŜ ǇƻǊǘǎ ŦǊƻƳ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀǊŜ 

ƳŀǇǇŜŘ ǘƻ ǘƘŜ [!b ǎŜǊǾŜǊΦ {ǳŎƘ ŀ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜǎ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ŀƴŘ 

ǇǊŜǾŜƴǘǎ ǘƘŜ [!b ŦǊƻƳ ōŜƛƴƎ ŀǘǘŀŎƪŜŘΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ tƻǊǘ aŀǇǇƛƴƎ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǇƻǊǘ ƳŀǇǇƛƴƎ ǇƻƭƛŎȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ 

ƴŜŜŘǎΦ 

¢ƘŜ tƻǊǘ aŀǇǇƛƴƎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ ǘƘŜ 

ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Internal IP Address Specifies the IP address of the internal server. 

Internal Port Specifies the service port of the LAN host. 

External Port Specifies the port opened by the router for access from internet users. 

Protocol 
Specifies the protocol type used by the LAN host. If you are not sure about the 
protocol type of the service, TCP&UDP is recommended. 

Interface Specifies the WAN port used by internet users to access the LAN host. 

Remark Specifies the introduction of the port mapping rule. 

Status 
Specifies the status of the port mapping policy, including Enabled, Disabled and 
Expired. 

Operation 

Used to edit, enable, disable or delete the port mapping policy. 

: Used to modify the port mapping policy. 

: Used to enable the port mapping policy. 

: Used to disable the port mapping policy. 

: Used to delete the port mapping policy. 

Example of configuring port mapping 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ Ƙŀǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 

ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ŦƻǊ [!b ǳǎŜǊǎΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

¢ƘŜ ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊ ƛǎ ƻǇŜƴ ǘƻ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŜƴŀōƭŜ ǎǘŀŦŦ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŜǾŜƴ 

ǿƘŜƴ ǘƘŜȅ ŀǊŜ ƴƻǘ ǇƘȅǎƛŎŀƭƭȅ ƛƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΦ 

Solution 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ tƻǊǘ aŀǇǇƛƴƎ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ 
ǿŜō ǎŜǊǾŜǊΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ŜȄǘŜǊƴŀƭ ƴŜǘǿƻǊƪ ǇƻǊǘ ƻǇŜƴŜŘ ōȅ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ффффΦ 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ 5I/t wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ǘƻ ŀǾƻƛŘ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜǎ ŎŀǳǎŜŘ ōȅ ǿŜō 
ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ŎƘŀƴƎŜǎΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ƛǎ ǎƘƻǿƴ ōŜƭƻǿΥ 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ мфнΦмсуΦлΦнрл 
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ī a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ Ƙƻǎǘ ǘƘŀǘ Ǌǳƴǎ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ /уΥф/Υ5/ΥслΥрпΥсф 

ī {ŜǊǾƛŎŜ ǇƻǊǘΥ фффф 

Tip 

ī .ŜŦƻǊŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻōǘŀƛƴǎ ŀ ǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎ. LŦ ǘƘŜ 
²!b ǇƻǊǘ ƻōǘŀƛƴǎ ŀ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎ ƻǊ ŀƴ ƛƴǘǊŀƴŜǘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ōȅ ǘƘŜ L{tΣ ǘƘŜ tƻǊǘ aŀǇǇƛƴƎ 
ŦǳƴŎǘƛƻƴ Ƴŀȅ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘΦ /ƻƳƳƻƴ LtǾп ŀŘŘǊŜǎǎŜǎ ŀǊŜ ŎƭŀǎǎƛŦƛŜŘ ƛƴǘƻ Ŏƭŀǎǎ !Σ Ŏƭŀǎǎ . ŀƴŘ Ŏƭŀǎǎ /Φ 
tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ ! ǊŀƴƎŜ ŦǊƻƳ млΦлΦлΦл ǘƻ млΦнррΦнррΦнррΦ tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ . 
ǊŀƴƎŜ ŦǊƻƳ мтнΦмсΦлΦл ǘƻ мтнΦомΦнррΦнррΦ tǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ Ŏƭŀǎǎ / ǊŀƴƎŜ ŦǊƻƳ мфнΦмсуΦлΦл ǘƻ 
мфнΦмсуΦнррΦнррΦ 

ī L{tǎ Ƴŀȅ ƴƻǘ ǎǳǇǇƻǊǘ ǳƴǊŜǇƻǊǘŜŘ ǿŜō ǎŜǊǾƛŎŜ ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ улΦ ¢ƘŜǊŜŦƻǊŜΣ 
ǿƘŜƴ ǎŜǘǘƛƴƎ ǇƻǊǘ ƳŀǇǇƛƴƎΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ŀǎ ŀ ƴƻƴπŦŀƳƛƭƛŀǊ ǇƻǊǘ όмлнп 
ǘƻ сррорύΣ ǎǳŎƘ ŀǎ ффффΣ ǘƻ ŜƴǎǳǊŜ ƴƻǊƳŀƭ ŀŎŎŜǎǎΦ 

ī LƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭ ǇƻǊǘǎ Ŏŀƴ ōŜ ŘƛŦŦŜǊŜƴǘΦ 

 

Configuration procedure 

 

1. Log in to the web UI of the router. 

2. Set port mapping. 

1) Navigate to More > Virtual Service > Port Mapping. 

2) Enable the Port Mapping function, and click Add. 

²!bм Lt ŀŘŘǊŜǎǎΥ нлнΦмлрΦммΦнн 

 

LƴǘŜǊƴŜǘ 

/ƻǊŜ ǎǿƛǘŎƘ 

LƴǘŜǊƴŜǘ ǳǎŜǊ 

wƻǳǘŜǊ 

[!b ǇƻǊǘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

²Ŝō ǎŜǊǾŜǊ !t /ƻƳǇǳǘŜǊ 

{Ŝǘ ǇƻǊǘ ƳŀǇǇƛƴƎ {Ŝǘ ǘƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǎŜǊǾŜǊ Ƙƻǎǘ 
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3) Configure parameters in the Add window, and click Save. 

ī {Ŝǘ LƴǘŜǊƴŀƭ Lt !ŘŘǊŜǎǎ όǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊύΣ ǿƘƛŎƘ ƛǎ мфнΦмсуΦлΦнрл ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ LƴǘǊŀƴŜǘ tƻǊǘ όǘƘŜ ǇƻǊǘ ǳǎŜŘ ōȅ ǘƘŜ ǿŜō ǎŜǊǾŜǊύΣ ǿƘƛŎƘ ƛǎ фффф ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ 9ȄǘŜǊƴŀƭ tƻǊǘ όǘƘŜ ǇƻǊǘ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ƻǇŜƴǎ ǘƻ ²!b ǳǎŜǊǎύΣ ǿƘƛŎƘ ƛǎ фффф ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ tǊƻǘƻŎƻƭΣ ǿƘƛŎƘ ƛǎ ¢/t ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ LŦ ȅƻǳ ŀǊŜ ƴƻǘ ǎǳǊŜ ŀōƻǳǘ ǘƘŜ ǇǊƻǘƻŎƻƭ ǘȅǇŜ 
ƻŦ ǘƘŜ ǎŜǊǾƛŎŜΣ ¢/tϧ¦5t ƛǎ ǊŜŎƻƳƳŜƴŘŜŘΦ 

ī {Ŝǘ LƴǘŜǊŦŀŎŜ όǘƘŜ ²!b ǇƻǊǘ ǳǎŜŘ ōȅ LƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊύΣ ǿƘƛŎƘ 
ƛǎ ²!bм ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

¢ƘŜ ǇƻǊǘ ƳŀǇǇƛƴƎ ǇƻƭƛŎȅ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

3. Set the fixed IP address assigned to the server host. 

1) Navigate to Network > DHCP Settings > DHCP Reservation, and Click Add. 

2) Set the following rules, and click Save. 

ī {Ŝǘ ¢ŜǊƳƛƴŀƭ bŀƳŜΣ ǿƘƛŎƘ ƛǎ ²Ŝō {ŜǊǾŜǊ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ Lt !ŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΣ ǿƘƛŎƘ ƛǎ мфнΦмсуΦлΦнрл ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

ī {Ŝǘ a!/ !ŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΣ ǿƘƛŎƘ ƛǎ /уΥф/Υ5/ΥслΥрпΥсф ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 
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ī {Ŝǘ wŜƳŀǊƪΣ ǿƘƛŎƘ ƛǎ ²Ŝō {ŜǊǾŜǊ !ŘŘǊŜǎǎ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

ππππ9ƴŘ 

¢ƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ƛǎ ǊŜǎŜǊǾŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Verification 

LƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ ǘƘŜ LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ 

ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΦ LŦ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ǇƻǊǘ ƛǎ ƴƻǘ ǘƘŜ 

ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ 

ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΥ9ȄǘŜǊƴŀƭ ǇƻǊǘΦ 

Lƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƘǘǘǇΥκκнлнΦмлрΦммΦннΥффффΦ 

¸ƻǳ Ŏŀƴ ŦƛƴŘ ǘƘŜ ǊƻǳǘŜǊϥǎ ŎǳǊǊŜƴǘ ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎ ƻƴ ǘƘŜ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ ǇŀƎŜΦ 

LŦ 55b{ ƛǎ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ ²!b ǇƻǊǘΣ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ŀƭǎƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ 

LƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ ŘƻƳŀƛƴ ƴŀƳŜΥ9ȄǘŜǊƴŀƭ ǇƻǊǘΦ 

Tip 

LŦ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǎǘƛƭƭ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ŀŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ŎƻƳǇƭŜǘŜŘΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ƳŜǘƘƻŘǎ ƻƴŜ ōȅ ƻƴŜΥ  

ī 9ƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ƛƴǘŜǊƴŀƭ ǇƻǊǘ ȅƻǳ ŜƴǘŜǊŜŘ ƛǎ ŎƻǊǊŜŎǘΦ 

ī aŀȅōŜ ǘƘŜ ǎȅǎǘŜƳ ŦƛǊŜǿŀƭƭΣ ŀƴǘƛπǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ŀƴŘ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘ ƛƴ ǘƘŜ [!b ǎŜǊǾŜǊ ōƭƻŎƪŜŘ ƛƴǘŜǊƴŜǘ 
ǳǎŜǊ ŀŎŎŜǎǎΦ 5ƛǎŀōƭŜ ǘƘŜǎŜ ǇǊƻƎǊŀƳǎ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦ 
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10.2.8  DNS cache 

¢ƘŜ 5ƻƳŀƛƴ bŀƳŜ {ŜǊǾŜǊ ό5b{ύ ƛǎ ǳǎŜŘ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ōŜǘǿŜŜƴ ŘƻƳŀƛƴ ƴŀƳŜǎ 

ŀƴŘ Lt ŀŘŘǊŜǎǎŜǎ ǎƻ ǘƘŀǘ ŘƻƳŀƛƴ ƴŀƳŜǎ Ŏŀƴ ōŜ ƳŀǇǇŜŘ ǿƛǘƘ ŎƻǊǊŜǎǇƻƴŘƛƴƎ Lt ŀŘŘǊŜǎǎŜǎΦ 

¦ǎŜǊǎ ŀŎŎŜǎǎƛƴƎ ŘƻƳŀƛƴ ƴŀƳŜǎ ŀǊŜ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƳŀǇǇŜŘ Lt ŀŘŘǊŜǎǎŜǎ ǘƘǊƻǳƎƘ 5b{ ŘƻƳŀƛƴ 

ƴŀƳŜ ǇŀǊǎƛƴƎΦ 

¢ƘŜ 5b{ ŎŀŎƘŜ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜǎ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŎŀŎƘŜ 5b{πǊŜǎƻƭǾŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǿŜōǎƛǘŜǎ 

ǾƛǎƛǘŜŘ ōȅ ǳǎŜǊǎΦ ²ƘŜƴ ƻǘƘŜǊ ǳǎŜǊǎ ŀŎŎŜǎǎ ǘƘŜ ǿŜōǎƛǘŜǎΣ ǘƘŜ ǊƻǳǘŜǊ ŘƛǊŜŎǘƭȅ ǳǎŜǎ ǘƘŜ 

ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ ŎŀŎƘŜ ǘƻ ŘƛǊŜŎǘ ǳǎŜǊǎ ǘƻ ǘƘŜ ǿŜōǎƛǘŜǎ ǿƛǘƘƻǳǘ ŀŎŎŜǎǎƛƴƎ ǘƘŜ 5b{ ǎŜǊǾŜǊΦ ¢Ƙƛǎ 

ƛƳǇǊƻǾŜǎ ǘƘŜ ǿŜōǎƛǘŜ ŀŎŎŜǎǎƛƴƎ ǎǇŜŜŘΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±ƛǊǘǳŀƭ {ŜǊǾƛŎŜ Ҕ 5b{ /ŀŎƘŜ ǘƻ 

ŀŎŎŜǎǎ ǘƘŜ ǇŀƎŜΦ ¢ƘŜ 5b{ ŎŀŎƘŜ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ 
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10.3  Maintenance service 

10.3.1  Remote web management 

Overview 

DŜƴŜǊŀƭƭȅΣ ȅƻǳ Ŏŀƴ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻƴƭȅ ǿƘŜƴ ȅƻǳ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ [!b ǇƻǊǘ ƻǊ 

ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ IƻǿŜǾŜǊΣ ǘƘŜ wŜƳƻǘŜ ²Ŝō aŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜǎ 

ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǿŜō ¦L ǊŜƳƻǘŜƭȅ ǘƘǊƻǳƎƘ ǘƘŜ ²!b ǇƻǊǘ ƛƴ ǎǇŜŎƛŀƭ ŎŀǎŜǎ όƭƛƪŜ ǿƘŜƴ ȅƻǳ ƴŜŜŘ 

ǊŜƳƻǘŜ ǘŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘύΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ aŀƛƴǘŜƴŀƴŎŜ {ŜǊǾƛŎŜ Ҕ wŜƳƻǘŜ 

²Ŝō aŀƴŀƎŜƳŜƴǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ ǊŜƳƻǘŜ ǿŜō 

ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ǊŜǎǘǊƛŎǘ ǘƘŜ Ƙƻǎǘǎ ǘƘŀǘ Ŏŀƴ ǊŜƳƻǘŜƭȅ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ƭƻŎŀƭ ǊƻǳǘŜǊΦ 

¢ƘŜ ǊŜƳƻǘŜ ǿŜō ƳŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ 

ǿƘŜƴ ǘƘŜ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Remote Web 
Management 

Used to enable or disable the remote web management function. 

Specified WAN Port 
Specifies the WAN port used when accessing the web UI of the router from the 
internet remotely. When multiple WAN ports are available, you can select any 
one of them. 
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Parameter Description 

Remote IP Address 

Specifies the IP address of the device that can access the web UI of the router 
remotely. 

ī All Addresses: Devices with any IP address on the internet can access 
the web UI of the router. For network security, this option is not 
recommended. 

ī Specified Address: Only devices with specified IP addresses can access 
the web UI of the router. If the device is in the local area network, the IP 
address (public IP address) of the gateway of the device should be filled 
in. 

Remote Management 
Address 

Specifies the domain name used for remote access. This domain name is 
generated by the router, and internet users can access the web UI of the router 
using the domain name when the Remote Web Management function is enabled. 

Example of configuring remote web management 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ 

ŜƴŎƻǳƴǘŜǊŜŘ ŀ ǇǊƻōƭŜƳ ŘǳǊƛƴƎ ƴŜǘǿƻǊƪ ǎŜǘǳǇ ŀƴŘ ƴŜŜŘǎ ǘƘŜ Ltπ/ha ǘŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘ ǘƻ 

ǊŜƳƻǘŜƭȅ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ŘŜǾƛŎŜ ǘƻ ǇŜǊŦƻǊƳ ŀƴŀƭȅǎƛǎ ŀƴŘ ǘǊƻǳōƭŜǎƘƻƻǘƛƴƎΦ 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ wŜƳƻǘŜ ²Ŝō aŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ ǘƻ ƳŜŜǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 
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Configuration procedure 

1. Log in to the Web UI of the router, and navigate to More > Maintenance Service > Remote 

Web Management. 

2. Enable the Remote Web Management function. 

3. Set Specified WAN Port, which is WAN1 in this example. 

4. Set Remote IP Address as Specified Address. And enter the IP address of the computer 

supported by IP-COM technology, which is 202.105.88.77 in this example. 

5. Click Save. 

  

ππππ9ƴŘ 

Verification 

¢ƘŜ Ltπ/ha ǘŜŎƘƴƛŎŀƭ ǎǳǇǇƻǊǘ ǘŜŎƘƴƛŎƛŀƴ Ŏŀƴ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ōȅ ǾƛǎƛǘƛƴƎ 

ƘǘǘǇΥκκŦǾƘƪсƎŀƻΦǿŜōΦƛǇπŎƻƳΦŎƻƳΦŎƴΥулул ƻƴ ǘƘŜ ŎƻƳǇǳǘŜǊ όǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊ ƛǎ 

нлнΦмлрΦууΦттύΦ 
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10.3.2  Security settings 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ aŀƛƴǘŜƴŀƴŎŜ {ŜǊǾƛŎŜ Ҕ {ŜŎǳǊƛǘȅ 

{ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŜƴŀōƭŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ŀǘǘŀŎƪ ŘŜŦŜƴǎŜ 

ŦǳƴŎǘƛƻƴǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ŀŎǘǳŀƭ ƴŜǘǿƻǊƪ ŎƻƴŘƛǘƛƻƴǎΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Block Ping from 
WAN 

Used to enable or disable the block Ping from WAN function. 

With this function enabled, when a WAN host pings the IP address of the WAN port 
on the router, the router automatically ignores the Ping request to prevent itself 
from being exposed and defend against external Ping attacks. 

LAN DDoS Attack 
Defense 

¦ǎŜŘ ǘƻ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ LAN DDoS attack defense function. 

DDoS is abbreviated for Distributed Denial of Service. The DDoS attack allows an 
attacker to exhaust the resources of a system, making the system unable to properly 
provide services. With this function enabled, the router can defend common DDoS 
attacks from the internal network. 

ARP Attack Defense 

Used to enable or disable the ARP attack defense function. 

With this function enabled, the router can identify ARP spoofing in the LAN and 
record the MAC address of the attacker. 

Binary Association 

Used to enable or disable the binary association function. 

With this function enabled, only devices whose IP addresses are bound with MAC 
addresses in the list to access the internet. 
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Parameter Description 

Web Login Protocol 

Specifies the mode to log in to the web UI of the router, including HTTPS and HTTP. 
The default mode is HTTPS. 

ī I¢¢t{Υ IȅǇŜǊ ¢ŜȄǘ ¢ǊŀƴǎŦŜǊ tǊƻǘƻŎƻƭ {ŜŎǳǊŜ όI¢¢t{ύ uses SSL/TLS to 
encrypt data packets based on HTTP and establishes a secure channel, thus 
ensuring the security of the data transmission process. It ensures the 
security of data transmission and the authenticity of the website via HTTPS 
Access. 

ī I¢¢tΥ Hyper Text Transfer Protocol (HTTP) is a specification for 
communication between browsers and servers. 

Login Timeout 
Interval 

Used to set the login timeout interval. After logging in to the web UI of the router, 
you will be automatically logged out when no operation is performed within the 
defined time period. 

10.3.3  Cloud maintenance 

Overview 

Tip 

¢ƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ Ƴŀȅ ōŜ ǳƴŀǾŀƛƭŀōƭŜ ŦƻǊ ǎƻƳŜ ǾŜǊǎƛƻƴǎΦ tƭŜŀǎŜ ǊŜŦŜǊ ǘƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘΦ 

¢ƘŜ tǊƻCƛ ŎƭƻǳŘ ǇƭŀǘŦƻǊƳ ƛǎ ŀ ŎƭƻǳŘ ǇƭŀǘŦƻǊƳ ŜǎǘŀōƭƛǎƘŜŘ ōȅ Ltπ/haΣ ǇǊƻǾƛŘƛƴƎ ŎŜƴǘǊŀƭ 

ƳŀƴŀƎŜƳŜƴǘ ŦƻǊ Ltπ/ha ŘŜǾƛŎŜǎ ǘƘŀǘ ǎǳǇǇƻǊǘ ŎƭƻǳŘ ƳŀƴŀƎŜƳŜƴǘΦ 

²ƛǘƘ ǘƘƛǎ ǊƻǳǘŜǊ ƳŀƴŀƎŜŘ ōȅ ǘƘŜ tǊƻCƛ ŎƭƻǳŘ ǇƭŀǘŦƻǊƳΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ŀƴŘ ŎƘŜŎƪ ǘƘŜ 

ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻƴ ǘƘŜ tǊƻCƛ ŎƭƻǳŘ ǇƭŀǘŦƻǊƳΦ ¸ƻǳ Ŏŀƴ ŀƭǎƻ ŎƻƴŦƛƎǳǊŜ ŀƴŘ ŎƘŜŎƪ ǘƘŜǎŜ 

ǇŀǊŀƳŜǘŜǊǎ ƻƴ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ aŀƛƴǘŜƴŀƴŎŜ {ŜǊǾƛŎŜ Ҕ /ƭƻǳŘ 

aŀƛƴǘŜƴŀƴŎŜ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ /ƭƻǳŘ aŀƛƴǘŜƴŀƴŎŜ 

ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

¢ƘŜ /ƭƻǳŘ aŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ 

ǘƘŜ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Cloud Maintenance Used to enable or disable the cloud maintenance function. 

Management Mode 

Specifies the management mode of cloud maintenance. 

ī Cloud Hosting: It is applicable to unified managed projects that are 
maintained on the IP-COM ProFi cloud platform (ProFi Cloud web UI or 
ProFi App). The router can be managed by the IP-COM ProFi cloud 
platform and the configuration information of relevant functions is 
delivered by the ProFi cloud platform. When logging in to the web UI of 
the router locally, you can also configure the functions. 

ī Local Hosting: It is applicable for scenarios where the project is centrally 
managed and viewed. The router can be managed on the IP-COM ProFi 
cloud platform, but all function configurations need to be set on the web 
UI of the router. 

Unique Cloud Code 
Specifies the ProFi cloud platform account associated with the device. You can 
obtain it from the IP-COM ProFi cloud platform (https://imsen.ip-com.com.cn) or 
the IP-COM ProFi App. 

Device Info Report 

Used to enable or disable the device info report function. 

If the Device Info Report function is enabled, the router can be managed by the 
ProFi cloud platform. The configuration information of the router will be reported to 
the cloud platform. 

https://imsen.ip-com.com.cn/
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Example of configuring cloud maintenance on ProFi Cloud platform 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪ ŀƴŘ Ƙŀǎ ǎǳŎŎŜǎǎŦǳƭƭȅ ŎƻƴƴŜŎǘŜŘ ǘƻ 

ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ƳŀƴŀƎƛƴƎ ǘƘŜ ǊƻǳǘŜǊ ǊŜƳƻǘŜƭȅ ŀƴŘ ŘŜƭƛǾŜǊƛƴƎ ǊŜƭŀǘŜŘ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ /ƭƻǳŘ aŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ tǊƻCƛ /ƭƻǳŘ ǇƭŀǘŦƻǊƳ ǘƻ ƳŜŜǘ 

ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

 

Configuration procedure 

Tip 

ī .ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ 
ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

ī ¢ƘŜ ǎȅǎǘŜƳ ǾŜǊǎƛƻƴ ±мΦрΦс ƻŦ ǘƘŜ tǊƻCƛ ŎƭƻǳŘ ƳŀƴŀƎŜƳŜƴǘ ƛǎ ǳǎŜŘ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ ¢ƘŜ ŀŎǘǳŀƭ ƻǇŜǊŀǘƛƻƴ 
ŀƴŘ ¦L ƛƴǘŜǊŦŀŎŜ ƻŦ ǘƘŜ ǎȅǎǘŜƳ ǾŜǊǎƛƻƴ ǇǊŜǾŀƛƭΦ 

1. Log in to the IP-COM ProFi Cloud platform and obtain unique cloud code. 

1) On a computer that has connected to the Internet, start a web browser, visit 
https://imsen.ip-com.com.cn, and log in to the IP-COM ProFi cloud platform. 

wƻǳǘŜǊ 

/ƭƛŜƴǘǎ ŎƻƴƴŜŎǘŜŘ ǘƻ 
ǘƘŜ ƛƴǘŜǊƴŜǘ 

[!b 

/ƻǊŜ ǎǿƛǘŎƘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

LƴǘŜǊƴŜǘ 

²!b ǇƻǊǘ 

[!b ǇƻǊǘ 

https://imsen.ip-com.com.cn/
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2) Click Add at the upper right corner and select Unique Cloud Code. 

 

3) Click Copy to copy the Unique Cloud Code. 

 

2. Enable the cloud maintenance function for the router. 

1) Log in to the web UI of the router, and navigate to More > Maintenance Service > Cloud 
Maintenance. 

2) Set Cloud Maintenance to Enable, and set Management Mode as required (Cloud Hosting 
for example here). 

3) Enter the Unique Cloud Code and set Device Info Report to Enable. Confirm the prompt 
information (if it pops up) and click OK. Then click Save. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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3. Add a project on the ProFi Cloud platform and add the router to the project. 

1) Log in to the ProFi cloud platform. Click Add in the upper right corner and select Device-
joining Alert. 

2) Select the router to be added to the project and click Add Device to Project. The following 
figure is for reference only. 

 

3) Select the project to which you want to add the router. The following figure is for 
reference only. 

ī LŦ ǘƘŜ ǇǊƻƧŜŎǘ Ƙŀǎ ŀƭǊŜŀŘȅ ōŜŜƴ ŎǊŜŀǘŜŘΣ ǎŜƭŜŎǘ 9ȄƛǎǘƛƴƎ tǊƻƧŜŎǘΣ ǎŜƭŜŎǘ ǘƘŜ 
ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǇǊƻƧŜŎǘ ƛƴ ǘƘŜ tǊƻƧŜŎǘ bŀƳŜ ŘǊƻǇπŘƻǿƴ ƳŜƴǳΣ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ /ƻƴŦƛǊƳΦ 
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ī LŦ ȅƻǳ ǿŀƴǘ ǘƻ ŎǊŜŀǘŜ ŀ ƴŜǿ ǇǊƻƧŜŎǘΣ ǎŜƭŜŎǘ !ŘŘ tǊƻƧŜŎǘΣ ǎŜǘ ǘƘŜ tǊƻƧŜŎǘ bŀƳŜΣ tǊƻƧŜŎǘ 
{ŎŜƴŀǊƛƻ ŀƴŘ tǊƻƧŜŎǘ [ƻŎŀǘƛƻƴΣ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ /ƻƴŦƛǊƳΦ 

 

Added successfully. You can enter the Project page to view details. The following figure is for 
reference only. 

 

πππ9ƴŘ 

Verification 

!ŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ŎƻƳǇƭŜǘŜŘΣ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ ōŜ ƳŀƴŀƎŜŘ ǘƘǊƻǳƎƘ ǘƘŜ tǊƻCƛ /ƭƻǳŘ 
ǇƭŀǘŦƻǊƳΣ ŀƴŘ ŀƭƭ ƛǘǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŘŜƭƛǾŜǊŜŘ ōȅ ǘƘŜ tǊƻCƛ /ƭƻǳŘ ǇƭŀǘŦƻǊƳΦ 

  



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Example of configuring cloud maintenance on ProFi App 

Networking requirements 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪ ŀƴŘ Ƙŀǎ ǎǳŎŎŜǎǎŦǳƭƭȅ ŎƻƴƴŜŎǘŜŘ ǘƻ 

ǘƘŜ LƴǘŜǊƴŜǘΦ ¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ƳŀƴŀƎƛƴƎ ǘƘŜ ǊƻǳǘŜǊ ǊŜƳƻǘŜƭȅ ŀƴŘ ŘŜƭƛǾŜǊƛƴƎ ǊŜƭŀǘŜŘ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΦ 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ /ƭƻǳŘ aŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ tǊƻCƛ !ǇǇ ǘƻ ƳŜŜǘ ǘƘŜ 

ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

 

wƻǳǘŜǊ 

Lƴǎǘŀƭƭ tǊƻCƛ !ǇǇ 

[!b 

²!b ǇƻǊǘ 

[!b ǇƻǊǘ 

/ƻǊŜ ǎǿƛǘŎƘ 

LƴǘŜǊƴŜǘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 
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Configuration procedure (method 1) 

Tip 

.ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
LƴǘŜǊƴŜǘΦ 

1. Add a project on the ProFi App. (Skip if performed) 

2. Add the router to the project. 

ƻ̧ǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ IŜƭǇ 5ƻŎǳƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ tǊƻCƛ !ǇǇ ƻƴ ǘƘŜ IŜƭǇ /ŜƴǘŜǊ ǇŀƎŜ ƻŦ ǘƘŜ tǊƻCƛ 

!ǇǇ ŦƻǊ ǎǇŜŎƛŦƛŎ ƳŜǘƘƻŘǎΦ 

Configuration procedure (method 2) 

Tip 

.ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ ŎƭƻǳŘ ƳŀƛƴǘŜƴŀƴŎŜ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
LƴǘŜǊƴŜǘΦ 

1. Scan the QR code to download the ProFi App. 

         

2. Log in to the ProFi App and obtain Unique Cloud Code. 

3. Enable the cloud maintenance function for the router. 

1) Log in to the web UI of the router, and navigate to More > Maintenance Service > Cloud 
Maintenance. 

2) Enable the Cloud Maintenance function, and set Management Mode as required (Cloud 
Hosting for example here). 

3) Enter the Unique Cloud Code and set Device Info Report to Enable. Confirm the prompt 
information (if it pops up) and click OK. Then click Save. 

{Ŏŀƴ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜ tǊƻCƛ !ǇǇ tǊƻCƛ !ǇǇ 
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4. Add a project on the ProFi App. (Skip if performed) 

5. Add the router to the project. 

¸ƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ IŜƭǇ 5ƻŎǳƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ tǊƻCƛ !ǇǇ ƻƴ ǘƘŜ IŜƭǇ /ŜƴǘŜǊ ǇŀƎŜ ƻŦ ǘƘŜ tǊƻCƛ 

!ǇǇ ŦƻǊ ǎǇŜŎƛŦƛŎ ƳŜǘƘƻŘǎΦ 

πππ9ƴŘ 

Verification 

!ŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ŎƻƳǇƭŜǘŜŘΣ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ ōŜ ƳŀƴŀƎŜŘ ǘƘǊƻǳƎƘ ǘƘŜ tǊƻCƛ !ǇǇΣ ŀƴŘ ŀƭƭ 
ƛǘǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŘŜƭƛǾŜǊŜŘ ōȅ ǘƘŜ ŎƭƻǳŘ ǇƭŀǘŦƻǊƳΦ 

10.3.4  Remote debugging 

Overview 

¢Ƙƛǎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ōŜ ǳǎŜŘ ŦƻǊ ǊŜƳƻǘŜ ƴŜǘǿƻǊƪ ŘŜōǳƎƎƛƴƎ ōȅ ǇǊƻŦŜǎǎƛƻƴŀƭ ŜƴƎƛƴŜŜǊǎΦ !ŦǘŜǊ 

ŜƴŀōƭƛƴƎ ǘƘƛǎ ŦǳƴŎǘƛƻƴΣ ǇǊƻŦŜǎǎƛƻƴŀƭ ŜƴƎƛƴŜŜǊǎ Ŏŀƴ ǊŜƳƻǘŜƭȅ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǊƻǳǘŜǊ ǘƘǊƻǳƎƘ 

{ŜŎǳǊŜ {ƘŜƭƭ ό{{Iύ ŀƴŘ ǇŜǊŦƻǊƳ ǊŜƳƻǘŜ ŘŜōǳƎƎƛƴƎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ aŀƛƴǘŜƴŀƴŎŜ {ŜǊǾƛŎŜ Ҕ wŜƳƻǘŜ 

5ŜōǳƎƎƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘƛǎ ǇŀƎŜΦ hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǊŜƳƻǘŜ ŘŜōǳƎƎƛƴƎ ŦǳƴŎǘƛƻƴΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ ǘƘŜ ŦǳƴŎǘƛƻƴ ƛǎ 

ŜƴŀōƭŜŘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Remote Debugging Used to enable or disable the remote debugging function. 

Device Public Key 
Specifies the RSA public key of the device. The device's public key has been preset in 
the authorization list in the default server. If the default server is not used, you need 
to add the device public key on the customized server. 

Server IP Address 
Specifies the IP address of the external server, which must be a public IP address. 
When it is left blank, the default server is used. 

Server Port 
Specifies the service port of the external server. When it is left blank, the default 
server port is used. 

Remote Debugging 
Address 

Specifies the address for remotely accessing this device using SSH. 

Status Specifies the connection status between this device and the server. 

Remotely connect to the router using an SSH tool 

9ƴŀōƭŜ ǘƘŜ ǊŜƳƻǘŜ ŘŜōǳƎƎƛƴƎ ŦǳƴŎǘƛƻƴ 

1. Log in to the web UI of the router. 

2. Navigate to More > Maintenance Service > Remote Debugging. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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3. Enable the Remote Debugging function. Retain default settings for other parameters and click 

Save. 

 

²ŀƛǘ ŦƻǊ ŀ ƳƻƳŜƴǘΦ ²ƘŜƴ {ǘŀǘǳǎ ƛǎ ŘƛǎǇƭŀȅŜŘ ŀǎ /ƻƴƴŜŎǘŜŘΣ ȅƻǳ Ŏŀƴ ǊŜƳƻǘŜƭȅ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ 

ǊƻǳǘŜǊ ōȅ ŜƴǘŜǊƛƴƎ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ {{I ǘƻƻƭΦ 
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Remotely connect to the router using an SSH tool 

1. Run an SSH client tool (PuTTY used for example here) on a computer connected to the 

network. 

2. Set Connection Type to SSH. 

3. Set Host Name (or IP address) to the remote debugging address and port to be accessed. 

The following figure shows an example. 

4. Click Open. 

 

ππππ9ƴŘ 

LŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛǎ ŘƛǎǇƭŀȅŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 
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10.4  VPN 

10.4.1  Overview 

±ƛǊǘǳŀƭ tǊƛǾŀǘŜ bŜǘǿƻǊƪ ό±tbύ ƛǎ ŀ ǎǇŜŎƛŀƭ ƴŜǘǿƻǊƪ ǎŜǘ ǳǇ ƻƴ ǘƘŜ ǇǳōƭƛŎ ƴŜǘǿƻǊƪ όƎŜƴŜǊŀƭƭȅ ǘƘŜ 

ƛƴǘŜǊƴŜǘύΦ Lǘ ŜȄƛǎǘǎ ƻƴƭȅ ƭƻƎƛŎŀƭƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴȅ ǇƘȅǎƛŎŀƭ ƭƛƴŜǎΦ ¢ƘŜ ±tb ǘŜŎƘƴƻƭƻƎȅ ƛǎ 

ǿƛŘŜƭȅ ǳǎŜŘ ƛƴ ŜƴǘŜǊǇǊƛǎŜ ƴŜǘǿƻǊƪǎ ŀƴŘ ƛǎ ǳǎŜŘ ǘƻ ŀŎƘƛŜǾŜ ǊŜǎƻǳǊŎŜ ǎƘŀǊƛƴƎ ōŜǘǿŜŜƴ ŀ 

ǎǳōǎƛŘƛŀǊȅ ŀƴŘ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎΣ ŀƴŘ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΣ ǇǊƻǘŜŎǘǎ ǘƘŜǎŜ ǊŜǎƻǳǊŎŜǎ ŦǊƻƳ ōŜƛƴƎ 

ŜȄǇƻǎŜŘ ǘƻ ƻǘƘŜǊ ǳǎŜǊǎ ƻƴ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƘŜ ǘȅǇƛŎŀƭ ƴŜǘǿƻǊƪ ǘƻǇƻƭƻƎȅ ƻŦ ±tb ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

 

¢Ƙƛǎ ǊƻǳǘŜǊ ǎǳǇǇƻǊǘǎ tƻƛƴǘ ǘƻ tƻƛƴǘ ¢ǳƴƴŜƭƛƴƎ tǊƻǘƻŎƻƭ όtt¢tύ ǎŜǊǾŜǊΣ [ŀȅŜǊ н ¢ǳƴƴŜƭƛƴƎ tǊƻǘƻŎƻƭ 

ό[н¢tύ ǎŜǊǾŜǊ ŀƴŘ Lt {ŜŎǳǊƛǘȅ όLt{ŜŎύΦ 

Â [ŀȅŜǊπн ±tb ŎƘŀƴƴŜƭ ǇǊƻǘƻŎƻƭΥ tt¢tΣ [н¢t 

[ŀȅŜǊπн ±tb ŎƘŀƴƴŜƭ ǇǊƻǘƻŎƻƭ ƛǎ ǳǎŜŘ ǘƻ ǘǊŀƴǎƳƛǘ [ŀȅŜǊπн όŘŀǘŀ ƭƛƴƪ ƭŀȅŜǊύ ƴŜǘǿƻǊƪ ǇǊƻǘƻŎƻƭΣ 

ǿƘŜǊŜ ŦǊŀƳŜǎ ŀǘ ǘƘŜ Řŀǘŀ ƭƛƴƪ ƭŀȅŜǊ ŀǊŜ ǘǊŀƴǎƳƛǘǘŜŘ ƛƴ ǘƘŜ ǘǳƴƴŜƭΦ 

tt¢t ŜƴŎŀǇǎǳƭŀǘŜǎ tƻƛƴǘ ǘƻ tƻƛƴǘ tǊƻǘƻŎƻƭ όtttύ ŦǊŀƳŜǎ ƛƴǘƻ Lt Řŀǘŀ ǇŀŎƪŜǘǎ ŀƴŘ ǘǊŀƴǎƳƛǘǎ Řŀǘŀ 

ƻǾŜǊ ǘƘŜ ƛƴǘŜǊƴŜǘΦ [н¢t ŜƴŎŀǇǎǳƭŀǘŜǎ ttt ŦǊŀƳŜǎ ƛƴǘƻ ŘƛŦŦŜǊŜƴǘ Řŀǘŀ ǇŀŎƪŜǘǎ ŦƻǊ ǘǊŀƴǎƳƛǎǎƛƻƴ 

ŀŎŎƻǊŘƛƴƎ ǘƻ ŘƛŦŦŜǊŜƴǘ ƴŜǘǿƻǊƪ ǘȅǇŜǎΦ 

Â [ŀȅŜǊπо ±tb ŎƘŀƴƴŜƭ ǇǊƻǘƻŎƻƭΥ Lt{ŜŎ 

[ŀȅŜǊπо ±tb ŎƘŀƴƴŜƭ ǇǊƻǘƻŎƻƭ ƛǎ ǳǎŜŘ ǘƻ ǘǊŀƴǎƳƛǘ [ŀȅŜǊπо όƴŜǘǿƻǊƪ ƭŀȅŜǊύ ƴŜǘǿƻǊƪ ǇǊƻǘƻŎƻƭΣ 

ǿƘŜǊŜ ƎǊƻǳǇǎ ŀǘ ǘƘŜ ƴŜǘǿƻǊƪ ƭŀȅŜǊ ŀǊŜ ǘǊŀƴǎƳƛǘǘŜŘ ƛƴ ǘƘŜ ǘǳƴƴŜƭΦ 

Lt{ŜŎ ŜƴŎŀǇǎǳƭŀǘŜǎ Řŀǘŀ ƛƴ ŀ ǘǳƴƴŜƭƛƴƎ ǇǊƻǘƻŎƻƭ ŀƴŘ ǊŜƭƛŜǎ ƻƴ ǘƘŜ ǘƘƛǊŘ ƭŀȅŜǊ ǘƻ ǘǊŀƴǎƳƛǘ ǘƘŜ 

ƴŜǘǿƻǊƪǎ ƻƴƭȅ ŦƻǊ ¢/tκLtΦ 

/ƻƳǇŀǊŜŘ ǿƛǘƘ ǘƘŜ [ŀȅŜǊπн ±tb ŎƘŀƴƴŜƭ ǇǊƻǘƻŎƻƭΣ ǘƘŜ [ŀȅŜǊπо ±tb ŎƘŀƴƴŜƭ ǇǊƻǘƻŎƻƭ Ƙŀǎ ōŜǘǘŜǊ 

ǎŜŎǳǊƛǘȅ ŀƴŘ ǊŜƭƛŀōƛƭƛǘȅΦ ¢ƘŜ ǎŜŎƻƴŘπƭŀȅŜǊ ǘǳƴƴŜƭ ƛǎ ƎŜƴŜǊŀƭƭȅ ǘŜǊƳƛƴŀǘŜŘ ƻƴ ǘƘŜ ǳǎŜǊπǎƛŘŜ ŘŜǾƛŎŜΣ 

ǿƘƛŎƘ Ƙŀǎ ƘƛƎƘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ŀƴŘ ŦƛǊŜǿŀƭƭ ǘŜŎƘƴƻƭƻƎȅΦ ²ƘƛƭŜ ǘƘŜ 

ǘƘƛǊŘπƭŀȅŜǊ ǘǳƴƴŜƭ ƛǎ ƎŜƴŜǊŀƭƭȅ ǘŜǊƳƛƴŀǘŜŘ ŀǘ ǘƘŜ LƴǘŜǊƴŜǘ {ŜǊǾƛŎŜ tǊƻǾƛŘŜǊ όL{tύ ƎŀǘŜǿŀȅΣ ǿƘƛŎƘ 

ŘƻŜǎ ƴƻǘ ƘŀǾŜ ƘƛƎƘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ ŎƭƛŜƴǘΦ 

{ǳōǎƛŘƛŀǊȅ ǎǘŀŦŦ 

{ǳōǎƛŘƛŀǊȅ IŜŀŘǉǳŀǊǘŜǊǎ 

LƴǘŜǊƴŀƭ 
ǎŜǊǾŜǊ 

wƻǳǘŜǊ 
±tb ǎŜǊǾŜǊ 

¢Ƙƛǎ ǊƻǳǘŜǊ 
±tb ŎƭƛŜƴǘ 

±tb ǘǳƴƴŜƭ 

LƴǘŜǊƴŜǘ 

[!b ²!b ²!b [!b 
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10.4.2  PPTP/L2TP 

Overview 

Â tt¢t ǇǊƻǘƻŎƻƭ 

tt¢t ƛǎ ŀ ƭŀȅŜǊ н ǘǳƴƴŜƭƛƴƎ ǘŜŎƘƴƻƭƻƎȅ ōŀǎŜŘ ƻƴ ǘƘŜ tttΣ ǿƘƛŎƘ ǎǳǇǇƻǊǘǎ ƻƴπŘŜƳŀƴŘ ŀƴŘ Ƴǳƭǘƛπ

ǇǊƻǘƻŎƻƭ ±tbΦ tt¢t ŜƴŀōƭŜǎ ǎŜŎǳǊŜ ǊŜƳƻǘŜ ŀŎŎŜǎǎ ŎƻƴƴŜŎǘƛƻƴǎ ōȅ ŎǊŜŀǘƛƴƎ ŀ ±tb ŀŎǊƻǎǎ 

¢/tκLtπōŀǎŜŘ Řŀǘŀ ƴŜǘǿƻǊƪǎΦ 

¢ƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ tt¢t ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ /ƭƛŜƴǘκ{ŜǊǾŜǊ ό/κ{ύ ƳƻŘŜƭΣ ŀƴŘ ŀ tt¢t ǘǳƴƴŜƭ ƛǎ 

ŜǎǘŀōƭƛǎƘŜŘ ōŜǘǿŜŜƴ ǘƘŜ ŎƭƛŜƴǘ ŀƴŘ ǘƘŜ ǎŜǊǾŜǊΦ ¢ƘŜ ŎƭƛŜƴǘ ǳǎŜǎ ǘƘŜ ŀŎŎƻǳƴǘ ƛƴŦƻǊƳŀǘƛƻƴ 

ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ǎŜǊǾŜǊ ǘƻ Řƛŀƭ ǳǇ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǎŜǊǾŜǊΦ ¢ƘŜ ǎŜǊǾŜǊ ƭƛǎǘŜƴǎ ŦƻǊ ǎŜǊǾƛŎŜǎ ƻƴ ¢/t 

ǇƻǊǘ мтно ōȅ ŘŜŦŀǳƭǘ ǘƻ ǊŜŀƭƛȊŜ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ōŜǘǿŜŜƴ ǘƘŜ ǘǿƻ ǇŀǊǘƛŜǎΦ 

¢ƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƻŦ tt¢t ƴŜŜŘǎ ǘƻ ŜǎǘŀōƭƛǎƘ ǘǿƻ ŎƻƴƴŜŎǘƛƻƴǎΣ ƴŀƳŜƭȅ /ƻƴǘǊƻƭ /ƻƴƴŜŎǘƛƻƴ 

ŀƴŘ 5ŀǘŀ /ƻƴƴŜŎǘƛƻƴΦ ¢ƘŜ ŎƻƴǘǊƻƭ ŎƻƴƴŜŎǘƛƻƴ ǳǎŜǎ ¢/t ŀǎ ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ ǇǊƻǘƻŎƻƭΣ ǿƘƛŎƘ ƛǎ 

ǳǎŜŘ ŦƻǊ Ŏŀƭƭ ŎƻƴǘǊƻƭ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘΣ ŀƴŘ ƛǎ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ŜǎǘŀōƭƛǎƘƛƴƎΣ ƳŀƛƴǘŀƛƴƛƴƎ ŀƴŘ 

ŘƛǎƳŀƴǘƭƛƴƎ ǘƘŜ Řŀǘŀ ǘǳƴƴŜƭ ōŜǘǿŜŜƴ ǘƘŜ ŎƭƛŜƴǘ ŀƴŘ ǘƘŜ ǎŜǊǾŜǊΦ ¢ƘŜ Řŀǘŀ ŎƻƴƴŜŎǘƛƻƴ ǳǎŜǎ ǘƘŜ 

ttt ǇǊƻǘƻŎƻƭ ǘƻ ŜƴŎŀǇǎǳƭŀǘŜ ǘƘŜ ƻǊƛƎƛƴŀƭ ǇŀŎƪŜǘǎ ŀƴŘ ǳǎŜǎ ǘƘŜ ŜƴƘŀƴŎŜŘ DŜƴŜǊƛŎ wƻǳǘƛƴƎ 

9ƴŎŀǇǎǳƭŀǘƛƻƴ όDw9ύ ǇǊƻǘƻŎƻƭ ŀǎ ŀ ǘǳƴƴŜƭƛƴƎ ǇǊƻǘƻŎƻƭΣ ŀƴŘ ŀŘŘǎ ƴŜǿ Lt ƘŜŀŘŜǊǎ ŦƻǊ Řŀǘŀ ǊƻǳǘƛƴƎ 

ƻƴ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Lƴ ǘŜǊƳǎ ƻŦ ǎŜŎǳǊƛǘȅΣ tt¢t ǳǎŜǎ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƳŜŎƘŀƴƛǎƳ ǇǊƻǾƛŘŜŘ ōȅ tttΣ ŀƴŘ ǎǳǇǇƻǊǘǎ 

tŀǎǎǿƻǊŘ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǊƻǘƻŎƻƭ όt!tύΣ /ƘŀƭƭŜƴƎŜ IŀƴŘǎƘŀƪŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǊƻǘƻŎƻƭ ό/I!tύΣ 

aƛŎǊƻǎƻŦǘ /ƘŀƭƭŜƴƎŜ IŀƴŘǎƘŀƪŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ tǊƻǘƻŎƻƭ όa{π/I!tύ ŀƴŘ ƻǘƘŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ 

ƳŜǘƘƻŘǎΦ aƛŎǊƻǎƻŦǘ tƻƛƴǘπǘƻπtƻƛƴǘ 9ƴŎǊȅǇǘƛƻƴ όatt9ύ ǇǊƻǘƻŎƻƭ Ŏŀƴ ōŜ ǎŜƭŜŎǘŜŘ ŦƻǊ ŜƴŎǊȅǇǘƛƻƴΦ 

att9 ŜƴŎǊȅǇǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ ǎǳǇǇƻǊǘǎ ŜƴŎǊȅǇǘƛƻƴ ǿƛǘƘ ǘƘǊŜŜ ƭŜƴƎǘƘǎ ƻŦ плΣ рс ŀƴŘ мну ōƛǘǎΣ 

ŀƴŘ ƛǘǎ ǎŜŎǳǊƛǘȅ ƛǎ ƎŜƴŜǊŀƭƭȅ ŎƻƴǎƛŘŜǊŜŘ ǘƻ ōŜ ǊŜƭŀǘƛǾŜƭȅ ǿŜŀƪΦ ¢ƘŜǊŜŦƻǊŜΣ ƛŦ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ 

ǘǊŀƴǎƳƛǎǎƛƻƴ ƛǎ ƛƴǾƻƭǾŜŘΣ tt¢t ±tb ƛǎ ƎŜƴŜǊŀƭƭȅ ƴƻǘ ǊŜŎƻƳƳŜƴŘŜŘΦ 

Â [н¢t ǇǊƻǘƻŎƻƭ 

[н¢t ƛǎ ŀ [ŀȅŜǊ н ±tb ǘǳƴƴŜƭƛƴƎ ǇǊƻǘƻŎƻƭΦ ¢ƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ [н¢t ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ 

/ƭƛŜƴǘκ{ŜǊǾŜǊ ό/κ{ύ ƳƻŘŜƭΣ ŀƴŘ ŀƴ [н¢t ǘǳƴƴŜƭ ƛǎ ŜǎǘŀōƭƛǎƘŜŘ ōŜǘǿŜŜƴ ǘƘŜ ŎƭƛŜƴǘ ŀƴŘ ǘƘŜ ǎŜǊǾŜǊΦ 

¢ƘŜ ŎƭƛŜƴǘ ŎƘƻƻǎŜǎ ŀƴ ƛŘƭŜ ǇƻǊǘ ǘƻ ǎŜƴŘ ǘƘŜ ƳŜǎǎŀƎŜ ǘƻ ǘƘŜ ¦5t ǇƻǊǘ мтлм ƻŦ ǘƘŜ ǎŜǊǾŜǊΦ !ŦǘŜǊ 

ǘƘŜ ǎŜǊǾŜǊ ǊŜŎŜƛǾŜǎ ǘƘŜ ƳŜǎǎŀƎŜΣ ƛǘ ŀƭǎƻ ŎƘƻƻǎŜǎ ŀƴ ƛŘƭŜ ǇƻǊǘ ǘƻ ǎŜƴŘ ǘƘŜ ƳŜǎǎŀƎŜ ōŀŎƪ ǘƻ ǘƘŜ 

ŎƭƛŜƴǘΦ ¢ƘŜ ǇƻǊǘ ǎŜƭŜŎǘƛƻƴ ƻŦ ōƻǘƘ ǇŀǊǘƛŜǎ ǊŜƳŀƛƴǎ ǳƴŎƘŀƴƎŜŘ ŘǳǊƛƴƎ ǘƘŜ ǘƛƳŜ ǘƘŀǘ ǘƘŜ ǘǳƴƴŜƭ ƛǎ 

ŎƻƴƴŜŎǘŜŘΦ 

¢ƘŜ [н¢t ǇǊƻǘƻŎƻƭ ŘƻŜǎ ƴƻǘ ǇǊƻǾƛŘŜ ŎƻƴƴŜŎǘƛƻƴ ǎŜŎǳǊƛǘȅΣ ōǳǘ ƛǘ Ŏŀƴ ǊŜƭȅ ƻƴ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ 

ǇǊƻǾƛŘŜŘ ōȅ ttt όǎǳŎƘ ŀǎ /I!t ŀƴŘ t!tύΣ ǿƘƛŎƘ ƳŜŀƴǎ [н¢t Ƙŀǎ ŀƭƭ ǘƘŜ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜǎ ǘƘŀǘ 

ttt ƘŀǎΦ [н¢t Ŏŀƴ ōŜ ŎƻƳōƛƴŜŘ ǿƛǘƘ Lt{ŜŎ ǘƻ ŀŎƘƛŜǾŜ Řŀǘŀ ǎŜŎǳǊƛǘȅΣ ǿƘƛŎƘ ƳŀƪŜǎ ǘƘŜ Řŀǘŀ 

ǘǊŀƴǎƳƛǘǘŜŘ ǘƘǊƻǳƎƘ [н¢t ƳƻǊŜ ŘƛŦŦƛŎǳƭǘ ǘƻ ŀǘǘŀŎƪΦ [н¢t Ŏŀƴ ŀƭǎƻ ǳǎŜ ǘǳƴƴŜƭ ŜƴŎǊȅǇǘƛƻƴ 

ǘŜŎƘƴƻƭƻƎȅΣ ŜƴŘπǘƻπŜƴŘ Řŀǘŀ ŜƴŎǊȅǇǘƛƻƴ ƻǊ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ Řŀǘŀ ŜƴŎǊȅǇǘƛƻƴ ŀƴŘ ƻǘƘŜǊ 

ǎŎƘŜƳŜǎ ƻƴ ǘƻǇ ƻŦ [н¢t ǘƻ ƛƳǇǊƻǾŜ Řŀǘŀ ǎŜŎǳǊƛǘȅ ŀŎŎƻǊŘƛƴƎ ǘƻ ǎǇŜŎƛŦƛŎ ƴŜǘǿƻǊƪ ǎŜŎǳǊƛǘȅ 

ǊŜǉǳƛǊŜƳŜƴǘǎΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Configure PPTP or L2TP server 

¢ƘŜ ǊƻǳǘŜǊ ǿƻǊƪǎ ŀǎ ŀ tt¢t ƻǊ [н¢t ǎŜǊǾŜǊ ŀƴŘ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ tt¢t ƻǊ [н¢t ŎƭƛŜƴǘǎΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±tb {ŜǊǾƛŎŜ Ҕ ±tb {ŜǊǾŜǊ ǘƻ ŜƴǘŜǊ 

ǘƘŜ ǇŀƎŜΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ {ŀǾŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Server Name Specifies the name of the VPN server. 

VPN Type 

Specifies the VPN server type of the router, including PPTP and L2TP. Both PPTP and 
L2TP are Layer 2 VPN tunneling protocols, use Point-to-Point Protocol (PPP) for data 
encapsulation, and add additional headers to the data. 

ī PPTP: The router works as a PPTP server and can connect to PPTP clients. 

ī L2TP: The router works as a L2TP server and can connect to L2TP clients. 

Ingress and Egress 
Specifies the WAN port used for the connection between the VPN server and VPN 
client. The IP address or domain name of the WAN port is the Server IP 
Address/Domain Name of the VPN client. 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

Encryption 

ī PPTP: Specifies whether to enable the 128-bit data encryption. The 
encryption settings of PPTP server and PPTP client must be consistent. 
Otherwise, communications cannot be conducted normally. 

ī L2TP: Specifies whether to encrypt data packets by enabling the IPSec. The 
encryption settings of L2TP server and L2TP client must be consistent. 
Otherwise, communications cannot be conducted normally. 

Pre-shared Key 

Specifies the pre-shared key of the L2TP server and the L2TP client. When the L2TP 
tunnel uses IPSec for encryption, both the L2TP client and the L2TP server use this 
pre-shared key to authenticate each other. The pre-shared key of the L2TP client 
and the L2TP server should be the same. 

Client Address Pool 
Specifies the IP address range within which the VPN server can assign IP addresses 
to VPN clients. 

Status 
Specifies the current status of the VPN server policy, including Enabled and 
Disabled. 

Configure user management 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±tb {ŜǊǾƛŎŜ Ҕ ¦ǎŜǊ aŀƴŀƎŜƳŜƴǘ ǘƻ 

ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ tt¢t ƻǊ [н¢t ǳǎŜǊ ŀŎŎƻǳƴǘǎΦ ²ƘŜƴ ǘƘŜ tt¢t ƻǊ [н¢t ǎŜǊǾŜǊ ƛǎ 

ŜƴŀōƭŜŘΣ ±tb ǳǎŜǊǎ ƴŜŜŘ ǘƻ ǳǎŜ ŀŎŎƻǳƴǘǎ ǘƻ Řƛŀƭ ǳǇ ǘƘŜ ±tb ƻƴ ǘƘŜ ǊƻǳǘŜǊΦ 

 

¸ƻǳ Ŏŀƴ ŎƭƛŎƪ !ŘŘ ǘƻ ŀ ƴŜǿ ǳǎŜǊ ǇƻƭƛŎȅΦ 

 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

VPN Type 
Specifies the service type of the client. Automatic indicates that the client can be 
either a PPTP user or a L2TP user. 

User Name Specifies the user name required for the VPN connection. 

Password Specifies the password required for the VPN connection. 

User Group 
Specifies the user group that the VPN client is added. After the VPN account is 
added to a user group, the access permission of subsequent users on the internal 
server is controlled. The user group must be configured in User Group. 

Client Type 

Specifies the type of the VPN client. 

ī Select Terminal when the VPN client is a single host. 

ī Select Network Device when the VPN client is a network. 

Client Subnet 
Specifies the IP address range of the client intranet. It is available only when the 
Client Type is set to Network Device. 

Access IP Address Specifies the IP address of the actual physical network adapter of the VPN client. 

Assigned IP Address Specifies the IP address that the server assigns to VPN client. 

Remark Specifies the introduction to the user policy. The remark is optional. 

Online Status Specifies whether the client is online. 

Account Status Specifies the status of the user policy. 

Operation 

Used to edit, enable, disable or delete the VPN user policy. 

: Used to modify the VPN user policy. 

: Used to enable the VPN user policy. 

: Used to disable the VPN user policy. 

: Used to delete the VPN user policy. 

Configure PPTP or L2TP client 

¢ƘŜ ǊƻǳǘŜǊ ǿƻǊƪǎ ŀǎ ŀ tt¢t ƻǊ [н¢t ŎƭƛŜƴǘ ŀƴŘ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ tt¢t ƻǊ [н¢t ǎŜǊǾŜǊΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±tb /ƭƛŜƴǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ {Ŝǘ 

±tb /ƭƛŜƴǘ ǘƻ 9ƴŀōƭŜ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎΦ ¢ƘŜƴ ŎƭƛŎƪ {ŀǾŜΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

±tb /ƭƛŜƴǘ 
Used to enable or disable the VPN client function. 

After this function is enabled, the router works as a VPN client. 

/ƭƛŜƴǘ ¢ȅǇŜ 

Specifies the VPN server type of the router, including PPTP and L2TP. Both PPTP and 
L2TP are Layer 2 VPN tunneling protocols, use Point-to-Point Protocol (PPP) for data 
encapsulation, and add additional headers to the data. 

ī PPTP: Select PPTP when the VPN server is a PPTP server.  

ī [н¢tΥ {ŜƭŜŎǘ [н¢t ǿƘŜƴ ǘƘŜ ±tb ǎŜǊǾŜǊ ƛǎ ŀ [н¢t ǎŜǊǾŜǊΦ 

WAN Port 
Specifies the WAN port of the PPTP or L2TP client for setting up a connection with 
the PPTP or L2TP server. 

Server IP 
Address/Domain 
Name 

Specifies the IP address or domain name of the VPN server. 

Generally, it is the IP address or domain name of the WAN port with the PPTP/L2TP 
server function enabled on the peer VPN router. 

User Name 

Specify the user name and password assigned by the VPN server to the VPN client. 

Password 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 

ŦǳƴŎǘƛƻƴǎ Ƴŀȅ ŘƛŦŦŜǊ ǿƛǘƘ ǇǊƻŘǳŎǘ ƳƻŘŜƭǎΦ ¢ƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘ ǇǊŜǾŀƛƭǎΦ          5ƻŎǳƳŜƴǘ ±ŜǊǎƛƻƴΥ ±нΦн 
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Parameter Description 

9ƴŎǊȅǇǘƛƻƴ 
Specifies whether to enable 128-bit data encryption. The value of this parameter 
must be consistent with that of the server. Otherwise, the client is unable to 
communicate with the server. Only PPTP VPNs support this parameter. 

±tb !ƎŜƴǘ 
With this function enabled, clients in the LAN can obtain IP addresses from the VPN 
server to access the internet. 

wŜƳƻǘŜ [!b Specifies the network segment of the LAN of the PPTP or L2TP server. 

Remote Subnet 
Mask 

Specifies the subnet mask of the LAN of the PPTP or L2TP server. 

Status Specifies the current connection status of the VPN client. 

10.4.3  Example of configuring a PPTP/L2TP VPN 

Networking requirements 

¢ƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀƴŘ ǎǳōǎƛŘƛŀǊȅ ǳǎŜŘ ŜƴǘŜǊǇǊƛǎŜπŎƭŀǎǎ ǊƻǳǘŜǊǎ όǎǳŎƘ ŀǎ aолύ ǘƻ ǎŜǘ ǳǇ ŀ 

ƴŜǘǿƻǊƪ ŀƴŘ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƘŜ ǎǳōǎƛŘƛŀǊȅ ǎǘŀŦŦ ƴŜŜŘ ǘƻ ŀŎŎŜǎǎ ƛƴǘǊŀƴŜǘ 

ǊŜǎƻǳǊŎŜǎ ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǎǳŎƘ ŀǎ ƛƴǘŜǊƴŀƭ ŘƻŎǳƳŜƴǘǎΣ ƻŦŦƛŎŜ h!Σ 9wt ǎȅǎǘŜƳΣ /wa 

ǎȅǎǘŜƳΣ ŀƴŘ ǇǊƻƧŜŎǘ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳΦ 

Solution 

/ƻƴŦƛƎǳǊŜ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜπŎƭŀǎǎ ǊƻǳǘŜǊ ƻŦ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀǎ ǘƘŜ ±tb ǎŜǊǾŜǊ ŀƴŘ ǘƘŜ 

ŜƴǘŜǊǇǊƛǎŜπŎƭŀǎǎ ǊƻǳǘŜǊ ƻŦ ǘƘŜ ǎǳōǎƛŘƛŀǊȅ ŀǎ ǘƘŜ ±tb ŎƭƛŜƴǘ ǘƻ ŜƴŀōƭŜ ǊŜƳƻǘŜ ǳǎŜǊǎ ǘƻ ǎŜŎǳǊŜƭȅ 

ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊƴŜǘΦ tt¢t ±tb ƛǎ ǘŀƪŜƴ ŦƻǊ ŜȄŀƳǇƭŜ ƘŜǊŜ ŀƴŘ ǘƘŜ 

ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ [н¢t ±tb ƛǎ ǎƛƳƛƭŀǊΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ²!bм Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎΩ ŜƴǘŜǊǇǊƛǎŜπŎƭŀǎǎ ǊƻǳǘŜǊ ƛǎ 

нлнΦмлрΦммΦннΦ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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Configuration procedure 

 

I. Configure the enterprise-class router of the headquarters as the VPN server. 

1. [ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ. 

2. Configure the PPTP server. 

Server Name VPN Type Ingress and Egress Encryption Client Address Pool 

PPTP Server PPTP WAN1 Encrypted 10.1.0.100-10.1.0.163 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±tb {ŜǊǾƛŎŜ Ҕ ±tb {ŜǊǾŜǊΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǊŜƭŜǾŀƴǘ ǇŀǊŀƳŜǘŜǊǎ 

ƻŦ ǘƘŜ tt¢t ǎŜǊǾŜǊΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

²!bм 

[!b 

²!bм 

[!b 

LƴǘŜǊƴŜǘ 
±tb ǘǳƴƴŜƭ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

[!b όмфнΦмсуΦлΦлκнпύ

εмфнΦмсуΦлΦлκнпζ 

/ƻǊŜ ǎǿƛǘŎƘ 

{ǳōǎƛŘƛŀǊȅ 

9ƴǘŜǊǇǊƛǎŜπ
Ŏƭŀǎǎ ǊƻǳǘŜǊ 
±tb ŎƭƛŜƴǘ 

9ƴǘŜǊǇǊƛǎŜπ
Ŏƭŀǎǎ ǊƻǳǘŜǊ 
±tb ǎŜǊǾŜǊ 

[!b όмфнΦмсуΦмлΦлκнпύ 

IŜŀŘǉǳŀǊǘŜǊǎ 

/ƻǊŜ ǎǿƛǘŎƘ 

!ŎŎŜǎǎ ǎǿƛǘŎƘ 

/ƻƴŦƛƎǳǊŜ ŀ ǊƻǳǘŜǊ ŀǎ ǘƘŜ ±tb ǎŜǊǾŜǊ /ƻƴŦƛƎǳǊŜ ǘƘŜ ƻǘƘŜǊ ǊƻǳǘŜǊ ŀǎ ǘƘŜ ±tb ŎƭƛŜƴǘ 



¢Ƙƛǎ ƎǳƛŘŜ ƛǎ ŦƻǊ ǊŜŦŜǊŜƴŎŜ ƻƴƭȅ ŀƴŘ ŘƻŜǎ ƴƻǘ ƛƳǇƭȅ ǘƘŀǘ ǘƘŜ ǇǊƻŘǳŎǘ ǎǳǇǇƻǊǘǎ ŀƭƭ ŦǳƴŎǘƛƻƴǎ ƛƴ ǘƘŜ ƎǳƛŘŜΦ ¢ƘŜ 
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3. Configure the PPTP user. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ǇǊƻǾƛŘŜǎ ǘƘŜ ŜȄŀƳǇƭŜǎ ƻŦ tt¢t ǳǎŜǊ ǇŀǊŀƳŜǘŜǊǎΦ 

VPN Type User Name Password User Group Client Type Client Subnet 

PPTP Subsidiary1 Subsidiary1 Subsidiary1 Staff Network Device 192.168.0.0/24 

1) Configure VPN user groups. 

bŀǾƛƎŀǘŜ ǘƻ !ǳŘƛǘ Ҕ DǊƻǳǇ tƻƭƛŎȅ Ҕ ¦ǎŜǊ DǊƻǳǇΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ±tb ǳǎŜǊ ƎǊƻǳǇǎ ŦƻǊ ǘƘŜ 

ǎǳōǎƛŘƛŀǊȅΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

2) Configure the PPTP user. 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±tb {ŜǊǾƛŎŜ Ҕ ¦ǎŜǊ aŀƴŀƎŜƳŜƴǘΣ ŎƭƛŎƪ !ŘŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǊŜƭŜǾŀƴǘ 

ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ tt¢t ǳǎŜǊΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 


































































































































