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1.1 Router mode

1.1.1 Overview
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1.1.2 Set therouter to operatein router mode

1. Login to the web Ul of theouter, and selecRouter Modefrom the mode selection drop
down menu at the top right of the pageh@ following figuras for refeence only.

@ Setup Wizard Pure AC Mode ™ Exit

Pure AC Mode

2. Confirm the prompt informationand click OK

Note X

Do you want to switch to the router mode?

Ty R
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1.2 Pure AGnode

1.2.1 Overview
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1.2.2 Set therouter to operatein pure ACGnode

1. Login to thewveb Ulof the router, and selecPure AQMode from the mode selection drop
down menu at the top right of the pagehd following figuras for reference only.

@ Setup Wizard Router Mode ™ Exit

Router Mode

...........................

2. Confirm the prompt informationand click OK

Note X

Do you want to switch to the pure AC mode?

T 19 ¥ R
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2.1 Login

LRy @2dzNJ FANRG dza 8 dzZ2SINRIAS (1 KXT NRKA SNNB dzieS NS
j dzA O1 Ayaidl tdd ddoRg ODARRRZGEFA 24 RO @
L¥ @2dz ¢lyid (G2 23 SNV FR2{IRY dXKS LINPDB ROMS al

2.1.1 LAN login

Login to the web Ul in router mode
Login with computer

1. Use an Etherneatableto connect the management computer to the LAN port of tbater, or
a switch connected to the LAN port of theuter.

2. Start a web brower guchas Chromgon your computerand enter ipcwifi.comin the address
bar tologin to the web Ul

& New Tab X +

C @ ipcwifi.com

3. Enter the login password, aradickLog in

IP-COM
E l

@ English v

IP-COM

@ English . Or

Forgot Password?

Forgot Password?

Smartphone | Computer
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e Status

Network Info

WAN1 Connected

Connected:3hour(s) 44minute(s) 265

Port Info

System Resource Information

Operating Mode
n

Router Mode
Runn 51

Shourt minute(s
2024-03-25 15:40:23

y
SN
Cloud Platiorm Managemen

® 10G/1G 100M/10M

Discon!

Running Quality Monitoring

nected

WAN Real-time Rate

Statistics of terminals

2 0

Online Users  Authenticated Clients Real-ime Sessions

N 1 0
Online AP Abriormal AP
All WAN Ports
Real-time Upload OME/s
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Login with smartphongExample: M30V3.1)

L Aa aidgkASi FNRfdsi ST NJ! b L2 NI S&®t 2 & 102 & 8108 &IRLI &
GKS t29 agAiOK 2y (GKS [!'b &aARS 2F (KS NRdzi$S|

1. Connecia WiFienableddevicesuchasasmartphonefi 2 G KS !t Qa gANBf Saa
Plta GKEG KFEOS 0% SN MBE/REISND o34\ ERAYNDY S0a &
L 3262 B 0SBYMASKSGRIH A hay - 0 - A&
iné flrad aAE RAIAGE 2F (GKS NRPUw@SNH & aa 2N
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2. Start a browser on yowsmartphone and enteripcwifi.comin the address bar to log in to the
web Ul.

3. Enter the login password, and clic&g in

Log in

Welcome to IP-COM Wi-Fi

English

Smartphone | Computer
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Q_Tlp

LT 2Ny 3 LIABZARANRI @SR 2y GKS LI 3IST GNB (GKS F2ff 29
2 KSy @2dz aS0 dzZLJ GKS NRdziSNJ F2NJ 6KS FANRG GAYSI |
f23Ay LI adag2NR o0& RSTFldzZ G LTNBR2HA ANBSFFaddmNESy

LT

lIII:'{%

é)\NSfSéé LJl-ééé;zNR |-y?< GN;@ |-5||-qu>

,,,,,

BET AyNBamuzsl\NJquyqa

Ty R

G

“Tip

0KS IRBAS yIPHII$ LILISI NE (GNB GKS F2tt2¢6Ay3 azfdziAz2
O dzNBG KKt A& 62N AyILMENRI ISANG 20 2 WyRS GilikKeRt 824 (i KS
y S o2 NJ
2 KSy f233AY A YALKPIEEANGER (SKESENE dzf | NJ y S @2FNJ i KoSy 8RoSAEASD
Rk & fdS R
w 8P NBKNER dzil 5 NF | O 0 2F-NBR  aNSRIGINGEy e Sh NEREITEMO 8 v v S G lySiFS Niy=S i ¢
F3F AYNBEFI2SNNIG A2y @

L¥ GKS F2fft26Ay3 LI IS Aad RABDOIOSIRF dE T EPKI O

Status

WANT1 Connected

onnected:16day(s) 20hour(s) 53minute(s) 18s

Port Info

WAN Real-time Rate

All WAN Ports

Real-time Upload 0.11MB/s == Real-time Download 0.21MB/s

More
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Log in to the web Ul in pure AC mode

1. Use an Etherneatableto connect the management computer to the LAN port of thater, or
a switch connected to the LAN port of thauter.

2. Configurethe IP address of thmmanagementcomputerto one inthe same network segment
asthe router.

C2NJ SEWFRISE §F | RNENEBESING 20™ ¢ 35S 1O 'S a1S1T F RRNB 4 3
02 Y LldzimSpMIdiMBD W ¥y @S & T MRWR HA & 2y 24p 2 OOd
ddzoy S 2aYplpadiH p® PHp p dn

=
Internet Protocol Version 4 (TCP/IPv4) Properties liléj
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,168 . 0 . 10
Subniet mask: 255,255,255 . 0
Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Ereferred DNS server:

Alternate DNS server:

[ validate settings upon exit

[ OK ” Cancel ]

3. Start a browser on the computer and visit the IP add(@82.168.0.22 by default)of the
router.

& Mew Tab *

C @ 192.168.0.252

4. Enter theloginpasswordand click_ogin.

10
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1IP-COM

F2NJ NEBFSNByOS

RAFTFSNI 6AGK

2yfe YR R2Sa y20 AYLX
LINE RdzO (i 5Y220RISviSaydli  aakSINEIA @ yoh

IP-COM

& English

Forgot Password?

TaYyiR

]
Q-ri

i ¢KS
] LT

LJdzNBS
idKS

b/

LT

lo2d@8S
02 YLIzi SNJ O2NNBOGf &

0KS F2ft26Ay3

y Or

Y2RS w2 & diLI R N3 S/RD 06 &
LIS & dMBS & (1 RBG 910 KIS $XHi
ASOdNBf e

Iy R

LJ 3S A a

@ English v

Forgot Password?

Smartphone | Computer

aHn

L2NIG 2F GKS

RAALX I &8SRY e&2dz

¢ Status
system

Network Info

Internet connection
failed

Port Info

usB LAN LAN2

System Resource Information

Operating Mode ~ Pure AC Mode
o te(s)

Sminute(s)
2024-03-28 13:40:34 No Data
V16.01.10.4(2219

Running Quality Monitoring

0 abnormal messages View Details

@
@

statistics of terminals

0 0 0 0

OnineAPs  AbnomalAPs 2.4 GHzUsers 5 GHz Users

No. of Online Clients

® 10616 100M/10M Disconnected

11

2.4GHz No. of Clients  ® 5GHz No. of Clients
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2.1.2 Remote login

~%

¢ Bf 2 YRYASA | LILI A OINRARISAK SY v KSRI $I K2SS6  al yI I3SY
Fdzy OliA2y o

ip

lIII:I@:-
=

. ST2NB 78 Rigea? IPKMAAIZNE (0 OB 88l 6 SSy | £ f 26 SR NRINSENIZ ( S¢

1. Start a web browsersgchas Chromgonaclientconnected to thanternet, andaccess the
router's remote management addres$he following figures for reference only.

& New Tab ® +

C @ http://fvhkbgac.web.ip-com.com.cn:8080

2. Enter the login password, aradickLog in

IP-COM

& English ~

Forgot Password?

T 19 Y R

LF GKS F2ft2¢Ay3 LI IS A

RAALBHDOOBA 4 & 2zizt R D

ax

e Status @
System

Network Info System Resource Information Running Quality Monitoring Statistics of terminals

Q 2 0 1127

Online Users  Authenticated Clients Real-ime Sessions
WAN1 Connected

Connected:3hour(s) 44minute(s) 265

ours. No 1 0 0 1

Cloud Platform Management Disconnect ted

Port Info WAN Real-time Rate AIIWAN Ports

® nene LooMroM Disconnected Units MB/s Real-time Upload OMB/s e Real-time Download 0.01MB/s

use LAN LAN2 LAN3 LANS AN 0 N

12
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2.2 Logout

| TOSNRA2Hzy (2 GKS Ig3KS! 1AeaT SYK S ANH dzit $I202 YI G A
Y2 2LISNI GARYIBK AKAYSHENY | A St 8T ERPKIBLIOISYWI RA N
NAIKG O2NYySNI 2 SEAG GKS 6So6 ! Lo

13
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32S0 !

3.1 Web layout

¢tKS ¢S
AN~V E=R

0 'L 2F GKS NRdAziSNI O gmS§h HAAT (W2 ¢zNIO & -
I 5DPEDARI G Y¥RY G&EKENO2Yy FAITdzNI GA2Y | NBIF @

Router Mode

AP Management RF Policy
AP M. it
Nod:nage‘ﬂeﬂ Add
@ Wireless Policy A Policy Name RF Status  Network Mode  Channel Power RSSI Client Aging Time  Status Remark Operation
B = bt s
| RF Policy
1 items in total 1 10
VLAN Policy
Advanced Policy
AP Group Policy
AP List and
Maintenance
Wireless User
Information
IPTV
|
N G
“\X/-Tip
CSIIudzNBFa YR LI NFYYSUSNER AY 3IAINré AYRAOFOUS UKIFUO UKS:
O2yRAGAZ2Y ®
NO. Name Description

Levell navigation bar

Used to display the function menu of the routélsers can select
Level2 navigation bar functions in the navigation bars and the configuration appears in the
configuration area.

Level3 navigation bar

Configuration area Usedto view and modify the configuration.

14
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3.2 Commonbuttons

CKS F2tf2¢gAy3 GFLofS RSaAaONROSa (GKS 0O2YY2y 0 dz

Common buttons Description
Add Usedto add new rules on the current page.
Used to save the configuration d¢ime current page and enable the configuratio
e to take effect.

Usedto restore the original configuration without saving the configuration on
the current page.

Edit Used to edithe rules, policiesor information.

Delete Usedto delete the rules on the current page.

@ Used to vievthe help information for the current page.

@ Used to view the help information of the corresponding setting.

Used tocustomize the list parametsito be displayed, or restore the list
parametesdisplay to the default state.

15
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A4{@ausSy

4.1 View network information

[23 Ay (G2 (GKS 39 S0yR AQTIHWFFISKESNR GAK SNLI IS

Ly biKiSs 2 N2 RagftFR> €2dz OFy ljdzaOolfte @GASg (GKS 2|

O2¢QPliA2y RdzNI A2y 2F (KBSRKRPRAzODSNWSOZ N2 KRS &I i {2

Network Info

WAN1 Connected

Connected:8minute(s) 225

LYSNNBNIA L 38 Ad2 &O8LENRMEREANNS itk SN BdAl 38
FYR Q@KXS] T2t 26Ay3 FTAIAINE Aa FT2NI NBFSNByOS

Network Info

WANT1 Internet
connection failed

nternet connection failed (Route

unreachable).

16
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4.2 View system resource infomation

[23 AWSad2! (L KB @r GHMBE@ GSY SYi SN 6KS LI 3So

z

Ly {UK&S1SY wSaz2 dzZNOCRIEFEHRZ BV i B2$s (GKS aegadasSy A
NRdgh BRJ F2ff26Ay3 FTAIAZNBE Aa F2NI NBFSNBYyOS 2y

System Resource Information

Operating Mode Router Mode
Running Duration 4hour(s) 57minute(s)
System Time 2024-03-25 14:54:13
Firmware V16.01.10.4(2219)

CPU 2%
Memory 37%
SN

Cloud Platform Management Disconnected

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Operating Mode  Secifies the current operating mode of theuter.

Running Duration Specifies the time during which thisuter is operating since the last reboot.

System Time Secifies the current system time of thieuter.

Firmware SFecifies the current firmware version of thieuter.

cPU Fecifies the CPU usage of the router.

Memory Fecifies the memory usage of the router.

N Specifies the serial number of the router, whicla isnique identifier of the
router. It can generally be found on thabelof the router.

CloudRatform Secifies whether theouter is connected to the cloud platform.

Management

17
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4.3 View running quality monitoring
[23 AY (2 (KPBdJIW SHRAE @FY SKESNI 6 KS LI 3So
Ly widySy Ay 3 vdzl t XEARAza G Y A & 2 INAGHR/NIPAEE 62 B KEKS NP

A v L oA

YFEEAYdzZY 2F wmn fFdSad f233a+%8%4 f i@EINBIRA NS IO SR
bSig2N] a2VISH@NAY 3T [ 234

Running Quality Monitoring
8 abnormal messages Visw Details
06/29 16:13:49 WAN1 is UP
06/29 16:13:36  LANT 1s UPR

3:24 LANT1 s DO..

3:17 LANT s UP

(%] F =Y 5] i) —
=

aTa

06/29 16:07:50 WAN1 is DO...

18
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4.4 \iew statistics of terminals
[23 Ay (G2 (KBdmw SEHARCHEA @FY SKESNI 6KS LI 3So
Ly {(KISGA&GAOX2RHA BENN¥RYE O&d Yy OAS6 G(KS ol &ar0 7

dzZa SNAR YR a4S3aaAr2yatiO2yy&oaSR 22 2RKESA KR ddi BRE 2

0KS MNEPKI&A SydzYo SN 2 F dzaSNB OdzNNBydGte O02yySOiSR

Statistics of terminals

1 0 180

Online Users Authenticated Clients Real-time Sessions

0 0 0 0

Online APs Abnormal APs 2.4 GHz Users 5 GHz Users

t F N YSGSNI RSAONRLIGAZ2Y

Parameter Description

Online Users Specifies the total number of current online users.

Authenticated Fecifies thenumber of onlinedevices that have been authenticated and
Clients connected to the router.

Realtime Sessions Specifies the number of concurrent connections of the router.

Online APs Specifies the number of online APs. For details, refértdis and maintenance

Abnormal APs Specifies the number of offline APs. For details, refékRdist and maintenance

Specifies the number of users connected to the 2.4 GHz network. For details

4 GHz Users refer to Wireless user informatian

Specifies the number of users connected to the 5 GHz network. For details, r

5 GHz Users to Wireless user informatian

19
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4.5 View port information

[23 AWSa2! [ KB @r GAMBa ieY SYi SN 6KS LI 3So

Ly tikKMF2Rdé2Sdz OF y @A Sg (1 K$J2 @M KEDddta § BB Nz RS
Y2dzaS 20SN) 6KS LR NIOAYWRYOhiRr2 WASHBI Mideds LIKE alA FOH
AYVF2NXEFGAZ2Y 2F S OK LR2NI®

Port Info

® 10GM1G 1000/ 1 0M Disconnected

LAN1 Port Info

Hardware Connection 1000 Mbps Full Duplex

IP Address 192.168.0.252

Subnet Mask 255.255.255.0

MAC Address

VLAN Info VLAN_Default

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Fecifies the roles and connection status of each port ofrthter. Only
M30 has a USB port and supports USB devices insertion.
Ports : Green means connectednd the rate is 1Gopdl Gops

: Orange means connectednd the rate is 100Mbps10 Mbps

: Grey means disconnected.

Hardware
Connection

Specifies the connection status of the LAN port.
i Connection not detectedn red indicates that the Ethernet
cable is not properly connected.

T Connectedndicates that the Ethernet cable is properly
connected and the rate is being negotiated.

LAN Port Info
IP Address

Specifies the IPv4 address of the LAN port.

Subnet Mask

Specifies the subnet mask thie LAN port.

MAC Address

Specifies the MAC address of the LAN port.

20
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Parameter Description
VLAN Info Specifies the VLAN tife LAN port.
WAN Port Info Specifies theonnection statusf the WAN port.

21
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4.6 View WAN realtime rate (Router mode)
[23 AWSa2! [ KB @r GAMBa ieY SYi SN 6KS LI 3So

Ly 20/KbS wiSA YIS Y@IRWB2SdZ Oy @OASge GKS dzLJ 2F R | yR |
LI2NIGa 2NJ I OSNINPAHN SNI b LER2NI 2F GKS

/ t NGB MRANBYI 02R | WSHEHIBIEE (@ GEIGONT I Ay 21 b LN
NE dgti S NJ

WAN Real-time Rate | All WAN Ports

N Real-time Upload OMB/s @ Real-time Download OMB/s
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4.7 View number of online clients (Pure AC mode)
[23 AWSa2! [ KB @r GAMBa ieY SYi SN 6KS LI 3So
Ly bikds 2F hyYaRE $3 ASydradlayy ABKs ik NB (G K S

A ¥ s oA x

dza SNE O2yySOGSR G2 GKS !'tUd wHon DIT FYR p D

No. of Online Clients

2.4GHz No. of Clients  ® 5GHz Mo. of Clients

23
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5bSig2

5.1 Internet settings

| SBdz Oy O2yF & MRS a4 & K 8§ NI Y S

0§SNB N2HZIEHS & Kb
Ydzf GALX S RSOAOS&a Ay GKS [! Db OF

y aKIFINB® G§KS o

5.1.1 No. of WANports
[23 AY (2 (KPBdJIH$ERIGKIT HIEHE sBENJG SNy Sili 2{ Sy ii SWH & K
LJ 3S o
Ly bizkds 2 F 2V 20Rdz28XIidak §6 (G KS NI GS GreylBS &Sri GiKKSS
ydzYo SN 2F  2idb AUE@RTI& D O2yy SOGH AINRALIBINTG S al V2R
QUKSINFMBIK S2F2§8 FAIdZNBE Aad F2NI NEFSNBYyOS 2yf e«

MNo. of WAN Ports

Interface Gigabit Ethernet Port
Mo. of WAN Ports

Port Status

LAN 1 LAN 2 LAN 2 LAN 4 WAM 1

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description

Interface Secifies therate type of theport.

Secifies the number of WAN portEhe number of default WAN ports varies

No. of WAN Ports according to router model&ou can change the WAN port numberaguired
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Parameter Description

Jecifies the port type and the connection status.

Port Satus _1: The port is connected properly.

" 'J: The port is disconnected or not connected properly.

5.1.2 Set the internet

[ 23 GKS 2SS0 NPIAH FRIGAKI T BS sB2W G SNy Sili 2{ Sy u SWH & K
LI 3S o

Ly /G2KySy SOU A 2Yy2 RdEaSdzA Y B i yaiSINYISKIS218 NiIFKYSS (P S B LJ2 N
| 2yyS®ias2yT (I KFOKBRBENI YA O LtyRIRBRNDadt | RRNJ

'\@'Tip
i ¢KS ydzYoSNJ 2F RSTFldA G 2!b LRRIBVMORBEABASRODANRYY
O2y FAIAzNI A2ya FTANINY2OKSM 2! b LI2NILA FNB

i VR OGSNYSGE LI NYYSGSNER F2N I OOSaaxy82dKENBY &Ny & iz
@2dzNJ L{® F2NJ KSf LJ

PPPoE

LT GKS L{t LINRPJARBIAYS2IdyBAIINKA & 62 NR2 98 2A0zSWOI vy
GeL)sS G2 P y®RSiam GKS AyaSNI
[ 2y FA3dzNF A2y LINER OSRdAzNB

1. Login to the web Ul of theouter, andnavigate toNetwork > Internet Settings

2. Set thelSP Typgewhich isNormalin this example.
3. Selectt t t Br¥onnection Type
4.  Enterthe PPPOE us@ame andoassword provided by the ISP

5. dickConnect
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Connection Settings

ISP Type MNormal

Connection Type PPPoE

PPPoE User Name

PPPoE Password

Server Mame Opticna
Service Name Optiona
Primary DNS

Secondary DNS

Connect Disconnect

Ty R

2L AG F2NI I Y2YSylxry (i SANATRANG | @M BPgY ST KSR { (| §
Y2 Rdzf S

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Specifies the type of your ISP, suctiNasmal, RussiaUnifi, Maxisand Manual.
Parameters required for each option may differ.

Refer to the following to choose your connection type:

T Normal It specifies a common ISP tyf&elect this optiory default.

T UnifiandMaxis Select these options when yol8BP providespecific
parameters such dsternet VLAN IRndIPTV VLAN IDhternet VLAN
ISP Type ID and IPTV VLAN¢Bnnot be changed.

T Russialt is the access type provided by RusSkalect this option wher
your ISP provides dual access information.

i Manual Select this option when your ISP provides VLAN ID
information. Youcan configure thénternet VLAN IBndIPTV VLAN IC
as required.

If you are not sure, contact your ISP ffedp.
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Parameter Description

Specifies howour router connects to the internet, including:

T PPPoE Select this type if you access the internet using the PRBaE
nameand PPPoOE password.

T Dynamic IPAddress Select this type if you can access the internet t
Connection Type simply plugging in an Ethernet cable.
T Static IPAddress Select this type if you want to access the internet
using fixed IP information.

T Russia PPPgRussia PPTénd Russia L2T.Prhey areavailable only
when you setSP Typéo RussiaThe specific configuration is
completed according to theequirements of thdSP.

PPPoE User name

Foecify the PPPoE useame and password provided by the ISP.
PPPoE Password

Fecifies the name of the PPPOE server, also called the AC name. Used by
router to verify the validity of the PPPOE server.

TheServer Namas optional.
[[Z] Note

¢2 [ @2AR RAIFfAY3 FLAfdNBaASX R2 y2i
0KS aSNBSNI yIYSo

Server Name

Fecifies the name of the PPPoE service. Used by the PPPoE server to ve
validity of therouter.

The Service Namés optional.
[ Note

¢2 FT@P2AR RAFEAY3 FlLAfdNBATX R2 y2i
0 KSORBIBY S @

Service Name

Primary DNS Manuallyenter primaryor secondary DNS servers.

When the DNS server obtained automatically cannot resolve the URL nori
you can manually entehe correct primaryor secondary DNS server here.

Secondary DNS ThePrimary DN&nd Secondary DN&re optional.
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Dynamic IRaddress
LT GKS L{t ReylhrSIOLt fIRRRNBRISERyHRY BR2NYOKAR2YS (K
e I ORBEBENI KB

[ 2y FAIdzNI GA2Y LINR OSRdAzNB

1. Login to the web Ul of theouter, andnavigate toNetwork > Internet Settings.

2. Set thelSP Typewhich isNormalin this example.

w

SlectDynamic IPAddressfor Connection Type

4. dickConnect

Connection Settings

ISP Type Mormal
Connection Type Dynamic IP Address
Primary DNS

Secondary DNS

Connect Disconnect

Ty R

2L AG F2NI I Y2YSyhxy ( SATRNG | dmEPgS BB/ KSR (| (0 dz
Y2 Rdzf So

t I N} YSGSNI RSAONRLIIAZY

Parameter Description

Specifies the type of your ISP, suctNasmal, RussiaUnifi, MaxisandManual.
Parameters required for each option may differ.

Refer to the following to choose your connectitype:

T Normal It specifies a common ISP tyf#elect this optioy default.

T UnifiandMaxis. Select these options when your ISP provisiescific
parameters such asternet VLAN IRndIPTV VLAN Ihternet VLAN ID
and IPTV VLAN tannot be changed.

T Ruwssia:ltis the access type provided by RusSialect this option when
your ISP provides dual access information.

ISP Type

T Manual Select this option when your ISP provides VLAN ID informatio
You can configure thimternet VLAN IRndIPTV VLAN I&s required.

If you are not sure, contact your ISP Falp.
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Parameter Description

Specifies how your router connects to the internet, including:

T PPPoE Select this type if you access the internet using the PBBaE
nameand PPPoOE password.
T DynamiclP Address Select this type if you can access the internet by
Connection Type simply plugging in an Ethernet cable.
T Static IPAddress Select this type if you want to access the internet usir
fixed IP information.
T Russia PPPoRussia PPTéhdRussia L2T.F hey areavalable only when

you setlSP Typéo RussiaThe specific configuration is completed
according to the requirements of tH&P.

Primary DNS Manually enter primary or secondary DNS servers.

When the DNS server obtained automatically cannot resolve the ORhally, you
can manually entethe correct primary or secondary DNS server here.

Secondary DNS . .
y ThePrimary DN&ndSecondary DN&re optional.
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StaticlPaddress
LT GKS L{t IINKBONRESREAdz dRRMNB&EE&AS adoySi YI &
AYF2NYI@iagyOly OK22a$ (KA "
[ 2y FAIdzNI GA2Y LINR OSRdAzNB

1. Log into the web Ul of the routeandnavigate toNetwork > Internet Settings.

2. Set thelSP Typewhich isNormalin this example.
3.  SelectJatic IPAddressfor Connection Type

4. Enter the IP AddressSubnet MaskDefault Gateway Primary DN&nd Secondary DNS
provided by the ISP.

5. dickConnect

Connection Settings

ISP Type Mormal
Connection Type Static IP Address
IP Address

Subnet Mask

Default Gateway
Primary DNS

Secondary DINS . . . Opticnal)

Connect Disconnect

T 19 Y R

2L AG F2NI I Y2YSylxy (i SANATRANG | GMPgY ST KSR { (| §
Y2 RdzZ So
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t I N} YSGSNI RSAONRLIIA2Z2Y

Parameter Description

Specifies the type of your ISP, suctiNasmal, RussiaUnifi, Maxisand Manual.
Parameters required for each option may differ.

Refer to the following to choose your connection type:

T Normal It specifies a common ISP tyf&elect this optiory default.

T UnifiandMaxis. Select these options when your ISP provisj@scific
ISP Type parameters such asternet VLAN IRndIPTV VLAN Internet VLAN
ID and IPTV VLAN¢Bnnot be changed.

T Russialt is the access type provided by RusSielect this option when
your ISP provides dual access information.

i Manual Select this ofion when your ISP provides VLAN ID informati
You can configure thimternet VLAN IRndIPTV VLAN I&s required.

If you are not sure, contact your ISP failp.

Specifies how your router connects to the internet, including:

T PPPoESelect this type if you access the internet using the PRBaE
nameand PPPOE password.
T Dynamic IPAddress Select this type if you can access the internet by
Connection Type SImpIy plugglng in an Ethernet cable.
T Static IPAddress Select this type if you want taccess the internet
using fixed IP information.

T Russia PPPgRussia PPTénd Russia L2T.Prhey areavailable only
when you setSP Typéo RussiaThe specific configuration is
completed according to the requirements of tHeP.

IPAddress

Enter thelP Address Subnet MaskDefault GatewayPrimary DN&ndSecondary

Subnet Mask DNSprovided by the ISP.

Default Gateway

_\@,_Tip

Primary DNS If the ISP only provides one DNS addresssteondary DN not required.

Secondary DNS

5.1.3 Check onnection gatus

[23 Ay (2 (KBJIHERIGKITHIEE 6B G SNy Sili 2{ Sy ii SWH & K
LJ IS

~ 7

Ly /G2KySy S Qi AdeR & 2Sdz OGSy G KS ySGg2N] aidl Gdza 27F
L2 NIl Lt @n 290 Ky GieddiA yOR yiyKSO G A 2y KR Y SO IR R GgazIx S

RdzNJ GA2Y | ¥KRS LT 2 I { RRRONISYAERITIA NEARASENS Yy OS 2yt e o
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Connection Status

Hardware Connection 100 Mbps Full Duplex
Status Connected
Duration 40minute(s) 59s
IP Address 192.168.99.42
Subnet Mask 255.255.255.0
Default Gateway 192.168.99.1
Primary DNS 192.168.108.110
Secondary DNS 192.168.108.108
t F N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Fecifies thenegotiation rate and duplex modaf the WANport.

Hardware Connectior ¢ he display is abnormayou cantroubleshoot based on the information on th

page and the current environment.

Fecifiesthe connection status of the WAN port of theuter.

T Connected The WAN port of theouter has been plugged into the
Ethernet cable, and the @ address information has been obtained.

i Connecting... Therouter is connecting tdhe upstream network

device
Satus
i DisconnectedlIf it is not connected or fails to connect, check the
Ethernet cable conngion statusand internetsettings or contactthe
correspondingSPfor help.
If other status information is displayed, take corresponding measures acco
to the network status prompt information.
Duration {(LISOAFTAKERMENGE S A2y 2 Fl QKA 2 ! (b2 LN vy
IP Address {LISOATAGBRRERNSa A t2F GKS 2! b LR2NIO®
Subnet Mask {LSOAFASE GKS adzoySd Ylral 2F GKS 2

Default Gateway {LISOATRS@h &S &8 F RRNBaa 2F GKS 21! b

Primary DNS

Specify the primargr secondary DNServer address of the WAN port
Secondary DNS
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5.2 LANsettings
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LAN Port Status

Mo. of LAN Ports 4

Port Status

LJ

LAMN 1
Configure IP Address
IP Address 192 . 168
Subnet Mask 255 . 255

MAC Address

LAN 2 LAN 3 LAN 4 WAN 1

Default VLAN Info Management VLAN: 1

t I N} YSGSNI RSAONRLIIAZ2Y

Description

Secifies the number ofurrent LAN ports.

Parameter
No. of LAN
Ports
LANPort Status
Port Status

Secifies the connection status of the port.

[ The port is connected property.

: The port is disconnected or not connected properly.
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Parameter Description

Jecifies the 14 address othe VLAN DefaulDevices connected
to the VLAN_Defaultan access thé¥4 address to log in to the

web Ul of the router through thehttp (default) orhttp s protocol.
The default address 92.168.0252

IP Address ,
'@'Tip
Configure IP ,2dz YSSR (@2SRAAMIP { ISRIGIKBESNI 2 F
Address GKSYy SylrofS GKS ySig2N] | RI LI

Sibnet Mask Secifies the subnet mask tie VLAN Default

MAC Address Secifies the MAC address thfe VLAN Default

:?ﬁ:‘)ault VLAN Soecifies the VLAN ID tfe VLAN Defaulof therouter.
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5.3 LAN configuration infomation

[23 AY (2 (KB dJWH$RIGHKIT IbiEE s@@Eb / 2y FA JMNI SyARIYNI
GKS LI 3Se® hy (GKA& LI ISz &2dz Oy @ASgs (GKS O2

LAN Configuration Info ®@
Interface Hardware Connection DHCP Configuration Info VLAN Configuration Info
LANT 1000 Mbps Full Duplex 192.168.0.2-192.168.0.254 .

10.10.96.2-10.10.127.254

192.168.0.2-192.168.0.254

LAN2 100 Mbps Full Duplex 10.10.96.2.10.10.127 254 1
00 Mbps 192.168.0.2-192.168.0.254

LAN3 100 Mbps Full Duple: 10.10.96.2.10.10.127 254 1

LAN4 Connection not detected 192.168.0.2-162.168.0.254 1

10.10.96.2-10.10.127.254

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Interface Secifies the LAN port of theuter.

Fecifies theconnection status of the LAN port.

T Connection not detectedn red indicates that the Ethernet cable is

not properly connected.

Hardware Connection T The description in green indicates that the Ethernet cable is prope

connected.

T Obtainingin yellow indicates that the Ethernegble is connected anc
the rate is being negotiated.

Secifies the IP address range that the DHCP server of the LAN port alloca
its clients.

DHCRXonfiguration Info
You can modify théP address range Network > DHCP Settings DHCP
Server

VLANConfiguration Info  Secifies the VLAN to which the LAN port belongs.
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5.4 VLANsettings

5.4.1 Overview

+[ 1 b FTO0ONBOAIGSR F2NJ +ANIddi KRHBORS A ! [NBh RS
RAFFSNByG ySig2N] asS3aySyda t23A0Fftfte& NIYGKSNI
dza SR (1 2 GRRANAAARIS YUIAERRYSR 2ANGYASIROK/ ST g2 NJ Ay G2 € 2340
0 KSN2 I ROl a2 AN &GN W 2iBRRMZIVKESISY @ yA[ Wik | yR OF y
O2YYdzyAOI GS tA1S WSS NBIO2WFSABIRSYy2 y2 Y
LIKeaAOlftfte INBd |1 26SOSNE RdzS G2 GKS Aazfl (A:

O2YYdzy AOF S 6AGK SI OKS 2T KNINI NMERGERSINGED KIS iN& | ¥ dzS
LI O1SéG F2NBIFINRAYy3I RSOAOSa®

/| 2YLI NBR gAGK (GKS GNIXRAGAZ2YIFE 9QGKSNYySaGz [ ! |

i/ 2YGNRE GKS NIYIy3IS NPT RONBHIR OISEE | ABSYI RYWY

AY o x[1bX KROK &lYRSA YANE®BSEAE ySio2N] LI

i 9y KIFyYyOS (KS aSCIeNMEsSs 2 ISR A FRAIMBBR Ay f

08 0(0KS oNRIFIROIad R2YFAY RAOGARSR o6& [ ! b:

O2YYdzyd Ok K SSIF OK 20 KEWSH R ¥SaARRBBINESR ¢
20KSNI fF@SNJ o yStg2N] RSOAOSao

T/ NBIFGS @ANIdz f! acSaDNE)y DNNBdziE BPNINSdE ¥ 62 NJ

LIK & ayASOir ofeINpaASh K I 8Q0 y ad Attt | 00Saa GKS y

G2 OKIy3aS ySig2N] OXRBNBHAMI GABHRAYI & KES2 Y

IANRPdzL) SOSY AF KAAORINDPKSNI LIKeaAOlf 200

[23 Ay (2 (KBIBGRIOGATHLEGsHERE! b {8a(SydSENI 1KS
hy (KXaegrWASlIyYy O2ywFAIdzNE +[ ! b NHzZ Sa

. @& RSEMNEUAMABENI ONBF SR+[ ! bUbBTYMRERIE B[KIAOKL 5

OFryy2i( 068 RIEKBNSBD ALAT y2[ 1z M b Ay F 2[NN¥ (LAZNAEZ 2

GAOK2dzZOLINF O DA BFER2YE® GKS RIGE 2F NP J@am SIR2 |

VLAN Settings

VLAN Name VLANID IP Address Subnet Mask Interface Remark Allow Access Status Operation

VLAN_Default 1 192.168.0.252  255.255.255.0 LAN1,LAN2,LAN3,LAN4 - Allow Enabled

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description

VLANName Yecifies the name of each added VLAN ID.
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Parameter Description

Jecifies the identifier of virtual local areeetwork (VLAN) and is used to separ:
subordinate LANs inside a LAN. Each ID represents a LAN.

VLAND O,
P

LF GKS o] ! biG LBSIIAyaa GKIFG GKSNB Aa
gAOK2dzG ¢ 3 A& LINRPOS3EaSRO®

Fecifies theVLANP address. Devicesrutecting to the port catog in tothe web

IP Address Ul of therouter using the IP address.
Subnet Mask Foecifies the subnet mask of the VLAN.
Interface Soecifies the physical ports that belong to the VLAN. Select at least one port.
Remark Fecifies theintroduction of the VLAN.
Fecifies whetherlients from other VLANs can access services of this VLAN.
T Allow indicates that clients from other VLANs can access services ¢
Allow Access VLAN.
i Forbidindicates that clients from other VLANS cannot actlesservices
of this VLAN.
Status Fecifies the current status of the VLANcludingEnabledand Disabled
Used to edit, enabledisableor deletethe VLAN.
# Edit: Used to modify th&/LAN
Operation (&) Enakle : Used to enable th&/LAN

&) Disable : Used to disable th¥/LAN

i Delet= : Used to delete the VLAN.
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5.4.2 Example of configuringhe VLAN

Networking requirements
Ly Sy i SNLINWAS NBNSIESRIIKG 2 ta SO daW KIS ySSIENLINA a S
T2t RBAYZANBYSYyGay
tAAAGZ2NAEZ REIWIF MBY SHBGAANBLR (2 | O0Saa ySig2N] 3
20KSNJ YR KI@S RAFTFSNBYUOG ySUs2N] LISN¥YAEGZAAZY
T Ddza OFy 2y IR0 ENPSEalr iRSFNBE Aaz2fF SR TN

I O0Sa KdWNISt AR ySi
T {0 THEKGERY I YOWIF NI YSYy & &adzLJI2 NI F O0Saa G2 gA
GKA@KY 2yfeée | 00Saa (GKS AYyidNyYySaG FyR | NB
T {0 FTEKWBB 5 SLIANIAXBWE 1 00Saa G2 6ANBR ySi;
YySio2 NG Ok §KE yI O0Saa GKS AYyiUNIySaG | yR I NE

Solution

Fdzft £ @8 YINRHOASRBR BPERNBERPY GKBANBE Sa:
JdzNBE GKS {{L5 LIfAORY F2mySSird Nibt S\
A2MRYRABD! YYR (K&®+[ ! b L5 A&
A

IdzNB (0 KBS0 B § KSA yWHTOLD NI FSNIG O yel k@O A{H{fL
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Configuration procedure

/[ 2y FA3dzNB [2YFATdZNBE K > /2y FAIdzZNBE (GKS

I. Configurethe router.

1. Log in to the welJl of the router.

2. Manage the ARSKip if performed)

1) Navigate toAP>AP Management Mode
2) Enable theAP Management Modend Configuration Auto Deliveryunction.

3) dickAddto add the DHCP policfor the management portBy default, the system has
createda DHCP policy for the management pdrhe following figure is for reference only.
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AP Management Mode @
AP Management Mode (@) Enable Disable
Configuration Auto Delivery ® Enable Disable
Add
ID  Management Port  DHCP Policy DHCP Start Address ~ DHCP End Address ~ Subnet Mask  Gateway Address  Status | Remark  Operation
................................................................................................................................................
VLAN_Default AP_DHCP_Default  10.10.96.2 10.10.96.254 255.255.255.0 10.10.96.1 Enabled - # Edit @ Disable T Delete §

Navigate toAP> AP List and Maintenangegiou canview whether therouter successfully
manageshe AP.

AP List and Maintenance (7)

Online: 1 device(s) Offline: 0 device(s)

Sync Configuration AP Grouping Batch Settings LED ON LED OFF Delete Reboot  ~ Mode Switch Import Export

Group Name AP Model Remark IP Address T Band SSID MNumber of Terminals Power Channel Status LED Indicator Operation
........................................................................................................................................................
H . , . b or 24GHz  IP-COM_3D7DE0 - 50 . . . .

APGroup_Default W37APV1O - 0.10.96.10 SGHz IP-COM_3D7DED - 50 Online Enable & Settings :
0000000000000 0000000 -

Addthe VLAN and configurdne DHCP server

Examples of VLAN parameters are shown in the table below.

VLANName VLANID IP Addresg Network Segment Interface

Guest 20 192.168.20.1/24 LANB

Examples of DHCP server parameterghier’’VLAN are shown in the following table.

. Application . .

PolicyName Interface DHCPIype DHCRonfiguration
IPAddressPool 192.168.20.10@0 192.168.20.200
SubnetMask: 255.255.255.0

Guest Guest User DHCP
Gateway: 192.168.20.1
Primary DNS: 192.168.20.1
IP AddressPoot 10.10.20.100to 10.10.20.200
Qbnet Mask 255.255.255.0

Guestl Guest AP DHCP

Gateway 10.10.20.1
PrimaryDNS$10.10.20.1

1)  Add the VLAN.
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bl OAIb8SoE)! b { i A& 02 yelhtedpdrhtieterofthe+x [ |, b
and dick Save

VLAN Settings @

VLAN Name VLANID IP Address Subnet Mask Interface Remark Allow Access Status Operation

VLAN_Default 1 192.168.0.252 255.255.255.0 LANT,LANZ LAN3 LAN4 - Allow

2) QGonfigurethe DHCP servdor the VLAN.

Navigate toNetwork >DHCP Settings DHCP ServeclickAddto configurerelated
parametersof the userDHCP serveand AP DHCP senver the VLANGuest and clicksave

DHCP Server ®@
Policy Name DHCP Type Interface Client Address Subnet Mask Gateway Primary DNS Lease Status Remark Operation
User_DHCP_Default  User DHCP VLAN_Default  192.168.0.2-192168.0.254 255.255 255.0 192.168.0252 192168.0.252  30min Enabled - # Edit © Disable
AP_DHCP_Default AP DHCP VLAN_Default  10.10.96.2-10.10.96.254 255.255 255.0 10.10.96.1 10.10.96.1 30min Enabled - # Edit & Disable
...................................................................................................................................................... .
* Guest User DHCP Guest 192.168.20.100-192.168.20.200  255.255.255.0  192.168.20.1 192.168.20.1 30min # Edit & Disable W Delete =
+ Guestl AP DHCP Guest 10.10.20.100-10.10.20.200 255.255.255.0 10.10.20.1 10.10.20.1 30min Enabled - & Edit & Disable f Delete
AP Management Mode @
AP Management Mode (®) Enable Disable
Configuration Auto Delivery (8] Enable Disable
Add
ID  Management Port DHCP Policy DHCP Start Address DHCP End Address Subnet Mask Gateway Address Status . Remark Operation
O e e e e e e e T e T e T e e TR e T T
H Guest Guestl 10.10.20.100 10.10.20.200 255.255.255.0 10.10.20.1 & Edit © Disable Delete =
NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN IIIIIlIIIIIIIIIIIIIIIIIIIIIIIIIIIII:
2 VLAN_Default AP_DHCP Default 10.10.96.2 10.10.96.254 255.255.255.0 10.10.96.1 & Edit © Disable T Delete

bl @AILiHEt GRAAIGA Yy YRR2ldy @R F&KI G GKS Lt | RRNBa
O2yYySOUSRbO2R20F2MIKS NRdziSNJ 6Sf2y3a G2 GKS C
51/t LRtAOe 2F GUKS DdzSaid [!'bo

— D¢

A
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AP List and Maintenance
Online: 1 device(s Offline: O device(s)
AP Grouping Batch Settings LED ON LED OFF Delete Reboot ™ Mode Switch Import Export
Group Name AP Model Remark IP Address T Band SsID Number of Terminals Power Channel Status LED Indicator Operation
APGroup_Default  W37APV10 - P 1010201788 27GHz IP-COM3DTDFO - - 0 Enable & Settings

Gonfigure the AP policy.

» 5GHz IP-COM_3D7DE0 - 50

The following table provides examplef AP policy parameters. Retain default values for other
parameters that are not mentioned.

SSICPolicy RFPolicy VLANPolicy AP Group Policy
Policy NameGuestSSID
SSIDinternet
Security ModéEncryption
WPA2PSK/AES
PasswordUmXmLOUK
VLAN ID20
MaximumNumberof Clients 40 Policy NameEnterprise
Policy NameFinancialSSID No. of SSIBE: 3
SSIDFRnancial 2.4G5G SSIDPolicy
Security ModéEncryption Policy Name: AP VLAN CuesiSSD
WPA2PSK/AES RFDefault AP VLAN: Enabled ~ 23G5C SSIDPolicy
FnancialSSID

PasswordCetTLb8T Trunk port: LANO 2.435G SSIBPolicy RED
VLAN ID30 SSID
MaximumNumber of dients: 40 RFPolicy RF Default
Policy NameR&DSSID VLANPolicy AP VLAN
SSIDR&D
Security ModéEncryption
WPA2PSK/AES
PasswordZeFtub6m
VLAN ID40
MaximumNumberof Qients. 40

1)  Configure the SSID policy.

Navigate toAP>Wireless Policy SSID PolicylickAddto configurerelated parametersof
the SSID policy, and clilave
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“Tip
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¢KS YFEAYdzY ydzYoSNJ 2F Of ASyida &adzZl2NISR oé&
(K$S &alewSiz latki2ldgf RGKS Y EAYdzY ydzYoSNI 2F Of A SyiKaS
YIFEAYdzY ydzYoSN) 2F Ot ASyida F2NJ SIOK {{L5 2

$8ID Policy @
Policy Name SSID Guest Network Max. No. of Clients Security Mode Passwort d Hide SSID Client Isolation VLANID Schedule Disable Status Remark Operation
SSID1_Default  IP-COM_3D7DE0  Disable 42 None - Disable Disable 1000 Disable Used - # Edit

N N A N AN AN A A A AN N AN A A N AR AR N RN A A AR A AN AR N A A NN A NN AN AN AN AN NN NN EEANEEEAEAEEEEAEEEEEEAEEEEEEEEEE

= GuestSSID internat Disable 40 WPA2-PSK UmXmLOUK  Disable Disable 20 Disable - £ Edit 1 Delete =

= Financial SSID Financial Disable 40 WPA2-PSK CelTLBET Disable Disable 30 Disable - # Edit 1 Delete 2

= R&D SSID R&D Disable 40 WPA2-PSK ZeFtubm Disable Disable 40 Disable - & Edit 3 Delete §

2) QGonfigure VLAN policy.
bl @A 3 iHEA NB{ Sapk [ tidd (XO@EREIRO B yillkeSt S + F dizyy Q-UyAR v
& StiNdzy 10 g 2WA T YR | @SA O

VLAN Policy

Add
Policy Name AP VLAN PVID Management VLAN Trunk Port LAN Port Status Remark Operation
AP VLAN Enable 1 1 LANO LAN1:1 - Z Edit T Delste

3) (Qonfigure the AP groupolicy.
bl @A3ILiHEt G PNR dZJ) AIRRRIOO2 WHX 8 dzSER  RIFKNEItY S NEINdzLJ
L2t A Qe HFR Of A O

AP Group Policy ®@
Add
Group Name SSID Policy Band RFPolicy VLAN Policy  Maintenance Policy  Alarm Policy ~ Password Policy  Remark  Operation
) r 55101 _Default  24G . .
APGroup_Default S5ID1 Default 56 RF Default - - - - - # Edit
GuestSSID  24G :
Financial SSID  24G
N RED 551D 246G . ) . i i . B nelee -
Enterprise Guest SSID 5 RF_Default AP VLAN # Edit W Delete :
Financial 8SID  5G
R&D SSID 5G

Deliver the AP group policy.

1)  Navigate toAP>AP List and Maintenangeselect the APto which the AP group poliag
to be delivered and clickAP Grouping
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AP List and Maintenance

AP Model Remark  IP Address T

Group Name

10.10.20.178

2) Selectthe APgroup policy,

Select AP Group Policy

It is used to select group policies for the selected 1 APs.

Select AP Group Policy

II. Configure the core switch.
5A0ARS
Port Connectedto
Router
Internal Server
Switchl (Financial Departmet
Switch2 (R&D Department

Switch3 (AP

wSil Ay GKS

S
O2y T A JdzNB S

R
i K

[ll. Gonfigure the internal server.

I RR[ &b F2 NJ LJ2 NI &

0 KvGt [L19b9 92 Vy niiHKIS

2NJ NEFSNBYyOS
AFFSNI 6AGK

LED OFF Delete Reboot Mode Switch
Band ssiD Number of Terminals  Power Channel Status
24GHz  IP-COM _698F20 1 20
5GHz IP-COM_698F28_5G - 19

2yt @

LED Indicator

Online Enable

YR R2Sa
LINE RdzO G 5Y22CRISVTSaydti  adkSNEIA @ (o

y20 AYLIM

and clicksave.The following figure is for reference only.

Enterprise

[l
L
=
1]

02 NB
VLAN IVLANAllowedto Pas3
20

3040

30

40

20,3040

Tl odzf @
a ¢ R0TO HiEKASH O &

A X L oA

X

aoAiloOK
Port Property
Access
Trunk
Access
Access

Trunk

~ A AN

=

O2yySOiGSRKIR/ ti KES MIF 3 NID K

1. Add VLANsThe parameters in the following table amr freference only

-a T2ttt 20

Qx

PVID

30

40

G§KS dzaSNJ 3dzAa RS

I YR

VLAN Name VLANID

IP Addres&Network Segment

PhysicalPort

Fnancial 30

192.16830.1/24

LAN
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VLAN Name VLANID IP AddreseNetwork Segment PhysicalPort

R&D 40 192.16840.1/24 LAN

2. Configure the user DHCP server for the VLAN. The parameters in the following table are for
reference only.

Policy Name User DHCP

Client Address192.168.30.106192.168.30.200
Subnet Mask255.255.255.0

Fnancial
Gateway 192.168.30.1
Primary DNS192.168.30.1
Client Addresst92.168.40.100192.168.40.200
Subnet Mask255.255.255.0
R&D

Gateway:192.168.40.1
PrimaryDNS 192.168.40.1

3. Set the VLAN of the port connected to the switch.
Port Connectedto VLAN ID VLANAllowedto Pass Port Property PVID

Switch 30,40 Trunk 1

C2NJ RSGFAfa | 02dzi K2g dASQ2AIZNRBENBALER FTER AR
T 19 Y R

Verification

T 2 KSiyKBdzS@ZAEy SO0 (2 (KS ydSMGSSEBINIYBKS 208 NE
LI 3a g YNR[ dd2Y | oo;sLaﬁNmsk(S YR 6S AazftliSR -

T2 KSYKS BT IFEFS CAYlFIYyOAlf S5HEAMBDNLYSY iy D2 § 3N
CAYI¥OSYESNI (GKS s5KHBTUEFE OIOSEAG AR Ay NIy
Aaz2t LGSR FTNRY 20KSNI ySig2N] ao

T 2 KSWKS A0weB SAF NIReFYy SOl (2 G(KSvIsBA BFi SN
0KS g ANB{ SBL ildict AFoQONRHNS (0 HE/EFR2RTINRSY 2 (0 K S NJ
YySG62N] ao

T 2KSYy GKS adal¥F 27 ﬂéé[@mw@yﬁéwl-étﬂéENJ[JI-ZNJﬁ\KS
F OOSanal NUKYSSG FyR IINB Aazf I SR FNRY 23GKSN

T 2 KSY GKS adlFF 2F U4 KSWBR 5y53 8 dNING Sy (0 K- SO
OKABGNF ySUG YR FNB Aaz2f F GSR FTNRBY 20KSNJ y €
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5.5 DHCPsettings

5.5.1 Overview
2 KSdfa KNHI K S T2/ S ieavONAZA NBYSy Gas G4KS Lt | RRNBa
ySigo2N] RSOAOS OFy 06S 02YLX SGSR GKNRdAK (KS
T CKSUGW2N] ao0FtS Aa fFNBSI FyR GKS g2NJf 2

LI N} YSGSNER TFT2NJ ShHiOKRNESidg2N)] RSOAOS Aa
T ¢KS yszosNJ 2F RS@OAOSA 2y GUKS ySig2N] Aa
0 KF 0|y 0S dzaASR o0& (RS RSOADSENVIISOHFEEA
Y uKS at $WBadAyYS Aa
i hyteé || FS8S¢ Kzada Ay (KSoOySis2N] YSSR FAl
¢ BN2 dADSNBA RSE | 51/t &aSNWSNE gKAOK OlFy Fdzi2y

51/t OftASyidao

DHCBRserver

¢CKS Lt ERRRB&A2Y YSOKIYyAAY A& [ a F2ft20a
1)  When therouter receivesan IP address allocation request sent by the DHCP client, it
gueries the DHCP static allocation table according to the MAC address of the DHCP client.

If the DHCP client is in the static allooattable, the corresponding IP address is assigned
to the DHCP clienOtherwise the router will takethe next step.

2)  Therouter identifies the DHCP client type (user or AP) and the VLAN to which it belongs
from the request messagand then selects the type of DHCP server policy corresponding
to the VLAN according to the identified information to assign an IP address.

DHCP reservation

2 A 0K GKSAaSNBIEIA2Y FdzyOliAzys @2dz Oy YI 1S (K¢
LINE & RRNIBta alI> | Yy R | @20AyR] SINdiySQiil A{ 2L05482 e Xz Coay/li (KDERAT Y 3
a1 FFSOO olFlaSR 2y GKS Lt | RRNBRaa FTNRBY 0SS
R

(o)

Z W
(0p))

B

I__|/Note

MASNIDEGAZ2Y Fdzy OlA2y A& YINKSGE &1 F2 NN SNEIOYIHASR v (
Py Lt ORRABEFAURY 2NKE Yy 2NXIE 2LISNI GA2Yy 2F
GA2Yy D

puli
Qx
Qx

Z N e
o =
Q¢ T ()

y
N)

zZ >

I
S
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5.5.2 DHCRserver
[23 AY (2 (KPBdJWH$RIGHKITIbiEE ogeNgly { SHE A Y B E {ISNIDS NJ
SYGdSNJ 6KS LI 3So

hy GKA&a LI 3ST @2dz Oy O2y FA3IdzNBE GK: G521/t &S|
aSt SO0 LI NYYSGSNR G2 6S RAaLIIFIE@SRO

DHCP Server @
Add
Policy Name DHCP Type Interface Client Address Subnet Mask Gateway Primary DN S Lease Status Remark Operation
User_DHCP_Default  User DHCP VLAN_Default 192 168.0.2-192 168.0.254 2552552550 1921680252  192.168.0.252 30min Enabled - # Edit & Disable
AP_DHCP_Default AP DHCP VLAN_Default  10.10.96.2-10.10.96 254 2552552550 1010961 101086 1 30min Enabled - # Edit & Disable

. @ RSTINEUABNIG QRS SR (62 51 /! ta SANSNID S NI YWIRSITA QA
L W51/t g5STI2def ORE2RR || ySg 51/t ASNIISNI LIt AO

Add DHCP Server X
Policy Name
DHCF Type User DHCP
Interface VLAMN_Default

Client Start IP Address

Client End IP Address

Subnet Mask

Gateway

Primary DNS

Secondary DNS . ) . Optiona
Lease 30

Excluded IF Address . ) . Add
Remark Optiona
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t I N} YSGSNI RSAONRLIIA2Z2Y
Parameter Description
Policy Name Secifies thenameof the DHCP policy.

Fecifies theDHCRype of the router. Therouter supports two types of DHCBser
DHCRindAP DHCP

DHCP Type
T User DHCPUsedto assign IP address tients.
T AP DHCPUsed toassign IP addresses 8 COMAPs
Secifies the VLAN for which the DHCP server rule takes effect. You can col
Interface

the VLAN on th&LAN settingpage.

Fecifies the range of the DHCP address pool (range of IP addresses assigne

Client Address DHCP server to its clients).

Client Start IP Addres: Secifies the start IP address of the DHCP WRess pool.

Client End IP Address Soecifies the end IP address of the DHCP IP address pool.

Subnet Mask Fecifies the subnet mask that the DHCP server assigns to its clients.

Gateway Specifies the gateway address that the DHCP server assignslienits.

Primary DNS Secify the IP addresssof the primaryor secondanyDNS servesthat are assigned
to the device in the LAN by the DHCP server.
[ 2] Note

Secondary DNS C2NJ 6KS [!'b RS@OAOSa G2 | 00Saa GXKRKJ
aSO2wPhIH{N®2dz SYGSNBR Aa (GKS O2N
{SO2yRINE 5b{ OFy 06S tSTG ofl y]

Jecifies the validity period of the IP address the DHCP server assigns to clie

T When the IP address of a client expires but the client is still connectt
the router, autorenewal happens and the client continues to occupy t
Lease IP address.

i If the client is disconnected (turned offthemnet cable disconnectedr
wireless network disconnected) from thieuter, the router will release
the IP address and make it available for other clients in case they re
IP address information as well.

Excluded IP Address Secifiesthe IP address assigned ¢tients doesnot include the excluded address

Satus Secifies the status of the DHCP server, inclu@ingbled Disabledand Expired

Remark Secifies theintroduction of the DHCP server policy.
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5.5.3 DHCReservation

[ 23 Ay (2

0 KB dsh § RIGIA 13 1babH siBENG| / t

wSASNWRGIBFYI SNI G§KS

LJ 3So

hy GKA& LI 3SzT @2dz Oy O2y TAIdzNB
adFGA0 Lt FRRNBPaa ftradao
DHCP Reservation
Add Delete Import Export
Terminal Name Terminal Type IP Address T MAC Address Remark Status
No Data
,2dz OHYRRAE A ®RWRS6 51/t

Add DHCP Reservation

X

Terminal Name

P Address
MAC Address

Remark

t I

NI YSGSNJI

SAONRLIIAZY

YR R2Sa
LINE RdzO G 5Y22CRISVTSaydti  adkSNEIA @ (o

y20 AYLIM

{ §BIGAY T A&

0RBEILI2ZNT &0

®

Operation

NEASNDIGAZ2Y L2t AOed

Parameter

Description

Terminal Name

Fecifies the name of thelient.

Terminal Type

Jecifies theclienttypes such asmartghone, PAD and P@.the clienttype is not

recognizedQtherswill be displayed.

IP Address Secifies thefixed IP address to be assigned to ttlent

MAC Address Specif?es the MAC address of tleient A MAC address can be specified in
following format: 00:23:24:E8:14:5A, @3-24-E814-5A or 002324E8145A.

Remark Secifies thentroduction of the assigned static IP address.

Satus Secifies the status of the DHCP reservation, includimgbled Disabled and

Expired

49



¢CKA& 3JdzARS Aa F2NI NBFSNBYyOS 2yfeée FyR R2Sa y2i4 AYLM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

Parameter Description

Import Used to import CSYV files for adding DHCP static assignment rules.

Used to export DHCP staassignment rules to your local computer as a CSV f

Export -\@-Tip

2 Y2ZRATE GKS SELERNISR FTA{Sz 2Ly
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[23 Ay (2 (KBJIHERI ¥LLIBGRXTIGBENG/ t { §% 10 /A yAEE]
SYyGdSNJ) ®KS LJ 3S
hy (GKA& LI 3S3 &2dz Oy LISNFRINWNXLUKS280f AgaAiAdR:
 RRNBaa NRPNES NI KA a
i ¢2 OASH RSOAOS ADF ayRYESI Al2WR a2dadiK AlyaS Ri K&
RSOAOS®
T ¢KGf RSYRAGK aaA3dJySR BR HRRNESaSal ORY 661
AYRAGARIZ & 2NJAY ol GOKSas a2 GKIG GKS
02 @IKBDY
DHCP List ©
Terminal Name Terminal Type IP Address T MAC Address Operation
W3TAPVT Others 10.10.96.10 3 Add to DHCP Reservation
DESKTOP-2KZMLGI PC 192.168.0.163 2) Add to DHCP Reservation
t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Terminal Name

Fecifies thenameof the client

Terminal Type

Fecifies theclient types such asmariphone, PAD and PQf the client
type is not recognizedDtherswill be displayed.

IP Address Foecifies the IP address of tiokent
MAC Address Fecifies the MAC address of tokent.
Used toadd to DHCP reservation
Operation +) Add to DHCP Reservation : Used to assign the current IP address a

static IP address to the cliemtfter addedsuccessfully, the client will
appear in theDHCReservationlist.
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6.1 Overview
¢ KNP dAIBINE INI GSa GKS ORIyUIOERAT 20SaNaI-ATes oAb f SA| T A 3
GANBE Saa ySieg2Nla F2N!'ta YR YIAyGalmaert éa |
gANBE Saa ySieg2Nl1a Oy o6S ANBFiGte NBRdAdZQOSRO®
¢2RR 'y [INPR di2SNOKS
¢2 0SS YI yINRSH Sov@S GKtS y S S
NE dZAi & Ndzd SIRNA VWPNIE SIS !t

a (2 N8 JdEBMYRY | i/

RS |
I YNNI &GS RS R 20623 @ K S

R
o
1. Enable the AP to obtain its IP address.
Lt haF Hit & &dzLIJLJ2 NI TdSOBAN 2D CPCIRSW GG KS 1t A& ¢
Fdzi2YlF GAOKfte 20GFrAya Ad&a 26y Lt | RRNBaas
& SNIIS N
2. Enable the AP to obtain the IP address of ittwater.
¢ KGR dADSMNB 2 RAOFftt & OoNRIFROFalhae AvVaAY LD 2 NRRBABG |
ONRIFROIFaldx GKS 't OF yNP2d@iiSNy GKS Lt | RRNBa
3. Enable the AP to send a join request to theter.
I FGSNI 200 FAYAYIND @8 SINGKS 'RRNBSyaR a2 71 RSy NB |
4. Enable theouter to respond to tke join request.

I FOSNE dkSNLIZ yRaA (2 GKS 22 AN dERGFPSHEST dif K @ !
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6.2 Corfiguration wizard

Procedure Task Description

Optional.

) By default, the router has created a VLAN interface named
1 Configure network VLAN_Default. The default IP address of this interface is
192.168.0.252and theUser DHCP_ Defaldnhd
AP_DHCP Defaydolicies are configured.

Optional.

SetAPmanagement By defaultthe AP management modend configurationauto

mode deliveryfunction of the router hare beenenabled andthe

S AP_DHCP_Defayfiolicyhas beeradded to theVLAN_Default
interface.

Optional.
3 Gonfigure wireless
policies By default, therouter has created an SSID policy named

SSID_Default andan RF policy namddF_Default

Optional.
4 Configure AP group
policy By default, theouter has created an AP group policy named

APGroup_Default

Optional.
5 Separate APs to AP By default, theouter has separated the managed APs to
groups APGroup_DefaultYou can modify them based te actual

situation
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6.3 AP management mode

[23 AY (2 (KBIBERI VL AXBIti &SGR ISYSYISHRR® (K
LI 3S o

hy (KA dedlAS> aSitd GKS 't YHKRISESY SKEt YEFRE De
FRRKISt 51/t LIR2tAOe F2NJ G§KS L#g[habldi ¢!KtSa NP dzi S NJ
aon+tbhd®mHzASRY @ES YILE SYI WRRSYBYyQ2y FAIdzNI GA2Yy |
Fdzy OO A1&0 (NS 68 RSTI dzA G @

AP Management Mode

AP Management Mode i Enable Disable

Configuration Auto Delivery i Enable Disable

M30V30is usedas an examplelhe AP managememhodeand configuration auto delivery
functions are enabled by defauind AP_DHCP_Defaytolicy is added t&LAN_Defaulport.

If a newVLANs added and the AP DHCP policy is configured for the new VLAN interface on the
DHCP Servgrage, you need to cliokddto manually apply the AP DHCP policy for the new

VLAN to make the AP DHCP policy take effect and amsifhaddress to the AP.

AP Management Mode

ID  Management Port DHCP Policy DHCP Start Address DHCP End Address Subnet Mask  Gateway Address Status T Remark Operation

VLAN_Default AP_DHCP _Default  10.10.96.2 10.10.96.254 2552552550  10.10.96.1 Enabled - Z Edit © Disable [ Delete
t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description

AP Management Mode Used toenableor disablethe AP managemerituinction.

After this function is enabled, when a new AP goes online, or an offline AP ¢
online, the router will automatically add the APA®Group_Defaultthat is,
deliver the default configuration to the AP.

Configuration Auto
Delivery

ID Specifies the number of the policy.

Specifies th&/LAN Only APs connected to the management port can be

Management Port
managed
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Parameter Description

Specifies the DHCP policy delivered to the managed AP.

DHCP Policy “@-Tip

If it is @ new VLAN, you need to add an AP DHCP poli¢yGir Server
DHCP Start Address

Jecify the startor endaddress of the DHCP address paelivered to the AP.
DHCP End Address

Subnet Mask Specifies the subnet mask of the DHCP.
Gateway Address Jecifies the gateway address of the DHCP.

Satus Specifies the currerdP DHCPolicy status, includingnabled Disabledand

Expired

Remark Specifies the introduction to thAP DHCPolicy. The remark is optional.
Used to edit, enable, disable or delete th& DHCPolicy.
& Edit: Used to modify the AP DHCP policy.

Operation (B) Enable : Used to enable the AP DHCP policy.

& Dizable : Used to disable the AP DH@®icy.
T Delete : Used to delete the AP DHCP policy.

55



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

6.4 Wireless policy

hy (GKA& LI 3Sz &2dz Oy O2yF7R 30z2NE dALY? f IARDAISYAO SFa2 |
L2t AOASAE Ay OfdzZRS (KS {{R5I RPEYOER WEf AIDEPOR:

6.4.1 SSID policy

[23 AY (2 (KBIBERI VL AXMBRANSIIRHE {LE5f d2& 3y0OES NI
GKS LI 3So

{{L5 LRtAOE A& dzaAPBR | {025 RO 2LyF ™A BYdINIES NiEK @ F{ {(LK5S
. 2dz OF @ (G@f Mm@ SOG LI NY YSGSNR (G2 06S RAaLXI@SR

SSID Policy @
=1
Policy Name §SID Guest Network Max. No. of Clients Security Mode Password Hide SSID Client Isolation Schedule Disable Status Remark Operation
SSID1_Defautt  IP-COM_3D7DEO  Disable 48 None - Disable Disabie Disable Used - 2 Edit
.8 RSTINEUABNI QRS 6§ SR | y{ { B S ToJaf Adx OB 2Y S R
FRR I ySg {{L5 LRfAOe®
Add SSID Policy X
Policy Name
SSID
Guest Network Enable ®) Disable
Max. No. of Clients 43
Security Mode None
Hide S5ID Enable i-_ Disable
Client Isolation Enable ®) Disable
VLAN ID 1000
Schedule Disable Wi-Fi Enable ® Disable
Remark
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Parameter
Policy Name

SSID

Guest Mode

Max No. of Clients

Security Mode

Encryption

Password

YIe8 RAFTFSNI gAGK LINERdzO( 522CRISviSayd aekSINEIAQ (Yo

O«

NA LIGA2Y
Description

SYecifies the name of the SSID policy.
Foecifies the name of thwireless network

After enablingthe SSID is used as guest netwaigersconnected to the SSIEan
only access theternet, but cannot access each other or LAN.

Fecifies the maximum number of clients allowed to connect towlreless network

Generally, the maximum number of(FOM clients i428. If you want tadeliver
multiple SSID policies to the same AP, you need to plan the maximum number of
clients of each policy in advance. Ensure the sum of maximum number of clients
SSID policies does not exceed 128.

Specifies the security modes of the SSdlicy.

T None It indicates that the wireless network has no password. For the
security of the network, this option is not recommended.

T WPAPSKandWPA2PSKTheyindicate that WPA prshared keys are used
for network authentication, which is ideal for imiilual and domestic
scenarios.

T WPA3SAERNdWPA3SAE/WPAZPSKTheyindicate that the wireless
network is authenticated with a WPA pshared key, which is more secure
than WPA2. Some smartphones do not support WPABYBAISAE/WPA2
PSKs recommended.

i WPAandWPA2:They indicate that 802.1x is used for network
authentication and generating root keys to encrypt data, which is suitabl
for scenarios withhigh-securityrequirements such as enterprises.

Specifies the encryption when the securitpde is WPARSKWPA2PSKWPA3SAE
WPAISAE/WPAPSKWPA and WPA2
T AESSpecifies the Advanced Encryption Standard.

T TKIP Specifies the Temporal Key Integrity Protocol. UiddiPmode, the
AP can only use a lower rate (maximum 54 Mbps) than uA&Smode.

TKIP&AESSpecifies that both thAESand TKIPare compatible.

WPA3SABonly suppors AES

Specifies the prashared keys when the security modes are \WEFBK, WPARSK
WPA3SAEaNd WPAISAE/WPAPSKThe users need to enténe wireless mssword
when connecting to the SSID.
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Parameter Description

Specifies the key update interval when the security mode is WWBIKAWPA2PSK
WPA3SAENdWPAISAE/WPAPSKA short key update interval can enhance the
security of WPA dat& means no update.

Key Update
Interval

Radius Server

Address

Authentication Specify the IP address, shared key and authentication pdiniedRADIUS Server.
Key They are required only wheS8ecurity Modeis set toWPAor WPA2
Authentication

Port

Used to enable or disable the lei&SIDunction. After this function is enabled, the
SSID will be hidden and tingreless networkwill not appear in the available network

list of wirelessclients (such as smartphones), enhancing the security ofvttedess
Hide SSID network.

If you want to connecto the hiddenwireless networkmanually enter the SSID on
your wireless clients.

Used to enable or disable tl#ient isolationfunction. With theClient Isolation

Client Isolation .
enabled,clients cannot access each other.

VLAN ID Specifies the VLA which the SSID belongehe value range is 1, 31094

With this function enabled, you can set the periods (up to 4) fonvtireless network

Schedule Disable to be disabled. Within the period, the router will automatically disablewulireless

Wi-FI network of the AP managed by the router.

Status Specifies the status of the SSID policy.

Remark Specifies the introduction to the SSID policy. The remark is optional.
Used to edit or delete an SSID policy.
# Edit : Used to modify the policy.
1 Delete: Used to delete the policy.

Operation I

Generally, keep at least one SSID policy, so the last policy cannot be deleted. Th
policy in use cannot be deleted. Remove the policy reference before deleting a pc
in use.
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6.4.2 RF policy
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RF Policy
Policy Name RF Status Network Mode Channel
Enable 2 4G:11blg/nfax J(Not Gonfigured)
RF_Default Enable 5G-11a/n/ac/ax /(Not Gonfigured)
74

& RS T IN&A4 B NG

ANE |

%

YySwC LRt AOeo®

Add RF Policy

Palicy Name

2.4G

RF Status

Network Mode
Country/Region Code
Channel Bandwidth
Channel

Power

RSSI

Client Aging Time
Anti-interference Mode
Air Interface Scheduling
WMM

SSID Isolation

APSD

Remark

Mot Configured

11b/g/n/ax

China

Automatic

/(Mot Configured)

50

-90

15 min

/(Mot Configured)

O Mot Configured
Mot Configured
Mot Configured

®) Not Configured

dza SR

G2 O2yFTAIdzNB (GKS ol &A

®

Power RSSI Client Aging Time Status Remark Operation
50 -90 15min
50 50 18min Jeed £ Edt
7 v AN

GdSR

®) Enable Disable
dBrm
dBm (O
Enable Disable
®) Enable Disable
Enable i Disable
Enable Disable
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Parameter Description
Policy Name Secifies the name of th&Fpolicy.

2.4G
Speciy the parameterdor R- policies under 2.4 Gldnd5 GHavireless network.
5G

Fecifies the status of the WiFi functioNot Configuredndicates that the REtatus of

the corresponding frequency band of the AP is not modified.
RF Status
T Enable Selectit to enable the WiFi function of the frequency band.

1 Disable:Selectt to disable the WiFi function of the frequency band.

SJecifies thewireless networkmode of the corresponding band.

Network modes of the 2.4 GHz frequency band inclutle 11g 11b/g, 11b/g/n and
11b/g/n/ax.

T 11b The AP works in 802.114ireless networkmode.

T 11g The AP works i802.11gwireless networknode.

T 11b/g: The AP works i802.11 g wireless networknode.

T 11b/g/n: The AP works i802.11Hg/n wireless networknode.

T 1l1b/g/n/ax: The AP works i802.11dg/n/ax wireless networknode.

Network Mode

Network modes of the 5 GHz frequency band inclutle 11a/n, 11ag and
1la/nfac/ax.

i 1l1a: The AP works in 802.aWireless networknode.

i 11a/n: The AP works in 802.aMh wireless networknode.

i 1lac The AP works in 802.atwireless networknode.

i 1la/n/ac/ax: The AP works i802.11a/n/ac/axwireless networknode.

Country/Region  Soecifies the country or region where the AP is located. Please select the correct
Code country or region.
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Parameter Description

Speciiesthe bandwidth of the working channe\ high channel bandwidth means a
higher transmission rate, but the penetration capability is reduced and the
transmission distance is shortened.

T Automatic: The AP automatically adjusts the channel bandwidth based c
the surrounding environment.

T 20M: The & useghe 20 MHz channel bandwidth.
T 40M: The AP usdabe 40 MHz channel bandwidth.

Channel T 80M: This channel bandwidth is available for the 5 GHz only. The ARhes
Bandwidth 80 MHz channel bandwidth.

T 160M:This channel bandwidth is available for the 5 GHz only. Thesdd®
the 160 MHz channel bandwidth.

20M is available for each network mod&0M is available fol1b/g/n, 11b/g/n/ax,
11a/n, 11acandl1lla/n/ac/ax. 80Mis available fodlacandlla/n/ac/ax. 160Mis
only available fofl1a/n/ac/ax.

Specifesthe channein which the wireless data is transmitted and receivEde
available channels are determined by the current country/region and wireless bar

T /(Not Configured: Retain the currentonfiguratians of the AP.

T Automatic: The AP automatically detts the occupation rate of channels
Chamel and selects theppropriateworking channel accordingly.

If the connection dropsfreezesor slow internet occurs frequently when you are usit
the wireless networkyou can try changing the working channel. Youatsk the
channels witha low occupation rate and little interference using software tools (suc
as WiFi analyzer).

Jecifies thetransmit power of tle corresponding band.

Power The higher the transmit power, the wider the WiFi coverage. Howeveaparopriate
reduction of transmit power caimprove the performance and security of thdreless
network.

Specifies theninimum wireless signal strength can be received by the band. Clien

with a lowersignalstrengthvalue cannot connect to the AP.
RSSI
When there are multiple APs in the surroundingsappropriateRSSvalue helps

ensure wireless clientsonnectto the APs with a stronger signal.

If a client generates no data communication within ttiise after connecting to the

Client Aging Time wireless networkthe AP will cut this client off.
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Parameter Description

Interference mitigation mode of this device. Only supported in 2.4 GHz.
1 0: Interference suppression measures are disabled.

i 1: Suppressame frequencynterference for weak radio environmenguch as the
same frequency interference caused by microwave ovemsriphonesand
bluetooth devices.

i 2: Forciblysuppress moderate interference for bad radio environmeiiten the
. number of wireless signal interfence sources is less than 30.
Anti-interference

Mode T 3: Automatically sppress critical interference for heavy loading radio
environment.

1 4: Automatically suppress critical interference and reduce naisen the number
of wireless signal interference sourcesnere than 3Q sud ashigh-density
scenaris.

T /(Not Configured) The routerdoes not deliver the antinterference mode
configuration to the AP. The AP uses #mi-interferencemode configured on its
web Ul.

If this function is enabled, the sandewnload time is assigned to users experienciny

Alrtime Fairess different download rates, ensuring a better experience for higte users.

Specifies the WiFi Muilthedia, which provides basic solutions for wireless QoS. W
this function is enabled, audio and viddata are forwarded in priority. To improve

WMM the performance of AP in wireless multimedia data transmission (for example, onl
videos), this function is enabled by default.
: Used to enable or disable the SSID isolation function. Whemritaisled, devices
SSIDIsolation

under different SSIDs cannot communicate with each other.

Fecifiesthe Automatic Power Save Delivery, which is &M power-saving
APSD certification protocol of the WiFi Alliance. EnabligSxan reduce the power
consumption of the R.

If the client supports 2.4 GHz and 5 GHz, with this function enabled, 5 GHz is use
priority when the 5 GHz signal strength is not less than the RSSI value.

'\@,'Tip

5G Preferred T This function is only available for the 5 GHz bdmluse this function, the
2.4 GHz and 5 GHz bands of the AP must be enablethar85ID,
encryption mode and passwords for the 2.4 GHz and 5 GHz bands mus!
consistent.

T BGHz Priorityrhresholds configured on the web Ul of the AP.
Status Specifies the status of the RF policy.
Remark Specifies the introduction to the RF policy. The remark is optional.
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Parameter Description

Used to edit or deletan RF policy.

Z Edit: Used to modify the policy.

Il Delete: Used to delete the policy.
Operation

Generally, keep at least one RF policy, so the last policy cann@dtedl The policy
in use cannot be deleted. Remove the policy reference before deleting a policy in

6.4.3 VLAN policy

[23 AY (2 (KBIB$ERI VL AXMBPIAINSIISPE [t D AI@E SP& S NI
GKS LI 3So

+[ ILB2f A08 A& dzaSR 4H[2ILBOXNYYSHE&NE @KRSI&EBAAOD
. 2dz Oy O2yFA3IdzNB GKS leBkiILu]%SfR)\ @ésﬁi’i]aylaéézcv)\l
SylrofAy3a adlriadza 2F GKS 't [ ! bX YIYyF3aSYSyi

VLAN Policy @)

Add

Policy Name AP VLAN PVID Management VLAN Trunk Port LAN Port Status Remark Operation

,2dzOAIARRE RRFSg [ !'b LIREtAOCED
Add VLAN Policy X

Policy Name

AP VLAN ® Enable Disable

©

PVID 1

©

Management VLAN 1

Trunk Port LANO LAN1

LAN Port VLAN ID: 1-4094

LANO 1

LAN1 1

Remark Optiona

Cance Save
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Parameter
Policy Name
AP VLAN

PVID

Management
VLAN

Trunk Port

LAN Port

Status

Remark

Operation
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Description

Fecifies the name of th&’LANpolicy.

Used to enabl®r disablethe APVLANunction.

Specifies the ID of the default native VLAN of the trunk port ofAtRe

Specifies the ID of the management VLAN. The default value is 1.

After changing the management VLAN, you can manage the AP only after conne
the router to the new management VLAN and you can log in to the web Ul of the ,
again only aftr connecting your client (such as the management computer) to the
new management VLAN.

Used to slect the trunk portghat allow data of all VLANS to pass.

[ Note

After the 802.1Q VLAN function is enabled, at least one LAN port needs to be sel
as the Trunk port. If this policy is applied for only one LAN port, set LANO as the 1
port. Otherwise, the configuration may fail.

Fecifies theVLAN ID of thevired LAN por{non-Trunk port)of the APThis
parameter is required only when ¢hAP that uses the current policy has tisaN
ports. The wired LAN port that cannot be modified is the Trunk port.

_\@,_Tip

After the 802.1Q VLAN function is enabled, the wired LAN port-{irank port) and
wireless port of the SSID are Access ports. Their Pxé8Diseasame as their own VLA
IDs.

Specifies the status of the VLAN policy.
Specifies the introduction to the VLAN policy. The remark is optional.

Used to edit or delete a VLAN policy.
Z Edit: Used to modify the policy.

1l Delete: Used to delete the policy.

Generally, keep at least one VLAN policy, so the last policy cannot be deleted. Tt
policy in use cannot be deleted. Remove the policy reference before deleting a pc
in use.
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6.4.4 Advanced policy

[23 AY (2 (KBIBERI VL AXMBANSIIRI5H RO2 yOS&2t 2 A C
SYGdSNJ 6KS LI 3So

hyl KWaas&l y O2y FAIAdzNBE | ROFYOSR LRfAOASAE o0AyO
LRt AORBEAaA62NR LRfAOASaL D
Advanced Policy

Add

Policy Name Policy Type Policy Contents Status Remark Operation

No Data

t I N YSGSRIYRS&EONR LI A

Parameter Description
Policy Name Fecifies the name of thadvancedoolicy.
Policy Type Jecifies thetype of advanced policy, includingaintenance PolicyAlarm Policyand

Password Policy

Policy Contents  Specifies the contents of the policy.

Status Specifies the status of the advanced policy.

Remark Specifies the introduction to the advanced policy. The remark is optional.

Used to edit or deletenadvanced policy.
Z Edit: Used to modify the policy.

[l Delete: Used to delete the policy.
Operation

|
,

“Tip

M=

Thepolicy in use cannot be deleted. Remove the policy reference before deleting
policy in use.

Maintenance policy

¢ KWAf AO08 Aa dzaSR (2 O2y FTAIdzNB umﬁ @ @&d 4 ¥ EA 0 KE

Oy YI1S AG 62N bBAaA KNEKAAKY SIERFR NIVK WOSHKS !t
NE6220SR RddzZNAYy3 ARfS LISNA2RaO®
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Add Advanced Policy X

Policy Mame

Policy Type Maintenance Policy
Reboot Settings Cyclic Reboot
Reboot Time Interval 1 day(s)

Remark

'n]
[
=]
fa]

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name Fecifies the name of thenaintenancepolicy.

Fecifies thetype of advanced policy, includingaintenance PolicyAlarm Policyand

Policy Type Password Policy

Specifieghe type of maintenance policy.

. T Scheduled ReboofThe AP reboots once at the specified time point on the
Reboot Settings specified dates.
T Cyclic RebootThe AP reboots once at the interval specifiedR@poot Time
Interval.

Time

Soecify the rebootime of the AP wherReloot Settingsis set toScheduled Reboot
Repeat
Reboot Time Speifies the interval at which the AP reboots wheaboot Settingss set toCyclic
Interval Reboot
Status Specifies the status of the policy.
Remark Specifies the introduction to thpolicy. The remark is optional.
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Add Advanced Policy

Policy Name

Policy Type

Log Notification

AP Fault Alarm

AP Traffic Alarm

AP Connections Alarm

Connections Alarm Threshold

Remark

Alarm Policy
@) Enable Disable
® Enable Disable
Enable f Disable
®) Enable Disable

50

Cancel
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Parameter

Policy Name

Policy Type

Description

Fecifies the name of thalarmpolicy.

ySg

y 2

A Y LI
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X

Yoecifies thetype of advanced policy, includingaintenance PolicyAlarm Policyand
Password Policy

Used to enabl®r disable the log notificatiofunction.

Log Notification

Login Running Log

After it is enabledthe AP alarms will be displayedA® Alarm Lognd AP Running

Used to enable or disable thP fault alarnfunction.

AP Fault Alarm

an alarm through thé.og Notification

Used to enable or disable theP traffic alarnfunction. With this function enabled,
when the total traffic exceeds the specified threshold,adarm notification will be

AP Traffic Alarm

triggered. The notification can keentby Log Notification
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Parameter Description
Traffic Alarm Fecifies the threshold of the AP traffic alarm. When the total AP traffic exceeds tl
Threshold threshold, an alarnmotification will be triggered.

Used to enable or disable th&P connections alarfunction. With this function

AP Connections enabled, when the number of AP connections exceeds the specified threshold, at

Alarm alarm notification will be triggered. The notification candentby Log Notification
Gonnections Specifies the threshold of connections alarm. When the number of AP connectior

Alarm Threshld  exceeds the threshold, an alarm notification will be trigeger
Status Specifies the status of the policy.

Remark Specifies the introduction to the policy. The remarkpsional.

Password policy
hy (GKA& LI 3S3ILXR a2dxd0y2 tO20ATIAGT dINEBNI 1 KS 't G2 L
LI adg2NR dzaSR G2 23 Ay G2 (GKS 6So !L 27F (K.
¢(KS RSTFlLdzZ G f23Ay IHRODYz¢A LINROEN & & dzgF NBz(i K RER 1
SYyiSNeS IS0 | L Y2RABESIFHY IR OKIyaIS GKS 234
AYYSRAIFGSt @ dzZll2y @2dzNJ FANRG f23Ay®
[23 AY (2 GKS 35 I6yF B A JN2AGS AINESE S\EBAIRBINY OSE t 2 A C

SYGSN &R3IzOIEHBR2 RR | yS¢ LI aag2NR LRfAOeD
Add Advanced Policy X

Policy Name

Policy Type Password Policy
Dewvice Login Account

Dewvice Login Password

Confirm Login Password

Remark

(]
L
3
[a]
i}
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Parameter Description
Policy Name Secifies the name of thpasswordpolicy.
. Foecifies thetype of advanced policy, includingaintenance PolicyAlarm Policyand
Policy Type !
Password Policy
Device Login Specifies the login account of the AP.
Account
Device Login . .
Password Specifies the login password of the AP.
Confirm Login Used to confirm the login password of the AP.
Password
Status Specifies the status of the policy.
Remark Specifies the introduction to the policy. The remark is optional.
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6.5 AP group policy

[23 AY (2 (KBIBERI VL AR ANSIIRI t t DNR@RARO &

SYydSNJI 6GKS LJ 3So
't 3ANRdzL) LI2f AOOE SA & AdeSS S alaz LEXWM OA S A
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AP Group Policy

Add

Group Name SSID Policy Band RFPolicy VLANPolicy  Maintenance Policy  Alarm Policy  Password Policy Remark  Operation

SSID1_Default 240G

6S RAA&ALJX I &

FYR RS A

w»
puj

APGroup_Default SSID1 Default  5G RF_Default - - - - - £ Edit
. @ RSTINEUABNI QRS ISR |y !t INR ddLIpE R R OLRDOY I Y
| RR2RR I ySg !t 3ANRdzZL) LRt AO&®

Add AP Group Policy X

Group Name

Mo. of SSIDs 1

SSID 1 Policy 2.4G Disable
5G Disable

RF Policy RF_Default

VLAN Policy Disable

Maintenance Palicy Disable

Alarm Policy Disable

Password Policy Disable

Remark

t I NI YRSSIZSOWNIA LIG A 2 Y
Parameter Description

GroupName Secifies the name of th&P grouppolicy.
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Parameter Description

No. of SSIDs Specifies the number of the SSIDs.

Specifies the SSID policy to be used in the AP group policy. The SSID policy sho
SSID Policy configured inSSID Polidn advance.

If multiple SSIDs are configured, each SSID should be used with a different SSID

Speciy the working frequency band of the AP.

246G i 2.4 GHzThe frequency band of the AP2igl GHz
1 5 GHzThe frequency band of the APS$GHz
:l:ﬂp
5G
If your AP only supports 2.4 GHz, select 2.4 GHz or 2.4 GHz&5 GHz. If you selec
the configuration is invalid.
. Specifies the RF policy to be used in the AP group policy. The RF policy should b
RF Policy : . .
configured inRF Policin advance.
. Specifies the VLApblicy to be used in the AP group policy. The Vpaélidy should be
VLAN Policy . . o
configured inVLANPolicyin advance.
Maintenance Specifies the maintenance policy to be used in the AP group policy. The mainteni
Policy policy should be configured iladvanced Policin advance.
Alarm Policy Specifies the alarm policy to be used in the AP group policy. The alarm policy shc

configured inAdvanced Policin advance.

Specifies the password policy to be usedna AP group policy. The password policy

Password Policy should be configured iAdvanced Policin advance.

Remark Specifies the introduction to the AP group policy. The remark is optional.

Used to edit or delete an AP gropplicy.
# Edit: Used to modify the policy.

1l Delete; Used to delete the policy.

Operation A

Generally, keep at least one AP group policy, so the last policy cannot be deleted
policy in use cannot be deleted. Remove the policy reference before deleting a p¢
in use.
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6.6 APIlist and maintenance

6.6.1 Overview

[23 AV (2 GKS 36 Iy BAINAFSHED 0 NP ¥R S &8 ASHUIISSYNI yiudK
L @S
hy GKA&a LI 3S: @2dz Oy aoly GKS 't fAai RSt
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,2dz O @ G@f RGF SOG LI NY YSGSNER G2 06S RAALI I @SR
AP List and Maintenance

dzi 12y RSAONALIIAZ2Y

Button Description

Sync Configuration

AP Grouping

Batch Settings
LED ON

LED OFF
Delete

Reboot

Upgrade

Used tosynchronize the configuration of the selected APs.

Specifies the AP group policy to be used on the selected APs. The AP group po
should be configured iIAP Group Policin advance.

Usedto deliver the configuration to the selected APs in batches.
Used to turn oror off the LED indicator of the selected AP.

Used to delete the information of offline APs that are selected.
Used to reboot the selected APs.

Used to upgrade the firmware of the selected APs.

|
'@'Tip

dick ~ besideRebootand you can see this function.
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Button Description

Used to reset the selected APs to factory settings.

Reset -\@'- Tip

dick besideRebootand you can see this function.

Used toenableor disable the cloud maintenance function of the ARwitch the
management mode afloud maintenancefor details, refer t@et the AP cloud
maintenance function

Mode Switch e
The cloud maintenance function may be unavailable for séRs.
Used to import the configuration information of the selected APs.

Import After importing, only remarks of devices with the same MAC address are replact
Other information will not synchronize.

Export Used to export the configuration informatiorf the selected APs.

Used to refresh the current list.

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Online Fecifies thenumber of online devices.

Offline Fecifies thenumber of offline devices.

Group Name Specifies the AP group name.

AP Model Specifies the AP model.

Remark Specifies the introduction to the AP.

IP Address Sp(_ecifies the IP address that the AP obtains from the AP DHCP server. It is alsc
login address of the AP.

MAC Address Specifies the wireless MAC address of the AP.

Hrmware Specifies the current firmware version of the AP.

Band Specifies the working frequency band of the AP, inclugidgGHand5 GHz

SSID Specifies the current SSID of the AP.
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Parameter Description
Number of g .

. Specifies the number of thdients that the AP aanects to.
Terminals

Specifies the wireless transmission power of the AP.

Power Policy Delivenjindicates that the transmission power of the AP is consistent with

setting in the AP group selected. You can &iekingsunderOperationto modify it.

Specifies the wireless channel of the SSID that the client connects to.

Channel Policy Deliveryindicates that the channel is consistent with the setting in the AP

group selected. You can cligkttingsunder Operationto modify it.

If the client suports 2.4 GHz and 5 GHz, with this function enabled, 5 GHz is use
priority when the 5 GHz signal strength is not less than the RSSI value.

5G Preferred -\Gfb'- .
ip

This function is only available for the 5 GHz band.

Specifies the management mode of the &B. detaik about the cloud maintenance
function, seeSet the AP cloud maintenance function

Management e

Mode -@-Tip

Thecloudmaintenancefunction may be unavailable for some APs.

Specifieghe management VLAN ID of the AP to differentiate it from data VIfAN.

Management VLAR this parameter is not set,is displayed by default.

Wired Port VLAN  Specifies the default VLAN ID of the wired port of the AP.
RF Specifies the current RF status of the AP.

Online Duation Specifies the online duration of the online AP.

Offline Duration Specifies the offline duration of the offline AP.

Status Specifies the current status of the AP.

LED Indicator Specifies the current status of thd=D indicator of the AP
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Parameter Description

Used to edit or delete the AP group policy.

Z settings : Used to modify the AP group policy.
T Delete : Used to delete the AP group policy.

Operation A~
- “Tip

l=¢

Generally, keep at least one AP group policy, so the last policy cannot be delete
policy in use cannot be deleted. Remove paticy reference before deleting a polic
in use.

6.6.2 Deliver policies to APs

:|||§£D:-
-
o

2A0K GKS O2yFAIdzNI GA2Yy I+ dzi2 RSEADIMESTHRRER2 U2 S{K ¢
| t DNE dzLWBBNRTFdzLdzoie RS FI dzf G @

1. Log in to the webJI of therouter.

2. (Skip if performed) Configure a wireless policy to be delivered to APs. For detailgirs&sss
policyin AP management

3. (Skip if performed) Configure an AP group and add the wireless policy configured itatep
an AP group. For details, s€€ group policin AP management

4. Delive policies to APs.

1)  Navigate toAP>AP List and Mainteance

2) Select the APs to which the policies are to be delivered, and AlckcroupingThe
following figure is for reference only.

AP List and Maintenance

Online: 2 device(s Offline: 0 device(s)

SO LG LU - AP Grouping & Batch Settings LED ON LED OFF Delete Reboot Mode Switch Import Export

sunn
a : Group Name AP Model Remark IP Address T Band ssiD Number of Terminals Power Channel Status LED Indicator Operation
. : - 24GHz  IP-COM_3D7DE0 - 50 - c
w e ef W3TAPV1 = .10.96. R - Online b & Setl
: : APGroup _Default 7APV1.0 10.10.96.4 SGHe  IP-COML3DTDED 1 = Enable Z Settings
E H e WEIAPY ~ e 24GHz  IP-COM_3DYDED - 50 Onlne y Goerr
1001 APGroup Default  W53APV3.0 10.10.96.5 Sehe  IP-COM3DTDED - 5 Online  Enable # Settings

3) Select an AP group from th®8elect AP Group Polidrop-down list box, and clickave
Thefollowing figure is for reference only.
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Select AP Group Policy X

tis used to select group policies for the selected 2 APs.

Select AP Group Policy AP-1

Cance Save

oy R
I THEKNE 't & FNB FTRRIRIDN 20 KS, BIR G KOASH HAR8zOA b A €
F LILJX ASR G2 GKS 'tao

6.6.3 Batch settings
2dz Ol.yl (dgakS {2S ILASANFRENY RSO Af SR & S GAlyA yI-3 AdzyFA2MNE
Yy @SN
'\@"Tip
C(KAad 2LISNIGAZ2Y Oly 2¥FEAyS RSHADSEOR 2y y2y

1. Login to the web Ul of theouter.

2. Navigate toAP> AP List and Maintenance

3. Select the APs for which detailed settings are to be performed, andBitgh SettingsThe
following figure is for reference only.

AP List and Maintenance

Online: 2 device(s Offline: 0 device(s)

Sync Configuration AP Grouping 3 Batch Settings 5 | LEDON LED OFF Delete Reboot  ~ Mode Switch Import Export
T

» 4 ®* Group Name AP Model Remarl IP Address Ban SsID Number of Terminals Power Channel Status LED Indicator QOperation
M g p del k dd 1 d ber of inal h: | di perati
& . . 24GHz  1P-COM_3D7DE0 - 50 - .
I r of W37APV1O - 10.96. o = Online b £ set
: : APGroup_Default 7APV1.0 10.10.86.4 i IP-COM 307DED 1 0 i Enable tings
' . ) o TR < e e 24GHz  1P-COM_3D7DE0 - 50 N ) Set
: : APGroup_Default  WB3APV3.0 10.10.96.5 e POV 3D7DED - = Online  Enable # Settings
.....

4. Set parameters as required, and clilave Thefollowing figure is for reference only.

]
'@'Tip

(b2 O2yNREGNBRD2{AERAJAKS A 2 yi 22 BKALDKLIIisK SNPYARA TASF
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AP Batch Settings X

Number of Selected APs 2 device(s)

Remark (Optional)

AP Grouping APGroup_Default v

24G 5G

RF Status (® Not Configured Enable Disable

Network Mode /(Not Configured) ~

Country/Region Code /(Not Configured) A

Channel Bandwidth

Channel

Anti-interference Mode /(Not Configured) v

Power 0 dbm (D

RSSI 0 dbm (O

Client Aging Time 15 min A4

Airtime Fairness {g') Not Configured Enable Disable

WM (® Not Configured Enable Disable

SSID Isolation (® Not Configured Enable Disable

APSD (@) Not Configured Enable Disable

Cancel
oy R
WSt ISR O2yFAIdzNF GAz2ya FT2NJ 0KS aSt SOGSR 't a
t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Number of Fecifies the numbeof APs that are selected currently. It cannot be modified
Selected APs y '
Remark Secifies the introduction of the APSheremark is optional.
. Secifies the AP group policy to be applied for the selected APs. The AP group pe
AP Grouping ' . -
must be configured id\P _group policin advance.
2.4G .
Used to configure parameters for 2.4 GHz and 5 @irkdess network. Refer to

5G Parameter description in RF policy
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6.6.4 Set AP cloud maintenance

,2dz Olay2 RIBBS(BABPKOES (KS Of 2dzR YIAYydSylyOS ¥

YFEYyF3aASYSyid Y2RS FT2NJ 4St SOGSR !'tao
2 | RR ! tNiP duiiy@NAKSS a1 YS LINERIP@S Z/ DBERIABAEKBSE &I ¢
SylrofAy3a GKS Of 2dzR YIAYy(iSylyOS TdzyOliAzy o

'\@" Tip
CKRAISNI GA2y Oly 2y tRTHEAYLBNFEANCSRa@Y y2vV
2 SylFrofS GKS Of2dzR YIFIAYGSylryOS FdzyOilAzy F2NJ !

1. Obtain the unique cloud code.

]
'@'Tip

i LT KSF Of 28BRIEYANISA 2y Kl & 08B SHI & ERY FERJ GiKSF RR
NR dZil BE NG KS alFYS LINRP2SOG: e2dz O dzRoa@l Ry & KISy @A A |j d

i .STF2NB SyloftAy3d (KS Of 2dRy ¥lizNF il SYyKF OSt Taz OQAEyYySE
AYGSNYySao

1)  Acasshttps://imsen.ip-com.com.crto enter the Profi Clouélatform

2) ClickAddin the upper right corner and seletinique Cloud Codeand copy the unique
cloud code.

Unique Cloud Code X

M = {
Unigue Cloud C

=}

2. BEnable the cloud maintenance function for the APs.

1) Log in to the web Ul of theouter, and navigate téAP> AP List and Maintenance

2) Select the APs for which the cloud maintenance funcisdo be enabled and clickMode
Switch The following figure is for reference only.
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AP List and Maintenance

Online: 2 device(s] Offline: 0 device(s)

: . e — -
AP Grouping Batch Settings LED ON LED OFF Delete Reboot v & H

H » Group Name AP Model Remark IP Address T Band ssID Number of Terminals Power Channel Status LED Indicator Operation
. P P

4 8 2 24GHz  IP-COM _3D7DE0 - 50 o F

= ef, W37APY1. = .10.96. e - Online b! £ Set

: : APGroup_Default TAPV1.0 10.10.96.4 SoHe  IP-COM3DTDED 1 = i Enable # Settings
4 H 2 24GHz  IP-COM_3DYDE0 - 50 —_ F
HE%H e WE3APV3.0 - 10.96.5 o . Online b Z Set

: - APGroup_Default VB3APY3.0 10.10.96. SGHz IP-COM 3D7DE0 - s0 i Enable & Settings
Sassan

3) St Cloud Maintenancdo Enable and set Management Modeas required Cloud Hosting
for examplehere).

4)  Enter the unique cloud code obtained Wnique Cloud Codand setDevice Info Reporto
Enable

5) dickOK
Mode Switch

Itis used to switch modes for the selected 2 APs.

Cloud Maintenance (®) Enable Disable

Management Mode Cloud Hosting v

Unique Cloud Code

Device Info Report (®) Enable Disable

et

oy R

I FAOSNI GKS Of 2dzR Y H O BRY ITY2NS KRy 0 AZy eRrdz OfF v
t NECAt { f @EARNNIA YRWAIY SRS YRt NBCA | LILID

t I N YSGSNI RSAONRLIGAZ2Y

Parameter Description

Qoud Maintenance Used to enable or disable tleboud maintenancefunction.
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Parameter Description

Specifies the cloud maintenance management mode.

T Cloud HostingSuitable for projects that are managed in a unified
manner and the ProFi Clollatformor ProFiAppis used for
maintenance. APs can be managed in the ProFi Gltattbrmand

Management Mode configurations can be delivered to APs through the ProFi Gitatébrm
You can also configure APs by logging in to their web Ul locally.

T Local HostingSuitable for projects thaire managed and viewed in a
unified manner. APs can be managed inEmeFi Cloud Platform or
ProFi Apand all configurations must be performed on the web Ul of
router or the APs.

Used to associate the device to the ProFi Cloudadement System. You can
Unigue Cloud Code  obtain iton the ProFi Cloud Platformt{ps://imsen.ip-com.com.ci or the ProFi

App.

Used to enable or disable traeviceinfo report function.

Device Info Report  agter this function is enabledyPs can be managed on the ProFi ClBlatform
and AP configurations will be uploaded to the ProFi CRlatform
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6.7 Wireless user information
0 KS > ¢RI FA JN2AHS AN S\apadz(! SANENJ SLyyiu TSNl

LJ @S

hy GKA&

O2y T A JdzNB
0@t

, 2dz Ol
Wireless User Information

Online Users: 2

Terminal Name

iPhone-11-Pro-512G

LJI

Terminal Remark

3853
idKS
RS

g2dz Oty @ASg 0o
2LISNF GA2ya &
NJ} YSGSNA

YT2NYI
2 NOA Yy 3

0S RAA&ALX |

A
a ¥

o4 LI

Export Force Offline

Terminal Type IP Address T MAC Address Associated SSID Band Signal Strength Online Duration Operation

Others 192.168.1.116 IP-COM_3D7DEQ 5GHz 75dBm 1minute(s) Force Offline

Others 192.168.1.58 |P-COM_3D7DEO 5GHz 62dBm Ominute(s) Force Offline

t I NISINSGRSAONALIGA2Y

Parameter
Online Users
Export

Force Offline
Terminal Name

Terminal Remark

Terminal Type

IP Address
MAC Address
Associated Device

Associated Device
Remark

Associated Device
IP Address

Associated Device
MAC Address

Description

Fecifies thenumber of online device

Used toexportuseas' information to the local computer.
Used to kickhe online users offlinén batches

Specifies the name of thdient

Specifies théntroductionto the client

Specifies the type dflientsuch asmartghone, PAD and P@.the clienttype is not
recognizedOtherswill be displayed.

Specifies the IP address of tbigent.
Soecifies the MAC address of tokent

Specifies the information of the AP that thkentconnects to.

Specifies the remark of the AP that tbient connects to.

Specifies the IP address of the wireless network belonging to the AP thelig¢he
connects to.

Specifies the MAC address of the wireless network belonging to the AP theliehe
connects to.
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Parameter Description

Associated SSID  Specifies the name of the wireless network to which ¢hentconnects, or the SSID

Specifies the frequency band of the wireless network to whiclctiemt connects.

Band T 2.4 GHzThe frequency band of the AP2igl GHz
T 5 GHzThe frequency band of the APS$GHz

Reattime Upload  Specifies the redime upload rate of theclient

Reaktime Specifies the redime download rate of thelient

Download

Total Traffic Specifies the total download traffic during totdient connection.

Sgnal Strength Specifies the signal strength of the wireless network to whichctieat connects.

Online Duration Specifies the duration during which tieéentis connected to the wireless network.

Operation Farce Offline : Used to kick thenline user offline.
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6.8 Exmaple of configuring fat APs

Networking requirements

e
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Configuration procedure

I 2y T XNEENBP [ 2y FAIdzZNE G )/ 2y FAITdzNB (K

Configure therouter.

1. Log in to the web Ul of theuter.

2. ManageAPs (skip if performed)

1)  Navigate tcAP>AP Management Mode
2) Enable theAP Management Mod&nd Configuration Auto Deliveryunctions.

3) dickAdd. Add theAP_DHCP_DefauHCP policy for théLAN_Defaultmanagement

port. By default, the system has creataddHCP policy for the management padrhe
following figure is for reference only.

AP Management Mode

@
AP Management Mode (®) Enable Disable
Configuration Auto Delivery (8 Enable Disable
ID  Management Port DHCP Policy DHCP Start Address DHCP End Address Subnet Mask Gateway Address Status | Remark Operation
-------------------------------------------------------------------------------------------------------------------------------------------------------
1 VLAN_Default AP_DHCP_Default  10.10.96.2 10.10.96.254 235.255.255.0 10.10.96.1 bled # Edit © Disable W Delete

LED OFF Delete Reboot ™ Mode Switch Import Export o
Group Name AP Model Remark IP Address T Band SSID Number of Terminals Power Channel Status LED Indicator Operation
I 24GHz IP-COM_3D7DE0 - 50 . —
APGroup_Default  W37APV1D - 10.10.96.4 SGH:  IP-COMLIDTDED 1 e Online  Enable # Settings
- 24GHz IP-COM_3D7DE0 - 50 _— .
. NG 3 N 5 - Inline S
APGroup_Default  W63APV3.0 10.10.96.5 SGHz  IP-COM_ADTDEO - > Online  Enable # Settings

3. Add the VLAN and configure the DHCP server.

(KS F2tt26Ay3 GlroftS tAada GKS [ ! b LI NFYYSGSN
VLANName VLANID IP Addresg Network Segment Physical Port
Guest 20 192.168.20.1/24 LANB
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Application

PolicyName Interface

DHCPype

DHCRConfiguration

Guest Guest

User DHCP

IPAddressPool 192.168.20.100
192.168.20.200

Subnet Mask: 255.255.255.0
Gateway:192.168.20.1
Primary DNS: 192.168.20.1

Guestl Guest APDHCP

IPAddressPool 10.10.20.100-
10.10.20.200

Subnet Mask: 255.255.255.0

Gateway: 0.10.20.1

Primary DNS:(110.20.1

1) Add VLAN.

bl A I bEE2 GR[ ! b {SGlARRE®2Y TAIdz2NB

VLAN Settings

Add
VLAN Name VLANID IP Address Subnet Mask T Interface Remark  Allow Access
VLAN_Default 1 192.168.0.252 2552552550  LANT,LAN2 LAN3 LAN4 Allow
Guest 20 192.168.20.1 2552552550  LAN3 Allow

Status

Ena

|

Operation

I b{ IHLAND Y S

.......................................................................................................................................................

2) Qonfigure the DHCP server for the VLAN.

bl A IHAB2 ERI / t { §BINAY IEASNBEORR2 y T ALTIMNBY S0 S N&
UK SNIDRIMAEE (f DH S! ¢b

0 Kd3a SNJ 51 /Ity Ra $ NI S N3/ Ft

DHCP Server

Add

Policy Name DHCP Type Interface Client Address

User_DHCP_Default  User DHCP VLAN_Default  192.168.0.2-192.168.0.254

Subnet Mask

255.255.255.0

255.255.255.0

Gateway
192.168.0.252

10.10.96.1

Primary DNS
192 168.0.252

10.10.96.1

Lease

30min

30min

Status

Remark

Operation

£ Edit

Z Edit

& Disable

& Disable

AP_DHCP_Default AP DHCP VLAN_Default  10.10.96.2-10.10.96.254
: Guest User DHCP Guest 192.168.20.100-192 168 20 200
E Guest1 AP DHCP Guest 10.10.20.100-10.10.20.200

255.255.255.0

255.255.255.0

192.168.20.1

10.10.20.1

192.168.20.1

10.10.20.1

30min

30min

2 Edit

# Edit

© Disable T Delete 3

© Disable T Delete &
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Deliver the AP DHCP policy to the Guest VLAN interface.

1)
2)
reference only.

AP Management Mode

AP Management Mode ®) Enable
Configuration Auto Delivery (®) Enable
Add
ID Management Port  DHCP Policy
Guest Guest]

AP_DHCP_Default

bl A 3I+iHSt GRAAD

A ¥ 4 oA

N 4 A A v A
51/t LRtAOe 2F UKS DdzSau =]
AP List and Maintenance
Online: 1 device(s) Offline: 0 device(s)
AP Grouping Batch Settings LED ON LED OFF Delete Reboot  ~
Group Name AP Model Remark IP Address T Band ssiD

APGroup_Default  W37APVIOD -

Io01020978 Tog,

Navigate toAP>AP Management Mode
dick Addto add the APDHCP policfor the LAN3port. The following figure is for

Disable

Disable

DHCP Start Address DHCP End Address Subnet Mask

10.1096.2 10.10.96.254 235.255.255.0

224GHz  IP-COM_3D7DED -
IP-COM_3D7DED -

Configure the AP policy.

Number of Terminals

Gateway Address

Mode Switch

50
50

2yt @

Status | Remark

Import

Power Channel Status

Iy RR2ald DK FKY Gy aK S
O2yYySOUSRbOD22MIKS NP dzi SNJ 6 St 2y 3a 0
b ®

Export

LED Indicator

Enable

YR R2Sa
LINR RdzO G 5Y22CRISYT Saydsi

Operation
Z Edit © Disable

# Edit @ Disable

Lt

& Settings

u 2

Operation

y20 AYLIM
aaFSINAIA @y

T Delete 4
.

W Delete

o A

RNXE a
KS C

— D

A

The following table provides examplef AP policy parameters. Rat default values for other
parameters that are not mentioned.

SSID Policy

RF Policy

VLAN Policy

AP Group Policy

Policy NameGuestSSID
SSIDinternet

Security ModéEncryption
WPA2PSK/AES

PasswordUmXmL9UK
VLAN I1D20

Policy Name: AP VLAN

RF Default

AP VLAN: Enabled

Trunk port: LANO

Policy NameHotel

No. of SSIB: 2

2.4G5G SSIDPolicy
GuestSSID

2.4G5G SSIDPolicy Staff
SSID
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SSID Policy RF Policy  VLAN Policy AP Group Policy

) RFPolicy RF Default
Policy NameStaffSSID

VLAN policy: AP VLAN
SSiIboa

Security ModéEncryption
WPA2PSK/AES

PasswordCetTLb8T
VLAN ID30

1)  Qonfigure the SSID policy.

bl @A 3 iHEA NB § abé{ m@a@@e O2 WBX BdeSIR PRIKNG YS i
{{L5 L@t ACe@&S I yR fA0]

¢KS YFEAYdZY ydzZYoSNI 2F Of ASyida adalRNISR o608 GKS !t
0KS &levsiz latki2ldgf ROKS YIFEAYdZY ydzYoSNI 2F Of ASyGa + LILIN
YIEAYdzY ydzYoSNI 2F OeAR¥ESa V2K SEORSR{mEyRfAOD
SSID Policy
2)  Qonfigure the VLAN policy.
bI GAINGE ANDt S [t Dt EQE ¥ R a Yito (2§ ! eo8dzy | t 2 NJ
YR O @d
VLAN Policy @
Add
Policy Name AP VLAN PVID Management VLAN Trunk Port LAN Port  Status Remark Operation
AP VLAN Enable 1 1 LANO LANT:1 - Z Edit T Delete

3) (Configure the AP group policy.

bl @A NGB t( DNR dZJ [ty2R REERA DY TAIdzNBE LI NI YSGSNAER |
{ I &S

87



¢KA& 3IdzARS Aa FT2NJ NEBFSNByOS 2
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINE

AP Group Policy

Add

Group Name SSID Policy Band RFPolicy VLANPolicy  Maintenance Policy  Alarm Policy

SSIDT_Default  24G

APGroup_Default SSIDT Default  5G RF_Default
R N NN A AN AR R AR R R R R R R R A AR RN A AR RN ARRENAARRENEARREEEAEEEEEEEEEE
L Guest SEID 24G
H e Staff S5ID 246G o ;
E Haotel Guest 55D = RF_Default AP VLAN
] Staff S5ID 5G
R e P e ey

6. Deliver the AP group policy.

yte FyR R28a y2id AYLX
RdzO (i 5Y220RIBYiSaydti  aefkSINEIA @ (o

@
Password Policy  Remark  Operation
Z Edit
Z Edit T Delete

1)  Navigate toAP>AP List and MaintenanceSelect the AP to which the AP group policy is

to be delivered, and clickP Grouping

AP List and Maintenance

- nnnn,

Sync Configuration i * Batch Settings LED ON LED OFF Delste Reboot - Mode Switch Import Export

- -

Femean
H = Group Name AP Model Remark IP Address T Band ssiD Number of Terminals Power Channel Status LED Indicator Operation
H a 2 . - 24GHz  IP-COM _698F20 1 20 ] .
% ef N3ITAPVIO - .10.20.17 - Online b £ e
: I APGroup Default  W37APV10 101020178 G D oM e0ares 56 = i Enable # Settings

2) Select an AP group policy, whichHstel in this example. Then, cli@ave

Select AP Group Policy

It is used to select group policies for the selected 1 APs.

Select AP Group Policy Hotel

C5.1:5| m

[I. CGonfigure thecore switch.

50 ARS UGK@+LOB®92Y nith kS +[ !

Port Connectedto  VLAN IDVLANAllowed to Pas§  Port Property PVID
AP 20,30 Trunk 1
Router 20 Access 20
Internal server 30 Access 30

@NJ 20KSNJ LI2NIa GKIFG | NB

~ A

y 2 (IC 2W3 yRISAIA AS Rz | 1023k

O2y TAIdzNE (GKS agA00OK: aSS (KS dzaSNJ 3dzA RS 27
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[ll. Configure the internal server.

A ¥ L oA

Il RR GKS z[!b F2NJ GKS LBRNI O2yyB08SRIUGRHIKS |

1. Add the VLANThe parameters in the following table are for reference only.

VLANName VLANID JERSlESINEREIS oo oo Port Property
Segment

Saff 30 192.168.30.1/24 LAN Access

2. Qonfigure the DHCP server for the AN. The parameters ithe following table are for
reference only.

VLANName User DHCP

IPaddress poo0l192.168.30.100 192.168.30.200
Subnet mask255.255.255.0
Default gateway192.168.30.1

Saff

PrimaryDNS$192.168.30.1

3. Setthe VLAN connected to the port of the switch.
Port Connectedto  VLAN IDVLANAllowed to Pas§  Port Property PVID

Switch 30 Access 30

C2NJ RSGFAfT&a 062dzi K2g G2 O2yFTAIdzZNBE (KS

oy R

Verification

aSNAR ¢K2 AQAYSHNY GBIl 0dSaa 2yfte GKS Ay@sNysa |y

|
I
I 00844 2yfe GKS AYyiNIySio
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6.9 IPTV

6.9.1 Overview

LYdSNYySG t NPit200#8 KISSICEK yS2AAZZRRZ YA Y 1 SANIF GAYy 3T Ay dS
G§StSO02YYdzyAOF GA2Y YR YlIye 20KSNIZNPBOKgzRA ZAAX
RAIAIFRNI F+ YAt & dzaSNBR o0& AYyUiUSNYySi oNRIROIYR
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IPTV

IPTV Configuration

IPTV Port LAN1
IPTV ®) Enable Disable
VLAN Configuration General IPTV
Save
AP List
1D AP Model Remark MAC Address Designated Ethernet port Operation

No Data

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description

Used to designate a LAN port as the IPTV port to connect to
IPTV Port IPTV port of the modem. Refer Rort Information on the
Systempagefor the LAN port number.

IPTV
Configuration
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Parameter Description

IPTV Used to enableor disable the IPTV dafzassthrough function.

Specifies the VLAN ID of the IPTV service.

T If the broadband service provider does not provide
VLANrelatedinformation when activating the IPTV
VLAN service, selecGeneral IPTVor seleciCustomize
Conﬁguration VLANand selecwithout VLAN Tag

i If the broadband service provider provide¥BAN 1D
when activating the IPTV service, sel€astomize
VLANandWith VLAN Tagand enter the
corresponding/LAN ID

Fecifies the product model of the AP. OnlysARatsupport

AP Model IPTV are displayed in the AP list.

MAC Address Secifies the MAC address thie AP,

Remark Specifies théntroduction of the AP.

AP List Specifies thavired Ethernetport on the AP to set up a

transparent IPTV data transmission channel with the router.
designated Etherngport needsto be connecedto the IPTV
Designated set-top box.
Ethernet port e
'@'Tip

Thedesignatedethernet portof the AP i4 ANL.

6.9.2 Watch IPTV programéscenario 1)

Networking requirements
CKS Lt¢+ ASNBAOS Aa Ay COiKI3R IR tA WINEHAFNIZOSNRI I RO |
FYR LI dag2NRZ o0dzi y2 2[!b AYyF2NNIGA2Yy D
WS lj dzA NB2VFSIOIT ¢ + LINPINI Ya o

Solution
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Configuration procedure

1. Configure the router.

1) Log in to the web Ul of theouter.

2) Navigate toAP>IPTV
3) Enable the IPTV function and designate IPTV port.

Slectthe router as the LAN port of IPTWhich isSLAN4 in this example
Enablethe IPTVfunction.
Set VLAN ©nfiguration, whichis General IPTVh this example.

ClickSave
IPTV
IPTV Configuration
IFTV Port LANA
IPTV (@) Enable Disable

VLAN Configuration General IPTV

4)  DesignateAPasthe wired Ethernet port othe IPT\port. The following figure is for
reference only.

Choose the AB be connected to the IPTV s&tp box and click # .
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- Tickthe Designated Ethernet Pornd clickSave
Settings X
AP Model WE3APV3.0
MAC Address
Designated Ethernet port LAN1
Cancel m
TheLANL port of the AP iglesignated successfully.
AP List
1D AP Model Remark MAC Address Designated Ethemet port Operation
e T s
2. Set your IPT¥ettop box
Use the IPT\Usernameand password provided byour ISPto dial upon your IPT\éet-top
box
oy R
Verification
I THKNE O2y AR MNIBRWEWI Yy 61 6OK Lt ¢® LINPINFYE 2
6.9.3 WatchIPTV programs (scenario 2)

Networking requirements
CKS Lt¢+ ASNIAKD WBE ROV GF ROKEBESRNIAADES @AC R S/aHz4 SyNJ
YR LI 88362NRE yR GKS [ 'MAA50RFSYiKISA LIt ¢ +SHEL
WS lj dzA NBiSiyaRE Lt ¢+ LINPINI Ya FyR | O0SaaAiy3d (K
Solution
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Configuration procedure

1. Configure the router.

1) Log in to the web Ul of theuter.
2) Navigate toAP>IPTV
3) Enable the IPTV functimf the routerand designatehe IPTMN port.

- Slect the router as the LAN port tfie IPTMN port, whichis LAM in this example
- Enablethe IPTVfunction.

- SelectCustomize VLAIor VLAN ConfiguratiopselectWith VLAN Tagand enterl10
onVLAN ID

- ClickSave
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IPTV
IPTV Configuration
IPTV Port LAN4
IPTV (@) Enable Disable
VLAM Configuration Customize VLAN
-:E With VLAN Tag Without VLAN Tag
VLAN ID 10

4)  Designate a wired Ethernet port of the A@upport IPTV function)
- Selectthe APLto be connected to the IPT3&t-top boxand click # .

- Tickthe Designated Ethernet Pornd clickSave

Settings X

AF Model WE3APV3.0
MAC Address

Designated Ethemnet port LAN

TheLANL port of the AP is designated successfully.

AP List

ID AP Model Remark MAC Address Designated Ethemnet port Operation

5) Repeatsub-step 4of stepl to designateother wired Ethernetport of AP2 (support IPTV
function).

2. Setyour IPT8ettop box

Use thelPTV usenameand password provided byour ISPto configure network settings on
your IPT\&ettop box

oy R

95



¢CKA& 3JdzARS Aa F2NI NBFSNBYyOS 2yfeée FyR R2Sa y2i4 AYLM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

Verification
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6.10 Wi-Fi optimzation

6.10.1 Optimize wireless network
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0
g K
Wi-Fi Optimization

AP Group to be Optimized AFPGroup_Default
Application Scenario Family (Large Flat Floor)

Optimization Policy Roaming Experience Priority

O«

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description

Used to select the AP grotipat needs to be optimized, and the APs in this

AP Group to be Optimized group will be wirelessly optimized.

Slect the application scenario as requiredcludingFamily (Large Flat

Application Scenario Floor), Family (Villajand Enterprise Office

97



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

Parameter Description

Used toselect an appropriate optimization policy.

T Roaming Experience PriorityPrioritize roaming experience. It can
be used in scenarios with high AP deployment densiiximiing
the roaming experience anehsuringthat clients connect to APs

Optimization Policy with good signals, which may reduce the maximum coveragieeof
wireless network

T Coverage PriorityPrioritize WiFi coveragelt can beused in
scenarios with low AP deployment densityaximiing coverage
andensuringthat dients successfullgonnectto APs as much as
possible which may reduce theoaming sensitivity.

6.10.2 Scheduleoptimization

[23 Ay (2 (KS 36 Doy @A JN2AFS XK WL A W R dzt S
hLJG A YA 2 BAaGN®I 3 S
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D/ Note
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i 5dzNAy3I GKS 2LIAFANBGSEY VRBOSHR=6AKSE 0S RAAOZYYS
GSYLR2NINRAf&@ RNRBLI 2FFEAYSd tfSHasS 2LIWGAYATS gKSy
Schedule Optimization
Add
AP Grouping Application Scenario Optimization Policy Optimization Period Schedule Optimization Remark Operation

APGroup_Default  Family (Large Flat Floor)  Roaming Experience Priority  Sun., 05:00 Disabled Default # Edit (& Enable

@ RSTldA 1 (KSaaGRAERENS KA Al ONBY i HRRR #z20085 ¢ F Vv 828
GKAOK Ol 0%2RANEOR | yR ISRM20 t (ONSHaIFK FRGASH Of )
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AP Grouping
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APGroup_Default

Schedule Optimization #) Enable Disable

Application Scenario
Optimization Policy
Time

Repeat

Remark

t I NI} YSGSNJI

Parameter

AP Grouping

Schedule Optimization

Application Scenario

OptimizationPolicy

Time/Optimization Period

Repeat

Family (Large Flat Floor)

Roaming Experience Priority

Every Day
Mon. ues Wed Thur.

Fri Sat. Sun

Cancel m
RSAONARLIIAZ2Y
Description

Used to select the AP group that needs to be optimized, and the APs in t
group will be wirelesslgptimized.

Used to enable or disable tleehedule optimization function.

Slect the application scenario as requirédcludingFamily (Large Flat
Floor), Family (Villajand Enterprise Office

Used to select an appropriate optimization policy.

T Roaming Experience PriorityPrioritize roaming experience. It can
be used in scenarios with high AP deployment density, maximiz
the roaming experience and ensuring that clients connect to AP:
with good signals, which may reduce the maximum coverage of
wireless network.

T Coverage PriorityPrioritize WiFi coveragelt can beused in
scenarios with low AP deployment density, maximizing coveragt
and ensuring that clients successfudbynnectto APs as much as
possible which may reduce theoaming sensitivity.

Specify the time and date when the APs automatically reboot.
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Parameter Description

Specifies the introduction to thechedule optimizatiompolicy. The remark is

Remark .
optional.

Used to edit, enable, disable or delete thehedule optimizatiompolicy.

# Edit: Used to modify theschedule optimizatiomolicy.

@

Operation Enzble : Used to enable thechedule optimizatiompolicy.

) Disable ; Used to disable thechedule optimizatiompolicy.

T Delet= : Used to delete theschedule optimizatiomolicy.

6.10.3 View WtFi optimization record
[23 Ay (G2 (GKS 35 Sy @A NI2AHS ACKEIG AN A ADA 2 v
hLIWGAYAT HGR29ywSA2HRS LI 3S
hy KA82 dzJ-G8yK SEAASAG2 LIG A YA T | 2y NBO2NRa#a AyOf

-0 A
OKI yySt AYIGSNFSNBOKOFYyPtzya FUBENFRBIABPOHGG y dzY 6 S NJ
AYUSNFSNBYOS 0ST2NBE YR FFGSNI GKS 't 6ANBf S:

Wi-Fi Optimization Record

APMAC  APRemark  Frequency Band  Channel (before/after) ~ Power (beforefafter) ~ Co-Channel Interference No. (before/after)  Adjacent-Channel Interference No. ) Total No. of

No Data
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7.1 Overview
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The working principle of local authentication is as follows.
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1. The authentication client uses HTTP to initiate a connection request.

2. Therouter will request redirection to the locgdortal customizationand the user enters
the username and password on thgortal customization
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3. Based on the usarame and password, theuter performs RADIUS authentication

interaction with RADIUS server faser authentication and charging.

4. Therouter notifies the authentication client that the onlineonnection is successful.
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7.2 Configuration wizard

Procedure Task

|
'@'Tip

O

N -+

Configure authentication

templates

Configureauthentication

type

Configure time policy

Configureguest policies

Configure authentication

account

Configure

authenticationfree hosts

(o)

Description

Required.

Manually create g@ortal customization

Required.

Configure one or multiplauthentication type based on actual
requirements.

Required.

Configure the time policgased on actual requirements.
Required.

Optional.

If the Authentication Typeis Account PPPoEr Random Codge
the authentication account must be configured.

Optional.

To enable the devices to connect to the internet without
authentication, the authenticatioffiree host must be
configured.
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7.3 Configure authentication templates

7.3.1 Imagetemplate

IKAYIHBSYLX S OFly 68
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Portal Customization

Create

¥

Create Portal Page

Preview Template Type

Porial Page Name

Desktop Preview

Logo

Title

Background Image

Mobile Preview

Image 1 Link
Astacacaten Landing Page
Login Deiay

Authentication Info Collection

Terms of use
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Authentication
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®) Original URL Promotional URL
Default (0s)
®) Enable Disable

Cancel
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A

t I N} YSGSNI RSAONRLIIA2Z2Y
Parameter Description

-

Preview 3 : Used to refresh thereview pages.

Template Type Specifies the type of template, includilmgage Templateand Text Template
Portal Page Name Specifies the name of thgortal page. The name is required.

Specifies the logo image of tipertal page. By default, the logo imagdisCOM You

Logo can click it to change the logo image.
. Specifies the title information of theortal page By default, the title is
Title o
Authentication.
Specifies the backgroundhages of theportal page You can upload at most three
images
fo
Background gTe
Image This parameter is available only when themplateTypeis set tolmage
Template
When two or three backgrounitnagesare uploaded, themageswill be
displayed in turn on th@ortal page
Specifies the URL linked to the corresponding backgrauade After the
configurationis completal, you can access the website by clicking the correspondi
background image on thgortal page
Imagel Link/ g g heortal pag
Image?2 Link/ Note
Image3 Link D

This parameter is available only when fhemplate Typasset tolmage
Template

The link must be an http URL, otherwitiee function will not take effect.

Specifies the web address that users are automatically redirected to after péssing
authentication.

Original URLAfter users pass the authentication, the browser redirects tc

Landing Page the website that users visited before the authentication. For example, if t
user is visiting Google when being redirected to ploetal page the user will
be redirected back to Google after passing the authentication.

Promotional URLAfter users pass the authentication, the browser redire«
to the address specified here.

Login Delay Specifies the delay time before login. By default, the delay tirbefaul (0s).

Authentication

. Used to enable or disable tlauthentication informatiorcollectionfunction.
Info Collection
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Specifies the disclaimer information on the watrtal page Users musagreeand tick

Terms of use the disclaimer before logging in.
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7.3.2 Text template
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Portal Customization

Create

¥

Create Portal Page 23

Preview Template Type Text Templaie v

Portal Page Name
Deskiop Preview 9

WO Astarrcaien

Logo P-COM

MNavigation Title Authentication

Background Color R 45 G 49 B 149

Mobile Preview Portal Title Same as Authentication Type o
i Tips Title Tips

Tips Text Dear users:
Welcome to use the network
connection service of our
company. Please note the
following tips:
1. While using network, heware of
llegal links, phishing websites and
other fraudulent information 3

Landing Page QOriginal URL ji Promotional URL
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Parameter Description
Preview 3 : Used to refresh the preview pages.

TemplateType Specifies the type of template, includiigage Templateand Text Template.
PortalPage Name Specifies the name of thgortal page The name is required.

Specifies the logo image of tipertal page By default, the logo image liB-COM You

Logo canclick it to change the logo image.

Specifies the title information of thportal page By default, the title is

Navigation Title Authentication.

Specifies the background color. You can enter an RGB value or select one from t
givencolors.

Background Color -1
g P

This parameter is available only when fhemplateTypeis set to TextTemplate

Soecifies the title othe portal page includingSame af\uthentication Typeand
Customize

Portal Title Same afiuthentication Type The name is the same as thethentication
type. For example, if this template is used &mcount authenticationthe
authentication title will beAccount

Customize You can customizeportal title here.
Specifies theip title on the portal page By default, the title iJips
TipsTitle '\@: Tip
This parameter is available only when fhemplateTypeis set to Text Template

Specifies theip content on theportal page

Tips Text '\@,'Tip

This parameter is available only when fhemplateTypeis set to Text Template
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Parameter

Landing Page

Login Delay

Authentication
Info Collection

Terms of use

YIe8 RAFTFSNI gAGK LINERdzO( 522CRISviSayd aekSINEIAQ (Yo

Description

Specifies the web address that users are automatically redirected to after passing
authentication.

Original URLAfter users pass the authentication, the browser redirects tc
the website that users visited before the authentication. For example, if t
user is visiting Google when being redirected to ploetal page the user will
be redirected back to Google aftpassing the authentication.

Promotional URLAfter users pass the authentication, the browser redire«
to the address specified here.

Specifies the delay time before login. By default, the delay tirbefault (0s).

Used to enable or disable tlaithentication informatiorcollectionfunction.

Specifies the disclaimer information on the watirtal page Users musagreeand tick
the disclaimer before logging in.

109



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

7.4 Configureauthentication type

7.4.1 Overview
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Authentication Type

Add
Policy Name Authentication Type Idle Timeout Expiration Remark Operation
Policy1 Account Mo Limit Mo Limit - # Edit Bg Generate R Code {3 Delete

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name Specifies thgolicyname of theauthentication type
Authentication Specifies theype of the authentication.
Type
Specifies thédle timeout of the authentication. If there is no operation within titde
Idle Timeout timeout after successful authentication, you need to authenticate again to access
internet.
o Specifies the validity period of authentication. If tinéeirnet access expires after
Expiration 2 . .
successful authentication, you need toaathenticate to access the internet.
Remark Specifies the introduction to the authentication. The remark is optional.
Used to edit or delete theolicyof the authenticationtype.
# Edit : Used to modify the policy.
Operation or Generate OR Code : Used to generate the QR code, which you can scan to acc

the portal page
0l Delete: Used to delete the policy.
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7.4.2 SMS
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Add Authentication Type X
Policy Name
Authentication Type SMS
WeChat Privilege Time 0 min (Z)
Idle Timeout No Limit min (O
Expiration No Limit min ()

SMS Provider Tencent Cloud F ¢ K S A )fl] S N\bQ y
; AYVF2NYEGAZY 2

o . LINROARSNE 4a
waappke i e2dz FLIXE TF2N
Signature LI O1F3Sasx &2d

{ Template ID 02 N‘N‘B é} Lz y I?’i Y =
ety s s e FYR FAEE Al K
Remark
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Parameter Description

Policy Name Specifies the policy name of the authentication type.
Authentication

Type Specifies thauthentication type SelectSMSfrom the dropdown menu.

WeChat Privilege Specifieshe duration for which users can use WeChat before authenticafion.
Time indicates that users are not allowed to use WeChat before authentication

Specifies thedle timeout of the authentication. If there is no operation within thie
Idle Timeout Timeoutafter successful authentication, you need to authenticate again to access
internet.

Specifies the validity period of authentication. If the internet access expires after

Expiration successful authentication, you need toaathenticate toaccess the internet.

Used to check whether the router is connected to the SMS provider. Enter the mc
Validity Test phone number and clit Test . If the connection is successful, the mobile phone
number will receive a message with the verification code.

Remark Specifies the introduction to the authentication. The remark is optional.
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7.4.3 Emall
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Add Authentication Type X
Policy Name
Authentication Type Email
WeChat Privilege Time 0 min (O
Idle Timeout Mo Limit min (O
Expiration No Limit min (1)
Mo. of Shared Users 1 (0]
Email

Email Password

SMTP Server

SMTP Server Port

Validity Test Test
Email Content [Verification Code] Your verification
code for internet access is
$SCODESS.
7
Remark

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description
Policy Name Specifies the policy name of the authentication type.
?;/Jg;entlcatlon Specifieghe authentication type SelectEmailfrom the dropdown menu.
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Parameter Description

WeChatPrivilege Specifies the duration for which users can use WeChat before authentic@tion.
Time indicates that users are not allowed to use WeChat before authentication.

Specifies thédle timeoutof the authentication. If there is no operation within thdie

Idle Timeout Timeoutafter successful authentication, you need to authenticate again to access
Internet.
— Specifies the validity period of authentication. If the internet access exaftes
Expiration

successful authentication, you need toaathenticate to access the internet.

No. of Shared Specifies the number of shared users allowed to access the internet thEmgii
Users authentication at the same time.
Email

Specify the account anghssword used to send verification code mails.
EmailPassword

SMTP Server Specify the SMTP server addresgort.

The Simple Mail Transfer Protocol (SMTP) server is a proxy server for sending m
VTP Server Port 1he SMTP server addresses and ports of eachseraiér provider are different, so the
user needs to query them by themselves.

Used to check whether the router is connected to the mail server. Entee hail
Validity Test address and clic Te=t . If the connection is successful, tRenailbox will receive a
verification code.

EmailContent Specifies the content of the verification colienail

Remark Specifies the introduction to the authentication. The remark is optional.
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7.4.4 Account
I F 0 OMI2day (S ya HESERS (2 SWiI N G R dzd SINANTINR 2y

Odza G2 YR T BERENI & dzO O S aeaz¥idzty I d2®yieisSauy/KBHISAR BHNE I v R
LI 3a62NR aK2dzZ RO0SEdz02 v F R FAHMBRBS WS @
2 | RR I I Ldti&KSB/AINMR 205/ 20y (082180 KIS dZip NI A [ B0a8D @RS

L0 A

l dzG KSy G A Ol UGBl 230 KSSNG LA {iISy 2Ry RE BALAS|

Add Authentication Type X
Palicy Name
Authentication Type Account
WeChat Privilege Time 0
Idle Timeout Mo Limit
Expiration Mo Limit
Change Password upon First Login Enable ®) Disable
Remark

t I N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Policy Name Specifies the policy name of tla@thentication type.

Authentication Type Specifies thauthentication type SelectAccountfrom the dropdown menu.

WecChat Privilege Specifies the duration for which users can use WeChat before authentic@tion.
Time indicates that users are not allowed to use WeChat before authentication.

Specifies thédle timeoutof the authentication. If there is no operation within the
Idle Timeout Idle Timeoutafter successful authentication, you need to authenticate again to
access thénternet.

Specifies the validity period of authentication. If the internet access expires aft

Expiration successful authentication, you need toaathenticate to access thaternet.
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Parameter Description

Used to enable or disable tlohangepassworduponfirst loginfunction. After this
function is enabled, the user needs to change the password to access the inte
after the first successful authentication.

Change Password
upon First Login

Remark Specifies the introduction to the authentication. The remark is optional.

7.4.5 No authentication
I FHOSNI! dzil KSY a A SyEme/gR> v SR yyROhl KRUIRINII f

Odzat2Ya21 600Faa GKS AyGiSNySao
2 | RR1f BledyrSSy G A 812038 2Ayy  (((82LIS1 KIS dzip §J A 1820aKD [ S

L0 A

| dzil KSy G A OF (Rt 236 KSSNGLUECE {iSy2RyREkE sALIS|

Add Authentication Type

Policy Name
Authentication Type Mo Authentication

WeChat Privilege Time 0

Idle Timeout Mo Limit

Expiration Mo Limit

Remark

t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description
Policy Name Specifies the policy name of tla@thentication type.

Authentication Type Specifies thauthentication type SelectNo Authenticationfrom the dropdown

menu.
WecChat Privilege Specifies the duration for which users can use WeChat before authentic@tion.
Time indicates that users areat allowed to use WeChat before authentication.
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Parameter Description

Specifies thédle timeoutof the authentication. If there is no operation within the
Idle Timeout Idle Timeoutafter successful authentication, you need to authenticate again to
access thénternet.

Specifies the validity period of authentication. If the internet access expires aft

Expiration successful authentication, you need teaathenticate to access the internet.

Remark Specifies the introduction to the authentication. The remark is optional

7.4.6 PPPoE

I FOSNI iIK& I KSY G A O GA NP dAIB NOZ Yy FAIENBERKBES SR t t t
G2 00Saa GKS Ayl SNz dz& KB vzt K © BIABNFOS F RS RA |
LI da62NR yYySSR (20@3z/02 vaTinyd deNBGS WAG/S @

@ | RRtR®&IKSY (A2 20 (82081 KB dvib N0 O 1 FxidkD iR S

I dz KSy G A OF (R 330 KESSNGWEIAH HiSy2R/RE@E 8ALAR

Add Authentication Type X
Policy Name
Authentication Type PPPoE
Client Isolation Enable (@) Disable
LCP Detection Interval 30 s
LCP Detection Failure Attempts 10 @

PPPoE Server Name

PPPoE Server IP 0 . 66 . 66 . 100
Client Start IP Address 0 . 66 . 66 . 1N
Client End IP Address 0 . 66 . 66 . 251
Primary DNS 0 . 66 . 66 . 100

Secondary DNS

Remark
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Parameter
Polcy Name

Authentication Type

Client Isolation

LCP Detection
Interval

LCP Detection Failure
Attempts

PPPoE Server Name

PPPoE Server IP

Client Start IP

Address

Client End IP Addres:

Primary DNS

Secondary DNS

Remark

O«

NA LIGA2Y

Description

Specifies the policy name of the authentication type.

Specifies thauthentication type SelecPPPoHErom the dropdown menu.

Used to enable or disable thlaient isolationfunction. With Client Isolation
enabledclients cannot access each other.

Specifies the interval at which PPPoE sdndk Control ProtocdLCP) packets.

Specifies the limit of failure attempts of the LC&dation. When the number of
unreplied LCP packets reaches the limit, the PPPoE server will disconnect the
connection automatically.

Specifies the name of the customized PPPOE server.

Specifies the IP address of tbestomized PPPOE server. It is also the gateway
address of the client and must be in the same network segment with the addre
pool of the client.

Speciy the startor endIP address that the PPPOE server assigns to clients.

Specify the IP addresses of primary and secondary DNS servers assigned by
PPPOE server to useBecondary DNB optional.

[ Z] Note

To provide normal internet access, ensure tRaimary DNSs set to the IP addres
of a correct DNS server or proxy.

Specifies the introduction to the authentication. The remark is optional.
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7.4.7 Randomcode
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Add Authentication Type

Policy Name
Authentication Type Random Code

WeChat Privilege Time 0

Idle Timeout Mo Limit

Expiration Mo Limit

Remark

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description

Policy Name Specifies the policy name of the authentication type.

Authentication Type Specifies thauthentication type SelecRandom Codé&om the dropdown menu.

WeChat Privilege Specifies the duration for which users can use WeChat before authentic@tion.
Time indicates that users are not allowed to use WeChat before authentication.

Specifies thédle timeoutof the authentication. If there is no operation within the
Idle Timeout Idle Timeoutafter successful authentication, you need to authenticate again to
access the Internet.

Specifies the validity period of authentication. If the internet access expires aft

Expiration successful authentication, you need tecaathenticate toaccess the internet.

Remark Specifies the introduction to the authentication. The remark is optional.
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7.5 Configureguest policy
[23 AV (2 GKS 35 96y B A JNI2AECKKESS a4 G2 @2 SSNGSND 6 KS L
hy GXKES$&2dz Oy O2y T A ISP (i [I2 1GFNNSE LIKYSR Ay 3 b

Guest Policies @

Add

Interface Portal Customization T Authentication Type Time Policy Status Remark Operation

Mo Data
C2dz OMYRRRE & RIS deS &i%psLiz f A O
Add Guest Policies X

Interface VLAN_Default

Portal Customization

Authentication Type Policy1
Time Policy TimeGroup_Default

Remark

=z
[y
_<
(0p))
[N
0]
=z
[}
P
w
ax
O«

NA LIGA2Y
Parameter Description

Specifies thénterfacethat the guest policyis used toConfigure thex [ | b A i

Interface
advance.

Portal Specifies thgortal customizatiorof the guest policy Theportal customizatiorshould
Customization be configured irPortal Customizatioin advance.

Authentication Specifies thewthentication typeof the guest policy Theauthentication typeshould
Type be configured iMuthentication Typén advance.

Specifies the period during whigjuest policytakes effect. The time policy should be

Time Policy configured inTime Grougn advance.
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Parameter Description
Status Specifies the status of thguest policyincludingEnabled Disabledand Expired
Remark Specifies the introduction to thguest policy The remark is optional.

Used to edit, disable or deleteguest policy

# Edit : Used to modify the policy.
Operation (& Enable : Used to enable the policy.
) Disable : Used todisable the policy.

[ Delete: Used to delete the policy.
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7.6 Account
7.6.1 User list
[23 Ay (G2 GKS 35 Sy B A JN2dESKIKeD 2 RiAAdEANGRG) Sy G SNI (G K S
LI @S
hy G(KXa&ae eaézaﬁm/ﬁz SELRNI G(KS | dzikKSyGAOFiGA2yYy dza
I dzi KS)/UA Ol SFVQ I 002 dZ)/l'j ai FQ@HZ"t‘lfKZ@yﬁ AbYﬂﬁEl’ﬁt’@KQ&'Zle
dza S NA AY o0l GOKSao®
. 2dz OF "0t A1 SO0 LI N YSGSNR G2 06S RAALI @SR«
User List
Export All Disconnect Delete
dzi 12y RSAONALIIAZ2Y
Parameter Desciption
Used to back up the configuration information of selected users. The exported fil
Export : .
suffixed with.csv
Used to back up the configuration information of all users. The exported file is
Export All . .
suffixed with.csv
Used todisconnect the selected online users who have authenticated successful
. After being disconnected, an online user that has been authenticated before nee
Disconnect . . . . .
to re-authenticate to access the internet and an authenticatfoge online user will
automaticallyconnect to the internet again.
Delete Used to delete information of selected offline users.
t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description
ID Specifies the ID of the user.
Specifies thawuthentication typeof the current authenticated user.
Authentication
Type The user configured as the authenticatifree host is displayed asuthentication
free and the user whosguest policyis not configured is displayed Asitomatic.
Authentication Specifies the accoupEmail mobile phone number, real name or random code use
Account by the user.
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Parameter

Authentication
Interface

Terminal Name
Terminal Type
IP Address
MAC Address
Online Time

Online Duration

Status

Remark

Operation

JdzA RS A&
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Description

Specifies the VLANterfacethat the guest policyis used.

Specifies the name of thdient.

Specifies the type aflient

Specifies the IP address of the authenticated user.
Specifies the MAC address of the authenticated user.
Specifies the first online time of the authenticated user.
Specifies the online duration of the authenticdtaser.

Specifies the current status of tlgeiest policy

Online Specifies the authentication user is online.
Offline: Specifies the authentication user is offline.
Authenticating Specifies the authentication user is authenticating.

Specifies the introduction to the user.

Used to disconnect or delete a user.
# Disconnect : Used to disconnect the user.

] Delete: Used to delete the user.

/.6.2 Accountmanagement

Overview
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Account

Add Group mport Export Delete

ID  Account Password User Grouping Charging Policy  Expired Time Upload Speed Limit ~ Download Speed Limit  Connections Status Remark  Operation

No Data

dziG2y RSAONARLIIAZY

Parameter Description

Add Used to add amuthentication account.

Group Used to add selected usersuger grous.

Import Used to import the account files backed up previously toltwal computer

Used to back up the information of selected accounts to the local computer. The

Export exported file is suffixed wittcsv.

Delete Used to delete the selected authentication accounts.

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description
ID SYecifies the ID of thauthentication account.
Account

Specify thausernameand password used for authentication.
Password

User Grouping Specifies theiser groupof the account.

Specifies the charging policy of the account, which should be configuf&dhiming
Charging Policy  Policyin advancelUnusel specifies that the charging function is disabled for this
account.

Upload Speed Specify the maximum upload addwnload rate of the account.
Limit Maximum ,
Upload Speed - Tip

DownloadSpeed  If a charging policy is selected, the maximum upload and download rate configur
Limit Maximum the charging policy will be used automatically. If no charging policy is selected, y
Download Speed can manually configure the parameters here.

Specifies the balance of the account. It needs to be entered after the charging pc

Account Balance
is selected.
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Parameter Description

Charging Start
Time

End Time/Expired
Time

ConnectiondMax.
Connections

No. of Shared
Users

Bind MAC Address

Fixed IP Address

Fecifies the time when the account becomes valid.

[ £ Note

If no charging policy selected, you can manually configure this parameter.

Specifies the validity period of internet access of the account. If the internet acce
period of the account expires after successful authentication, you need to rechar
access the internet again.

[ £ Note

The parameter value will be calculated automatically byrtheer after the charging
policy is selected and the account balance is entered. If no charging policy is sel
the parameter needs to be configured manually.

Specifies the maximum number of concurrent connections allowed for the accou
which is also the maximum number of conversations thatrtheer can deal with
simultaneously.

When the account is used by multiple persons atshee time, the number of
concurrent connections per person is the set value.

Specifies the number of users that are allowed to use this account to authenticat
and access the internet at the same time.

D Note

When the Bind MAC Address function is enabled rthger will bind the first few
MAC addresses that successfully use this account to authenticate and access th
Internet, and other MAC addresses cannot use this account to authenticate and
access the interet. For example, if the number of shared users is 2yder will
bind the first two MAC addresses that successfully use this account to authentice
Devices with other MAC addresses cannot use this account to authenticate and
the internet.

Specifies whether MAC addresses are bound for authentication. With this functic
enabled, therouter binds the first few MAC addresses that successfully use this
account to authenticate and access the internet.

Specifies the fixed IP address of tioater. After it is configured, only the device witt
this IP address can use the account to authenticate and access the internet. By
default, the fixed IP address is not configured.

[ £ Note

The fixed IP address does not takéect in the PPPo&ithentication type
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Parameter Description

Specifies the current status of tlgeiest policy

Enabled Specifies the accouiias been enabled

Status Disabled Specifies the account has been disabled.

Overdue Specifies the account balance is insufficientheraccount has
expired.

Remark Specifies the introduction to the authentication account. The remark is optional.

Used to scan the details of the account, and recharge, edit, disable or delete the
account.

5 Details : Used to check the account detadlsd operation records.
(¥} Recharge : Used to recharge the account.
Operation . _
# Edit: Used to edit the account.
(® Enable : Used to enable the account.
(= Disable : Used to disable the account.

I Delete : Used to delete the account.

Account details and operation records

[ £ AElDetails 2 F G KS O2 NNB 320K\GRKK Y I © OD@&ay GREGEF AT & |
NBEO2NRAa mielyd @KERIRD2E{ 26Ay 3 FAIAINE A& F2N NBF

Account Details

Account 123 Maximum Upload Bandwidth No Speed Limit Account Balance
Password JohnDoe123 Maximum Download Bandwidth No Speed Limit Shared Users 1
Charging Policy - Start Time 2024-03-01 00:00 Fixed IP Address

Max. Connections 600 Expired Time 2025-03-01 00:00 Remark

Operation Record

D Operation Type Operator Charging Policy Recharge Amount Operation Time T Limit Policy
Open Account Administrator - - 2024-03-25 08:53 Upload:No Speed Limit, download:No Speed Limit
1 items in total 1 10

Recharge the account

| £ A Recharge 2F (GKS O2NNBaLRYyRAYy3A | O02dafiall i2 NBO
gAYR26 2NJ OKIFy3dS GKS OKINBAy3 LRftAOED

[ A Note

L2 OKIFINBAY3I LRfA0é A& daASR Ay (GKS | O002dzyis @&2dz Ol
I 002 dzy i @
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Account Recharge X

Account 123

Current Package

Package Validity Period 2024-03-01 00:00 ~ 2025-03-01 00:00
Account Status Norma
Recharge Operation Account Recharge

Select Charging Policy

Account Balance

S

Maximum Upload Speed

Maximum Download Speed

Charging Start Time

End Time 2025-03-01 00:00

Remark

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Account Specifies the account used for authentication.
Qurrent Package  Fecifies the name of thaccount charging policy.

Package Validity

Period Specifies the start time and end time the account takes effect.

Account Status Specifies the current status of the account.

Used to select the recharge operation. You can sélecbuntRechargeo renew the

current package oChargingPolicyModification to change the current package.
Recharge

Operation [ £ Note

Changing the charging policy will clear the account balance and validity period.

Slect Charging Used to select the charging policy of the account. WRenhargeDperationis set to
Policy ChargingPolicyModification, you can select a new charging policy here.
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Parameter Description

Specifies the balance of the charging.

! 7’
'@'Tip

Account Balance

If no charging policy is used on the aanty which means thaBelect Charging Policy
is set toUnused account balance cannot be set.

Maximum Upload Specify the maximum upload and download speed of the current account.

Speed e
'@'Tip
Maximum If no charging policy is used on the account, which meansRbeahage Operationis

Download Speed set toChargingPolicyModification and Select Chaging Policyis set toUnused these
parameters need to be set manually.

%ne:reglng Start Specifies the time when the account starts to take effect.

Specifies the validity end time for using the account to access the internet. After
account is authenticated and connected to the internet successfully, if the online
exceeds the end time, you need to recharge to access the internet.

End Time _~®'_T,
ip

If no chargng policy is used on the account, which means Select Charging Policy
is set toUnused the parameter needto be set manually.

Remark Specifies the introduction to the recharge policy. The remark is optional.

7.6.3 Chargingpolicy

[23 AY (2 GKS 36 36y B A JN2AdESRIKD 2RIAKEINEW YR $ ¢ i & e
GKS a&J 38

hy (KX32 de &Sy O2y FAIdzNBE OKIF NHAYy3I LRt AOASa ol
Charging Policy

Add

Policy Name  Validity Period Package Price Maximum Upload Bandwidth Maximum Download Bandwidth Remark Operation

No Data

,2dz ONMYRBR2I YRR | ySg OKIFNHAYy3I LIRftAOeD
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Add Charging Policy

Policy Name

Validity Period

Package Price

YIe8 RAFTFSNI gAGK LINERdzO( 522CRISviSayd aekSINEIAQ (Yo

Maximum Upload Bandwidth 0
Maximum Download Bandwidth 0
Remark

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter
Policy Name

Validity Period

Package Price

Maximum Upload
Bandwidth

Maximum Download

Bandwidth

Remark

Operation

Description
Specifies the name of the charging policy.
Specifies the charging cycle of a charging policy.

Specifies the package amount of a charging cycle. For example, if the chargi
cycle is 1 hour, and the package pric&dsthen it costss2 per hour to access the
internet using this charging policy.

Specify the maximum upload and download rate of the accduimdicates no
limit.
Specifies the introduction to the charging policy. The remark is optional.

Used to edit or delete the charging policy.
Z Edit: Used to modify the policy.

I Delete: Used to delete the policy.
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7.6.4 Authentication-free policy
[23 AY (2 (KS 35 Ny B A JN2dESKIRKED 2 RiA#iKSSNO GTANB SI A 2 v
t 2{®OBYGSNPGKS LI 3S
hy (KX&aerAPFNIdINE (KBENBEzZIKSYHAOOEE&AZYNI &aLISO)
YSUg2N] OF YSNI ad ! FGSNI O2y FAIdzN> GA2yS (GKSas
' dzi KSYGAOF GA2Yy @

Authentication-free Policy

Add
Authentication-free Policy Authentication-free Condition Authentication-free Content Remark Operation
No Data
2dz OMYRBAT A®RR I Yy SoF MBA KISFIinOd G A2y
Add Authentication-free Policy X
Authentication-free Policy Terminal Type
Authentication-free Condition Wireless Terminals
Remark  {(0ptiona
t I NI YRSSIZSOWNIA LIG A 2 v
Parameter Description
Authentication Specifies the authenticatiefree policy type of theouter, includingTerminal Type
free Policy and Terminal Unique Information
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Parameter

Authentication
free Condition

Authentication
free Content

Remark

Operation

ZARS A& FT2NJ NBFSNByOS 2yfeé IyR R2Sa y2i AYLX
|

@ RAFTFSNI 6AGK LINRRdAzOUG 5220RISSaydl  aakSINEIA o

Description

Specifies the condition of theuthenticationfree policy. Only the clients that meet
the condition can access the internet without authentication.

WhenAuthentication-free Policyis set toTerminal Unique Informationthe
following authenticatioAfree conditions are available:

Mobile Number. When SMS authentication is enabled, set mobile numb
that do not require authentication to enable them to access the internet
without obtaining verification codes.

IP Address Devices with the configured IP addresses can access the
internet without authentication.

MAC AddressDevices with the configured MAC addresses can access |
internet without authentication.

WhenAuthentication-free Policyis set toTerminal Typethe following
authenticationfree conditions are available:

Wired Terminals Devices that are connected to the LAN of tloaiter in a
wired manner can access the internet without authentication.

Wireless TerminalsDevices that are connected to the LAN of thater in
a wireless manner can access the internet without authentication

Mobile Phone Devices that are identified as mobile phones can access
internet without authentication.

Specifies the content of the authenticatidree policy. When a device meets both tt

authenticationfree policy andcontent, it can access the internet without
authentication.ccdindicates no authentication contents.

Specifies the introduction to the authenticatidree policy. The remark is optional.

Used to edit or delete an authenticatidree poicy.
# Edit : Used to modify the policy.

1l Delete: Used to delete the policy.
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7.6.5 Random code account

[23 AV (2 (KS 55 N6y B A IN2dESKILKD 2@ &fiR2N / 2 RS | OO0
® SyGSNe GdkKS LI 3S

hy (KE&ZERHAONY YIRRRY DRRSE dzASR Ay NIyR2Y O2R
Random Code Account

Add Print Delete

Random Code  Creation Time  Expired Time  Remark  Traffic Limit  Available Duration No. of Shared Users  No.ofUsed  Operation

., 2dz OHYRRAE A RIRNIIY RS GRRAYEIA Oe @
Add Random Code Account X

No. of Created Codes

Account Validity Peried

@

.
Account Usage Duration 0 minute(s) (D

Traffic Limit 0

No. of Shared Users )
Random Code Title O]
Remark

CE qce' m

dzi 12y RSAONALIIAZ2Y
Button Description
Add Used to add a random code.

Used to print some information of the selected random codes withprinter
installed on your computer.

Print
Delete Used to delete the selected authenticatidiree policies.
t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description

Random Code Specifies the random code used for authentication.
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Parameter Description
Qreation Time Fecifies the time wherthe random code is created.

No. of Created

Codes Fecifies the number of random codes to be created.

Account Validity ~ Specifies the validity period of the random code, ranging from&7&0Q 0 indicates
Period no limit.

Specifies the tim@oint when the random code expires. Expired accounts cannot |
Expired Time used again. The expiration time point is calculated based on the creation time of
random code and the validity period of the configured account.

Remark Specifies the introduction to theandom code. The remark is optional.

Specifies the total download traffic that the random code is allowed to use. Once

Traffic Limit value is exceeded, the random code will be denied internet access.

Specifies the longest duratidhis random code is allowed to stay online at a time.

Available Duration When the random code expires, the user needs to log in again.

Specifies the number of users who are allowed to access the internet using this
random code at the same time.

D Note
No. of Shared
Users The BindMAC Address function is enabled by default in Random Goest policies

For example, if the number of shared users is 2 rthaer will bind the first two MAC
addresses that successfully use this random code to authenticate. Devices with
MAC addesses cannot use this random code to authenticate and access the inte

No. ofUsed Specifies the number of users who are using the random code to access the inte

Specifies the title of the random code. It appears on the cenfppkr part of the

Random Code Titl page. You can use it for advertising promotiBor SE | YLJX S= &@€Sd O2

Used to print or delete a random code.

Operation = Print - Used to print the random code.

o Delete: Used to delete the random code.
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7.7 Example ofauthentication for rented flats

7.7.1 Networking requirements
!ﬁrzéystzj,Mmg@ﬁéNﬁKBQSHQSQaAqyﬂéévgwﬁgéﬁry
384G AyadSNySi 008544 sKSy O02yySOdGay3a G2 GKS
2 YFylFr3S 0KS ySig2N] dzal 3S: GKSTFRI t 2HKyANIN

1t f GSylryida KF@gS G2 O iKS AydSNySi

0Saa
T tg2 AYGSNYSH HMPSHA G KI OF bE Yap b & KISNY R
( 7 R (] I NE LINPGARSR F2NJ Sy

T ¢CKS Ftlrda OVRYWILEASMWNA Oh S I OYISNYSG 6AGK2dzi
O2y@SYASYyl YIylFI3aSYSyao

(KS F2tt26Ay3 FTAIANE akKz2ga 0(GKS ySieg2N] (2L

Lydsn

.
w2 dzi SN
A aaan

[ ! bn

asommmmmmmnl /2 N5 &6 A

-
al y38yYSsyi
02 Y Ldzi SNJ

7.7.2 Solution
T/ FFAIAINE GKS ttt29 |dziKSyiAOlrGaAaz2y oF aSR
T /2YTFAIAINBE | YT NESK EIF G A OR @F 292 YLIA SWBDY | I S NJ
i /2YTFATAINBE | dziKSYGdAOrGA2Y | O02dzyiiao
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7.7.3 Configurationprocedure

I 2y T XNEKENBLR [ 2y FAIdzNBE |

Configure therouter.

1. Log in to the web Ul of the routér

2. AddVLANSs and configure a DHCP server.
(KS F2tt26Ay3 GlroftS tAada GKS [ ! b LI NFYYSGSN

VLANName VLANID IPAddress Network PhysicalPort
Segment
Tenant 20 192.168.20.1/24 LAN4

A

tKS F2tt26Ay3 GloftS fAada GKS 51/t &aSNBSNI LI

PolicyName Interface User DHCP AP DHCP

IPaddress pool: 192.168.20.160
192.168.20.200

Tenant Tenant Subnet mask255.255.255.0 /
Default gateway: 192.168.20.1
PrimaryDNS192.168.20.1

1) Add VLAN.
bl A JbESE2 GR[ ' b {SGANRFA®2Y FAIAZNE [ ! b{ IHLAND Y S

VLAN Settings @
Add
VLAN Name VLAN ID IP Address Subnet Mask Interface Remark Allow Access Status Operation
VLAN_Default 1 192.168.0.252  255.255.255.0 LANT LANZ LAN3 LANS - Allow Enabled
E Tenant 20 192.168.20.1 255.255.255.0 LAN4 Allow
L T

2) QGonfigure the DHCP server for the VLAN.

bl A I bEE2 gRI /t { §BNAY IS NIDARRDIO2 Y FAIdzZNE LI NI Y
51/t aSNWSNI 2F GKSI@Swlyld +x[!'b FyR Of A0]

N>

DHCP Server @)
Add
Policy Name DHCP Type Interface Client Address Subnet Mask Gateway Primary DNS Lease Status Remark Operation
User_DHCP_Default  User DHCP VLAN_Default  192.168.0.2-192.168.0.254 255.255.255.0 192.168.0.252  192.168.0.252  30min Enabled - & Edit (© Disable
AP_DHCP_Default AP DHCP VLAN_Default  10.10.96.2-10.10.96 254 255255 2550 10.10.96.1 10.10.96.1 30min Enabled - & Edit © Disable
......................................................................................................................................................
Tenant User DHCP Tenant 192.168.20.100-192.168.20.200  255.255.255.0 192.166.20.1 192.168.20.1 30min nable & Edit (© Disable i Delete
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3. Qonfigure the PPPo&uthentication type
(KS F2tft26Ay3 GlrofS fAd0a GKS ttt29 FdziKSyda

Authentication Mode and Related Parameters GuestPolicies

Policy Name: Tenant PPPoE Authentication

Authentication TypePPPoE

LCP Detectiointerval 10s Interface Tenant

LCP Detection Failure Attempts: 10 Portal CustomizatiarDo Not Select

PPPOE Server Name: PPPOE 1 Authent!cat!on TypeTenant PPPoE
— Authentication
PPPoOE Server IP: 192.168.30.1 Time Policy: Do Not Select

Client IPAddressRange 192.168.30.100192.168.30.200
Primary DNS: 192.168.30.1

1) Add the PPPoRuthenticationtype.

bl @A 3N @A Bib@zi KSy (A OF (Bl 230 KSSYI WA TISy2RyREE ALESY ¥ A 3 dz
LI N} YSGSNER | & (NEBEOENBRIE{RYRY At FOHIZNBE A a T2 N

Add Authentication Type X
Policy Mame Tenant PPPoE Authenfication
Authentication Type PFFoE
Client Isolation Enable ij Disable
LCP Detection Interval 10
LCP Detection Failure Attempts 10 O]
FPFoE Server Name FPFoE_1
PPPoE Server IP 192 168 . 30 1
Client Start IP Address 192 168 . 30 100
Client End IP Address 192 168 . 30 200
Primary DNS 192 168 . 30 1
Secondary DNS
Remark

2) Addguest poligesfor tenants.

bl A 3N @A RbazSa i I 2 AROREEA DY FTAIdzNE LI NF YSGSNE
{ I BKS F2tift26Ay3 FAIAdINE A& F2NI NBFSNBYyOS 2yt
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Add Guest Policies X
nterface Tenant
Portal Customization --Do Not Select--
Authentication Type Tenant PPPoE Authentication
Time Policy --Do Not Select--
Remark Optiona

Gonfigure the PPPOE service package.
¢(KS F22ft2¢6Ay3a GrotS fArata GKS ttt29 LI O1F3S

20 MHzPackage 100MHzPackage

Policy Name: 20MHz Policy Name: 100MHz

Validity Period: 30 days Validity Period: 30 days

Package Pric&5dollars Package Pric&0dollars

Maximum Upload Bandwidth: 5120 KB/s Maximum Upload Bandwidth: 10240 KB/s

Maximum Download Bandwidth: 20480 KB/s MaximumDownload Bandwidth: 102400 KB/s

~ e

bl @A 3N WA Kb O2RIzKI NBA VI [tyRIRBOA DY TA IdzNBE LI NI YS
NB lj dZA NBER{ZI KB @®RAORPoAYI FTAIAZNE A& F2N NBTFSN

Charging Policy @

Add

Policy Name Validity Period Package Price Maximum Upload Bandwidth Maximum Download Bandwidth Remark Operation
20 MHz 30day(s) $15 5120KB/s 20480KB/s - & Edit {3 Delete

100 MHz 30day(s) 550 10240KB/s 102400KB/s - & Edit 1 Delete
Gonfigure authentication accounts for tenants.

(KS Ffit By I Aada GKS | 002dzyd LI NF YSGSNER F2N
YSYGiA2ySR>Y (GKS RSTFlLdzZ & aSidiAy3daa INB dzaSRo®
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UserGroup Authentication Account

Account: Room number

Password: Room number+Mobile number
Group Name: Tenant PPPoE Authentication User Grouping: Tenant PPPoE Authentication
User Group Type:uthentication User Group SelectCharging Policy: 2BMHzor 100MHz

Account Balance: Set as required

No. of Shared Users: 1

1)  Add the user group.

bl @A 3N @AHOINR 02T Bl GeS NJ D NRWARIR®RE A DY T A IdzNBE LI NI Y S
NE |j dZA NEREI KB ®REOR oAy FAIAZNBE A& TF2NJ NBTFSN

Add User Group X

Group Name Tenant PPPoE Authentication
User Group Type Authentication User Group

Remark

Canc
\sl1h3| m

2) Add an authentication account and add it to the user group.

bl @A 31 WA Kb O2RzyOI0 Zdzyf iy R R®Rf A DY FAIdzNBE LI NI YS G SN
Oft fDBEBXS F22fft20Ay3 FAIAINE A& F2NI NBEFSNByOS 2
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Add Account X
Account 101
Password
User Grouping Tenant PFFPoE Authentication
Select Charging Policy 20 MHz
Maximum Upload Speed 5120 KBis @
Maximum Download Speed 20480 B @
Account Balance 100 iollar

Charging Start Time

End Time

Max. Connections 500 0]
Bind MAC Address Enable (® Disabls

No. of Shared Users 1

Fixed IP Address

3) Repeat the substef) to configure authentication accounts for other tenants.

Gonfigure the authenticatioffree policy.

13 adzySOKKlal! / T RRNBaa 2F 0KS 02 YLBREISS NIt 24 K Al
Ad nnYoTY9cYMHYonYpcod

A AL ~ o

bl @A 31 WA Kb O 2Rzl K S y GTANS i At 22yFyARCRRE A DY T A 3 dzNB
LI NI YSGSNE | &4 {NBg3IzA NERZ yR Of A O]

139



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

Add Authentication-free Policy

Authentication-free Policy Terminal Unique Information
Authentication-free Condition MAC Address
Authentication-free Content 44°37'E6:12:34:56

&
Remark

[I. Configure the core switch.

SAOARS (KBLtLOBO2Yy ntS +£[!b & F{f{26380

Port Connected to  VLAN IDVLANAllowed to Pasg  Port Property PVID
Router 20 Trunk 20
Access switch 20 Access 20

@GN 20KSNJ LI2NIia GKIFG INB y20 YSYyGAaAz2ySRXZ 1SSL
O2y FAIdzNF GA2Yy LINRPOSRA2NBX 4SS GKS dzaSNJ IdzA RS

mony R

7.7.4 Verification
(KS Ftl @ YOYYIIRNINI 0a!/ | RRNBAaY nnYoTY9cYMH
GAGK2dzO F dzZAKSYOGAOF GA2Yy ®
Sytyita ySSR G2 RAIFIf Ay gKSy | 00Saaiy3a (KS A
Dialup from the router
tKAa YSOK2R Aa | LILJ XGISS Y ISyaF 2 il SiSNg-SiXi8 i1 26 K S N
ONRBI ROIKWRNFBH ( KS TFdb @2 NOSRISSRINGE & Fo2dzi (GKS N
JdzA RS 2F GUKS O2NNBaLRZYRAY3I NRdzi SNH
1. Log in tathe web Ul of the routeof the tenant

2. Set the internet connectiortype to PPPoEgnterthe PPPoOE userame and password, and
save the settings

IFGSNI (KS (aSSbyaly 3 a0 SiakaS G KS MB/dSIN0S & 0 K NP dz3 K
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Dialup from the computer

Ld
9

Ad adaAa il of S KBS W) RDRFAYBLBIZES NOWRRNGE G2 GKS o
KSNY SG L2 NI @Ay RKDBE Fia GA & Sdep@WNYF2 N SEF YL

2yte FYR R28& y2i A YL

LINE RdzO G 5Y22CRISVTSaydti  adkSNEIA @ (o

ran

Ny —>

1. Rightclick & in the lowekright corner of your desktop. Then clibletwork & Internet.

2. dickDiatup in the left navigation bar. Then, clilet up a new connectian

(_

faY

Settings

Home

Dial-up

Find a setting pe

Network & Internet

Status

Wi-Fi

Ethernet

Set up a new connection

Dial-up

P!

G

&

VPN

Airplane mode

Mobile hotspot

Data usage

Proxy

Related settings

Change adapter options
Network and Sharing Center

Windows Firewall

& Give feedback

3.  SelectConnect to thelnternet, and clickNext.
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@ Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet

Set up a broadband or dial-up connection to the Internet,

L 5et up a new netwark
e, Setup anew router or access point,

L i Manually connect to a wireless network
s, Connect to a hidden network or create a new wireless profile,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

Mext | | Cancel

4. SelectBroadband (PPPOE)

4 @@ Connect to the Internet

How do you want to connect?

Broadband (PPPoE)

L Connect using DSL or cable that requires a user name and password.

/‘-"‘ Dial-up
Connect using a dial-up modem or ISDN.

Cancel

5. Enter the PPPoOE useame and password, seleRemember this passwordand clickConnect
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“ ¢ Connectto the Internet

Type the information from your Internet service provider (ISP)

User name: ‘ [Mame your ISP gave you] ‘

Password: ‘ [Password your ISP gave you] ‘

[15how characters
[ Remember this password

Connection name; ‘ Broadband Connection ‘

G (] Allow other people to use this connection

This opticn allows anyone with access to this computer te use this connection.

I don't have an ISP

2 A0 dzy Goelf) @KWBLIRIGTSa adz00Saafdd ted ¢KSy (KS

FOOSaa GKS Ay @SNILSLILITSINS N B NG B SiyNBBYR & | YR A
2y Yy SO A RIENFUBNM IR MIyTD
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8 .| YA REGAKY ;

8.1 WAN bandwidth

[23 AY (2 (KBJIH$RIPDAILRST [(RRY®E . F yYREA BYK SNI (K
LI 3S o

hy GKA&a LI 3IST 22dz Oy O2y FAIdzNBE G K § d20!IAbLJ LI2 NJ
21 b 132 NR2adz Oy fAYAG GKS o6l YyRARGK 2F YdzAf GAL

C@INPLISNI @ O2yFAIAdzNAYy3d (GKS 2! b LIER2NI oFyRgARIDG
Y2NB | OOdzNJ (i SIDANPaK S LEHRY DK S

WAN Bandwidth

Enter the bandwidth provided by the ISP for a better internet access experience

WAN1 Port Upload Rate 1000 Mbps Download Rate 1000

Save

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Upload Rate N AL L ., i AL pr oA
{LISTO& 0KS oO0FYRGARUK dIF dRadz 2 TNBI K/ U0 NeR

F2NIOKSE LI
Download Rate
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8.2 Group limit

¢KS SEGNIYSG o6l yREARGK AER YFAfyBAl 3808NI f GA2YNY (ySSRSSR 43
YySUg2N] &aLISSR (2 NBlazylote Iftft20FdS GKS A
NBaz2dz2NDOSa STFSOGAGSteo

[23 AY (2 (KBIBERIGAITLBE [iRRBHIdzZLIGRA BYVili SN GKS

hy GKA& LI 3AS3T &2dz Oy O2y TA MNENS SNKS IANP dzLJ &l

Group Limit

Add

Policy Name Remark IP Group Time Group Concurrent Connections Upload Speed Limit Download Speed Limit Operation

No Data

202 Qt ARR2Z RR HINRRIAYR G A OE O

5

Add Group Limit Policy X

Policy Name
Remark

IP Group

Time Group

Concurrent Connections 0 O
Upload Speed Limit 0
Download Speed Limit 0

T are
Ls.lhe' m

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description
Policy Name {LISOAFASAE (GKS yIrYS 2F (GKS 3ANRdzLI £ A YA
Remark {LISOAFASE GKS NBYFN] 2F GKS 3INRdzZLI f A
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Parameter Description
{LISOAFTASA (GKS Lt FRRNB&a 3INRdAzZI dzLl2y
¢KS INRdzL) aLISSR fAYALG LRtAOe (I 1S&KS
IP Group Lt FRRNBaa 3INEdzLIP

[ 2y FAIdzNBE (LKS DRERNANBIZL] AY

{LISOATASA GRSy (AKASO K NRPKAJ INR dzLJ aLISSR

Time Group ¢KS 3ANRdzZL) aLISSR fAYAG LREtAOE Gl11Sa S
[ 2y TAIONBSR &S WS/ B ANRNBzIID

{LISOATASE G(KS YIEAYdzy O2yySOiArzya T2

Concurrent -
. “\I/"Tip
Connections =

O indicates no limit.

Upload Speed {LSOATFe (KS ¥REBYZFI RLIN2ER 2F (KS O2

Limit 9

'@'Tip
Download Speed o )
Limit NAYRAOlIUSa y2z2 tAYAU®

8.3 Single user limit

8.3.1 Overview

[23 AY (2 (KBOBERONIA .S [(RYRYITE S GRSSWHBXNA i K
LJ 3So

hy GKAa LI 3AST &2dz Oy O2yFA3IdzaNBE G K Yl EA Ydzy
02 NK&RASIND N} §Ste 2N AYy | dzy ATASR & | OO0O2NRA

&
. 2dz OF @ (@f a1t SOG LI N YSGSNR G2 0S RAALI @SR

Single User Limit

Limit Speed Refresh

Terminal Name Terminal Type Remark IP Address T MAC Address Online Duration Real-time Upload Real-time Download Download Speed Limit Total Download Status Operation
Others - 0.0.0.0 Ominute(s) OKB/s OKB/s No Speed Limit 08 Offline (2 Limit Speed
CET-ALOO Others - 192.168.0.21 Ominute(s) OKE/s OKB/s No Speed Limit 6.32KB Offline @ Limit Speed
DESKTOP-2K2MLGI  PC - 192.168.0.163 Thour(s) 28minute(s)  OKB/s 5KB/s No Speed Limit 4031MB Online (2 Limit Speed
Pro-6-LITEV1 Others - 192.168.0.254 Ominutels) OKB/s OKB/s No Speed Limit 21.44K8 Offline @ Limit Speed

146



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

A

t I N YSGSNI RSAONRLIGAZY

Parameer Description

TerminalName { LISOAFASa (IKSRPMN¥SS@T (G KS

Terminal Type {LISOAFTASE OKSRSBAILS T (GKS

Remark {LISOATASE (RO ARSHANNID 2F (KS

IP Address {LISOAFASE (IKOILNRSHMRENBAaIa 2F GKS
MAC Address {LISOAFTASA (KS G A RSWIRRSBPaa 2F GKS

Q)¢

Online Duration { LISOAFASE (GKS 20f{ARYMA QEMI GA2Yy 2F (KS

Reattime Upload
{LISOATeAKS NEX 2R 2N Q2 BREWBAIIOB NI (S

Reaktime
Download

t’iﬁ’T'fi’tadSpeed (LISOATASE (KS YI EANIARDERIOBIOR NI 68 27
Total Upload {LISOAFASA (KS (20 RSMEMIOBIPR G NI FFAO 2

Download Speed 1 6 6AFASA G KS VI EAYEMy NEBBYSIE R NI (S
Total Download { LISOAFTASA GKS G200t \RBSgIAYS2r R GNIF FFAO
Satus {LISOAFASE GKS adl Gndsat RyFRTHEFOS yRBEBS OA OS =

SR 2F GKS astsSo

w

LJ

ax

G2 ftAYAG (KS

Qax
w
Pl

Limit Speed |

Qax
w
Pl

Refresh ! G2 NBFTNBAK GKS OdaNNByild fArAaido
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8.3.2 Configuresingle user limit

1. Log in to the web Ul of theouter, and ravigate toBW Limit> Single User Limit

2. Select theclientdevice to be limitedand clickLimit Speed The following figure is for reference
only.

,2dz Ol y aS08RSNdd SaA[LEEYSRG O RIBSR aLISSR tAYAGA F2NI G
Single User Limit )

Limit Speed Refresh

Terminal Name Terminal Type  Remark  IP Address T MAC Address Online Duration Real-time Upload  Real-time Download ~ Download Speed Limit  Total Download  Status  Operation
Others - 00,00 Ominute(s) OKB/s OKB/s Ne Speed Limit 08

CET-ALOO Others - 192.168.0.21 OKB/s OKB/s No Speed Limit 6.32kB

DESKTOP-2K2MLGI  PC - 102.168.0.163 nute(s)  OKBfs 5KB/s No Speed Limit 20231MEB

Pro-6-LITEV1 Others - 192.168.0.254 OKB/s OKB/s No Speed Limit 21.44KB

3. St theUpload Speed Limiand Download Speed Limitor the selectecclientdevice, and click
Save The following figure is for reference only

]
'G“D'Tip

MYRAOFGSE y2 fAYAGOD
Speed Limit X
Upload Speed Limit KB/s
Download Speed Limit KB/s
Cancel Save
m o yi R
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8.4 Example of configuring group speed limit

Networking requiremens
Ly Sy i SNLINWAS NIBNSESNKSLIE 28 | ySis2N] @
wSlj dzA NS YSIYUAK HdzMIER | & ARRNS & & Ny 0¥ ¢ iy gorn doig Gy o h
OldfaS (KS FAESR dzLJf 2F R YR R246yf 2 RdzZRk YRS A R
G2NlAYy3 KRYXNENOYTNRBY XAMIRSN2ZREBABEE Ay (K
NBEAaGNROGSR F2NJ ol yREARIKD

Solution

¢ KENR2 dzLIF pzy Oh A2y BDF Y
O2y OdzNNBy G O2yySOUA?2

A A A oA

KOKRB IS bah NBEESarS GKIF G GF
ya 2F S OK dzaSNJ RSZAOS |

Configuration procedure

[ 2y FARGNSS 3 >/ 2y TAJIARER IRR (KS 3NZd:

1. Login to the web Ul of theouter.

2. Qonfigure the time group.

Navigate toAudit > Group Policy> Time Group, and clickAdd to configure the following time
group.

Edit Time Group X
Policy Name Business Hours
Time Period 1 08:00 18:00
Time Period 2 (Optional)
Time Period 3 (Optional)
Cycle — Every Day
Mon. Tues. Wed. Thur.
) Fri. Sat. Sun.
Remark (Optional)

Cancel Save
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Configure the IP group.

Navigate toAudit > Group Policy> IP Group, and clickAddto configure the following IP group.

Add IP Group
Paolicy Name Purchasing Department
IP Range 1 192 . 168 . 0 2 ~ 192 168 . 0 . 50
IP Range 2
IP Range 3

Remark

Add the group limit policy.

1)

Navigate toBW Limit>Group Limit and clickAdd.

Group Limit

Add

Policy Name Remark IP Group Time Group Concurrent Connections Upload Speed Limit Download Speed Limit Operation

No Data

Gonfigure the parameters in thAdd Group Limit Policwindow, and cliclSave
(St @KS O WAFJRRINSRAYAYKA® SEI YLX S

{ St SQi DN dzaK A OK G KS Lt deXIBK I AXI A BH S (I KA D4
SEI YL So

(St SOUAYESDRE dzkIA OK G KS LI2f dzeORY $ aAmot INiFKdkER ¢ K A
SEFYLX So
{ S/ @KOAINNB y (i LISNY yOF @ B/ AME siKKRAMMGEK SEF YL So

{SG J0KEE2 I{ LIS SIRYRZAGATGIZ2 | R {2ABDBISIRSHAN 054> KA OK
MHY. ® a
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Add Group Limit Policy X
Policy Name Speed Limit
Remark [Optiona
IP Group Purchasing Department W
Time Group Business Hours v
Concurrent Connections 600 0]
Upload Speed Limit 128 KB/s (D
Download Speed Limit 128 KB/s (D

Cance' m

T 9y R

Verification

C2NJ dzaSNE 6AGK Lt | RRN@abd3amcNIOADPVT TNKBEY Y
aLISSR YR R2gyf2FR ALIBAR YINBE FNPRKemi g TCNRRI
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9 . K| OA 2 NB

9.1 Group policy

2 KSYy O2yFAIdzNAY3I GKS FdzyOluAz2ya adzOK®RHD DI NR
L2t AO0@X &2dz YSSR Uzy/RAXY BT HAENAEI RS | RO ¥ QS deLIS

9.1.1 Time group
CKS GAYS AR SARADARSOBAYS Ayidi2 RAFTFSNBy(d 3INP
N} yR2Yf &o

[23 AY (2 (KB dWH$ RIGHSH P WFRHYDINEGSIzZLI e A NOSP &rir) Sy G S NJ
GKS aJ 3§

hy GKA&a LI 3ISsT &2dz Ol y 029 F NRH HzZNB { NISK| SIGAKNSS YISO/ o)

Configuration procedure:

1. Login to the web Ul of theouter.

2. Navigate toAudit > Group Policy> Time Group

3. dickAdd.
Time Group
Add
Policy Name Time Period Cycle Remark Operation
TimeGroup_Default 00:00-23:59 Every Day
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4. Configure the parameters in th&edd Time Groupgvindow, and cliclSave
Add Time Group X
Policy Name
Time Period 1

Time Period 2 Optiona

Time Period 3 Opticna

Cycle Every Day
Mon. Tues. Wed. Thur.
Fri. Sat. Sun.
Remark Optiona
T 9y R
t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name {LISOAFASE GUKS yIYS 2F GKS (GAYS 3INEPdzL
Specifies theeriodsincluded in the time group.
Time Period
One policy supports at most 3 periods, and gegiodscannot be repeated.
Qycle {LISOAFTASE (GKS 0e0fS dakRry ¢6KAOK GKS
Remark {LISOAFTASE (KS YSEBBNBYLRF ¢KS NBYI N] A
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9.1.2 IP group

¢ KS
Lt |

Lt

[ 23 Ay (2

F2NJ NEBFSNByOS

RAFTFSNI 6AGK

INFIAR L2222 ADSI AGKS K2ada
RRNBaaSao
0 KB d7b ¥ RIGHA 13 1 A0iNeeSdzL) BL DNR @B) Sy i SNJ

LJ @S

hy GKA&a LI

Configurationprocedure:

3853

2yfe YR R2Sa y20 AYLX
LINE RdzO G 5Y22CRISVTSaydti  adkSNEIA @ (o

GAUKAY SRS [ !

82dz OF yI O%NR & \A BB MBSt Y Siiaidz

1.

2.

Log in to the web Ul of theouter.

Navigate toAudit > Group Policy> IP Group

3. dickAdd.

IP Group

Add

Policy Name

IP Address Range

No Data

Remark Operation

4. Configure the parameters in thi&dd IP Groupwindow, and cliclSave

Add IP Group X
Policy Name
IP Range 1 -
IP Range 3 ~ ... Optiona
Remark Jotiona
Cancel Save
T 9y R
t I N YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name {LISOAFASA (GKS yIYS 2F (KS Lt 3INRdzZLI L
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Parameter Description

{LISOATFTASAE (KBA VAt dZRRFANBAYaA (N&E S ISt ANEP dz

IP Aldress Range  one policy supports at most 3 IP address ranges, and the IP address ranges can
repeated.

Remark { LISOAFTASA GKKS INB YINBR|dzLA FLI2 f A O& o

9.1.3 Usergroup
¢KS dza SN) IR 8ARISER i kSeKR2ala 6AGKAY GKS [!'b A
I dzi KSy G A Ol SR mASHMAS N ®R +t b RALf
[23 AY (2 (KBIBHER VL ARMFHGIERSdr / ASGNMBD &R Sy i SNJ
0§KS @J 35

hy GKA& LI 383 &2dz OFy 10QFF NN { NBKj SIGARES SMNEDy/HidkL

_\@,_ -

¢6 2 dza S NO| IYNPRISLNED 5Syrkt daf} (8 S NIKS SOFS alRBSYR 0@ RE
ANRQ@ELY Yy 2 G  0208IRAME SR S R

I B Wt dzt G

w

Configuration procedure:

1. Log in to the web Ul of the router

2. Navigate tAudit > Group Policy>UserGroup.

3. dickAdd.
User Group
Add
Group Name User Group Type Remark Operation
User_Default Authentication User Group
VPNUser_Default VPN User Group

4. Configure the parameters in thdd User Groupwindow, and cliciSave
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Add User Group

Group Name
User Group Type Authentication User Group

Remark

Cancel m
m oy R
t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

GroupName Specifies the name of thesergroup policy.

Specifies thaype of the usergroup, includingAuthentication User Grougnd VPN
User Group

_\@,_Tip
T Aftera user group whosEser Grouplypeis set toAuthentication User
Group is referenced byccount managemenall users who are

authenticated with tleseusernamesandpasswordwwill belong to this user
group.

T Afterauser group whoséJser Group Jpeisset toVPN User Grous
referenced byuser managemenall users who use #seusernamesand
passwordgo perform VPN dialip will belong to this user group.

UserGroup Type

Remark Specifies the remark of thesergroup policy.
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9.2 Filtering

9.2.1 IP address filtering

Ovewiew

[23 AY (2 (KB dJWH$RIGHKITH WHFHYAMISIFENA F RRNBE &2 CAf (.
SYiSN 64KS LI 3So

hy GKA& LI 3S: &2dz Oy O2yFA3IdzZNB GKS Lt | RRNE
O2yySONP A BHISE G SNY S ®

IP Address Filtering ®@

Filtering Policy IP Address Policy IP Address or IP Address Group Time Group Remark Status |  Operation

No Data

It allows hosts or devices not in the list to access the internet.

,2dzQAAYRERE RR L tYRRINB & aLIFNAX OSNA v 3

Add IP Filtering Policy X
Filtering Policy Blacklist (Blocked to access the ~~
IP Address Policy ®) 1P Address |P Address Group
IP Address
Time Group TimeGroup_Default N
Remark Optiona
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A

t I N} YSGSNI RSAONRLIIA2Z2Y
Parameter Description

Secifies the mode of the IP address filtering policy.

i Blacklist (Blocked to access the internef)he user with the specified IP
address is blocked to access the internet during the spegiiéebd, and is
allowed to access the interneuringother times.

T White List (Allowed to access the internet)The user with the specified IP
address is allowed to access the internet during the spegifegtbd, and is
blockedfrom accessinghe internet during othettimes.

Hitering Policy

IP Address Policy ¢ 2 TRAISE SNIRRNBE I RRNHERYSIBINI 6 KS Lt | RRN

¢2 PRNISISNI Y2 NB 5t AlI6R FENGHERsa a3 yeRNRSd@ d G K
O2NNBaLRYRAY3I Lt 3INRdzL) L2t A0e& &2dz as

[@N

IP Address or IP
Address Group [ note

¢ KISt IaRddzl R 0 S 102 yIFMPEGMNSR yAQ/S @
Used to select the time group policy upon which the IP address filtering policy tak

effect.

Time Group D Note

¢CKS GAYS 3INRdzZL) 4AK2WMSRIPHS HABBY TOI®RNE R
Remark Specifies the remark of the IP address filtering policy. The remark is optional.
Satus Yecifies the status of the IP address filtering polimjudingEnabledor Disabled

Used to edit, enable, disable or delete tHe address filteringolicy.

& Edit: Used to modify the IP address filtering policy.

Operation (5) Enable : Used to enable the IP address filtering policy.

i,

o Dizable : Used to disable the IP address filtering policy.

Delete : Used to delete the IP address filtering policy.

T When SelectedThe devicesot in the filtering list odeviceswith the
filtering policydisabledcan access the internet.

It allows hosts or T When Deselectedrhe devicesiot in the filtering list odeviceswith the
devices not in the filtering policy disabledannot access the internet.

list to access the

internet. Dy Note

To deselecthis function, configure a whitelist first.
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Example of configuring IP address filtering
Networking requirements
Ly Sy i SNLINWES NIBNEESNNKSLIE 28 | ySi62N)] @
wSlj dzA N6 YSdZNR v 3 0 dza s W\SVANR 2 deiely Ré wYii2 CNAREF &0
Aa0FFTF Oy | O00Saa (KS AYUSNYySiG sKAES 20KSNJ &
Solution
C(KHNP dgti SN | RRNB&a TFTAEOGSNAY3I TFaxyy O4aazar SONKI B O
I RRNB A KSBaZND K | BR yA2 Vliddzi S NE NIy 8vod HFINBCYy dvndsiipdivde y

Confguration procedure

| 2y FAIdzNBE (¢ [ 2y FTAIdzNB

1. Login to the web Ul of theouter.

2. QGonfigure the timegroup.

Navigate toAudit > Group Policy> Time Groupand clickAddto configure the following time
group.

Edit Time Group X
Policy Name Business Hours
Time Period 1 08:00 18:00
Time Period 2 (Optional)
Time Period 3 (Optional)
Cycle — Every Day
Mon. Tues. Wed. Thur.
(] Fri. Sat. Sun.
Remark (Optional)

Cancel Save

3. (Qonfigure the IP group.

Navigate toAudit >Group Policy>IP Groupand clickAddto configure the following IP group.
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Add IP Group X

Policy Name Purchasing Department

IP Range 1 192 . 188 . 0 . 2 ~ 192 . 168 . 0 50

IP Range 2 . . : ~ : . Optional
IP Range 3 . . : ~ : . Optional
Remark Optional)

4. Add the IP address filterg policy.
1) Navigate toAudit > Filtering> 1P Address Filteringand clickAdd.

IP Address Filtering

Add Delete

Filtering Policy IP Address Policy IP Address or IP Address Group Time Group Remark Status |  Operation

No Data

It allows hosts or devices not in the list to access the internet.

2)  Qonfigure the parameters in thAdd IP Filtering Policwindow, and cliclSave

T {SESCREUCHNEY IKADKE®S  t 26 SR (2
SEIFI YL So

T {St $§00 ! RRNEZRANI DINR BB A &

1 {Sf SOt (BKRI2YI 6 KAOK {(KS
5SLJ NIAWSYilkAa SEI YL So

T {St SOUAYVESODAR ¢zLJg KA OK (G KS
GKa SEI YL So

t2f AO8

Add IP Filtering Policy X

Filtering Policy

IP Address Policy

IP Group

Time Group

Remark

White List (Allowed to access
IP Address (® 1P Address Group
Purchasing Department

Business Hours

(Optional)

Cancel
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3) Deseletlt allowshosts or devices not in the list to access the internét the displayed
dialog box, clicloK

IP Address Filtering

Add Delete
Filtering Policy IP Address Policy IP Address or IP Address Group Time Group Remark Status | Operation
White List (Allowed to access the internet) IP Address Group Purchasing Department Business Hours - Enabled £ Edit Q Disable {3 Delete
Itall hosts or devices not in the list to access the intemnet
.......................................................

hy f8KG&2 Y LIdzGSKUFIZNDK F aAy 3 a0 FF OSLICMPREMNBRWN Bp &
GKS di'yb  00Saa (GKS AYUSNYySG gKATS pig&MInadl ¥
FTNR2YYRIZ GNARI &

9.2.2 MAC address filtering

Ovewniew

[23 AY (2 (KB dJH$ERIGHAITH WHEHARASIEANN Y 3 RENS GENA v 3
SYyGidSNJ 6KS LI 3So
. 2dz Oy O2yFA3IdzNBE GKS a!/ | RKNE] 3abZ KRAFENBYE
0 KNSR dZA BMBSY § SNY S @

©

MAC Address Filtering

Filtering Policy MAC Address Time Group Remark Status | Operation

No Data

It allows hosts or devices not in the list to access the internet.

. 2dzO0aARER2 RR la!yySd RRNBBRAT X O ®SNA y 3
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Add MAC Filtering Policy )4
Filtering Policy Blacklist (Blocked to access the
MAC Address o
“
Time Group TimeGroup_Default
Remark Optiona

tF N YSGSNI RSa&

Parameter

Hitering Policy

MAC Address

Time Group

Remark

Satus

Operation

O«

NRA LIGA2Y
Desciption

SYecifies the mode of the MAC address filtering policy.

i Blacklist (Blocked to access the internefjhe user with the specifiddAC
address is blocked to access the internet during the spegiieithd, and is
allowed to access the internefuringother times.

T White List (Allowed to access the internet)The user with the specifiddAC
address is allowed to access the internet during the spegifegtbd, and is
blockedfrom accessinghe internet durirg othertimes.

Specifies the MAC address in fBkacklistor Whitelist.

Used to select the time group policy upon which the MAC address filtering policy
effect.

Dy Note

The time group should be configureddni Y S in bidvaiidel

Specifies the remark of the MAC address filtering policy. The remark is optional.
Secifies the status of the MAC address filtering pdlicyudingEnabledor Disabled

Used toedit, enable, disableor delete theMACaddress filteringolicy.

& Edit: Used to modify théACaddress filtering policy.

I
LS

Enakble : Used to enable th&ACaddress filtering policy.

=l

Lt

= Disable ; Used to disable th®ACaddress filtering policy.

Delete : Used to delete thd&1ACaddress filtering policy.
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Parameter Desciption

i 2 KSy { SThédducssit in the filtering list odeviceswith the
filtering policydisabledcan access the internet.

It allows hosts or i When DeselectedThe devicesiot in the filtering list odeviceswith the
devices not in the filtering policy disabledamot access the internet.
list to access the
internet.
I:@ Note

To deselecthis function, configure a whitelist first.

Example of configuring MAC address filtering
Networking requirements
Ly Sy i SNLINWAIS NBNSESNKSLIE 28 | ySig2N)] @
wSlj dzA NS5 YBdZNR v 3 0 dza § W \SVEFaMBKY2 daNeBy Roky&Y nis2  CNA R @ 0
AaUDFY O00Saa GKS AYyGSNYySi 6KAES 20KSNJ adlrTF
Solution
CK SN2 dgi SAJ / | RR NBdkyaO (FmZ yii SONRYY 3 O K SIZeGa di RS  (INBSHj (dz
a!/ | RRINSBIANDOKF B HE2 Y LIdZiSND WamMY TMYM. Yc 9

Confguration procedure

| 2y FAIdzNBE G K

1. Login to the web Ul of theouter.

2. Qonfigure the time group.

Navigate toAudit > Group Policy> Time Groupand clickAddto configure the following time
group.
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Edit Time Group X
Policy Name Business Hours
Time Period 1 08:00 18:00
Time Period 2 Optional)

Time Period 3 Optional)

Cycle — Every Day
Mon. Tues. Wed. Thur.

) Fri. Sat. Sun.

Remark Optional)

Cancel Save

Add the MAC address filtering policy.

1)  Navigate toAudit > Filtering>MACAddress Filteringand clickAdd.
2) Qonfigure the parameters in thAdd MACFiltering Policywindow, and cliclSave

7 {§fS@&fﬁ@@iyaKﬁQK[ﬁﬁaaﬂffzééﬁe G2 | OGS &iaK AlaK
SElF YL SO

T 9y UGSHI G KBRRNEBA&SR G2 |
GKA& SEI YL So

T {StSOUAYIESOAR ¢zLJ6 KA OK G(GKS LRt AGRA VS YA B
GKA& SEI YL So

O«

OSa&H VIKISY A WATFINY 16.(

F &2dz YSSR (2 FAfGBASYABLTALORS2 (ilK/@YTRREBAASAEE NI (S
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Add MAC Filtering Policy

Filtering Policy White List (Allowed to access v~
MAC Address CC:3A61:71:1B:6E 0]
“
Time Group Business Hours v
Remark Optional)

Cancel Save

3) Deselectt allows hosts ordevices not in the list to access the interndh the displayed
dialog box, clicloK

MAC Address Filtering

Filtering Policy MAC Address Time Group Remark Status | Operation

White List (Allowed to access the internet) CC:3A61:71:1B:6E Business Hours

T 19 ¥ IR

Verification
hy fleé LIZNGKIEZEMRYWTH G KS 02 Y Lizi S NJ/éYAoi! KY clmNaf! MY Ki-SRYRCN

[!'b OFy I 00Saa GKS Ayl DEARG (KR ASWUHIBENNT & 0
a2y RtZ CGNARLI &

9.2.3 Port filtering

Ovewiew

I LILIE A OF GAZYNILNZ il & 802 865 RIIFTOMGS0 LI2INNEB yLd2YNalS N&
YdzYoBRBIYOR2 YY2y & SNIBR OGNS BKYSENS f f a SRWEDOHR 4 b2

[23 Ay (2 (KB dJIH$ERIGHAITH WHERYGAMRISIER MAET GENASHAG S NI
LJ 3So

Oy O2yORBRI I Az(SHNB LISa 2F Ay
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Port Filtering @
Add Delete
IP Group Time Group Port Protocol Remark Status | Operation

No Data

2dz COH\RRE RR LI2yNTig Ta2ft (A SOy 3

5

Add Port Filtering Policy X
P Group
Time Group TimeGroup_Default
Por @
7
Protocol TCP&UDP

NA LIGA2Y

O«

t N YSGSNI RSa
Parameter Description

Usedto select the IP address group policy upon which the port filtering policy take
effect.

IP Group

Df Note

The IP address group should be configureldPirougn advance.

Used to select the time group policy upon which the port filtering policy takes effe

Time Group D/Note

The time group should be configuredliime Groupn advance.

Port Soecifies the service port forbidden to access.
Protocol Secifies the service protocol forbidden to access.
Remark Specifies theemark of the port filtering policy. The remark is optional.
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Parameter Description

Satus Jecifies the status of the port filtering poliaycludingEnabledor Disabled

Used to edit, enable, disable or delete tpert filtering policy.

£ Edit: Used to modify theort filtering policy.
Operation

P

B Enzhble: Used to enable thport filtering policy.
= Dizable ; Used to disable thport filtering policy.

T Delete : Used to delete theort filtering policy.

Example of configuring port filtering
Networking requirements
Ly Sy i SNLINWAS NBNSIESNKSLIE 28 | ySGg2N] @

wSlj dzA NS YSSdZNRA y 3 0 dza 4SNP 2 dell RO WY 2 CNRRE @0
I NE F2NDPARRSY (2 oNRgaS 4SolLJ3ISa o0¢KS RSTI dz
Solution

CK NP dgll SN2 NI FAE OSNAY I Fdzy O 2lya dzWS | IOKIA S ABK Si
2T (0KSyBRdzERD IR ANGzZY SRB Y MdbKdgpe PRapdn dPpn d

Confguration procedure

| 2y FAIdzNE | 2y TAIdzNE ! 0KS LJ2 NI

1. Login to the web Ul of theouter.

2. Qonfigure the timegroup.

Navigate toAudit > Group Policy> Time Groupand clickAddto configure the following time
group.
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Edit Time Group

Policy Name Business Hours
Time Period 1 08:00 18:00

Time Period 2

Time Period 3

Cycle — Every Day
Mon. Tues.
() Fri. Sat.
Remark

3. (Qonfigure the IP group.

F2NJ NEBFSNByOS
RAFTFSNI gAlGK

2yt @

(Optional)

(Optional)
Wed. Thur.
Sun.
(Optional)
Cancel

YR R2Sa
LINE RdzO G 5Y22CRISVTSaydti  adkSNEIA @ (o

Save

y20 AYLIM

Navigate toAudit >Group Policy> IP Groupand clickAdd to configure the following IP group.

Add IP Group

Paolicy Name Purchasing Department
IP Range 1 192 . 168 . 0 . 2
IP Range 2

IP Range 3

Remark

4. Add theport filtering policy.

~ ) . ) Optional

-~ ) . . Optional

Optional)

X

1) Navigate toAudit > Filtering> Port Filtering, and clickAdd.
2) (Qonfigure the parameters in thAdd Port Filtering Policywindow, and cliciSave

T { St Said
5S LI NIRYSYWIKA &

T { St SO YBKIANR ¢z2LJg KA OK
SEIFI'YLX So

i KAaA&

DNEIARKIA O K

idKS
SEI YL So

idKS

LJ2 f A O& daNX KS-aa AS/FHF SO

L2t AR A Vi § A/al Bdz

T 9OV (I SNE WEHZ0SNI F2NJ 656 LI HSA o NRERA YyIEI WIKIA Dd
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{St SOUINE KEBOER o6& (KS aASNWAOS® LG A& NBO2"
¢/t B

-\@/-Tip

i IF 22dz YySSR (20PN ASONNRMS (I A DNEAER ¥ XK SOMTV AiAdKa $ L3 |
i LT @2dz ySSR (2 TFAf (8MSYdefAd RIFHAE § Q¥ 31 & @AR N FH Olil2 NI 2

Add Port Filtering Policy

IP Group Purchasing Department ~
Time Group Business Hours %
Port 80 ®
P
Protocol TCP&UDP v
Remark Optional)

Cancel Save

T 19 ¥ IR
Verification

tdzNOK I & A y 30 2aY0LIJEGTS NiBa AgyATi K Lt | RRNK##HE 2 v NAyybaA Ay
GKS [!'b OF yy2ilio N@waiEnNg o1k £S &INA R &

9.2.4 URL filtering

Ovewniew
[ 23 Ay (2 (KBdJH P RIGRK TN WHFHARSHE NI vy T Al 20 SSNRGYENJ (i
LJ IS

hy GKA& LI 3S3T @2dz Oty Fftt28 2NJ of201Q@yzi SHNB |
O0SKI@GA2NI AY GKS [!Dbo
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S

URL Filtering

Filtering Policy ~ IP Address Policy  IP Address or IP Address Group  Time Group URL Keywords  Remark  Status | Operation

No Data

It allows hosts or devices not in the list to access the internet.

2dz COH\RRE RR I} w[S&HF LRG & Xk yw3

5

Add URL Filtering Policy X

Filtering Palicy Elacklist (Blocked to access the
IP Address Policy IP Address
IP Address

Time Group TimeGroup_Default

@

URL Keywords

Remark

O«

t I N YSGSNI RSAONRLIGAZ2Y

Parameter Description

Fecifies the mode of the URL filtering policy.

T Blacklist (Blocked to access the internefjhe user with the specified IP
o ) address i®nly blocked to access specified websites duringgpecified
Filtering Policy period, and is allowed to aess all websites during othémes.

T White List (Allowed to access the internet)The user with the specified IP
address i®nly allowed to access specified websites during specified
period, and is allowed to access all websites during othergime

IPAddress Policy To filteronelP address, selet® Addressandenter the IP address.

To filterone or more IP address groypselectiP Address Groupand select the
corresponding IP group policy you set.

IP Address or IP
Address Group D/Note

ThelP groupshould be configured i Grougn advance.
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Parameter Description

Used to select the time group policy upon which the URL filtering policy takes effe

Time Group |—_Iy Note

The time group should be configuredlimeGroupin advance.
URL Keywords Foecifies the keywords of the URL forbiddarallowedto access.
Remark Specifies theemarkof the URL filtering policy. The remark is optional.
Satus {LISOATASE GKS adl (dzAy DF dzR K FPIER | BFAS R ¢

Used to edit, enable, disahler delete theURLfiltering policy.

& Edit: Used to modify the URL filtering policy.
Operation (£) Enable : Used to enable the URL filtering policy.

& Dizable ; Used to disable the URL filtering policy.

T Delet= : Used to delete the URiltering policy.

T When SelectedThe devicesot in the filtering list odeviceswith the
filtering policydisabledcan access thspecified websites

It allows hosts or i When DeselectedThe devicesiot in the filtering list odeviceswith the
devices not in the filtering policy disabledamot access thespecified websites
list to access the
internet.
I__ly Note

To deselecthis function, configure a whitelist first.

Example of configuring URL filtering

Networking requirements

7 an NI A A s AN

Ly Sy G SNLINWAOS NIBNEIRENKSLI 28 | ySGg2N] @

j dzA N YESAENR y 3 0 dza Ay )SWANB A2 deldly ROBY i2 CNARE 20
A G 6 ASTNEMNIR & 8 WAYHI$EEY Gds0KK H yad
0BOKSHMOAYLEF Olyy2d 00844

Solution

CK NP d@l SN[ FALTGSNAY I Fdzy Ol &2 y1 &G dyY § QIKKAFSIZ Si KiISK
2 RSE YO AK LIJdzi SNE NIy IS mvifNEDimomdsndiv c y & n @

Confguration procedure

[ 2y FA3dzNE | 2y FAONEKENES t
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1.

2.

3.

¢KAA&a 3JdzA RS Aa
Fdzy OGA2ya YI &

F2NJ NEBFSNByOS
RAFTFSNI gAlGK

Log in to the web Ul of theouter.

Gonfigure the time group.

Navigate toAudit > Group Policy> Time Group and configuralisplayediime group.

Edit Time Group

Policy Name Business Hours

Time Period 1 08:00 18:00

Time Period 2 (Optional)

Time Period 3 (Optional)

Cycle —  Every Day
Mon. Tues. Wed. Thur.
) Fri. Sat. sun.

Remark (Optional)

Cancel

Gonfigure thelP group.

2yt @

X

Save

YR R2Sa
LINR RdzO G 5Y22CRISYT Saydsi

y20 AYLIM
aaFSINAIA @y

Navigate toAudit > Group Policy> IP Groupand clickAdd to configure the following IP group.

Add IP Group

Policy Name

IP Range 1 192 . 168 .

IP Range 2

IP Range 3

Remark

Design Department

0o . 60 ~ 192 . 168

(Optional)

4. Add the URL filtering policy.

X

. 100
(Optional)

(Optional)

Cancel

1) Navigate toAudit > Filtering>URLFiltering, and clickAdd.
2)  Qonfigure the parameters in thAdd URLFiltering Policywindow, and cliclSave

T {SESCRTEUCHNEY BKADKE®SE { { 26 SR
SEIFYLX So
T {StEO0 ! RRNEHRANI DINRRAMNB A &
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T {St SOt (EBRIANI s KAOK (KS LR{S53D2S AV SBAYSY F !
Ay GKAa SEIFYLX So

T {St SOUAYVESDAR ¢zLI6 KA OK (GKS LRfAQEA VS MYAl B
GKAA& SEFYLX So

T 9/ USNIWI[KSYSE 68 KRAKY I NEEA G PO2YT0o SKIAWO SI&W R
SEIF YL So

Add URL Filtering Policy X

Filtering Policy White List (Allowed to access th

IP Address Policy IP Address Group v

IP Group Design Department v

Time Group Business Hours v

URL Keywords pinterest.com;behance.net;dribbble @

.com
.
Remark (Optional)

3) Deselectt allows hosts ordevices not in the list to access the interndh the displayed
dialog box, clicloK

URL Filtering

IP Address Policy IP Address or IP Address Group Time Group URL Keywords Remark Status L Operation

1P Address Group Design Department Business Hours  pinterest com;behance.net;dribbble.com - Enabled  # Edit (@ Disable {7 Delete

T 19 Y R
Verification

hyt @ O2YLIWziSNE 2F RSaAIyESNMadso ©modh@R GKSa [ NIby =
FO00Sada (K3INFISNDBKA JEERNB 0 0 04 ISAKOR2 Y2 1 KSNJ 02 Y
OFyy2i{ | OOSHIA yiSYTiINg FYNIF 20 GINA R &
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9.2.5 Wireless MAC filtering

Ovewiew
[23 Ay (2 (KBIHERI VI IRMFHGIBISGERNNNST Saa ad2 CA
SYydSNJI 6GKS LJ 3So
On this page, you can allow or block mobile users in the LAN to connect to specified wireless
networks based on their wireless MAC addresses.

Wireless MAC Filtering

Add

Filtering Policy Applied $51D MAC Address Remark Status | Operation
Mo Data
. 2dzO3IMRRERR | ySs sANBES&aa a!/ FALGSNAY3I LR

Add Wireless MAC Filtering Policy X

Filtering Policy Blacklist (prohibit to access the

Applied SSID S5ID1_Default

MAC Address 0

7~
Remark

NA LIGA2Y

O«

t F N YSGSNI RSa
Parameter Description

Fecifies the mode of the wireless MAC address filtering policy.

T Blacklist prohibit to access thewVi-Fi network): The user with the specified

MAC address is blocked to access the internet through the specified SS
) ) during thespecifiedperiod, and is allowed to access the internet through
Filtering Policy the SSID during other tirse

i Whitelist (allow to access theaVi-Fi network): The user with the specified
MAC address is allowed to access the internet through the specified SS!
during the specifiegheriod, and is blockeérom accessinthe internet
through the SSID during othémes.
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Parameter Description

Used to select the SSID poligyon which the wireless MAC address filtering policy
Applied SSID takes effect.

The SSID policy should be configurethénSSID Polian advance.
MAC Address Fecifies the MAC address to be filtered.

Specifies the remark ofie wireless MAC address filtering poligye remark is

Remark .
optional.

Fecifies the status of the wireless MAC address filtering poidydingEnabledand

Satus Disabled

Used to edit, enable, disable, or delete the wirel&$&Cfiltering policy.

& Edit: Used to modify thevirelessMACHiltering policy.
Operation (&) Enable: Used to enable thevirelessMACHiltering policy.

) Disable ; Used to disable theirelessMACfiltering policy.

o Delete : Used to delete thevirelessMACHiltering policy.

Example of configuring wirelesMAC filtering

Networking requirements

A 2 4 oA

Ly SyﬂSNJ_JMIEEéjﬂiSd‘zléﬁé GACKNER yA & HPANY pSOGSR (G2 |y

08 NEK&SISNIYR |f NBIFIRe RStAOGSNER GKS gANBfSaa y

WS lj dzZA NBRSy@NNBf Saa ySULWBEHR) I OPDPSabt 12yEBISNI €
Solution

(K NP dglil SHA NSt Saa a!/ FAEOGSNRAY I &dzf GaAdEYS QiFKyE G

gANBE Saa GAOS& IINB [fft208RBLE2 ROAKYSIOD dza A vy

R
¢KS a!/ IR 3

S
RYNBBUBESYEN I WBD Y v 5 Y yYiRyYYonywYiuHsdYy nnYnnyYn
Confguration procedure

1. Log in to the web Ul of the router

2. Add the wireless MAC filtering policy.

1)  Navigate toAudit > Filtering>Wireless MAC Filteringand clickAdd.
2) Qonfigure the parameters in thAdd Wireless MAC Filtering Poligyindow, and click
Save

o
a

%,

fUCHNEY 8 KA DKL BBAZE 02 211ODSF &N F R
EI YL So

W

f STk
Aa S
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T {St SONLIDKBER g{KEIDEKA S\E A YA Y RO REOSSE I

T 9y (SHl [ KERRMBZE SGKAOK GKS LRfAOe I 1S5a §
5yYoyYnsYannYnnYnmT5yYoyYRBYAKNaAanSEHYTEY S«

Add Wireless MAC Filtering Policy >
Filtering Policy Whitelist (allow to access the W
Applied SSID VIP
MAC Address D&:38:00:00:00:01;08:38.0D:00:00 (O

:02;D8:38:0D:00:00:03

Remark
Cancel m
Ty R
Verification
hyte GKS 10205 6ANBfSaa RSOAOSa OF y @2ywSiod

9.2.6 User filtering

Ovewiew

[23 AY (2 (KBdIHER ¥ ARMIHUKRISIER NASYWI ChE ( S\WkK N
GKS a@J 38

On this page, you can allow or block authenticated users in the LAN to connectitueheet
based on users and user groups.

User Filtering

Add
Filtering Policy User Policy User/User Group Time Group Remark Status |  Operation
No Data
It allows hosts or devices not in the list to access the internet.
. 2dzO3IMMRR2Z RR | ySg dzASNI FAfGSNAyYy3I LRt Aded
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Add User Filtering Policy X
Filtering Policy Blacklist (Blocked to access the
User Policy 8 User User Group
User Name
Time Group TimeGroup_Default
Remark

tF N YSGSNI RSa&

Parameter

Hitering Policy

User Policy

O«

NRA LIGA2Y
Description

Fecifies the mode of the user filtering policy.

T Blacklist (Blocked to access the internef)he specified user or user group
blocked to access the internet during the specifediod, and is allowed to
access the internet during othéimes.

T White List (Allowed to access the internet)The specified user or user grot
is allowed to accesée internet during the specifiederiod, and is blocked
from accessinghe internet during othetimes.

Used to select the user policy (authenticated user or user group) upon which the
filtering policy takes effect.

The authenticated user should be configuredtiocountManagemenin advanceand
the authenticated user group should be configuredser Groupn advance.

User/User Group Specifieghe authenticated user or user group to be filtered.

User Name

Time Group

Remark

Satus

Specifies thaiser name of theauthenticated user

Used to select the time group upon which the user filtering policy takes effect.

The time group should be configuredliime Groupn advance.
Secifies the remark of the user filtering polidihe remark is optional.

Secifies the status of the user filtering policy, includiEgabledand Disabled
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Parameter Description

Used to editenable, disable, or delete the usktering policy.
£ Edit: Used to modify theiserfiltering policy.
Operation {® Enahble: Used to enable thaserfiltering policy.

& Disable ; Used to disable thaserfiltering policy.

I Delete : Used to delete theiserfiltering policy.

T When Selected: The devices not in the filtering list or devices with the
filtering policy disabled can access the internet.

It allows hosts or i When Deselectedfhe devices not in the filtering list or devices with the

devices not in the filtering policy disabled cannatccesghe internet.
list to access the

internet. r_,y Note

To deselecthis function, configure a whitelist first.

Example of configuring user filtering
Networking requirement

Ly Sy i SNLINRMSH Bdd Sa  dA®BKIS ySYWUENIING 3 S+ QDA dzpa y ¥
Idz[iKS)\ﬁﬁ%tﬁ}Kl@Oézdzy[] KI a aééy I-RRSR GQNEJ[BKS Idz[]F

-

I A N A 7

wg5 5SLIHNIKSYWE A OF G 8RS NKNPRZIAM Fi3KeS2 NR OFy I OO0¢

A

GKAES 20KSNJ a4 ¥F Olyyz2i09
Solution

¢CK NP dAdSBNI NI T A £ 0 S NAK/AIS GFSizyUCKISA 8NSS ljQdzAyNB YCB

Coniguration procedure

Log in to the web Ul of the router

2. Configure the time group.

Navigate toAudit > Group Policy> Time Groupand clickAddto configure the following time
group.
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2yfe YR R2Sa y20 AYLX
LINE RdzO G 5Y22CRISVTSaydti  adkSNEIA @ (o

Add Time Group X

Policy Name Business Hours
Time Period 1 0&:00 18:00
Time Period 2
Time Period 3
Cycle Every Day

Mon. Tues. Wed. Thur.

Fri. Sat. Sun.
Remark

Cancel m

Add the user filtering policy.

1)  Navigate toAudit > Filtering> User Filtering and clickAdd.
2) QGonfigure the parameters in thAdd User Filtering Policywindow, and cliclSave

i {§fé@&fﬁ@@IyBKﬁﬁKm@éffzééﬁ I OGS &liaK AlEK
SEI YL S

St SAGB N PREMIA fdh O&

g2

~=

T {StSOESNKFNR gz1I6 KA OK (KS LR2fwHes58LY 8& YSY
6aSi Ay FTR@IyOS0U Ay GUKA& SEIFYLX So
i {St SOUAYVYESOANR ¢gzLIG KSOKI2f A Oe G 1 &aA$FHAEOIZdz
GKA& SEFYLX So
Add User Filtering Policy b4
Filtering Policy White List (Allowed to access th
User Policy User E User Group
User Group R&D Department
Time Group Business Hours
Remark
Cancel m
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3) Deselectt allows hosts or devices not in the list to access the internkt the popup
window, clickOK

User Filtering @
Add
Filtering Policy User Policy User/User Group Time Group Remark Status | Operation
White List (Allowed to access the internet) User Group R&D Department Business Hours - Enabled # Edit (S Disable [y Delete

Ty R
Verification

5dzNA Y3 0 dzi A YIS B K 2 BN YCHNARY RIS R2s68 58 KB NI 8T
| 18 GKS

AAAAA

Oryyz2io

9.2.7 VPNaccesgermission

Ovewiew
[23 AY (2 (KBIBHER VL ARMFHYGIISIERNIDY 3 00Saa t SNY.
G2 SYyGSNJI 6KS LJ 3So
GKAZ LIOAGTAS@NDS Ok yyb NI SKH2 6 0SGh a28RNR WA
FOOSaSNRINEKS [! bo

VPN Access Permission

Add Delete

Filtering Policy User Group Internal Server IP Address Remark Status 4 Operation

No Data

Allow hosts or devices not in the list to access the intranet

C2dz AR RE RR [+ typSd O0S 8 ALI2LOSNIRA® 3 A 2 v
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Add VPN Access Permission Policy X
Filtering Policy Blacklist (Blocked to access)
User Group VPMNUser_Default

nternal Server IP Address

YIe8 RAFTFSNI gAGK LINERdzO( 522CRISviSayd aekSINEIAQ (Yo

t F NI YRESIZSOWNIA LIG A 2 y

Parameter

Hltering Policy

User Group

Internal Server IP
Address

Remark

Satus

Operation

Description

Foecifies the mode of th& PN access permission policy

T Blacklist (Blocked to accesshhe specifieWPN user grous blocked to
accesspecified serveris the LAN

T Whitelist (Allowed to access)rhe specified/PN user groujs allowed to
access thepecified servers in the LAN

{ LISSGBRR®S +t b dzaSNJ INRdzL) F2NJ 6 KAOK GKS

{ LSO
G118

Q¢ >

TAS KS AyldSMIKIOK aAKNEDINIbL t- OIORR
ST i

O

A
FS

S

Specifies the remark of théPN access permissipnlicy. The remark is optional.
Yoecifies the status of th&PN access permissipnolicy including=nabledor Disabled

Used to edit, enable, disable or delete ti®N access permissipolicy.

& Edit: Used to modify th&/PN access permissipolicy.

P

() Enakle: Used to enable th¥ PN access permissipolicy.

-

-
b

= Disable ;: Used to disable th&PN access permissipolicy.

Delet= : Used to delete th&PNaccess permissigoolicy.
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Parameter Description

When SelectedThe devicesot in the list ordeviceswith the policydisabledcan
access théntranet server.

Allow hosts or
devices not in the
list to access the

intranet [ note

When Deselectedlhe devicesiot in the list ordeviceswith the policy disabledamot
access théntranet server

To deselecthis function, configure a whitelist first.

Example of configuring/PN access permission

Networking requirements
'y SYGSNIINRAR &S dzad S 33 SilK SAdxSYipSNNIINRA 3 S NP dzi SNJ G 2
CKSYGSNILINRAS KlFra SadrofAaKSR | tte¢t xtb 0650«
ddzo a MRAIKNR dzZ3 K (G KS NRdzi SN ¢ KiSbh K&d HMIaEmSNRE &INE
{ dzo & AMR I I2NBF (G KS NRIdARSRNIRIZAGRB S¥E R LI 52 &Fdz@ NRR A | NE
Al lLFF KS +t o HASBRaNBHAOGI G2 OKSO1 (GKS aLISOA
+t b ASNIIAOS
wSlj dzA NBY $deai BAYRE FHREE M t £ 2SR (2 | 00Saa GKS KS
GKNRdzZAK ttcet afiOFFYRYIRI DOSEARI Al o

Solution
CKS N@&Hzis NI OOS & aF deySONIVAA2aYE ACHYY | OKA S@S GKS NBIjd
I RRNBAKS2RIdzZKRI SNEpEdPMmc 4 SNIDRANO Ha

Confguration procedure

1. Login to the web Ul of theouter.

2. Add the VPN access permissipolicy.

1) Navigate toAudit > Filtering>VPN Access Permissioand clickAdd.

2)  Qonfigure the parameters in thAdd VPN AccesBermissionPolicywindow, and click
Save

T {SESCREUCANEY BKADKAED@ 6! f f 2 AR GiK2A & BES aval
T {SESOES w&mmazMzo)\éé)\ RA FAN® (MK A{aG ISTER Y LI S o
T { Sy d SNy I { SHUB S NIKch AdE RRPIBEBRA R SEI YL So
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Add VPN Access Permission Policy X
Filtering Policy Whitelist (Allowed to access) v
User Group Subsidiary 1 Staff v
Internal Server IP Address 192.168.0.104 0)
&
Remark (Optiona

3) DeselectAllow hosts or devices not in the list to access the intrant the displayed
dialog box, clicloK

VPN Access Permission @
Add Delete
Filtering Policy User Group Internal Server IP Address Remark Status | Operation
Whitelist (Allowed to access)  Subsidiary 1 Staff  192,168.0.104 - Enabled ¢ Edit @ Disable W Delete

1 items in total 1 10

T 19 Iy R

Verification
hyfié8zo aAREFEEY M OOS4aa
MpH PMCc Y @NBPEzAK tt ¢t ALOFFYRYIRI DOKSERI Al o

A

183

G§KS C¢t &aSNIISNI 6AGK

7

u k



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM

Tdzy Ol A2y &

YIe8 RAFTFSNI gAGK LINERdzO( 522CRISviSayd aekSINEIAQ (Yo

9.3 Log auditing

9.3.1 Audit settings

[23 AY

02 (KBJH$RONVANPERHEKS HdakRAG (80 & d3 a0

iKS LI 3So

hy GKA&

LI 3Ss 222108y DR 5D BNEBYAFRS RA LIS OA

7

CKAA TFdzy Ol A2y A¢aK SRATa2Ifof 250R0 Yo RRASTLBtdefedad G KS LI

Syl af SR

Audit Settings

Log Auditing (@) Enable Disable
Log Auditing of User to Access URL Enable i: Disable
User Connection & Disconnection Time Record Enable ij Disable
User Stay Duration Record Enable ®) Disable
Wireless User AP Record Enable ij Disable
SSID Connection Record Enable ®) Disable

t I N} YSGSNI RSAONRLIIAZY

Parameter
Log Auditing

Log Auditing of
User to Access
URL

User Connection
& Disconnection
Time Record

User Stay
Duration Record

Wireless User AP
Record

Description

Used to enable or disable tHeg auditingfunction.

Used to enable or disable the function to record the information of web pages
accessed by users.

Used to enable or disable the function to record the time at wiaialser obtains an IF
address from the user DHCP server.

'aSR (2 SyloftS 2N RAal 0By iiKES TRz i
'aSR G2 SylrofS 2NJRAA&lIOES GKSGRSEzyOM0 A
O2yySOGSR (2 GKS gANBf Saa dzaSNp
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Parameter

SSID Connection
Record

3dzA RS A a

F2N) NEBFSNBYyOS 2yfteé YR R2Sa y20 AYLIX

YIe8 RAFTFSNI gAGK LINERdzO( 522CRISviSayd aekSINEIAQ (Yo
Description

'aSR (2 SylroftS 2NIRAalFO6tS GKS TFdzy Ol A

0KS gANBft Saa dza SNd

9.3.2 Logstorage

[23 Ay (2 (KBdIWH$ ROV IPEHIIEKS HHARAG2 N2 Sy G SNJI
LI 3S o
2 KSY t2@S | Bz OA ¥ AY KA NB/AEdaffiSREF Gf 23 [20yREK S A y 3
f20Ff t RAGND If2F .022f Aa NBIAdZANBR (2 0SS Ayal
{ead 23
P {A02NIAISWIROTRBRISIZET2E f 29Ay3 RAALI @& GKS LI |

Sy I
Log Storage

Storage Mode

USB Storage Information

Available USBE Storage

0f SR

USB Storage

Failed to check the USE device. Please reinsert it and try again. Refresh

Save
t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description

Sorage Mode

USB Storage
Information

Available USB
Storage

Local Computer IF
Address

Specifies the mode of storage.
T USB StorageStore the result of log auditing to oth&fSB storagdevices
through USB ports.

Local Computer Storagé&tore the result of log auditing on the local
computer.

A O
BGROITE £ &

a AYF2NXI GARRYNIZFS &
BYI

{ LISOATFAS
Py, {&2HN 200F Ay (GKS

QD¢ R

a GKS o
K3 S ale dzi
{LISOAFASA

S 2N 38 &8
azR&a{. {&2NK3 f

S I dzii2 YI G A Ol
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10 a 2 NE

10.1 Advancedrouting

10.1.1 WAN parameters
[23 AY (2 (KB dJWH$RIGKIT a2BFiRG v OS RH2w 2bdzi A y 3

1A

t I N YERASHNGSNI GKS LI 3 S0 yhiya JdiNNER YIKSS Sl @ F dz( /|
LJ2 NI @

LT &2dz KI gSL 02 YN SGSRNE BB/ a5 NRHAHEINS ¥B azih f § K
FOOS&E SNKS G = 2N GKSNBY MENI S LINP&HZ d3 YO [oyA (IKNEG KiiSz
LI N} YSGSNAR (2 az2f @S (KS LINRoOofSYOD

WAN Parameters @
WAN Port Rate MTU MAC Address Operating Mode Operation
WAN1 100 Mbps Full Duplex (Auto MNegotiation) 1500 (Default MAC Address)  Internet Z Edit
Edit WAN1 Port Parameters X

Rate Auto Negotiation

MTU 1500

MAC Address Default MAC Address
Operating Mode Internet

WAN Link Detection 8 Enable Disable
Detect Web Address www.apple.com
Detection Interval 10
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t I N YSGSNI RSAONRLIGAZY
Parameter Description
WANPort Secifies the WAN port of theouter.

Secifies the rate and duplex mode of the WAN port, which must be consiste
with the rate and duplex mode of the WAN port at the peer side. Otherwise,
WAN port mayail to transmit and receive data normally.

If the WAN port of theouter is connected normally, but the corresponding
interface light is not onCOr the interface light wilbnwait for a while (more than
5 seconds) after the Ethernet cable is plugged in. At this point, you can adju
WAN port rate of theouter to 10 Mbpshalf-duplex or 10Mbps fultduplex to
solve the problem.

Rate

If you are uncertain about the rate and duplex mode of the WAN port of the
peer side, selechuto Negotiation

Maximum Transmission Uni"'TU) is the largest data packet that a network
device tansmits,and isrelated to the WAN port's connection type

Generally, keep the default value. If you cannot access some websites or ce
send and receive emailspy can try to modify the MTU valugéhe
recommended modification range is 14091500 Thefollowing are scenarios
where commonly used MTU apply:

MTU T 1500 Used for the most common settings in ABRPPOE connections
and norVPN connections.

i 1492 Used forPPBE connections.

T 1480: It is the maximum valufor the Fing function (packets larger
than this value will be broken down).

T 1450: Usedfor DHCPwhich assigns dynamic IP addresses to
connected devices

T 1400: Usedfor VPN or PPTP.

Fecifies the MAC address of the WAN port, which can be customized.

After the networking is set up, if th@uter still cannot connect to the internet,
the ISP may haveound the account to a certain MAC addregsu can try to

MACAddress solve the problem by modifying the MAC address of the WAN port.

i Default MAC AddressThe defaulvalue can be changeatithe MAC
addressis set toCustomize

T CustomizeYou can customize the MAC address according to your
needs

Secifies the working mode of the WAN port.

T Internet: This modds used as a normal WAN port to connect to the
Operating Mode internet.
T Local Network The WAN port cannot forward DNS requests, which
means that the internet cannot be accessed. This mode is usually 1
for enterprise intranet.
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Parameter Description

When theWAN LinkDetectionfunction is enabled, theouter periodically
detects the connectivity betweeWAN Portand Detect Web Addressand then
selects the best WAN port link as the main egress link according to the dete
results.

WAN Link Detection

Jecifies the dmain name that needs to be detected.

Detect Web Address L‘ Note

When theWAN Link Detectiorfunction is enabledDetect Web Addressanbe
configured.

Secifies the interval to perform detections.

Detection Interval [ note
When theWAN Link Detectiorfunction is enabledDetectionInterval canbe
configured.

Operation & Edit: Used tomodify theWAN parameters

10.1.2 Multi-WAN policy

Overview

[23 Ay (2 (KBdIWH P RIOK T la2BGBiiRRG v OS Rhand2f@ialiib y 3
t 2t RDESYGSNI GKS LI 3Sd hy Yézita AbL) L BYRERY tiz Ol vy
RFEGlI o0l aSR 2¢ a2dz2NDS Aysg 2 dzi

a dzfRlAb L2t A O@
!?Gémdﬁ(ﬁmméé Ydzf GALIX S 2! b LRNILIaz AdG OFy | f
aryS GAYS (2 | OKAS@PS o0FyRGARIK &dzLISN1IRaAdAz2
alYS GAYSI aSikdzwrini | LI2NBA-Ge2 yOloyt SANBSF Gt & A YLINR
dzi A 2 ¥ 1T B BR deik S NJ

OKFG REFEGE GNJ T
l'b LIE2NI gAGK G°F

OFy RS&aA3Iyl 4 T AQ b2 FLI2INIE 2Fd2N
N 3 G2 FOddzat ySSRao
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Multi-WAN Policy
Multi-WAN Policy

Intelligent Load Balancing (® Customize

Odza (i 2 Y RT! SLIFIKSO &zt (i A

@
o/

Operation

=n
IP Group WAN Port Remark Status |
No Data
\ 4
Add Multi-WAN Policy
IP Group
WAN Port WAN1 ~
Remark (Optiona
t I N} YSGSNI RSAONRLIIAZ2Y
Parameter Description
Add Used toadd a newmulti-WAN policy.
Secifies thelP groupof the multi-WAN policyData traffic from this IP group which
IP Group can only be forwarded through the specified WAN port. Only one rule can be
configured for an IP group. You can configure the IP grolp @roup
WAN Port Secifies theWAN portof the multi-WAN policyData traffic from the specified IP
group will only be forwarded through this WAN port.
Remark Yecifies theintroduction of the multi-WAN policy
Status SYecifies the status of the customizeallti-WAN policyincludingEnabledand

Disabled
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Parameter Description

Used to edit, enable, disable or delete the mWIAN policy.

< Edit: Used to modify the miti-WAN policy

Operation (5 Enable : Used to enable the muliVAN policy.

& Dizable ; Used to disable the mufiVAN policy.
T Delete : Used to delete the mukiVAN policy.

Example of configuringnulti-WAN policy

Networking requirements

Ly Sy i SNLINMYAS NIBNSESENIKSI dzZl@ | Y S 62 S NS |j dzA NB
SYGSNIINRES ySig2N] = (62 0NRI RGISYND StiA YK &8 KoISE
& dzO O S aGaOrSdat af BR dt

¢t2 OKAS@PS f2KRBR SKFOBNIDNKAEAS KIa (GKS F2fft26Ay3

T/ 2YLJzi SNA gAGK Lt v dgRRINBCayadSED My MRS BrnEd Hii
OKNRUMBRKROPD VR

T/ 2YLMzi SNE S6AGK Lt IvRIRINGBMCIYSEN dMHyHHTE id,QR3S1 50 |
OKNROBKRO® YR

Solution

,2dz Ol yY diB(BA d2K BdeOAiTA 2(PKdE S NY S8B Ij dzK BB Y Sy {
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21 bMXRBI ROl Y

y - G SNy &
21 by KB Ro I YR o yusNy

Z!bltUZL 2 | mLJ2 NI
amsas W2 dzi SN

:EDDDDDDDD /2 NB &¢
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02 Y LJdzii SNJ
165844 HHHo EHD IR

Configuration procedure

/[ 2y TA3dzNB Oyl ofS WK NaAg & | dza G2 YAT & ! (bK 3.2

1. Login to theweb Ul of the router.

2. Configure the IP group
bl @A 3 dzHDINR dzL) KL2 | DDRIIYR RERORYF ARENF 2f f 26 A y 3

3 N2 dzLJa
IP Group ®
Add
Policy Name IP Address Range Remark Operation
IP Group 1 192.168.0.2~192.168.0.100 - 2 Edit iy Delete
IP Group 2 192.168.0.101~192.168.0.250 - 2 Edit iy Delete

3. Enable the multMWWAN policy function

1) Navigate taMlore > Advanced Routing> Multi-WAN Policy
2)  SelectCustomizefor Multi-WAN Policy
3)  Gonfirm the prompt information,and click OK
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Multi-WAN Policy

Multi-WAN Policy Intelligent Load Balancing (® Customize
IP Group WAN Port Remark Status | Operation

No Data

4.  Customize the muKiVAN policy

bl A& NS RPI vy OS Rhand2t@alirb y 82 f IOYWR RREZ Yy TA I dzNB (1 K S
Tt 20AyaE! bo WBEROG A

Multi-WAN Policy

Multi-WAN Policy Intelligent Load Balancing (® Customize
IP Group WAN Port Remark Status | Operation
IP Group 2 WAN2 - Enabled # Edit © Disable {3 Delete
IP Group 1 WAN1 - Enabled Z Edit Q Disable {3 Delete
Ty R
Verification
2 KSy | RS@AOS Avﬁeén.ﬁa{albyéﬁ&& TNXPY P& c g B abdm 1
I 00Saaya SNGISKE REFGF NI FFAO AMBKIR NI I RERBROS &A
['b 6AGK |y Lt I-RRNSéamkpyﬁ DMK § MDY Y (B ENOREE B |
iKS RIOF2&XY RR5Q d& (KS 2! bH LRNIO®

10.1.3 Static routing

Overview

w2dziAy3a A& Iy 2LISNIGAZ2Y (2 OK22aS |y 2LJAYdz
GKS GFNBSGaNREXES & FdzD2 ¥ EAIdZNBER aLISOALF f NRdJzi S
STTAOASNBINBYRI ¥2S o INR dHI INRE IO & SA Fdldz8 & OF NA
aSt SOGA2Y YR SIaS GKS 20SNFft2¢ 2F NRdziS &s$s
F2NBIF NRAYy3IOD

,2dz Oly alLlSGatgeabBli B sDNAY &ibs 8F A4z (0 I PIRG S G | ¢
Ly dSaFIIYOSy 3 (KS&6 NS EY FERAEBMASGF MNB adga SR (2 & LJ
GF ESTg2N] 2N K230 8% 8 TOSWT I KEBNBRRI | & de@O N2 A dzf €
G NBEFSRINB & X(IGA MASHg2N) 2F AWKES RANBODf NRPVANDB I NR!
F RRNB&da UGKNRdAdZAK (KSSAYISNFIOS 2F (GKS adraao
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zi Sa& + RBOQA2SY WyRI X228y LAaAAR GASyR 1y StiileNENg
S NNWzLAG A2Sy 2YFF & SAIGRAINI AF | dzf G 2 NJ (2Lt 23
FRYAYAAGNF 02N ySSRa (2 Ylydzftfe OKL)
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[23 Ay (2 (KB W RIGK T a2 BDFBuRRG v OS RH{wi2ldaldAAG/ 3w 2 dzi
G2 SYGSNI 0KS LI 3Sd hyl KR NANBBILE § R A §IZH0G DMK MYOR
G2 | Oldzr £ yS(2ed2 NJQI ) FAGARMVGRX BYaid LI NI YSGSNAR G2

Static Routing ®@

Policy Name Target Network Subnet Mask Default Gateway Interface Status | Operation

No Data

o 2dz OMYREREE A KRR G GyASOaI2NRAIZNSAdY 3
Add Static Routing
Policy Name
Target Network
Subnet Mask

Default Gateway

Interface VLAN_Default

Cancel Save

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Policy Name Fecifies the name of the static routing policy.

Yecifies the IP address of the target netwddk0.0.0target network and0.0.0.0
subnet mask indicate the default route.

Target Network '\®'Tip

If no accurate route is found in the route tabthe default route will be chosen
for router to forward data packets.
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Parameter Description
Subnet Mask Secifiesthe subnet mask of the target network.

Jecifies the ingress port IP address of the next hop route after data packets

egress from theouter.
Default Gateway
0.0.0.0indicates direct routing, which meatisat the target network is directly

conneded to the interface of theouter.
Interface Specifies thénterfacefrom which packets egress. Select it as required.
Status Secifies the current policy status, includiBgabledand Disabled

Used to edit, enable, disable or delete thfatic routing policy.

& Edit: Used to modify thestatic routingpolicy.
Operation ® Enable: Used toenablethe static routingpolicy.
& Disable : Used todisablethe static routingpolicy.

T Delet= : Used todeletethe static routingpolicy.

Example of configuring static routing

Networking requirements

Ly Sy i SNLFSYHS NIBNSEENA SO dzZeKE 3 Shig 2INR I A& O2
dKASuSNJVSut t NP @lz3 KK S Sy dSNIINR &S BKAOBSK A dAY I ¥
YySUhg2N] MWINRNKSIKES! b LI2NI ASYOSWIWNSRFEMI ¥ySid K &

~ ~ o

Re&yY Il YIAFORMR & &

CKS SYGSNIINRAAS KIFa KD TW&ARISINEG O F NIIOBKENES Yo 2y

Solution

2dz Ol y{ WtaiSA QFKaBZ Odi A § ASNIRIj dBSEERIY ( K

5
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Ly &SNy LydNg y
P S MTH®MC dMnN
Z!blMJEN}T/ P F
w2 dzii SN aaaan m amms |V{iN}ySG 3FiSsl
\ {2 b2 NI [rpehi [! bl RRNBaaY
[l b ig MOpHPMCYy Phy dm

Configuration procedure

1.

2.

2y Yy B8&8 HR2NB GKS )/ 2y FTAIdzNB (K

Log in to theweb Ul of the router.

Enabletwo WAN ports anadonnectWAN2port to the internet.

1) Navigateto Network > Internet Settings
2) SetNo. of WAN Portgo 2.

No. of WAN Ports

Interface Gigabit Ethernet Port
..................................................
No. of WAN Ports 2 ~
Port Status
1 2 3 4 5
LAN1 WAN4/LAN2 WANS3/LAN3 WAN2/LAN4 WAN1
LAN 1 LAN 2 LAN 3 WAN 2 WAN 1

3) UnderWAN?2 selectDynamic IP Addres®r Connection Typgandclick Connect
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WAN - WAN 2

Connection Settings

ISP Type Normal
Connection Type Diynamic IP Address
Primary DNS

Secondary DNS

Connect Disconnect

2 KSy {{ik §Azay y SOMIKALIZND Ad ad00SsaTtdtte O2yyS
Connection Status

Hardware Connection

Status

Configure thestatic routing

1)  Obtain the IP addresaformation of the WAN2 port.

bl GAIbESoBMGSNYSH yYIBEE®A YiEES Lt | RRNBaa AyTF2N
21 bH doy2ZRONSOU AR yI & aldeYiAdgad (G KS F2ft2gAy3aY

WAN2 P Address Subnet Mask Default Gateway Primary DNS

192.168.98.190 255.255.255.0 192.168.98.1 192.168.98.1

2) Configureparametersof the static routing.

¢CKS F2ff2gAy3a GFLofS tArada GKS adl A0 NRdziAy 3

Policy Name Target Network Subnet Mask Default Gateway Interface

Intranet Acess 172.16.100.0 255.255.255.0 192.168.98.1 WAN2

bKA I aABENGE BRIl y OS RH{wi2l ddiAAOEQE A RiRR Y D2 YJF NE 28B SNA )
0KSRR { G daDy R2da XS Of A O]
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Add Static Routing

Policy Name

Target Metwork
Subnet Mask
Default Gateway

Interface

T 19y R

Intranet Access

172

255

192

WAN2

. 255

16

168

100

. 255

93

¢ KBU I G A DRRBS di &F did @ Sapa

Static Routing

Add
Policy Name Target Network Subnet Mask
Intranet Access 172.16.100.0 255.255.255.0
Verification

182.168.98.1

197

Default Gateway

2yte FYR R28& y2i AVYLX

LINE RdzO (i 5Y220RISviSaydli  aakSINEIA @ yoh

Cancel

Interface

WAN2

@

Status T Operation

Enabled # Edit ( Disable {3 Delete
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10.1.4 Routing table

[23 Ay (2 (KB W RIGHKIT la2BDFBuRGH v OS R vwezddmmwzﬂs
G2 SYGdSNJI GKS LI 3ISSayiKEARSIF H6SR & RERHADASNT A

Routing Table

Target Network Subnet Mask Default Gateway

172.16.200.1 WAN1
10.1096.0 255255224 0 0000
172.16.200.1 255 255 255 255 0000

t F N YSGSNI RSAONRLIGAZ2Y
Parameter Description

Jecifies the IP address of the destination netwdflhoth the destination
network and subnet mask are 0.0.0.0, it is the default route.

Target Network [£ Note
2 KSy | NRdzi$S GKFG SEFOGte YIGOKSa
0S TFTRYYRKS NP JIMNR gams M o Si>S BiK SE KS R
GKS LI O1Sio

Subnet Mask Secifies the subnet mask of the destination network.

Secifies the ingress IP address of the next hop router of data packets. The
Default Gateway default gateway is 0.0.0.0, which meatigect routing that is, the destination
network is the network directly connected to the interface of tloaiter.

Interface Specifieghe interface of therouter that data packets are forwarded.
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10.1.5 Policy routing

Overview

t2f A08 NRAziAYy3AZo H&EIR NRRBNVY 33 LRHWMOIKI G (KS
I RRNBada 2FARSHSINVAWMISAR] S& | O2YLINBKSyaArgsS O2y
N} GKSNI GKIy GKS RSabGAylFrGA2y 2N 42dz2NOS Lt | R
YSUi62N]l 2 RSaGAYFGA2Yy LERNIIZI LINR(G202f FyR 2!b
NR dzi (a8 &

2 A0K GKAA 7Tdzy QB dai FINIS yF DNISIRNER GIKKSS R GF LI O1 S
O2yRAGAZ2ya (G2 GKS ALISOATASR GFNBSG ySGg2N]

[23 AV (2 (KB dJH$RIGHKIT a2BDFBiRS v OS Rptwet dxiOy 3w 2 dzi
G2 SYGdSNJ GKS LI 3ISd hy (GKAa LI ISz &2dz Oy 02

Policy Routing

Policy Name Source IP Address Range/Mask Source Port Destination IP Address Range/Mask Destination Port Protocol Interface Metric Status | Operation

No Data

C2dz OMYRERRE A RIR | NF 8§24 A (OR @
Add Policy Routing X

Policy Name

Source IP Address Range/Mask
Source Port

Destination IP Address Range/Mask

Destination Port

Protocol ALL
Interface WAN1
Metric
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A
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Parameter Description
Policy Name Specifieghe name of the policy routing rule.

Source IP Address

Range/Mask Specifies the source IP address range of data packets.

Source Port Specifies the source port of data packets.

Destination IP Address

Range/Mask Specifies the destination IP address rat@hich data packets are forwarded.

Specifies the port of the device to which data packets are forwarded, which

Destination Port ranges from 1 to 65535.

Specifies the protocol type of data packets.

T ALL If you are not sure about the protocol typ&l Lis recommended.

Protocol T TCP Transmission Control Protocol is a common protocol that prov
reliable data transmission

T UDP UserDatagramProtocolis a simple packetriented
communication protocol.

Fecifies the physical port for which the policy takes effect. Data packets the

Interface meet the conditions of the policy routing will be forwarded through this port.
. Specifies the metric of the policy. A smaller metric indicates a higher priority

Metric . . .

policy routing. The metric value ranges from 1 to 9999.

Specifies the status of the policy routing rutgludingEnabled Disabledand
Status .

Expired

Used to edit, enable, disable or delete the policy routing policy.

¢ Edit: Used to modify theorresponding policy routing policy.
Operation () Enakle : Used to enable the corresponding policy routing policy.

& Disable ; Used to disable the corresponding policy routing policy.

T Deletz : Used to delete the corresponding policy routing policy.

Example of configuring policy routing

Networking requirements

s Lo % 1

Ly Sy G SNLINNWIGOS NIBNEIRENIKST  dzlg KNSR A & s1® Y wSOG SR
NGSNYySi GKNRBdIZAK ttt 2 ®»®acSKND SNy 2y NABKISE IS yWENEA VS
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Sy Uy $UiS2N0S (TINPeYR S KRID OB &S SY G SNIINR aSUa

I RRME a a
¢ KS S)/GQNJ_JNJ\éS K I idKS T2t 20Ay 13 NBdez)\nNSYéYi
MpH PMCcy P PHpN Iy IééﬁéﬁémﬁémyﬁjmmMéyﬁéd
00 KS L2 NM&A MW

Solution

,2dz Oy dzaS GKS t2fARBBWARBBYSyTidzy OdA2y (2 °

LydSNy

J Lyi'JNJ)f

>
2 1 baz NI 21 W JJMTHq)MCq)Mﬂ
LYGdNrySa 3rd
[ ! b2 JIZ!bltUQN.Ii J
a
{ SNBE

...................

Configuration procedure
/| 2y FA3IdzNE GKS 2! bu LI [ 2y F A JIdENEOMPORKG

1. Loginto the web Ul of the router.

2. Configure the WAN2 port to access the internet.

1)  Navigate toNetwork > Internet Settings
2) SetNo. of WAN Portgo 2.
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No. of WAN Ports

Interface Gigabit Ethernet Port
No. of WAN Ports 2 N
Port Status
1 2 3
LAN1 WAN4/LAN2 WANS3/LAN3
LAN 1 LAN 2 LAN 3

3)

WAN 1 WAN 2
Connection Settings
ISP Type Normal
Connection Type Ciynamic IP Address

Primary DNS , . , (Optional)

Secondary DNS . . . (Optional)

2 KSy {iKk Z@ay y SOWKES 2! b

Disconnect

Connection Status

Hardware Connection 1000 Mbps Full Duplex

Status {Connected }

Configure the policy routing.

F2NJ NEBFSNByOS

2yfe YR R2Sa y20 AYLX
LINE RdzO (i 5Y220RISviSaydli  aakSINEIA @ yoh

4 5
WAN2/LAN4 WAN1
WAN 2 WAN 1

Under WANZ2 selectDynamic IP Addres®r Connection Typgeand dick Connect

LI2NI Aa adz00Saatdz f e

¢KS T2ffRBRPINRSE EDBEIWREBIA NI YS ( SN&

Polic SEUIES 1P Source DEsiiziion 1P Destination

Namg Address Port Address Port Protocol Interface Metric
Range/Mask Range/Mask

Web

Server 192.168.0.0/24 1¢65535 172.16.100.0/24 1¢65535 ALL WAN2 10

Access
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bA Il aSNG Rl y OS RHtwef dxiiOiey>3w @ tRERRY VF A 3 dzNBS  LJF NF Y S

(KSRR2E A O8 sWYREHBY FIyES Ot A O

Add Policy Routing X
Policy Name Web Server Accass
Source IP Address Range/Mask 192.168.0.0 I 24
Source Port 1 - 65535
Destination IP Address Range/Mask 172.16.100.0 I 24
Destination Port 1 - 65535
Protocaol ALL
Interface WAN2
Metric 10

T 19 1Y R
¢ KIS2 Et MPOBAER RS R &4dz00SaaTdz feod

Policy Routing

©]

Add

Policy Name Source IP Address Range/Mask Source Port Destination IP Address Destination Port Protocol Interface Metric Status | Operation
Web Server Access. 192.168.0.0/24 166536 172.16.100.0/24 1-65635 ALL WAN2 10 Enabled £ Edit @ Disable iy Delete

;]
Ny

K2a$S NI!'yb3 AyWER NENRavso@indtwic y ®ndupn OFy | OC
G YR GKS AYGN}YySio

<,
[N ¢ )
nZ
U)) Q\

I
I
A
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10.2 Virtual service

10.2.1 DMZ

Overview

2yfe YR R2Sa y20 AYLX
LINE RdzO G 5Y22CRISVTSaydti  adkSNEIA @ (o

I TOSNI I RS@ABQ8 AlyK 9 KESKRES!BRGEiI2>e & y2 fAYAGEGA2
O2YYdzy AOI GAYy3 6A0GK GKS WIISANgESaiydt ACQ/2NJI BEYF Sral e |

dzy RSNB I & 2y | O2YLJzi SNE @&2dz OFly aSid GKIFG O2°

YSSGAY3 YR 2yfAyS 3IFYSa 32 aY220KSNI®

|/|Note

i ' FTGSNI e2dz aSi I [!'b RSGAOS a I 5a% Kz2aldz (GKS RS
FTANBS I NB d@BNA KS2G G 1S STFFSOG 2y GKS RS@OAOSO®

i I FO1YSNE Yle& |ddlkO01 GKS 2 @SINOASBs ENJoEBay/dzaiRy 3 ( K
Fdzy QG A2y ®

T CKS ASOdNAMERNIEzZ ARTGSIYNB | YR d2aiSY Fhubsltf 2y
Fdzy OilA2y® 5Aa1F0fS GKSY 6KSy dza A b3 BHdgAQH ATRdyyz0 (eA22dy «
NBOEYYSYRSR G2 RAA IGfS GKS Fdzy Ol A2yi0k WIR& S¥2 0l &I K
GKS 5a% Kz2ado

[23 AY (2 (KB dWH$ RIGHK T a2 DERINRNED dzl tH5 § BRI BSFE SNI G

LI 380 hy (KARRAUFBS T KS2 @28NBaLI2ZYyRA Y &ND ¢ %S R O

A A m s oA

¢ KBa%Bdzy Ol A2y Aa RAZdz oG i @iea GISFS @A XBONT 2 6 S
RAALI I 8SRO

DMZ

Interface DMZ Host IP Address Status | Operation

WAN1 - Disabled Z Edit

t I N} YSGSNI RSAONRLIIAZY

Parameter Description
Interface Specifies the port whose DMZ service will be enabled. The default pARL
DMZ Host IP Address Specifies the IP address of the deuvicéde set as a DMZ host within thé\N

Status Specifies the status of the DMZ policy, includimgbledand Disabled
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Parameter Description

Used to edit, enable or disable théviZ policy.

. £ Edit: Used t dify thedMZ poli
Operation & sed to modify policy

(&) Enable: Used toenablethe DMZ policy
) Dizable ; Used todisablethe DMZ polig.

Exampleof configuring DMZ

Networking requiremens

AAAAA

'y Sy i SNLFKSYHS NBNSESENA S dzLJ |N2ymi$m2&£yby$@ﬂ;SR
AYGSNYSaG FyR Oy 2FFSNIAYGSNYSiH aSNBAOS F2NJ
NBIljdzA NEBYSyiGay

CKS AYyOIRISWEBENFEIE 2LISy (G2 AYyUuSNYySd dzaSNaR (2

gKSY (KS& IINB y244 Ay GKS SYGdSNLINAaSo

Solution
i . 2dz Oy dzaS (GKS 5a¥% FTdzyOGAz2y (2 SylrofS
& SNIZS Nip
i . 2dz OFy dzaS GKS 51 {2 w8aSRDEA @EBISHRT THROTHSS
4 SNIS NIOK R MRS & a

l dadzYS GKFEG BRESAYEDNMISNDSBWI A4 aK2py o0St26Y
i Lt | RRNB&da 2Wdid®Bcy &&a dap NIBSNY
i al!/ FTRRNBaa 2F GKS Kz2/&ayy di/KY 5/ Wdzy¥ap niKSd &
i { SNIZA @Rpdide NI Y

_‘@_T

i ST2NB (KS O2y FTAIdzNI (A 2 yNP EYEBRMENGY a0 K| (LIJGOKESA G ! Lbt  LB2
BR2NI 2600FAya I LINAGFGS Lt | RRNBaa 29dy 0 iR 2YNIYYF S(
GF1S STFSOGd / 2YY2\A FIMSARN AYRIRNEXN & & N NS Odflama . |
2F Oftraa ! NIy3IS FNBY mnoénodndn (2 MnOHppdHpp PHP
02 MTHOOMDPHPPDPHPPD t NRDIFGS Lt FRRNBaapg@d2F Of | &2

ToL@Yre y230 &dzZIR NI dyNBLR2NUISR 6S06 &SNWAOS | 00S&a¢
6KSYSUUAYIZ5a2dzKREB NBEO2YYS yﬁQSR GF &3 d Al S LB RS K.
cppop0X &adzOK | a ddhpdE (G2 SyadnNB y2N¥If | 00Saao
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Configuration procedure

{Si GUKS 5

1. Login to theweb Ul of therouter.

2. Set the DMZ host.

1) Navigate toMore > Virtual Service> DMZ
2) Lacatethe corresponding WAN parand clickedit

DMZ @
Interface DMZ Host IP Address Status | Operation
WAN - Disabled I 2 Edt:

3) SetDMZ Host IP Addregshe IP address of the LAN device to be set as the DMZ, host
which is192.168.0.250n this example

4)  ClickSave
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Edit WAN1 DMZ X

Interface

DMZ Host IP Address 192 . 168 . 0 . 250

5) dickEnable

DMZ @
Interface DMZ Host IP Address Status | Operation
WAN1 192.168.0.250 Disabled Z Edit i‘(:D::E:rl:é-;Il;l:e:é
Reserve a fixed IP address for thZhost
1)  Navigate toNetwork >DHCP Settings DHCP Reservatioand clickAdd.
DHCP Reservation ©

Add

Delete Import Export

Terminal Name Terminal Type IP Address T MAC Address Remark Status Operation

2) Set thefollowingrules, andclickSave

A 2

{S& SN)AYIZtKEbIKSH & NG NIl KA a EF YL So
{Sﬁtl‘?ﬁﬂ\t&éﬁérﬁ$ T)\E@E& Lt tRﬁNﬁéé FadA3aySR G2
MPH e p P GKAA SEF YL So

{SA! 'RRNBAaEAGKS ASNUOSNYp2 ¥GINFKNQK XE BE YL
{SWSYENWY KADE fENDSANKARRSBRBRYELE So

Add DHCP Reservation X
Terminal Name Web Server
IP Address 192 . 168 . O . 250
MAC Address C8:9C:DC:60:54:69
Remark Web Server Address (Optional)

Cancel Save

T 19 Y R
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Verification
ly G S Ny S yizaZSde@®O S & & N diNG &/ SKi O G SENIARINGI&YEIdzD Sy 3
FLILJE A G &iSoNB Y 1088k k b W2 NI RIRNBBEKS Ay iNI ySia aSND
RSTI dzf (i LDIPMNG |y @YD ByNT NIRREIBAREGS A @ iSsNByi 2 O 2 €
yIE YBR kb W2 NI RCRyNIRNESa Bld20meT
Ly (GKA& SEI YL SXIWKY klk® G % ababnlp RoRMWNBPEH & Y idith o b
. 2dz OF yNF dEBERNOOMNS y i 2 ! by 232 \WH O L2 f R{RINB&dra
LF5bMa Syl of SR 2y iy Gl ypdZAB8EH > OO0Sad el WA AYVA
ly i NJ&Y NSNS A @ &isnByi 31023 Y k k 2 IR YUIANIL WG Y&E NBA OS
LJ2 |
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10.2.2 DDNS

Overview

55b{ A& F0ONBODAIGSR F2NIJ58ylIYAO 52YIAYy bl YS
Of ASyid aSyRa GKS Lt I RRNBEdE 2Nl KIX S5 50dzNINGBS/NID S
ASNIWSNJ dzLJRF3Sa GKS YIFLIWAY3I NBfFGAZ2YaKALA 0SS
RFEiGFolFasSy I OKAS@PAYy3I ReylFrYAO R2YIAY yIFYS NBA:

hy GKA&a LI 3AST @2dz OFy YI LI NPKIZ ISRV IAYOA @ t 2! bR RLNA
FAESR R2YIl 5% bWdznyVGih XK SAa ISy SNIff e YAAISIRA YA (K
YR 5a¥% K2al (G2 SylFrofS AyiSNYySi dza SN®EIzGISNI | O
O KNRBIR2Z2KFAY YIEYS gAGK2dzi OF NAy 3 RNB&dz®d (KS OK

[23 AY (2 (KB dWH$ RIGK T a2 BDERINRNED dz tH55 bSINAD ADYSH S NJ (i
LI AR WP dAISNI ONBI G SR | O2NNB A LR VROWT RBaFY dHIAI{ZA
0KS ab6Rhaddh Yy SR KAS2 dzJrASS YRR DE@SENBAY I G2 &2
¢ KS5bHdzy OllA2y A& RAAlIOT ¢ WHeaREFOdA PN ¥ 8z SN,
RAAL F@8SR®

DDNS

Interface T Connection Status ISP User Name Domain Name Status | Operation

WAN1 Disconnected 3322.0rg - - Disabled Z Edit (® Enable

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description
Interface Specifies the portor which the DDNS serviteenabled
Connection Status Foecifies the connection status between theuter and the domain server.

Specifies theservice provider of DDNS.

ISP [ £ Note

You need to sign up at the website of the ISP for an account before configuri
the DDNS service.

UserName Spgcifies the usarame for Iogging in to the DDNS se_rvice. The naerte is the
login usemame that you have signed up at the website of the ISP.

Secifies the domain name information provided by the DDNS service pro\
Except fororay.com you have to manually enter the domain name that you hi
applied at the corresponding website when you use services from other se
providers.

Domain Name
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Parameter Description

Specifies the status of the DDNS service poligtuding Enabled Disabledand

Status Expired

Used to edit, enable or disable tlIEDNS servicgolicy.

. £ Edit: Used to modify thdDDNS servicgolicy.

Operation - ity vigeolicy.
{® Enable: Used toenablethe DDNS servicgolicy.

& Disable : Used todisablethe DDNS servicgolicy.

Example of configurinpDNS

Networking requirements
Ly SNLINRA & §5)078 SNLPNIKIEBNA S dzLo KGR AGBHNPR WS @G SR G 2
NGiGSNYySiH2 T WRBNEGSMIDA OS F2NI [ ! b dzZaSNEP ¢KS Sy dS
NEIj dzZA NS Y Sy i &
CKS AYGONIYSO 6S0 ASNIISNI A3 G2LIPYOSAaAYKSNKFI
gKSY (GKS& IINB y244 Ay GKS SYGdSNLINAaSo

Solution

T, 2dz O yt MMNIS aFkKBrAYAE2Y G2 SylroftS AyuSNySi
5506 aSNISN®

T 2dz OF y5 5dpHBzy®DK& 2y (2 SylFroftS AydiSNYySi dz
ESNISNI GKNRdZAK I FTAESR R2DF A SKI 82 1 @21
I RRNF&aa OKIy3aSo

1, 2dz O y5 IdzatS wiKaSSdIZ0 iim2yy (2 |ad2 dA SIRO08a & S
& SNIS NIOK R BBE & a

l aadzyS GKI AWESAYEDNNMISNDSBWI Aa aKz2gy o0St20Y

u
T Lt | RRNBaa 2WdpuafBcy ®adapNIISNY
i al!/ FTRRNBaa 2F GKS Kz2/&ayyY qi/KY 5/ Wdzy¥ap niKSd &
T { SNIDA @Rpdidge NI Y
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y2i
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'@'Tip
i .ST2NB (GKS O2y FTAIdzNI (A 2 yNP SYEMENGY a0 K- (LIJEoKESA G ! bt LD2
L2NI 26GHAya F LINAGFGS Lt FRRNB&& 2NJ Ly AYGNI yS
y2id G11S STFSOGd /2YXZYSRt YR RANBAASAZI NBI & &2
I RRNBaasSa 2F Oflaa ! NIry3aS FTNRBY mnodnodnodn G2 wmnodr
MTHOPMC Pndn (2 MTHOPOMPHPPPHPpPP® tNADIGS Lt | RRNBA&:
M®pH OMCcypb® p p PH
i L@aYlre y23 &dzZlJ2 NI dzy NEBLER2NISR S0 aSNWAOS | 00Saas
GKSY aSOUAYLI yER NI I NBE NBO2YYSYRSR (&F I &3d Ad S LB Wi S
G2 cppop03X &dzOK +a ddhpdp G2 SyadaNB y2N¥rf | 00S4a:
i LeOYIE yR SEGSNYIE LRNIG&a Oy 6S RAFTFSNByGo
ly G & NJ ¢
l(;! bm L3 NI
w2 dzii SN
0
[V b L} NI

 =sessim

© ’:
t 28 a'i. NIBBY Ldzii !

{ S LI NI

Log in to theweb Ul of therouter.

Set portmapping

b KA I ai SN 2 NI dzI tHt 2 BINIAANAF R
2 dz RBYSNINGK2ILD v 3
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Port Mapping ®
Port Mapping (® Enable Disable
Add
Internal IP Address Internal Port External Port Protocol Interface Remark Status | Operation
192.168.0.250 9999 9999 TCP WAN1 - Enabled Z Edit § Disable fi Delete

Set the fixed IP address assigned to the server.host

1)  Navigate toNetwork >DHCP Settings DHCP ReservatigandclickAdd.

DHCP Reservation @
Add Delete Import Export
Terminal Name Terminal Type IP Address T MAC Address Remark Status Operation

2) {Si TXiSt RpAFER {Of @D
T {SESNNYAYIZIKbOIKES a{ SNIEKRMK A SEI YL So
T {Sit RRNBP&#EMSAESR Lt FRRNBaa FaardySR (2 (K
MbH DPep P (GKAA SEI YL So
i {S&! 'RRNBAEAGKS aSNUSNVYW2¥GEINFRENQKXE BHEI YL

A 7

T {SWSYIENWYKADEK fSNISANY ! RENS aSE YL So

Add DHCP Reservation X
Terminal Name Web Server
IP Address 192 . 168 . O . 250
MAC Address C8:9C:DC:60:54:69
Remark Web Server Address (Optional)

¢ KEAESR I RRBBESANDER 3dz00SaafdAdted {SS GKS T2t

DHCP Reservation @
Add Delete Import Export
Terminal Name Terminal Type IP Address T MAC Address Remark Status Operation
Web Server Others 192.168.0.250 CB:9C:DC:60:54:69  Web Server Address  Enabled & Edit & Disable W Delete
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Register a domain name.

[ 23 AvY5bTd LWNR IARSNI 6S0aAyiiSwWsS | & dizy $R2IKI5ERSSNIK S
OKSH 3agWRARYMHEESEIpEt YR (KS RR22YKYASY?2 S/dEpYoSH HAdGE2 NH
Set DDNS

1)  Navigate toMore > Virtual Service> DDNSo enter the configuration pageClickEdit
after the corresponding WAN port rulavhich isWAN1in this example.

DDNS
Interface Connection Status ISP User Name Domain Name Status T Operation
WAN1 Disconnected - - - Disabled Z Edit :

2) Configure the following parameters in the pop Edit WAN1 DDN&indow, and then
clickSave

T {SESNBSNId KB IS RB{NI LIN2JARSNI 6 KSNBO B 248K & QXK.
AdoHHEKEERF YLI S

T { SGa SN bytRSa an2 BRNIKKYI5ZE2 KynbreoShp/c (KA &
SEI YL So

T {SERYIAYIbBKWOKY 58S Doy HHRNESEL YLIX So

Edit WAN1 DDNS X
Interface
Server Provider 3322.org Go Sign Up
User Name JohnDoe
Password
Domain Name JohnDeoe.2322.0rg

Carc’:—

3) dickEnable

DDNS
Interface Connection Status ISP User Name Domain Name Status T Operation
WANT Disconnected 3322 JohnDoe JohnDoe.3322.0rg Disabled # Edit :® Enable:
T 19 Y TR
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CKS O2yFAITAINIIWAR Yl A2 FAY R A KSR RBFYWSSEI NiXKyS |
a

{GFrNERYy y SORRF Y SOGA2yd Aa a4dz00SaaTdA
DDNS
Interface Connection Status ISP User Name Domain Name Status | Operation
WAN1 ‘:———-' 3322 JohnDoe JohnDoe.3322.0rg Enabled Z Edit © Disable
Verification

ly G S N SG@il yzasSd¥® O S a & ¥ dzfNf &/ SIi O G SAIANINGI Sy dzD Sy 3

FLILJE A GH &iSoNB i 31088k kb WA NI RIRNBEKS Ay iaN»IySi aSND
RSTI dzf  LBRMNSG ly@LyS ByNG NIEREIBRIBSE A @ sisonpyi 2 O2 ¢

yI Y8R kb W2 NI FeR NS B2 N

Ly GKAa SEBYLIE & KNS RS KKELSH H @ 2NB Y ddd

[}
/

“Tip

-m@'

L AR SNBSS Yy 2 1 1 O GSND SHKS2FUITIANIAIENT YILIRRS/TINE G KS T2 f ;
YSiK2R& o 2yS
i 9¥dzNB (ARG BE/MIES e RN RO2 NNB O i @

T al & oKSS uaeauSYrﬁFMNNtBazl&ﬁ‘?ZuﬂlYNﬂHle’fQ 4 B OuZRR §HIBANFASER 2 C
dza BROSKAIPf S (KSAS LINBINIYE FyR GNB F3IFAy®

o H

10.2.3 DNShijacking

Overview

5b{ Aa | 0oGREBMNYI DRIYEE NISINIFRSING 2 YI yI 384 GKS
0 PBIKRB2 YI AYy YUK I RRNBAKSZ VI RY YYLKS I RRNB
G2 SI OK 2{KSN®

Z
Qx &1)
Y r~n

l FGSNI 5b{ KA2FOlAYy3a A& O2yFAIdzNBRI gKSy [!b
R2YIFAY YyIYS Aa RANBOGfE LI NBASIROGRa d KGHZLS © | R

[23 AY (2 (KB dH P RIGKIT a2 BGRUIARND dzI H5 b SNIDA BB O] Ay =
SYGiSNI G§KS LI 3S o ORyW FiAKISIENBLIKI AKESE O FNISg; DAENESERA O &

214



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo
DNS Hijacking

Add

Domain Name Map IP Address Interface Status T Operation

MNo Data

t F N YSGSNI RSAONRLIGAZ2Y

Parameter Description
Add Used to add a new DNS hijacking policy.
Domain Name Specifies the domain name to be hijacked.
Map IP Address Fecifies the IP address to be accessed after the hijacking.
Interface Foecifies thespecified egressf the DNS hijacking policy
Status Specifies the current status of the DNS hijacking paticludingEnabledand

Disabled

Used to edit, enable, disable or delete the DNS hijacking policy.

# Edit: Used to modify thédNS hijacking policy
Operation

P

B Enakle : Used toenablethe DNS hijackingolicy.
¢ Dizable : Used todisablethe DNS hijacking policy
T Delete : Used to delete the DNS hijacking policy.

Example of configurindpNShijacking

Networking requirements
'y Sy i SNLFESYHS NIBNSESENA S dzld N2 YR BHE2 O py E§RSSR
AYUSNYSG IyR Oy 2FFSNIAYISNYySG aSNBAOS F2NJ
NBIlj dZANBYSyiday

2KSY [!'b dzaSNB GAaAG ! YRIOD? Yd! ¥YIYIR2Z PAdBBEWI ¥ S$.

1%

I OO0S &% § (PKFS NIPKd& S NJ
Solution

¢ KIS0 23S NBIdZANBYSyda OFyYy 0STdz) AMEHEER B &NA y I
I & a%aKh €St | RRNBER dAEHRIOm i€ b 1 P
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Configuration procedure

1. Loginto the web Ul of theouter.

2. Navigate taMore > Virtual Service> DNS Hijackingand clickAdd.
3. Setthefollowingrulesof the DNS hijacking policyand clickSave
T {SH62YIFAY 2FIY¥YE2w KA OKT 2 dddO20vykAa SEI YLX So
T {SAal L Lt 2R AR SN MOKD viegyddyh di KA a SEI YLX So

Add DNS Hijacking X
Domain Name Amazon.com
Map IP Address 192 . 168 . 0 . 252
Interface Unspecified v

Cancel Save

4. Refer to stepto 3to add a DNS hijacking policy whose domain name is eBay (eBay.com)

DNS Hijacking @

Domain Name Map IP Address Interface Status | Operation
eBay.com 192.168.0.252 Unspecified Enabled # Edit Q Disable {7 Delete

Amazon.com 192.168.0.252 Unspecified Enabled # Edit Q Disable {7 Delete

T 19 ¥ IR

Verification

~ s A

2 KSYy [ ! b W2ISINARY & AWM VRODSE SéodAaTas GKSe |-

OKSSPpL 2NB dakKSNJI
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10.2.4 IPhijacking

Overview

Ay3a Aa O2yFTAIdzNBRI /KRS Vi KIS [ !

1 |
NEaa oALEIRNID SaRNBEOE @2 KINEB & 103 B F

LRNIGKS Lt R
Lt | RRNBAa

' FGSNIJ Lt KA2l O
R

[23 AY (2 (KB dWH$RIGHKIT a2 BDRRINRNETD dzl AL { SNWE BSOS Ay 3
SYGSNI G§KS LI 3S o OryW FiAKIKdENBKINI IKESED 152 gNEBd QA yNaS GRS

[ 2YY2y LIRNIAY nno 61 ¢cet{ LINRG202f 6SolLJ IS &
HM O0CCt YRSHPAOE® |

IP Hijacking

Add

Destination IP Address Map IP Address Port Interface Status T Operation

1.1.1.1 192.168.10.1 443 Unspecified Disabled & Edit (B Enable 10 Delete

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Add Used to add a new IP hijacking policy.

Destination IP Addres: Secifies the IRddress to which the IP hijacking policy applies.
Map IP Address SYecifies the IP address to be accessed afterifecking.

Specifies the port to which the IP hijacking policy appliés. IP addresses will b
hijacked only when specified ports are accessed.

Port _‘@’_ T
The value 0 indicates all ports.

Interface Fecifies thespecified egressf the IPhijacking policy

Specifies the current status of thEhijacking policy includingnabledand

Status Disabled
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Parameter Description

Used to edit, enable, disable or delete thithijacking policy.

¢ Edit: Used to modify théPhijacking policy
Operation ™ Enable : Used toenablethe IPhijacking policy
& Disable : Used todisablethe IPhijacking policy

T Delet= : Used to delete théPhijacking policy.

Exampleof configuring IP hijacking
Networking requirement
'y Sy i SNLKEK G SNORNA 84ii S NA S dzLg KGR JASBR WG @1 SR
0KAGSNYSG2 FWRE@SHIDA OS F2NI [ !'b dzZASNERP® ¢KS Sy
NBIlj dzA NS Y Sy i a
¢ K[S!' b dza SNAE | NB NBRA NSEPOA#ESSBIYi 2 QOSShanS/63 | MLd vedhv
Solution
2dz Oy O2yFAIdZNBE GKS Lt KA NBQUAWE YBdai@IPA 2 v

l1d3adzyS GKIFIG GKS YI Yyl BB IS N dom i yRERNNB LAY BN K S
2T KS 1 ¢¢t{ &#S0 aSNWAOS Aa nno
Configuration procedure

1. Login to the web Ul of theouter.

2. Navigate taMore > Virtual Service> IP Hijacking and clickAdd.

3. Configure parameters in thA&dd IP Hijackingvindow, and cliclSave
T { SBUSaGAYF (A ZYy oLkt OMRORNIGKIA & SEI YLX So
T {SAl L) Lt ¥ RRKNEHHED mepwmPn b KA A SEF YL So
T { SE2NIs KA OBy mBa SEI YLX So
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Add IP Hijacking X
Destination IP Address 1 o1 o1 o1
Map IP Address 192 . 168 . O . 252
Port 443 O
Interface Unspecified v

Cancel Save

T 19y R

Verification

LA A

2KSY [!'b dzEMBmIEaKSSea | 00Sa aNRdSS MISo | L 2 F

[N
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10.2.5 UPnP

Lt Yyt Aa | 0loWE@3 MAIISR aFdidemIthigkegy O UGyl yo t ASHER 820 S NJ
'y Fodzd 2 Y I KS2 BTSN di2deySty2 NIIA Yy 3 LINPINI Ya Ay (KS
YR 'ye/ KIFIio FYR YIS GKS&S FLIWX AOFGA2Yy & NIz
[23 AY (2 (KB W RIGK T a2 DERINRNED dz 5! { SN ASG/SI S NI
LI @K S !t y2ry Fadady QRiMMal 6f SR o0& RSTIF dzZ G
IFOSNI GKAA TFdzy Ol A 28ydzlALI2 NEIyA yoF SLRNER NS NG &y tidiviC v
Ay GKS JIYEKSO0tPilld 6 OKXAZFRNXY I GA2y IASYSNF ISR 6KS
LINE AN} Y&a adyR NXBIjdzSaia

UPnP
UPnP ® Enable Disable
Remote Host External Port Segment Internal Host Internal Port Segment Protocol Description

No Data

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description

Remote Host Fecifies the IP address of the remote server.

External Port Segment Specifies the ports used by the remote server.

Internal Host Secifiesthe server IP address for automatic port mapping of the LAN.
Internal PortSegment  Jecifies the service port of the LAN server.

Protocol Secifies the protocol type used for the service.

Description Secifies the relevant information of the application.
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10.2.6 Portmirroring

Overview
hy GKA&dzLIOB$> OB LR (KBdzRE XiLJX §F NBIYNIZ2F SO 2 NAzNOS L
L2 NI 0 RS a ipMyiIKtl XiRKES AJXF NMIPDRA Y IR f f 85 GKS YANNRI
O2yySIRISR GF Y2YyAUG2NAYy3 RSOAOS FT2NI mKSSySig?
ONIVFZFWMAOG 2 NA Yy IS HLIBINFRANXNE VIOV R Fl dzZf &G RAF3Iy2aia
[23 AY (2 (KB dWH ¥ RIGK T a2 BDERIARNED dzl tHt 2 BMITA DBNE NR y
SYGiSNI 6GKS LI 3Sd hy (KAKEBNILI ¥F8§RENE B2 FHSISHRGEZ2 NRA |

RIAKSG 0% StRE HERA YR TR & Ll & &

¢ KtS2 A NNEFNHNYHEAZ2Y A&
Fdzy OlAz2ydra Sylof SR

Port Mirroring

Port Mirroring (® Enable Disable
Destination Port LAN1 v
Source Ports LANZ LAN3 LAN4 WAN1

Save

t I N} YSGSNJI

~ A

SAONRLIIAZ2Y

Parameter Description

Port Mirroring Used to enable or disabtbe port mirroring function.

Secifies the destination port, to which the data from the source ports is cof
Generally, theouter connected to this port is installed with monitorifignware.

Destination Port D
Note

Whenthe Port Mirroring functioris enabled Destination Portcanbe configured.
Yecifies the source port, whose data is copied to the destination port.

SourcePorts [ ] Note

Whenthe Port Mirroring functioris enabled Source Portganbe configured.
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Example of configuringort mirroring
Networking requirements

Ly Sy i SNLRSYAIS NABNJESENA S U dzLw SO SyySiFt e SINIENSA a S

YSUg2N] Aa Foy2N¥IE WIS NYTSIUSY ¢Sy yw2Sii 20N S & &R
OF LJG dzNB (0 KNGR dRiESINg ! F L2ME YR [!'b LERNI F2N Iy
Solution
T ¢KS 02@0S NBIjdzA NBYSy (2 NO NNIBNIY WD K2 P TSR
NE dgti S NJ
Tl aadikd G GKS Y2yAl2NRYIKSRE@INIUSE ARSIBFEY S O
02 Y2yA(G2N) GIKEBNGRI GF 2F 20 KSNJ

ly & SN

21 bwm |LI2 NI

w2 dzii S NJ
]

[!lueﬁaj[!lmzm’;

Configuration procedure

1. Loginto the web Ul of therouter.

2. Navigate toMore > Virtual Service> Port Mirroring.

3. Enablethe Port Mirroring function.

4.  SelectDestination Port which iSLAN3Iin this example.

5. SelectSource Portswhich isSLAN1 LAN2 LAN4andWANLin this example.

6. dickSave
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Port Mirroring

Port Mirroring (® Enable Disable

Destination Port LAN3 v

Source Ports LAN LANZ LAN4 WAN1

Save

Ty R
Verification

wdzy YAY I Y2YAG2NAY3 82Fd6F NB 2y (&BI Y& gzNB 2 6K
RFGIF LI O SdAPEHF (KS

10.2.7 Port mapping

Overview

. & RSTI &y (i SZ089HI2 0 | O §iaKES i Kb IS daF d DAY E2 Y
Syl of NEdABR2 LISy 2yS 2NJ Ydzf GALIX S ASNWAOS LI2 NI
ASNIDSKNKGA AWRRNB &aa | yR Ay iSyiIKIST LN P F ORI ER KE
YFELIWISR[OD GEINIDSND { dzOKY it S NIAH O (Ilv@ N Ibay GiSNES S NJ
LINB@Syda GKS [!'b FNRBY o0SAy3a Fddl O1SRo®

[23 Ay (2 (KBdJH$ RIOKIT a2BRRNED dzl Ht 2 SIS
SYGiSNI 6GKS LI 3Sd hy (KAA ILIAFSE { [RGERER NGR-AYE 2002NI T A
ySSRao®

CKS t2NI al LIWAY3I FdzyOKS2F2X8 2BRAFH0oRIALH & RS
Fdzy OlA2y A& SylofSR®

Port Mapping ©)
Port Mapping (® Enable Disable
Internal IP Address Internal Port External Port Protocol Interface Remark Status | Operation

No Data
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Parameter Description

Internal IP Address Specifies the IP address of tirgernal server

Internal Port Secifies the service port of the LAN host.
External Port Fecifies the port opened by theuter for access from internet users
Protocol Fecifies the protocol type used by the LAN hdisyou are not sure about the

protocol type of the service, CP&UDIs recommended.

Interface Foecifies the WAN port used by internet users to access the LAN host.
Remark Specifies théntroduction of the port mapping rule
Status Yoecifies the status of the port mapping poliaycludingEnabled Disabledand

Expired

Used to edit, enable, disable or delete thert mappingpolicy.

" Edit: Used to modify thedort mappingpolicy.
Operation (® Enakle : Used toenablethe port mappingpolicy.

) Disable ; Used todisablethe port mappingpolicy.
I Delets : Used to delete thgort mappingpolicy.

Example of configuringport mapping

Networking requirements

AL £ A ~

'y Sy i SNLFSYHS NBNSEENA S dzLo KGR A8 BERYN] SO G SR (0 2
NGiGSNYySi2 FWRBNEGSINIDA OS F2NI [!'b dzZaSNEP ¢KS Sy dS
NBIlj dzA NS Y Sy (i &

CKS AYUONIYySG 6S06 &aSNIBSNI A& 2Ly G2 AyOuSNySi
gKSY (KS& IINB y20 LKeaAOolftte Ay GKS SyidSNLIN

Solution
i, 2dz Ol yt 2dMIS afdIAYE2y (2 SyloftS AydaSNySi
g SAENIASNEdzY S GKFG GKS SEGSNYINR dFASNSP NI LI
i, 2dz OF y5 IdzatS Vil KSR (MY (2 |[302 A4 SROOSa & S
& SN S NIOKR WRIS & a
l 34dzYS GKIG BRESAYEDNMISNIDSBWI Aa aKz2ey o0St20Y

An

T Lt | RRINGSA 8 S20M diHSINMZCSYNSYn ©H p n
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i al!/ FTRRNBaa 2F GKS Kz2/&ayY di/KY 5/ Wdzy¥ap niKSd &
T { SNIDA @Rpdide NI Y

_‘@-Tp
i .ST2NB (KS 9O¢ ¥ &N ENELITHNH NPKIH SiND A yAJzo0 f AQFIKSI RRNB &
21 p LIRNI 2060FrAya I LINAGFGS Lt | RRNS & S8ZiNJallyLILAAYYEN

Fdzy OilAERG G YBYSFFSODUGDn | RRNBa&Sa N5 OfFaaATASR
t NAOFE G ERRNB&aasSa 27 @;fqa;aé"z NNAP o) il IRt B iNERSRONME BB S & 2 F
N} y3IS FNBY amHOOwWcRPBHPHPRRNBaaSa 2F Oflaza / NI y:

MPH PMCYy PHPpP PHpPppP P

ToL@aYre y20 adZIR NI dzyNBLRNISR 6S0 &SN OSK S NIEOFSZNES
GKSY ASOHUAYLI yvER O I NB NBEO2YYSYRSR (FI&3d Ad RS LB B €
G2 cppopuXI &dzOK | a dohpdE G2 SyadiNB y2N¥If | 0054z

i LYGSNYylLt FyR SEGSNYylLt LRNI&a Oy 68 RAFTFSNByGo®

Wy i SNy ¢

JZ!bM Lt | RRNBAAY Hn

w2 dzd SN
00666
[ ' b L} NI

I2NB &g

Configuration procedure

{ SG LI NI
1. Loginto the web Ul of therouter.

2. Set portmapping

1)  Navigate toMore > Virtual Service> Port Mapping
2) Enablethe Port Mappingfunction, and clickAdd.
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3) Configure parameters in th&dd window, and cliclSave
T {SWUSNYRBRNBEKS Lt F RRNBE &R F QKIFKBEME SoP n&dSiNT
GKAA&a SEFYLX So
T { Sy G NF yaSE St RIRKIL dzd SRU 2 & 6 Kpkp@hitis SiaK A53S NSZAES NY |
T { SolE G SNYdi KSt RIRNNE dAIBDEY & KE2 0%Z! b KuddIBgNEGEK A &
SEIF YL S

T { & NP (X2 ORKA OKY ABKA &F SE2 2L 8® y2iG &dz2NB | 02
2T UKSCASHBPBRONBO2YYSYRSRO®

T { SOy dSEKISOS ! b LR2NIL dzaSR o0& LYUSHNFSGKAzDEN
A&l bmy GKAA& SEI YL So
Add Port Mapping X
Internal IP Address 192 . 168 . O . 250
Internal Port 9999 O]
External Port 9999
Protocol TCP s
Interface WAN1 s
Remark Optiona

¢ K NI YILRIEKRMNE bBBYR adpOSadarkKexz vt 2Ay 3 FAI
Port Mapping ©)
Port Mapping (8 Enable Disable
Internal IP Address Internal Port External Port Protocol Interface Remark Status | Operation
192.168.0.250 9999 9999 TCP WAN1 - Enabled # Edit Q Disable T{J Delete

St the fixed IP address assigned to the server host

1)  Navigate toNetwork >DHCP Settings DHCP ReservatigmndClickAdd.
2) Setthefollowingrules and clickSave

T {SESNNAYIZIKGOIKEI &4{ SNIVESKA & SEI YLX So
T {SE'RRNBAAATYSR (2 (KSMOSHNDERWKAKAZL BERO
i {S&! 'RRNBEAGKS ASNDSNVYW2¥GEINFREYQK XX BHEI YL
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T {SWSYIENW KA D& A SNISNY ! RENS aSE YL So

Add DHCP Reservation X
Terminal Name Web Server
IP Address 192 . 168 . O . 250
MAC Address C8:9C:DC:60:54:69
Remark Web Server Address (Optiona

Cancel Save

T Iy R

¢ KEAESR I RRBBESANDER 3dz00Saafddteor {SS GKS T2t

DHCP Reservation

m Delets Import Export

Terminal Name Terminal Type IP Address T MAC Address Remark Status Operation

Web Server Others 192.168.0.250 CB:9C:DC:60:54:60  Web Server Address  Enabled & Edit @ Disable W Delete

Verification
ly G S Ny S@iI yizasSde®O S & & N dzNG &/ SKi O G SEIARINGI&YEIdzD Sy 3
FLILJE A G &ISONB Y 3108%R k b W2 NI RIRNBEKS Ay iaNIySi asSND
RS T ILINTG WidkyS SINOO S algf (i NIRREIBAREGS A @ SiSsNByi 2 O2 €
yI YBR kb LW NI FeR 8B 82 N
Ly GKA& SEI YL SKXIMAY ik @GS abah nlp RORINBDEH & Y dhéb i o
. 2dz OF yNFABEKRNOOMNNB Yy i 2! b LI2WILSAIS BREINB 844 2y
LF5bAa Syl of SR 2VY iiKNEY Gl ypdABMA S O0Sad el WA ANV A
ly i NJ&YNIEAIDE A A &sByi 31083 Y k k 2 IR YUJI2A NBBEYTI SYNSZ N

'\@" Tip

LAY (0 SOxEySENIBA I vy 2 G 1 O G@SND SHKS2FUITANGAIEN YILIRRS/TINE G KS F2f f ;

YSiK2WRE& o 2yS

i 9¥dzNB  (AK/TG0S DE/MIES e R AN RO2 NNB O i @

i al @oKSS (aeadSYy BFMNRY & Z B0 & lYNBW | f RDE S SBIB iNd 8 NFIONR
dza BRODSHAEIMPE S (KSaS LINBINIYaEA YR GNB F3AFLAYOD
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10.2.8 DNScache

¢tKS 52YFAY blkYS {SNIBSNI 65b{0 Aa dzaSR (2 YLl yl
FYR Lt RRNF&aasSa a2z GKFd R2YFAY YIYSaoeOly o6
''aSNR | 00SaaAy3a R2YIAY ylyYSa INB | O00Saaiay3a |

VIEYS LI NBRAY3IOD
¢tKS 5b{ O OKS T dnQ@#fiiBSND| SNED HEAS R KBY F2NXIF GA2Y

AR (68 dzaSNER® 2 KSy 2iKSNRBJzZERSNES OiG @S & SEK i Ké
AYF2NXYEGAZ2Y Ay (GKS OFOKS G2 RANBOG dzaSNE (2
AYLINR@ZSa (GKS $6S0aAiS | O0SaaAay3d aLISSRo

[23 AV (2 (KB dWHFRE @A Ja23mER0 Keeh &NIB3 S /DK S
FO0S&a afi KSBb {LI G- 8O/KEISA20yI 0BRA R ®F | dzf (

DNS Cache

DNS Cache ® Enable Disable

Save
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10.3 Maintenanceservice

10.3.1 Remote web management

Overview

DSy SNI2fdf f&@3y Ay (2 (KEJ2GNH: | 4d0PyyEesdE KS [ ! b L%
0 KeSA NBt Sa 2 Ty amkdaizsmsS gisdY AiiSal y I 3SY Sy (S yH dayt Biaa 2
I 00Saa (2 GKS $S6 ! L NBY2(iSteé (GKNRAUBSRIKS 2|
NBY20G0S GSOKYAOIf &dzLJLJ2 NIi o @

[230 2 VIKS ¢ 9@ dHIgWRIGA KBTI 28 v ( Siy$ NS s 2 i S

2Sa@al yrASYBySy i SHdyi KiISK ABaR a3 Sy Syl ofS 2NJ RAAL
YFEYlF3SYSyd IyR NBaGNAROG (G(KS KAROHM SNKIF G OFy |
¢KS NBY23GS 6S06 YIYyF3aSYSyYy(l ¢K& F2X2Y 6AY IRRA QG
gKSYy G(GKS TFdzyOQliAzy A& SylLofSRo

Remote Web Management

Remote Web Management (@) Enable Disable

Specified WAN Port WAN1

Remote IP Address All Addresses

Remote Management Address Copy

t I NI YSGSNI RSAONRLIGAZ2Y

Parameter Description
Remote Web Used to enable or disable themote web managemenfunction.
Management

Specifies the WAN port used when accessing the web Ul abthier from the
Secified WAN Port  internet remotely.When multiple WAN ports are available, you can select any
one of them.
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Parameter Description

Specifies the IP address of the device that can access the web Ulrotitee
remotely.

T All AddressesDevices with any IP addressthe internet can access
the web Ul of therouter. For network security, this option is not

Remote IP Address recommended.

i SpecifiedAddress Only devices with specified IP addresses can acct
the web Ul of theouter. If the device is in the local area network, the

address (public IP address) of the gateway of the device should be 1
in.

Remote Management Specifies thelomain name used for remote access. This domain name is
Address 9 generated by theouter, and internet users can access the web Ul ofrtheer
using the domain namehen theRemote Web Management function is enabled

Example ofconfiguringremote web management

Networking requirements

Ly Sy i SNLINMYWAS NIBNSESSIIK SdzZL) | ySGg2N] ® ¢KS ySig
SyO2dzy i SNBR | LINRPO6fSY RdzZNAHEHa yEREOR WA O ( &z JI

NBY2GSte 23 Ay G2 (KS 4iS®aAdL RWR (KNSR RBIOA D2
Solution

. 2dz Oy dzaS GKS wSY2(0S 2 S0oSNSIjydeATEBEYYSSAHIG F dzy O

Internet

Technical support technician
IP address: 202.105.88.77 WANL

o @@ Router

LaN

e "EDDDDDDDD Core switch

Access switch

AP Web server Computer
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Configuration procedure

1. Loginto the Web Ul of therouter, andnavigate toMore >Maintenance Service Remote
Web Management

2. Enablethe Remote Web Managemenrfunction.
3. SetSpecified WAN Portwhich isWANL1in this example

4. Set Remote IP AddresasSpecified AddressAnd enter the IP addresd the computer
supported by IRCOM technologywhich is202.105.88.71n this example

5. ClickSave

Remote Web Management

Remote Web Management :E Enable Disable

Specified WAN Port WAN1

Remote IP Address Specified Address 202 . 105 s . T7
Remote Management Address Copy

T 19 ¥ IR

Verification
CKSt ha GSOKYAOIf &adzJi2 NI (S OKyNRPAUKISYNDQ@ G (A3 A
KOOLIYK kK TOKO)2ZAP @2 ROHRERIVWLIdzG SN 0 i KS Lt | RRNBa

HAHOMNAPp PYY PTTUD
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10.3.2 Securily settings
[23 Ay (2 (KB dJH FRIOA T la2BDFaRASY ( S{y$ NIBIST@IIZNA G &
{ S dinzy 3%y (1 S M9 Vi KiSK ABR dALSOBEE S Sy 6f S O2NNBALRYRAY
Fdzy QlA2ya | OO2NRAYIYRA AR &ldOGdzr £ ySis2N]

Security Settings

Block Ping from WAN Enable ® Disable
LAMN DDoS Attack Defense Enable ® Disable
ARP Attack Defense Enable ® Disable
Binary Association Enable 8 Disable
Web Login Protocal (® HTTPS HTTP

Login Timeout Interval 5 min

Save
tF N YSUSNI RSAaONRLIWAZ2Y

Parameter Description

Used to enable or disable th@ock Ping from WANfunction.

Block Ping from With this function enabledyhen a WAN host pings the IP address of the WAN pi
WAN on therouter, therouter automatically ignores the Ping request to prevent itself
from being exposed and defend against external Ping attacks.

''aSR (2 Syl o LA DPdditabkklgiehsefin&ioni K S

LAN DDoS Attack DDoSsabbreviated forDistributed Denialof Service TheDDoSattack allows an

Defense attacker to exhaust the resources of a system, making the system unable to prc
provide servicesWith this function enabled hte router can defend common DDoS
attacks from the internal network.

Usdal to enable or disable thARPattack defensefunction.
ARP Attack Defense \ith this function enabled e router can identify ARP spoofing in the LAN and

record the MAC address of the attacker.

Used to enable or disable th@nary associatiorfunction.
Binary Association  \wjith this function enabledonly devices whose IP addresses are bound with MAC

addresses in the ligb accesghe internet.
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Parameter Description

Specifies thenode to log in to the web Ul of theuter, includingHTTP&ndHTTPR
The default mode iBITTPS

T 1 ¢¢M LISNI ¢SEG ¢ NI y& € $ides SSHTLS O 2 |
encrypt data packetbasedon HTTP and establiska secure channel, thu
ensuring the security of the data transmission procéssnsures the
security of data transmission and the authieity of the websitevia HTTPS
Access

Web Login Protocol

T | ¢ &HyperText Transfer ProtocdHTTP)s a specification for
communication between browsers and servers.

Used to set the login timeout intervakfter logging in to the web Ul of theuter,
you will be automatically logged out when no operation is performed within the
defined time period.

Login Timeout
Interval

10.3.3 Cloud maintenance

Overview

_‘O'_ i

CKS OYI2M3RG SFdryyQXISA 2y Y& 0SS dzyl @ At o6fS F2NJ 42YS @SN

N
-

¢ KISNEICAHAR (0 RANN Of 2dzR LI | (ifRAY KREOOIRAVESBS Y
YEYlF3ASYSywaaTREWYAOSa GKFG adzLJI2 NI Of 2dzR Y y I

2 A0 KNE @MISYWI ISRt NEICKHERS § T2 A dz Oy O2y FAIdzNB |y
LI NI Y S (i SN\BRdARGFNG KBS 84 | § @2 N®dz Ol y Ffaz2z O2yTAId
LI NI YSOGSNER 2y Nexd®i SoNSo ! L 2F GKS

[23 Ay (2 (KB dWH $WIGAID a2 BFaiRASY ( S{y$ NIBISO & dzR

al AyidSy2 yHBGISNI (KS 312 & O yhiyk RidNbsf 2.dbFa Sal Ay Sy
T dzy OiTA NpKd& S NJ

¢ KISt 2dzR al FYN OVAEFS A &4 RAKS 0T BIRE HRA YRS TR dZ LIt &
0KS FdzyOiA2y A& Sylof SR
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Cloud Maintenance

Cloud Maintenance ®) Enable Disable

Management Mode Cloud Hosting

Unique Cloud Code

https-limsen.ip-com. com.cn

Device Info Report Enable i_ Disable

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
Qoud Maintenance Used to enhle or disable the&loud maintenancefunction.

Specifies the management mode of cloud maintenance.

T Cloud Hostinglt is applicable to unified managed projects that are
maintained on thdP-COMProFicloud platform (ProFi Cloud web Wk
ProFi App Therouter can be managed kiye IP-.COM ProFi cloud
platform and the configuration information of relevant functioiss
delivered bythe ProFi cloud platform. When logging in to the web Ul of
the router locally, you can also configure the fuioets.

Management Mode

T Local Hostinglt is applicable for scenarios where the project is centrall
managed and viewed. Thieuter can be managed on tHe-COMProFi
cloud platform but all function configurations need to be set on the we
Ul of therouter.

Specifies thé’roFicloud platform account associated with the device. You can
Unique Cloud 6de  obtain itfrom the IPCOMProFicloud platform (https://imsen.ip-com.com.ci or
the IRCOMProFi App

Used toenable or disable thdeviceinfo report function.

Device Info Report If the Device Info Report function is enabled, thater can be managed by the
ProFi cloud platformThe configuration information of theuter will be reported to
the cloud platform.
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Example of configring cloud mantenance on ProFi Cloud platform

Networking requirements
Ly Sy SNLINWAIS NIBNSisSBIIK SdzL) F YRS & B A NKR dz00Sa a Fdz f
0 KAGG S RE/KSST NB |j @izANGS Y B S NP dzil SNI NBNX RS fl & SIRY R R
O2y FTAIBIZNI GA2Y

Solution

. 2dz Oy dzaS GUKS /f2dzR al ylF3ASYSyld FdzyOlAazy 2°
GBNEB |j dzA BB Y Sy i

o

= : y & SN.

0 :
SNy S 2 | 12 NI

w2 dzii § R

ag

Configuration procedure

'\@'Tip
i . ST2NB O2yFAIdzNARYy I (KS ONP0EERS BYNBA VIKKE ¢l SUKKDSR VF A&/ @i S\ R
50 SIS i
iSY OSNEAZ2Y tmodpdc 2F GKS t NBCA Of 2dzR Yl
By
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T ¢
| BENHKS aeadSY OSNBRAZ2Y LINBGIAf @

-- ax

e a
L O

<R
< Uy

1. Login to the IP.COM ProFi Cloud platform and obtain unique cloud code

1)  On a computethat hasconnected to the Internetstart aweb browser, visit
https://imsen.ip-com.com.cnand log in tahe IP-.COM ProFi cloud platform.
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ProFi Cloud
Management System
o 4 IP-COM &) Prori

/4
h \

o

- No account? Sign u
\\< gn up

¥ Live Demo View Supported Models

2) ClickAdd at the upper right corner and seletinique doud Code.

Help Center View Supported Models

Add Project
Device-joining Alert

Unigque Cloud Code
3) dickCopyto copy theUnique oud Code.

Unique Cloud Code ot

Unigue Cloud Code () -

2. Bnable the cloud maintenance function for theuter.

1) Log in to the web Ul of theouter, and navigate tdvlore >MaintenanceService>Cloud
Maintenance

2)  Set Cloud Maintenanceo Enable and setManagement Modeas required Cloud Hosting
for example here).

3) Enter the Unique Cloud Codand setDevice Info Reporto Enable Confirm the prompt
information (if it pops up) and clicRK Then tick Save
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Cloud Maintenance @
Cloud Maintenance (® Enable Disable
Management Mode Cloud Hosting

Unique Cloud Code

https://imsen.ip-com.com.cn

Device Info Report (® Enable Disable

Add a project on the ProFi Cloud platform and add the router to the project.

1)  Log in tathe ProFi cloud platformClickAdd in the upper right corner and sele€tevice
joining Alert.

2) Select the router to be added to the project and clalkd Device to ProjectThe following
figure is for reference only.

Device-joining Alert pd

Only one gateway can be added to the project.

Add Device to Project
Device Type Maodel MAC Address Public IP Address Request Time T
Gateway M30V3.0 2024-01-08 09:22:19 (GMT)

3) Selectthe project towhich you want to add the routefThe following figure is for
reference only.

T LT 2RSOWINIKE & | f NB I RRE A0aSiShyy-aSNBBIRISOK S5 St S
O2NNBALRYRAYEANERAZCENRRDEY V&BdzZ I @K T KNSy
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Add Device to Project X
Add Device to (®) Existing Project
Add Project
Project Name
Project Scenario
Project Location

Cancel Confirm

T LT &2dz ¢glyd G2 ONBIRRIZER SYSENIAIBIEZES DB XS & & |
{ OSYIHYWRNR 2 S OGx [ I2yOR (i (h RS yIPA YA O
Add Device to Project X
Add Device to Existing Project

':i) Add Project
Project Name
Project Scenario
Project Location

Time Zone (GMT+08:00) Beijing, Chongg

Cancel Confirm

Added successfully. You can enter Brejectpage to view detailsThe following figure is for
reference only.

Center  ViewSupportedModels B Add @) 13456 Demo

Verification

I FTOSNI 0 KS AGRYWARDBAME §GGISYWI 6 S YI yI ISR /UKMR dZAK
LI FGF2NXYZ FyYyR FEf Ada O2y TA3IdINI2WZR2 VLI A i T2 NNBY I
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Example of configuring cloud maintenance on ProFi App

Networking requirements
Ly Sy i SNLINNWEGS NIBNEIRSXRIIK SdzZL) F YRS &P ANR dzOO0Sa a FdzA €
0KS L yYKSNINSG AzANGS Yy WIK S NP dzi SNI NBNXNWEBS il & SIRY R R
O2y TAZ@NI GAZ2Y
Solution
2dz Oy dzaS (GKS /f2dzR al ylF3ISYSyid FT&OuUAz2y 2°

NB |j dzA BB Y Sy
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Configuration procedurémethod 1)

'@'Tip
. STF2NB O2y FAIdZNAY I GKS Of 2 d3RI dyNBA YUIKS yill yiKSS TNeRyU@mIESEND yA
LYGSNySio

Add a projecton the ProFi ApgSkip if performedl

Add the router to the project.

2dz ON Fol SIKII 52 Od B KENRICRY! WRSL) LBBEESKIF GKS t
I LIRINJ aLISOA®A O YSiK2Ra

Configuration procedurémethod 2)

1.

'\@'Tip
.SF2NB O2y FAIdZNA Y I GKS Of 2 d3RM dNBA VKT yill YiIKS TNRYUZNIISAND yA
LYGSNySio

3.

Log in to the ProFi App and obtaimique Cloud Code

Enable the cloud maintenance function for theuter.
1) Log in to the web Ul of theouter, and navigate td/lore >MaintenanceService> Cloud
Maintenance

2) Enable theCloud Maintenancdunction, and setManagementMode as required Cloud
Hostingfor example here).

3) Enter the Unique Cloud Codand setDevice Info Reporto Enable Confirm the prompt
information (if it pops up) and clicRK Then dick Save

240



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

Cloud Maintenance

Cloud Maintenance ® Enable Disable

Management Mode Cloud Hosting

Unique Cloud Code

https://imsen.ip-com.com.cn

Device Info Report ® Enable Disable

4. Addaprojecton the ProFi AppSkip if performed)

5. Addthe router to the project.
. 2dz Z0USypl KIS 52 Od& B KANRICVRY! WRISL) LBBESKIF GKS t
I LIRINJ A LISOA®AO YSGK2RA
oy R

Verification

I FOSNI (1 KS AGRWIIRSINE &AISWI 6 S YI yI ISR !WKINE YA K| i
Ada O2y FTAIAdzNY GA 2y A yOF22NdYR (@8i2lylG TAZZNIYR St A OSNB R ¢

10.3.4 Remotedebugging

Overview

¢ KRdzy OQIIAY2 Y0 S dzASR F2NJI NBY23GS ySig2N] RSodza3IA
SylrofAy3a LKRBF SBdAQYAFIY BSYIAYSSNKNP O ENNETR G S
{ SOdzNH {IKySR fLISNF2NY NBY20S RSo6dzZ33IAYyID

[23 Ay (2 (KB dWH FWRIGAIT a2BFRiIRASYy 0 Sy I y PSS Y SINPA OS
5S0dAB2A ySy 0 SN G\ ad KA & LI 3S> e2dz Oy O2y FA 3Ad:
. @ RSTFdzf G 0KMEKST dFyXXGIAZHA AR RMEBUIOH SR GKS LI
Syloft SRo®
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Remote Debugging

Remote Debugging (® Enable Disable

Device Public Key

Server IP Address . . . (Optional)
Server Port (Optional)
Remote Debugging Address Copy

Status Disconnected

Save

t I N} YSGSNI RSa

(@

NA LIGA2Y
Parameter Description
Remote Debugging Used to enable or disabkiae remote debugging function.

Yoecifies the RSA public key of the device. déndce'spublic key has been preset i
Device Public Key the authorization list in thelefaultserver. If the default server is not used, you ne
to add the device public key on the customized server.

Jecifies the IP address of the external serwehich must be a public IP address.

server IP Address When it is left blank, the default serverused.

Fecifies the service port of the external server. When it is left blank, the defaul

Server Port )
server port is used.

Remote Debugging

Address Fecifies the address for remotely accessing this device using SSH.

Satus Secifies the connection stas between this device and the server

Remotely connect to the router using an SSH tool
Oyl ofS GKS NBY20GS RSo60dAIAYy3I FdzyOlAzy

1. Log in to theweb Ul of therouter.

2. Navigate toMore >MaintenanceService> Remote Debugging
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3. Enablethe Remote Debugginfunction. Retain default settings for other parameters and click
Save

Remote Debugging

Remote Debugging (® Enable Disable

Device Public Key

Server IP Address . . . (Optional)
Server Port (Optional)
Remote Debugging Address Copy
Status Disconnected

Save

~

2 F@NJ I dr 22YRSEWiNi @izaRA A LR V¥ SR BRIz Oy NBY20GSft @
NP dzi SNJ oBKRSWiHgNR iz 2y Lt | RRNBRaa Ay GKS {{|

Remote Debugging

Remote Debugging (® Enable Disable

Device Public Key

Server |IP Address . . . (Optional)

Server Port (Optional)

Remote Debugging Address Copy
Status Connected

Save
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Remotely connect to the router using an SSH tool

1.

YR R2Sa

y 2

Run an SSkdlienttool (PUTTY used for example here) on a computer connected to the

network.

Set Connection Typéo SSH

SetHost Name (or IP addresg) the remote debugging address and port to be accessed.

The following figure shows an example.

ClickOpen

% PuTTY Configuration
Categary:

=~ Teminal

- Keyboard
- Bell

- Features
(=)~ Window

- Appearance
- Behaviour
- Translation
- Selection
- Ciolours

=~ Connection

- Data

- Promy

- Telnet

- Rlogin
fH-55H

- Seral

Basic options for your PuTTY session

Specify the destination you want to connect to
R, Mam e {nr o .5.} .................. Enrt ............
118.89.78.188 35585 :
Connection type:
1 Raw () Telnet () Rlogin @ SS5H () Serial
Load. save or delete a stored session
Saved Sessions

Default Settings
1

Load
:

Close window on exit:
) Mways () Mewer @ Only on clean exit

LT GKS T2t 24y ENGFdeEIMNBA & a0 RASID 0 LB REdz0
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118.89.78.188 - PuTTY =2 EoR =

245



¢tKAa 3JIdzZARS Aa FT2NI NBFSNByOS 2yfeée IFyR R2Sa y2i AYLIM
Fdzy OGA2ya Yl & RAFTFSNI gAGK LINERdAzO( 522CRISvSayd aekSNEIAQ (Yo

10.4 VPN

10.4.1 Overview
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10.4.2 PPTP/L2TP

Overview

A

A
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ConfigurePPTRor L2TPserver
¢ KS NR0MifENI 2 NHEt & SOIBRNIVESBORI@NIH ¢t Of ASyidao

[23 AY (2 GKS 36 3oy R Ly a2@NFHItKESS (NBMBKSOE S NIPS Wil S NJ
GKS aJ 3S

VPN Server @

Add

Server Name VPN Type Ingress and Egress Encryption Client Address Pool Status |  Operation

Mo Data

V-

L 2dzOAMRMRRE Y TAIdzZNE  LINNKIOWRIEOPNEE | YR

Add VPN Server X
Server Mame
VPN Type &) PPTP L2TP
Ingress and Egress WANT
Encryption Encrypted
Client Address Podl

C5.1:5| m

t I N} YSGSNI RSAONRLIIAZ2Y

Parameter Description
Server Name SFecifies the name of th¥’PNserver.

Specifies the VPN server type of the roytacludingPPTRandL2TRPBoth PPTP anc
L2TP ardayer 2 VPN tunneling protocols, use PoPoint Protocol (PPP) for dati

VPN YVpe encapsulation, and add additional headers to the data.
i PPTPThe routerworksas a PPTP server and can connect to PPTP clie

T L2TPThe routerworksas a L2TP server and can connect to L2TP clien
Fecifies theWANport used for the connection between théPNserver andVPN

Ingress and Egress client. The IP address or domain name of the WAN port isSthever IP
Address/Domain Namef the VPN clien
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Parameter

Encryption

Pre-shared Key

dient Address Pool

Satus

Description

T PPTPSecifies whether to enable the 138t data encryption. The
encryption settings of PPTP server and PPTP client must be consister
Otherwise, communications cannot be conducted normally.

T L2TP Secifies whether to encrypt data packdig enabling the IPSethe
encryption settings oE2TP server and2TP client must be consistent.
Otherwise, communicatizs cannot be conducted normally

Secifies the preshared key of the L2TP server and the L2TP cli¢inén the L2TP
tunnel uses IPSec for encryption, both the L2TP client and the L2TP server use
pre-shared key to authenticate each other. Thesteared key of the L2TP client
and the L2TP server should be the same.

Fecifies the IP address ranggthin which theVPNserver can assign IP addresse:
to VPNclients.

Secifies the current status of théPNserver policyincludingEnabledand
Disabled

Gonfigure usermanagement

[23 AY G2

Syias
hy GKA&
Sylof SRZ

User Management

Add Group

VPN Type User Name

NJ ®KS LI 3S
LI 3Ss & 2d@HAIY d@a2SyNT A DRI/ fidaatt 2 XS NI 8 K

+tbh dASNE ySSR (2 deR3ilSND2 dzy i &

Client Type User Group Access IP Address ~ Assigned IP Address Remark Online Status | Account Status Operation

No Data

. 2dz ONMYRERAE A Oy So dzaSNJ LRt AOed

Add User

VPN Type

User Name

Password

User Group

Client Type

Automatic

VPNUser_Default
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A

t I N} YSGSNI RSAONRLIIA2Y
Parameter Description

Specifies the service type of the clieAutomaticindicates that the client can be

VPN Type either a PPTP user or a L2TP user.
User Name Specifies the usarame required for th&/PN connection.
Password Specifies the password required for the VPN connection.

Secifies the user group that the VPN client is added. After the VPN account is
User Group added to a user group, the access permission of subsequent users on the inter
server is controlledTheuser group must be configured ser Group

Specifies the type of the VPN client.

Client Type T SelectTerminalwhen the VPN client is a single host.

T SelectNetwork Devicewhen the VPN client is a neork.

Specifies theéP address rangef the client intranet. It isavailableonly when the

Client Subnet Client Typdssetto Network Device

Access IP Address Specifies the IP address of the actual physical network adapter of the VPN clie

AssignedP Address Specifies the IP address that the server assigns to VPN client.

Remark Specifies the introduction to the user policy. The remark is optional.
Online Status Specifies whether the client is online.
Account Status Specifies the status of theser policy.

Used to edit, enable, disable or delete the VPN user policy.

£ Edit: Used to modify the VPN user policy.
Operation (B} Enakle : Used to enable the VPN user policy.

- Disable ;: Used to disable the VPN user policy.

T Delet= : Used to delete the VPN user policy.

Gonfigure PPTRor L2TP client
¢CKS NR20XifiE&NJ tte¢t 2N [Het Ot ASyd FyR OFy 02y

[23 Ay (2 GKS 55 Soy R Ly a2@NRItkisS /NI SS40US I § 88 LI
+t b /ERBYEIYR O2y FTAIdZNE NBT I {IRSLI NI YSGSNAR D ¢
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VPN Client

VPN Client (® Enable Disable

Client Type (® PPTP L2TP

WAN Port VWAN1 ~

Server |IP Address/Domain Name

User Name

Passwaord

Encryption Enable (@) Disable
VPN Agent Enable (@) Disable
Remote LAN

Remote Subnet Mask

Status

t I N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

~ Used to enabler disable the VPN client function.
ttb /fTASY
After this function is enabled, the router works as a VPN client.

Specifies the VPN server type of the router, includi®d RandL2TP Both PPTP anc
L2TP are Layer 2 VPN tunneling protocols, use-Rwidbint Protocol (PPP) for dati
]t ASYyG ¢e encapsulation, and add additional headers to the data.

T PPTPSelecPPTRvhen the VPNexver is a PPTP server.
i [ HYt{PHBEBY (GKS +£tb ASNIBSNI A& |

Specifies the WAN port of the PPGMR_2TP client for setting up a connection with

WAN Port the PPTRI L2TP server.
Server IP Specifies the IP addrees domain name of the VPN server.
Address/Domain  Generally, it is the IP address or domain name of the WAN port with the PPTP/
Name server function enabled on the peer VPN router.
User Name

Speciy the username and password assigned by the VPN server to the VPN clit
Password
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Parameter Description

Specifies whether to enable 128t data encryption. The value of this parameter
9y ONE LJi A 2 must be consistent with that of the server. Otherwise, the client is unable to
communicate with the server. Only PPTP VPNs support this parameter.

With this function enabled, clienia the LAN can obtain IP addresses from the VI

+ A e
tth3IASyu server to access the internet.

wSY20GS [ ! Specifiesthe network segment of the LAN of the RRTRTP server.

Remote Subnet

Mask Specifies the subnet mask of thaNL of the PPTer L2TP server.

Status Specifies the current connection status of the VPN client.

10.4.3 Example of configuring a PPTP/L2TP VPN

Networking requiremens

YySGg2N] FyR adzOX 8§ 8§ nyrsH tedza ayOBBRINEIX S O
NB & 2 dzZNDO S a GKNEdzElK GKS AYGSNYySG> &dzOwal
a2adSYWRNR 2SO0 YaygadmSwSyli

¢ KS KSI RIjdz- NIl SNE | Yy R104 dN® EADFENIBNG 01 ddd BaR ééiyﬁc&mm
OHCORSR o)
|

Solution
/[ 2y T A IYENS NG 35S 2 BRGEISRANY di NIBEME +t b aSNIISNI Iy

Sy (i S MILONSRER T KESdz0 & A RA IKINKBS +t b Of ASyid G2 SylofsS
I 0O0Saa (KS AYiNYySG GKNRdzZAK GKS AYGSNySio t 1
O2y FNABRNI 2F [HCt +tb Aa aAYAL Il N

| 3 ASUYKh S bm Lt 2FR SR adABNILSNE ONRAZESK A2 dzi S NJ
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Configure theenterprise-class router of the headquarteras the VPN server.

1. [23 Ay (2 GKS S0 'L 2F GKS NRdziSNJ

2. Configure the PPTP server

ServerName VPN Type Ingress and Egress  Encryption dient AddressPool

PPTPServer PPTP WAN1 Encrypted 10.1.0.10610.1.0.163

bl gAI&aNR 2  FEDbD {SNWEWR] O2y FTAIdZINE (KS NBf .
2T KS ttcet {ASNPSNE | yR Of A 0]

253



3.

¢KAa 3JIdZARS A& F2NI NBFSNByOS 2yfteée YR R2Sa y20G AYLX
Fdzy OlA2yad YIeé RAFFSNI 6AGK LINRRdAzOG 5Y220RISviSaydti ek SNEIA @yl

Configurethe PPTP user
¢KS FT2tft26Ay 3 SEHXLE SINRPAARI LTt KA SNI LI NI YSGS

VPNType User Name Password User Group dient Type dient Subnet

PPTP Subsidiarg Subsidiarg Subsidiarg Staff  Network Device 192.168.0.0/24

1) Configure VPN user grosip

bl OA 3t dEHDINE dzL) B HSND KINRGRR2 O2 ¥ T b I dABNAINNER dzLJ
2d20 AARAI NBIBS yR Of A O]

2) Configure the PPTP user

[

bl gAIaZNRIDd A GOSN al yIIBSRRZFG O2y FAIdzNBE (KS
LJ- NJ Y S ( S NA dz&5F NBliyKS @$A¢Q |
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