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Preface

Thank you for choosing4POMIThis useguidehelps you configure, manage and maintain
the product.

Conventions

Thisguide applies to the following CRH.BESACIs used for illustrations unless otherwise
specifed. The contained images and Ul screenshots are subject to the actual products.

Product Model Description
CPEG6S 5GHz 11AC 867Mbps 12dBi Outdoor CPE
iLBESAC 5GHz 11AC 23dBi Gigabitt@or CPE

Thetypographicaklementsthat may be found in this documeénre defined as follows

ltem Presentation  Example

Cascading enus > Systen Live Users

Parameter and value Bold SetUser Namdo Tom

Variable Italic Format: X XXXXXX XX XXX

Ul control Bold On thePolicypage, click th@®©Kbutton.

The symbols thamay be found in this document are defined as follows
Symbol Meaning

This format is used to highlight information of importance or special interest.
/ Note Ignoring this type of note may result in ineffective configurations, loss of data
damage tahe device.

|
‘@‘Tip This format is used to highlight a procedure that will save time or resources.

For more documents

Go to our website abttps://www.ip -com.com.crand search for the latest documents for this
product.



https://www.ip-com.com.cn/

Techical Support

If you need more help, contact us by any of the following means. We will be glad to assist you
as soon as possible.

(86 755) 2765 3089 info@ip-com.com.cn https://www.ip -com.com.cn
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1 Application scenario

1.1 ISP lotspot connectiorWISP mode

The internet access in an apartment needs to be achievembbgectingan ISRInternet
Server Providgthotspot.

1.1.1 Solution

IP-COM CPE can meet this demand.

CPEG6Ss used as an example to illustrate the installation procedurescdelures for other
CPEs are similar.

_\@/_ Tlp

To establish the network quickly, you are recommended to set up the CPEs before installing them.

1.1.2 Setup the CPE

1. Power on the CPgpowered by PoOE in this example).

(1) Uncover the housing of the CPE.

(2) Use an Ethernet cablgAT5e or better is recommended) to connect the POE/LAN port of
the CPE to the PoE port of the PoE injector.

(3) Use the included power adapter to connect the PoE injector to a power socket. The Power
LED indicator of the CPE lights up.

PE
¢ Power socket

PoE injector

.

/) = |

| 4 PR ey S
‘ Q;» F( ) |
—vb——u] |

DC PoE LAN

PoE

| -}
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]
'@'Tip

Refer to your actulgproduct for the supported PoE power supply distance.

Set the CPE t&/ISPmode.
(1) Use an Ethernet cable to connect your computer to the LAN port of the PoE injector.

CPE Power socket

PoE injector

12v==1A PoE/LANL1 LANZ LAN3 LAN4 RESET

(]

Computer

(2) Log in to the web Ul of CP&hd chooseQuick Setupo enter the configuration page.
(3) SekctWISR and clickNext.

Quick Setup

Select a working mode:

creates a wireless network based on the current wired network

AP In this mode, the dev

works as a wireless adapter to connect to the wireless network of upstream AP.

Client In this mode, the device v

Universal Repeater In this mede, this device extends an existing wireless network for broader network coverage.

® WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.

Repeater In this mode, the device connacts to multiple wired networks through wireless bridge, and provides wireless
access point.
P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

(4) Select the SSID of your ISP hotspot, whidhils_123456in this example, and clidkext

Chapterl Application scenario 2



Quick Setup= =WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan o Scan again

Upstream AP WiFi_123456

Signal
Select SSID Channel MAC Address Security Mode 2
Strength
. WiFi_123456 165 D8:38:0D:5A:AA:34 WPA2-PSK AES M

(5) Enter the WiFi password of your ISP hotspot inKlegtext box, and clicext.
Quick Setup==WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address D8:38:0D:5A:AA:34

Channel 165(5825MHz) v
Security Mode WRAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&LAES
* Key

Previous Next

(6) Select the Internet Connection Type of your ISBpot, which iPPPokn this example.
Enter the PPPOE user name and password provided by your ISP, ahxtick

Quick Setup > =WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP,

and click "Mext".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Name

PPPoE Password

(7) Customize th&sSlIDandkey, and clickNext

Chapterl Application scenario 3



Quick Setup=>=>WISP

You can set up your wireless network name and wireless password here.
Note down your wireless password.

* SSID(WiFi Name) Tom's WiFi

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key

(8) Set an IP address belonging to different network segment as that of your ISP hotspot. For
example, if the I P address of your | SP hot
address to 192.168.1 (Xranges from 0 to 254 excluding 2). Then diekt.

Quick Setup > =WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point
or upstream AP.

* IP Address 192.168.5.1

Subnet Mask 2552552550

(9) ClickSave and wait until the device reboots to activate the settings.
Quick Setup= = WISP

The device is set to WISP, click "Save” to apply the settings.

—End

When LED1, LED2, and LEmicatorsof the CPEare blinking, theCPHs connected to your
ISP hotspot successfully.

1.1.3 Install the CPE

1. Placethe CPEt an elevated position in the open air.

2.  (Qonnect thePoE/LANport of the CPHo the WAN port of your wireles®uter. ThePowerLED
indicator lights up.

3. AdjusttheCPEs direction or | ocation on the sel eci
indicatorsof the CPHight up.

Chapterl Application scenario 4



4.

Use the plastic straps to attacthe CPHEo the pole.

=

CPE: WISP madd
ISP hotspot R

Router

M ]

—--End

Check the LED1, LED2 &fD3 indicators of the CPEs to confirm whether the positions are
proper. The more LED indicators light up, and the better the connection quality is. The LED
indicator descriptions of the CPEs below are for reference.

LED indicator Status Description

There is device connected to the CPE.

T Solid on: The CPE may work in AP, Repeater, P2MP o
Router mode.

T Blinking: The CPE may work in Client, Universal Repee
or WISP mode.

. _ o Each LEihdicator corresponds to a received signal strength
LEDlI,'EDZ’_ LED" solid on/Blinking value. When the received signal strength of the CPE reaches
(Received signal RSSI threshold, the corresponding LED indicator lights up. Y«
strength LED can judge the connection quality based on the statuses of the
indicators) LED indicators.

By default, the minimum signal strength of LED1, LED2 and L
are-90 dBm;-80 dBm and70 dBm. You can change them on tl
Wireless>Advancedpage of the web Ul of the CPE.

No device is connected to the CPE, or the received signal

Off strength is lesthan the RSSI threshold (defau0 dBm).

Chapterl Application scenario 5



1.2 CCTV surveillance

To ensure the safety of employees and property, a video surveillance system needs to be
installed in a building site.

1.2.1 Solution

IPP-COMCPEanmeetthis demand

CPESis used as an example iltustrate the installation procedures. Procedures for other
CPEs are similar.

1.2.2 Setup the CPEs

‘\@,‘ Tip

At least two CPEs are required for bridging.

Option 1: Automatic bridging (recommended)

|__|iNote

1 Automatic Bridging is only applicable when the CPEs are in factdingset

1 When performing peeto-peer bridging, ensure that only two CPEs are powered on nearby. Otherwise,
the peerto-peer bridging may fail.

Scenario 1: Pedo-peer bridging
1. Place the two CPEs next to each other.
—— 3 —

1»-COoOM 1,-coM

CPE1 CPE2

2.  Power on the CPHEpoweredby ROE in ths example).

(1) Remove the housing of each CPE.

(2) Usethe Ethernet cablesqQAT5e or better is recommendgettd connectthe POE/LANports
of the CPEs to theoEports of the included PoE injecsto powerthem on

Chapterl Application scenario 6



(3) Connect the PoE injectots power socketsThe Power LED indicators of thEPE$ight
up.

CPE
Power socket

PoE injector

f 1

[t P W

(o) \ ‘
@ \L—,, )
DC PoE LAN ‘

I—)
PoE

Refer to your actual product for the supported PoE power supply distance.

—--End

After the two CPEs are powered on, they will britlgeach other automatically. When the
LED1, LED2 and LEDS indicators ¢t light solid on while the LED1, LED2 and LED3
indicators of the other CPE blink, the paerpeer bridging succeeds.

"\@" Tip

1 After the bridging succeeds, the DHCP servers of the two CPEs are dishbl#d address of tHePE

working in AP mode remains the sarf192.168.2.1), while the IP address of the CPE working in Client
mode changes to 192.168.2.2.

1 If the peerto-peer automatic bridging fails, reset the two CPEs to factory settings, and try again. Reset
method: Withthe CPEpoweredon, hold down the resebutton for about 8 seconds, and then release it
whenall indicators light ugnd thenturn off. The CPE is restored to factory settings successfully.

Scenario 2: Pedn-multiple peers bridging

-

1 For peerto-multiple peers bridging, perform pe¢o-peer bridging first, and then power on the rest
CPEs within 30 minutes.

i A CPE can bridge to 15 CPEs at most.

£
-

p

1. Refer toPeerto-peer bridgingto make any two CPEs bridge to each other.

2. Within 30 minutesafter the peerto-peer bridging succeeds, place the rest CPEs which are in

factory settings near the CPE with the LED1, LED2, and LEDS3 indicators solid on and power
them on.

—End

Chapterl Application scenario 7



Wait about 1 minute. When the LED1, LED2, and LED3 indicators of theseldedvCPES
keep Hinking, the peeito-multiple peers bridging succeeds.

Bs-coMm

= =
"""" Client mode:
IP-coM 2 LED1, LED2 and
v LED3 indicators
— are blinking.
CPE2
®
e
@
CPE1
AP mode: smczzeeT) Client mode:
LED1, LED2 and LED3 - : :
> : LED1, LED2 and
| ' ‘
indicators are solid on LED3 indicators
are blinking.
CPE16

|
'@'Tip

1 Ifthe LED1, LED2 and LED3 indicators of aasleled CPE turn off after it is powered on for 1 minute,
the bridging fails. Reset the CPE to factory settings, and wait until its LED1, LED2 andit&b3
keep blinking which indicates that the automatic bridging succeeds

1 If the bridging still fails, try manual bridging. RefeCtgent modefor details

Chapterl Application scenario 8



Option 2 Manual bridging

1.

2.

Place the two CPEs next to baather.

1I=m-COoM 1=-COoM
[czzz:sFT]
~ ~
CPE1 CPE2

Power on the CRHpowered by PoE in this example)

(1) Uncover the housing of CPEL.

(2) Use an Ethernet cabl€AT5e or better is recommendgettd connect thePoE LAN port of
CPEL1 to th€oEport of the included PoE injector to powéron.

(3) Use the inalded poweradaptorto connect thePoE injectoto a power socketThe
PowerLED indicator of th€PE1lights up.

"

CPHR @ Power socket
e ———— e ‘ P E :
12V=1A PoOE/LAN1 LAN2 LAN3 LAN4 RESET \ h B InJECtor
(Y ° [ [ I |
| ﬂ : 1 DC PoE LAN I‘ .

[}
'@'Tip

Refer to your actual product for the supported PoE power supply distance.
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SetCPE1o0 AP Mode

(1) Use an Ethernet cable to connect your cartgr to the LANport of the PoE injector.
CPE1

Power socket

4 PoEinjector

=)

J PoE [\] TY/[LAN

|

Computer

12v==1A PoE/LANL LANZ LAN3 LAN4 RESET

A = -

(2) Log in to the web Ul of CREand choose Quick Setup to enter the configuration page.
(3) SelectAP, and clickNext.

Current Mode: AP

A Status Quick Setup

4 Quick Setup Select a working mode:
TWOrk based on the currer

® AP In this mode, the device creates a wireles
& Network

Client In this mode, the device work

2  Wircless Universal Repeater In this mode, this device extends an existing wireless network for broader nety

WISP  In this mede, this device connects to an access point provided by ISP in wireless manner, and provides the
X Advanced wireless network.

Repeater In this mode, the device connects to multiple wired networks through wirel
&, Tools

access point.

P2MP  In device connects to multiple wired networks through wireless bridge, but does not provide
wire —
Router connect to modem in wired manner, and provide network access point

(4) Set anSSIDwhich idP-COM 158808in this exampleSecurity Mode which isWPA2PSK
in thisexample, andey, and clickNext.
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Quick Setup>>AP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

* 53D IP-COM_158808

Channel Auto A
* Security Mode | WPA2-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key

Previous Next

(5) ClickSave and wait until the CPE reboots automatically to activate the settings.

Quick Setup>=AP

The device is set to AP, click "Save” to apply the settings.

Previous Save

Perform the procedure i@ Power on the CPE® power on the CPE2

Set CPE2 to Client Mode.

(1) Usean Ethernet cable to connect your computer to th&Nport of the PoE injector.

CPR
Power socket
‘ PoE injector
¥,
@
C

12v==1A PoE/LANL LANZ LAN3 LAN4 RESET
‘ | B ]~ —
D PoE LAN

K - J PoE [if[ |}/[LAN

L

Computer

(2) Log in to the web Ul of CBEand choos®uick Setugo enter the configuration page.
(3) SelectClient, and clickNext.
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Quick Setup d

Select a working mode:

O AP  In this mode, the device creates a wireless network based on the current wired network.
® Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
O Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

O WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless networlk.

O Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
access point.

QO P2MP  In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide
wireless access point.

O Router connect to modem in wired manner, and provide network access point

(4) Select the SSID of CPE1 you set, whigh@OM 158308in this example, and clidkext.

Quick Setup>=>Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Upstream AP IP-COM_158808

Select SSID Channel MAC Address Security Mode Signal
Strength
® IP-COM_158808 165 D8:38:0D:5A:AA:34 WPA2-PSK AES =

(5) Enter the WiFi password you set I6PE1n the Keytext box, and clickext.
Quick Setup==Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP IP-COM_158808

Upstream AP MAC Address  D&:38:0D:5A:AA:34

Channel 165{5825MHz) v
Security Mode WRAZ-PSK v
Encryption Algorithm @ AES ) TKIP ) TKIP&AES

* Koy | swsesems

Previous
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(6) Set thelP addresgo an unused IP address belonging to the same network segment as
that of CPE1For example, ifthe IP addressof CPEEL 192 . 168. 2. 1, you
IP address to 192.168.2.X (X ranges from 2 to 254). TheiNelktk

Quick Setup==Client

Set the [P address to an unused IP address belonging to the network segment of upstream AP.

* IP Address 192.168.2.10

Subnet Mask 2552552550

(7) QickSave and wait until the CPE reboots to activate the settings

Quick Setup==Client

The device is set to Client, click "Save” to apply the settings.

—--End

When the LED1, LED2 and LED3 indicators of a CPE light sdfitdeathevLED1, LED2 and
LEDS indicators of the other CPE blink, the bridging succeeds.

If you want to perform peeto-multiple peers bridging, refer t&ep 4-5to bridge them to the
CPE with the LED1, LED2 and LED3 indicators solid on.

'\QI' Tip

You can check th8SID and key of the CPE by choddiirgless> Basicafter logging in to the web UI.

1.2.3 Install the CPEs

The CPE (transmitter in AP mode) with LED1, LED2 and LED3 solid on should be connected to
the switch connecting to a network video recorder (NVR).

The CPEeceiver in Client mode) with LED1, LED2 and LEDS3 blinking should be connected to
the switch connecting to a monitoring IP camera.

Detailed procedures are as follows:

1. Place the transmitter in the open air at the point where the NVR is located. Placediger
in the open air at the point where the IP camera is located.

2. Uncover the housings of the two CPEs, and connecPtt&/LANports of the CPEs to PoE
injectors respectively. THeowerLED indicators light up.
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3.

4.

Adjust the two CdéhldilthedBEDL, eEDP and tED3of theltwo €REs light
up.

Use the plastic straps to attach the two CPEs to the poles respectively.

CPE1: AP mode CPEZ2Clientmode

Switch

Switch

jﬂ 3]

NVR ) Computer

IP camera

Check the LED1, LED2 and LED3 indicators of the CPEs to confirm whether the positions are
proper. The more LED indicasdight up, and the better the connection quality is. The LED
indicator descriptions of the CPEs below are for reference.

LED indicator Status Description

The CPHs connectedd a device/devices

Solid on The CPE may work in AP, Repeater, P2MP or Route
mode.

Blinking The CPE may work in Client, Universal Repeater or
WISP mode.

LED1, LED2, LEL ggjiq on/Blinkin Each LED indicator C(.)rresp'onds to a received signal strength
9 value. When the received signal strehgtf the CPE reaches the

(Received signal RSSI threshold, the corresponding LED indicator lights up. Y¢
§trgngth LED can judge the connection quality based on the statuses of the
indicators) LED indicators.

By default, the minimum signal strength of LED1, LED2 and L
are-90 dBm-80 dBm and70 dBm. You can change them on tt
Wireless>Advancedpage of the web Ul of the CPE.

No device is connected to the CPE, or the received signal

off strength is less than the RSSI threshold (defa@@t:dBm).
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2 Login

2.1 Login

CPES®6S is used for illustratioaré.

A Logging in to the web Ul for the first time or after the CPE is reset

1. Connect the computer to the CPE or the switch connected to thg@Rered by PoE in this
example)

CPE

Power socket

PoE injector

LT ° ==

PoE LAN |

—l

{ - \
KU s J poE [Y/] Ty/JLAN

Computer

2. Start a web browser on your computer, and vi€i®.168.2.1Enteryour username and
password (defaultadmin/admin), and click.ogin

_‘O'_ ip

For the security of your network, you can change the login user name and password by ciiooking
Account

£
-
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Mew Tak * +

C (@ hitp//192.168.2.1| e :

CPE6SV1.0

Default user name: admin

Default password: admin Mot

9 English v

Forget password?

]

If the preceding page does not appear, pleasdheyfollowing methods:

Ensue that the CPE is powered on properly.
Ensure that the computer is connected to the LAN port of the CPE properly.
Ensure that the | P address of the computer is

example, if the default IP addresstbé CPE is 192.168.2.1, you can set the IP address of the computer
to 192.168.2X(Xranges from 2 to 254 and is not occupied).

If more than oneCPHs connected, please modify the IP address of each oagdid the failure to log

in to theweb Ulof the CPElue to IP address conflict.

Reset the CPE to factory settinBeset methodWith the CPEpowered on hold down the reset button
for about 8 seconds, and then releasavhenall indicators light up and then turn offh& CPE is
restored to factory sdings successfully.

—--End

After successful loginhe following page appears.
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Current Mode: AP

A Status Quick Setup

4y Quick Setup Select a working mode:
® AP In this mode, the device creates a eless netwo on the current ed networ

& Network

Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP

2 Wireless Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage

WISP  In this mode, this device connects to an access point provided by ISP in

¥ Advanced sireless networ
Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
&, Tools S

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

Router connect to modem in wired manner, and provide network access point

Logging in to the web Ul after the CPE is set to AP mode, Client mode, Universal Repeater
mode, Repeater mode or P2ZMP mode

Connect thecomputer tothe CPE or the switch coented to the CPE

Set the IP address of the computer to an unused one belonging to the same network segment
of the IP address of the CPE.

For example, if the IP address of the CPIR#168.2.1you can set the IP address of the
computer t0192.168.2X(Xis an unused digit ranging from 2 to 254), and subnet mask to
255.255.255.0

Internet Protocol Version 4 (TCP/IPvd) Properties wﬂ_hj

General

‘You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 2 . 20
subnet mask: 255 , 255 , 255 . 0|
Default gateway:

Obtain DM5 server address automatically

(@) Use the following DMS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

[ OK H Cancel ]

ﬁ
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|
,

“Tip

N

)

Refer toAssign a fixed IP address to your comptmeAppendixfor detailsof step 2 above.

Start a web browser on your computer, and vibi¢ IP address of the CPE

|
,

“Tip

-n@

If the CPE is set ©lient, Universal RepeateiRepeateror P2MPmode, use the IP address you changed
when you set it to these modes to log in to the web UI. If you do not change it, try 192.168.2.1.

Enterthe loginuser name anghasswordyou set(default:admin/admin), and clickogin

CPE6SV1.0
Default user name: admin
Default password: admin et

9 English v

Forget password?

]

If the preceding page does not appear, please try the following methods:
i Ensure that the CPE is powered on properly.
1 Ensure that the computer is connected to the LAN port of the CPE properly.

i Ensire that the I P address of the computer is in
example, if the default IP address of the CPE is 192.168.2.1, you can set the IP address of the computer
to0 192.168.2.X (X ranges from 2 to 254 and is woupied).

i If more than one CPE is connected, please modify the IP address of each ooiel th@vailure to log
in theweb Ul of the CPE due to IP address conflict.

1 Reset the CPE to factory settinBgset methodWith the CPEpowered on hold down the eset button
for about 8 seconds, and then releasavtienall indicators light up and then turn offh@ CPE is
restored to factory settings successfully.

—End
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>

Logging in to the web Ul after the CPE is set to WISP or Router mode
Connect thecomputer b the CPEor the switch connected to th€EPE
Start a web browser on your computer, and viki¢ IP address of the CPE.

In WISP or Router modthe CPE provides a DHCP server function to assign IP addresses to
clients in LANInthis case, the gateway l&ddress of the computer is tH® address of the
CPE

_\@,_ -

Refer toCheck the gateway IP address of a compumeAppendix to get the gateway IP address of your
computer.

Enterthe loginuser name and passwordnd click_ogin

CPE6SV1.0

Default password: admin et

9 English v

Forget password?

|
G

“Tip

N

)

If the preceding page does not appear, pleasdhgyfollowing methods:
1 Ensure that the CPE is powered on properly.
1 Ensure that the computer is connected to the LAN port of the CPE properly.

1 Ensure that the IP address of the computer is in the samemetwk s egment of the CPE
example, if the default IP address of the CPE is 192.168.2.1, you can set the IP address of the computer
to 192.168.2X(Xranges from 2 to 254 and is not occupied).

i If more than oneCPHEs connected, please modifige IP address of each oneawoid the failure to log
in theweb Ulof the CPHlue to IP address conflict.

i Reset the CPE to factory settingeset methodWith the CPEowered on hold down the reset button
for about 8 seconds, and then releasavltenall indicators light u@and then turn off. ie CPE is
restored to factory settings successfully.

—End
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2.2 Logout

The CPE logs out when you:
i Click theLogoutbutton on the uppeiright corner of the web Ul
i Close the web browser
i Perform no operation withinte login timeout intervaldefault: 5 minutes)

You can change the login timeout interval on thdvanced> Network Servicepage.
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3 Web Ul

3.1 Web Ul layout

The web Ul of th€PHs composed of parts, including théevel1 navigation treelevel2
navigation tree, tab page area, and configuration area.

N Statis LAN Setup e

4y Quick Setup e MAC Address 00:80:C6:15:87:70

& Network IP Address Type Static IP Address v
LAN Setup IP Address | 192.168.2.1
DHCP Server

e e Subnet Mask | 255.255.255.0 o

VLN Setungs Default Gateway 0.0.0.0

Wireless
Primary DNS Server 0.0.00

¢ Advanced
x Secondary DNS Server 0.0.00

Tool
v 908 Device Name | CPE15V1.0

No. Name Description

Levell navigation tree o ) )
The navigation bars and tab pages display the function menu c

Level2 navigation tree  the CPEWhen you select a function in navigation bar, the

configuration of the function appears in the configuration area.
Tab page ara

Configuration area It enables you to view and modify configuration.

Chapter3 Web Ul 21



3.2 Commonbuttons

The following table describes the commbuttons available on the web Ul

Common Buttons Description
Refresh It is used to update the content of the current page.
It is used to save the configuration on the current page and enable the

configuration to take effect.

It is used to go back to the original configuration without saving the configura
on the current page.

Cancel

a It is used to view help information correspding to the settings on the current
page.
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4 Quick setup

This module enables you to quickly configure @feEor change the working mode of the CPE
to deploy your wireless network

The CPE supports the following operatingdes:
i AP In this mode, theCPEcreates a wireless network based on the current wired network.

i Client In this mode, th&CPBEvorks as a wireless adapter to connect to the wireless network
of upstream AP. Working in the Client d& the CPEloes not provide \veless access
service, and a clierttevice needs to be connected to tidPEvith an Ethernetcable.

i Universal Repeatein this mode, theCPEextends an existing wireless netwdidk broader
network coverageThe new wireless network sahe same SSID, password, and related
wireless information as thapstreamwireless network.

i WISP In this mode, theCPEconnects to a hotspot provided by ISP in eele@iss manner, and
provides the wireless network. The CPE can also be connected war#iessnetwork of
the upstream wireless router to obtain the IP addresd€yCPynamic I, static IP
addressor PPPofor internet access.

i Repeater In this mode, theCPEeonnects multiple wired networks through wireless bridge,
and provides wireless access point.

i P2ME In this mode, theCPEconnects multiple wired networks through wireless bridge, but
does not provide wireless access point.

i Router In this mode, theCPEonnects to a modem in a wired manner, and provides a
wireless network.
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4.1 AP mode

4.1.1 Overview

In AP modethe CPE connects to a wired network, and providesraless network for
wireless clients.

Application scenario 1

You want to transform your wired network to a wireless one for your wireless devices to
access the internefThe network topology is shown as below.

-

a Router

. ((* MSWitch
Smartphone e Ap mode
' Computer

The CPE in APade usually works with another CPE in client mode to establish a CCTV
surveillance network. Set one CPE to AP mode and connect it to the switch which is
connected to the NVR, and the other to Client mode, and connect it to the switch which is
connected toan IP camera. The network topology is shown as below.

Application scenario 2
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Switch CPE: Int mode CPE: AP mode

IP Camera

a Router
9) @« M Switch

=

' Computer NVR n

4.1.2 Quick setup

1.
2.

3.

NIFEIESS ac

Log in to the web Ul of the CPE and cho@s&ck Setugo enter the configuration page.

SelectAPmode and cliciNext.

Current Mode: AP

Quick Setup

Select a working mode:

8 AP In this mode, the device creates a wireless network based on the current wired network

Client In this mode, the device works as a t eless networl eam AP,

Universal Repeater In this mode, this device et k for broader network je

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
access point.

P2MP  In this maode, the device connects to multiple wired networks through wirele i doe de

Router connect to modem in wired manner, and provide network access point

Set an SSIWhich isIP-COM 158808in this exampleSecurity Mode, which isSWPA2PSKn
this example EncryptionAlgorithm, which iSAESn this exampleandKey, and clickNext.
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Quick Setup==AP

You can set up your wireless network name and wireless password here.
Note down your wireless password.

* SSID IP-COM_158808

Channel Auto v
* Security Mode WPRAZ-PSK v
* Encryption Algorithm @ AES TKIP TKIP&AES
* Key
Previous Next
Parameters description
Name Description
SSID It specifies the wireless network name of tRIPE

It specifies the operatinghannel of ths CPE

Channel Auto: It indicates that thaleviceautomatically adjusts its operating channel
according to the ambient environment.

It specifies the secuyi mode of the wireless networkncludng: Nong WPAPSK

Security Mode WPA2PSKandMixed WPAWPAPSK

It specifies theencryption method of the wireless network.
T AESIt indicates the Advanced Encrigot Standard.

_ ' i TKIP It indicates the Temporal Key Integrity Protocol. If TKIP is used, tF
Encryption Algorithm maximum wireless throughput of th€PHs limited to 54 Mbps.

1 TKIP&AESt indicates that both TKIP and AES encryption algorithms ar
supported. Wireless clients saonnect to the wireless network
corresponding to the selected SSID using TKIP or AES.

Key It specifies thaNiFi password of the wireless network.

4. ClickSave and wait until theCPEeboots automatically to activate the settings.

Quick Setup>>AP

pFEVious m

The device is set to AP, click "Save” to apply the settings.

—--End

Chapter4 Quick setup 26



4.2 Client mode

4.2.1 Overview

In Client mode, th CPEerves as a wireless adapter, and connects to a wireless network of
upstream APThe CPE does not provide wireless access service, and a client device needs to
be connected to the CPE with an Ethernet cable

Application senario

The CPE in client mode usually works with the i@RP modedo establish a CCTV
surveillancenetwork, and use the CRE client modeto connect to IP cameras. The network

topology is shown as below.

Router

=

Switch CPE: Client mode CPE: AP mode

1)) ((t M Switch

IP Camera

' Computer NVR n

4.2.2 Quick setup
1. Log in to the web Ul of CPE an@dobkeQuick Setugo enter the configuration page.

2. SelectClient and clickNext.
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Quick Setup

Select a working mode:
AP

® Client
Universal Repeater

WISP
Repeater
P2MP

Router

3. Select the SSI@f the upstream APRwhich isIP-COM_15880&n this exampleand clickNext at
the bottom of the page

Quick Setup= =Client

Click "Scan”, and select the wireless network you want to connect,

and click "MNext”.
Scan () Scan again

Upstream AP |IP-COM_158808

Signal
Select SSID Channel MAC Address Security Mode e
Strength
. IP-COM_158808 165 D8:38:0D:5A:AA:34 WPA2-PSK AES M

|
-@-Tip

If you cannot find any SSID from the ligtyigateto the Wireless> Basicpage and enable the wireless
function. Then try again.

If you cannot find the SSID of the upstream AP from the list:

i Ensure that the WiFi network of the upstream AP is enabled. Only the WiFi networks at the same band
as that of theCPE will be displayed in the list.

1 Adjust the direction of the CPE, and move it closer to the upstream AP.

4. Enter the WiFi passwotfdr the selected WiFi networle-COM_ 158808 the Keytext box
and clickNext.
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Quick Setup>>Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next" to continue.

Upstream AP IP-COM_158808

Upstream AP MAC Address D8:38:0D:5A:AA:34

Channel 165(5825MHz) v
Security Mode WRAZ-PSK v
Encryption Algorithm  @® AES TKIP TKIP&AES
* Key

Previous MNext
Parameters description
Name Description
Upstream AP It specifies the wireless network name (SSID) of the upstream AP.

It specifies the operating channel of théiFi network to be bridged. Will be

Channel automaticallypopulated when you select an SSID to bridge.

It specifies e security modeof the WiFi network to be bridged. Will be
Security Mode automaticallypopulated when you select an SSID to bridge. If the WiFi network
be bridged has a WiFi password, you need to enter the password manually.

5. Setthe IP address to an unused Irads belonging to the same network segment as that of
the upstream APThen set the Subnet Mask to the same one ofipstream APRand click
Next.

For exampleif the IP address dhe peer devicas 192.168.2.1, you can siie IP addressf
thisdeviceto 192.168.2X(Xranges from 2 to 254).

Quick Setup > >Client

Set the I[P address to an unused IP address belonging to the network segment of upstream AP.

* IP Address 192.166.2.10

Subnet Mask 2552552550

Previous MNext

6. ClickSave and wait until theCPEeboots to activate the settings.
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Quick Setup>>Client

The device is set to Client, click "Save” to apply the settings.

—End

When LED1, LED2, and LEDB@fpeer devicare solid on, and LED1, LED2, and LEDt® of
CPEare blinking the bridgng succeeds.
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4.2.3 Example of AP mode and client mode

Network requirement

You want to use two CPEs to establish a GDiwillancenetwork.

“Tip

lIII:’I@:-

1 A CPE can support several IP cameras. The maximum number of IP cameras can be calculated with the
following formula:

T Number of IP ameras=Transmitted/received rate of the CPE / Data rate of IP camera

Solution
i Set CPE1 tihe AP mode, and connedtto the NVR.
i Set CPEDtthe Client mode, and conneittto IP cameras.
Network topology
Router
Switch CPEZ2: Client mode CPE1: AP mode
D) ¢ Gp—P svitcn
IP Camera

Configuration procedure

1. SetCPElo APmode.

(1) Log into the web Ul of CPEL, and choQaeck Setugo enter the configuration page.
(2) SelectAPmode and cliciNext
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Current Mode: AP

Quick Setup

Select a working mode:

® AP In this mode, the device creates a wireless network based on the current wired network

works as a wireless adapter to connect to the wireless network of upstream AP.

Client In this mode, the device w

Universal Repeater In this mede, this device extends an existing wireless network for broader network coverage.

WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
access point.

P2ZMP In this mode, the device connects to multiple wired networks through wireless bridge, but do

wireless access point.

Router connect to modem in wired manner, and provide network access point

(3) Set an SSIWwhich isIP-COM 158808in this exampleselect aSecurity Mode (WPA2PSK
is recommende}] customizeKey, and clickNext.

Quick Setup>>AP

You can set up your wireless network name and wireless password here.
Note down your wireless password.

* SSID IP-COM_155808

Channel Auto v
% Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES

* Key | sesesses

Previous

(4) ClickSave and wait until theCPEeboots automatically to activate the settings.

Quick Setup==>AP

The device is set to AP, click "Save” to apply the setftings.

Previous Save

Chapter4  Quick setup 32



2.

SetCPE2o Clientmode.
(1) Log in to the web Ul of CPE2 and cho@skck Setupo enter the configuration page.
(2) SelectClient, and clickNext.

Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless net ired networ
® Client In this mode, the device works as a wire eless network o eam AP,

Universal Repeater In this mode, this device der ne k coverage

WISP  In this mode, this device connects to an access point provided by ISP in ner, and provides the
wireless network.

Repeater In this mode, the device connects to multiple wired networks through wirele dge, and provide ele
access point.

P2MP In this meode, the device connects to multiple wired networks through wireless bridge, but does not provide
vireless access point.

Router connect to madem in wired manner, and provide network access poir

(3) Select the SSI@f the CIEL which isP-COM 158808in this example, and clidkext at
the bottom of the page

Quick Setup==Client

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan () Scan again

Upstream AP |IP-COM_1588038

Signal
Select SSID Channel MAC Address Security Mode 2
Strength

O [P-COM_158808 165 D8:38:0D:5A:AA:34 WPAZ2-PSK AES 1.11“

'@' Tip
If you cannot find the SSID of the CPE1 from the list, adjust the direction of CPE2, and move it close to the
CPE1.
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(4) Enter the WiFi password you set @FPE1In the Key text box and clickNext

Quick Setup>=Client

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP IP-COM_158808

Upstream AP MAC Address D&:38:0D:5A:AA:34

Channel 165(5825MHz) v
Security Mode WRAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key

Previous Next

(5) Setthe IP address to an unused IP address belonging to the same network segment as
that of CPE1Then set the Subnet Mask to the same one of the peer deaitgglick
Next.

For exampleif the IP address dZPE1s 192.168.1, you can sehe IP addressf the
deviceto 192.168.2X(Xranges from 2 to 254).

Quick Setup>>Client

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

* IP Address 192.165.2.10

Subnet Mask 2552552550

Previous MNext

(6) ClickSave and wait until theCPEeboots to activate the settings.

Quick Setup=>>Client

The device is set to Client, click "Save” to apply the settings.

—--End

When LED1, LED2, and LEDGRE Bre solid on, and LED1, LED2, and LEC®PBfare
blinking the bridgng succeeds.
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You can check the SSID and key of CPE2 Miitkbess>Basicpage after logging in to the web UI.

Verification

Qurveillancevideos can be seen on the computer in the side of CPEL.
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4.3 Universal repeater mode

4.3.1 Overview

In Universal Repeatemode, thre CPExpands your WiFi netwoffior broader network
coverageThe new wireless network sghe same SSID, password, and relateadless
information as theupstreamwireless network.

Advantage of Universal Repeater compared Withpeater modeThe Universal Repeater
mode does not require that the upstream AP supports WDS function.

Application scenario

The CPih Universal Repeatanodeused to extend your existing wireless netwoukually
workingwith the CPE in AP modE&he network topology is shown as below.

WAN
Router
LAN

IP camera

o

Switch
’)) ((‘ Switch

CPEUniversal repeatemode CPEAPmMode

Computer NVR

4.3.2 Quick setup
1. Log in to the web Ul of the CPE and cho@s&k Setugo enter the configuration page.

2. SelectUniversal Repeaterand clickNext.
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Quick Setup

Select a working mode:
AP
Client

® Universal Repeater

WISP
Repeater
P2MP

Router

3. Select the SSIaf the upstream A°, which iSP-COM_158808n this exampleand clickNext at
the bottom of this page

Quick Setup>=Universal Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "MNext".
Scan o Scan again

Upstream AP IP-COM_158808

Signal
Select SSID Channel MAC Address Security Mode =
Strength
. IP-COM_158808 165 D8:38:0D:5A:AA:34 WPA2-PSK AES M

|
-@-Tip

If you cannot find any SSID from the listyigate to theWireless>Basicpage ancenablethe wireless
function. Then try again.

If you cannot find the SSID of thpatream AP from the list:

1 Ensure that the WiFi network of the upstream AP is enabled. Only the WiFi networks at the same band
as that of the CPE will be displayed in the list.
i Adjust the direction of the CPE, and move it closer to the upstream AP.

4. Enter thre WiFi passwordf the upstream ARn the Keytext box and clickNext.
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Quick Setup>>Universal Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "MNext” to continue.

Upstream AP IP-COM_158808

Upstream AP MAC Address D&:38:0D:5A:AA:34

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key

Parameters description

Name Description

Upstream AP It specifies the wireless network name (SSID) of the upstream AP.

It specifies the operating channel of théiFi netwok to be bridged. Itill be

Channel automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be bridged. Will be
Security Mode automaticallypopulated when you select an SSID to bridge. If the WiFi n&ttedre
bridged has a WiFi password, you need to enter the password manually.

5. Setthe IP address to an unused IP address belonging to the same network segment as that of
the upstream APFor exampleif the IP address dhe upstream ARs 192.168.2.1, ywcan set
this device’ s | RXrargyebfrans24o 254h TherOclislext 6 8 . 2 .

Quick Setup=>=Universal Repeater

Set the IP address to an unused IP address belonging to the network segment of upstream AP.

* IP Address 192.166.2.10

Subrnet Mask 255 2552550

Previous Next

6. ClickSave and wait until theCPEeboots to activate the settings.
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Quick Setup > =Universal Repeater

prEVIGUS m

The device is set to Universal Repeater, click "Save" to apply the settings.

—End

When the LED1, LED2, and LED3 of CPE are blinking, the bridging succeeds.rEnegWViF
and password of the CPE are the same as those of the upstream AP.
To access the internet with:

i Wireless devices: Connect the wireless devices, such as agmoae, to the WiFi
network of theCPHising theWiFi name and password of the upstream AP

i Wired devices: Connect the wired devices, such as a computer, to the LAN port of the
CPE, or the switch connected to the LAN port of the PoE injector.
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4.4 WISP mode

4.4.1 Overview

In WISP mode, thCPE connesto ahotspotprovided by ISP in wireless manner, alidws
the wirelessand wired devices connect the CPE for internet access.

Application scenario

The CPE is used to extend the ISP hotspot. The network topology is shown as below.

CPE: WISP mode Switch

ISP hotspot

Smarphone Computer

4.4.2 Quick setup

1. Log in to the web Ul of this CBEd chooseQuick Setip to enter the configuration page.

2. SelectWISP and clickNext.
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Quick Setup

Select a working mode:
AP
Client
Universal Repeater

® WISP
Repeater
P2MP

Router

3. Select the SSIaf upstream APwhich isWiFi_123456in this exampleand clickNextat the
bottom of the page

Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Mext".
Scan o Scan again

Upstream AP WiFi_123456

Signal
Select SSID Channel MAC Address Security Mode =
Strength
. WiFi_123456 165 D8:38:0D:5A:AA:34 \WPA2-PSKAES M

]

If you cannot find any SSID from the listyigate to theWireless>Bast page ancenablethe wireless
function. Then try again.

If you cannot find the SSID of the upstream AP from the list:

i Ensure that the WiFi network of the upstream AP is enabled. Only the WiFi networks at the same band
as that of the CPE will be displayiadhe list.
1 Adjust the direction of the CPE, and move it closer to the upstream AP.

4. Enter the WiFi passworaf the upstream ARn the Keytext box and clickNext.
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Quick Setup>>WISP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of upstream AP,

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP WIiFi_123456

Upstream AP MAC Address D8:38:0D:5A:AA:34

Channel 165(6825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key

Previous Next
Parameters description
Name Description
Upstream AP It specifies the wireless networlkame (SSID) of the upstream AP.

It specifies the operating channel of théiFi network to be bridged. Will be

Channel automaticallypopulated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be briged. Itwill be
Security Mode automaticallypopulated when you select an SSID to bridge. If the WiFi netv
to be bridged has a WiFi password, you need to enter the password manu

5. Select thdnternet Connection Typef your ISP hotspotvhich isPPPoln thisexanple. Enter
the PPPOE user name and password provided by your ISP, anfdeoiick

Quick Setup> =WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP,

and click "MNext".

Internet Connection Type DHCP (Dynamic IP) Static IP Address ® PPPoE
PPPoE User Mame

PPPoE Password

Previous Mext
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Parameters description

Name Description

i DHCP (Dynamic IPyhe device obtains an IP address and other
parameters form the DHCP server of upstredevice for internet
access.

Static IP AddressThe device access the internet by setting the IP
address, subnet mask, default gateway and DNS server |IP addresse
manually.

Internet Connection
Type

i PPPoOEThe device access the internet using the PPPOE user name ¢
password prowded by the ISP.

6. Customize th&SIgwhich isTom@ WiFiin this exampleandkey, and clickNext.

Quick Setup= = WISP

You can set up your wireless network name and wireless password here.

Note down your wireless password.

* SSID(WiFi Name) Tom's WiFi

Channel 165(5825MHz) v
Security Mode WPRAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key

Previous MNext

7. SetanIP addres$elonging toa differentnetwork segment as that gfour ISP hotspot~or
example,f the IP address ofour ISP hotspas 192.168.2.1 you can set this
address to 192.168.1 (Xranges fronD to 254 excluding?) which is also the login IP address
of the CPEThen clickNext.

Quick Setup:= =WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point
or upstrearm AP.

* [P Address 192.168.8.1

Subnet Mask 2552552550

Previous Next

8. ClickSave and wait until theCPEeboots to activate the settings.
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Quick Setup=>>WISP

The device is set to WISP, click "Save” to apply the settings.

PFEViGus E

—End

After the CPE rebdas, log in to the Wed Ul of thePEagain and choos8tatusto enter the
page. If the WAN IP address, default gateway and DNS server information obtained by the
WAN port are displayed on tHgystem Statusection, the configuration succeeds.

After successil configuration, devices connected to the CPE can access to the internet in a
wired or wireless mannem practical environments, it is recommendeddonnect a wireless
router to the CPE for omnidirectional wireless network coverage.

'\®" Tip

The name and pas®rd of the wireless network are SSID and Key s8tep 6above.

CPEWISP mode WirelessRouter
g4 ((t®LAN WAN@ ’))
NS LAN
ISP hotspot D
Smarphone

Computer '

To access the internet, you need to configure the router as follows.

‘\@,‘ Tip

For detailed configuration of the router, please refer to tberresponding user guide.

Log in to the Wed Ulfdhe router.

SelectDynamic IRs thelnternet Connection Typeand save the settings.

—End
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To access the internet with:

i Wireless devices: Connect the wireless devices, such as agmoaet, to the WiFi
network of thewireless router which is conneatdo the CPE

i Wired devices: Connect the wired devices, such as a computer, to the LAN ports of
the wireless router which is connected to the CB&urethat the IP address of the
computer is automatically obtained

4.4.3 Example of WISP mode

Network requiremern

You live in countryside, and it is not convenient for you to connect the nearest ISP base
station using Ethernet cables. So you want to extend the ISP hotspot to your h@me in
wireless manner.

Solution
Set the CPE to WISP mode, andnectit to the ISFhotspot.

Assume that the SSID akMdiFipassword of the ISRotspotare:
i SSID: WiFi_123456
i WiFiPassword: 12345678
i Internet Connection Type: PPPoE
i User name: admin
i Password: admin
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Network topology

CPE: WISP modit Wireless puter

P— D

LAN

@

ISP hotspot D

WiFi Password: 12345678
Computer

Configuration procedurs

1. Setthe CPE to the WISPode.
(1) Log in to the web Ul of this CBEd chooseQuick Setupo enter the configuration page.
(2) SelectWISR and clickNext.

Quick Setup

Select a working mode:

AF  In this mode, the device creates a wireless network based on the current wired network

Client In this mode, the device works as a wireless adapter to connect to the wireless netwark of upstream AP,

Universal Repeater In this mode, this dewvice extends an existing wireless network for broader network coverage.
® WISP In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the
wireless network.

Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wireless
access point.

rovide

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not p

wireless access point.

Router connect to modem in wired manner, and provide network access point

(3) Select the SSI@f your ISP hotspotwhich iswWiFi_123456in this example, and clidkext
at the bottom of the page
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Quick Setup>>WISP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan (} Scan again
Upstream AP WiFi_123456
. Signal
Select SSID Channel MAC Address Security Mode
Strength
O WiFi_123456 165 D8:38:0D:5A:AA:34 WPAZ2-PSK AES 1.’1!1

(4) Enter the Wi passworaf your ISP hotspah the Keytext box and clickNext.
Quick Setup> =WISP

Ensure that the device usas the same channel, encryption, and encryption algorithm as those of upstream AP.

Then enter the remote AP's WiFi password, and click "Next” to continue.

Upstream AP WiFi_123456

Upstream AP MAC Address  D8:38:0D:5A:AA:34

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algeorithm @ AES TKIP TKIP&AES
* Kay | eeeeens

Previous Mext

(5) Select thdnternet Connection Typef your ISP hotspotvhich isPPPoEn thisexample
Enter the PPPOE user name and password provided by your ISP, ahxtick

Quick Setup > =WISP

Please select an internet connection type, and enter the internet parameters provided by your ISP,

and click "Next".

Internet Connection Type DHCP (Dynamic IP) Static IP Address # PPPoE
PPPoE User Name

PPPoE Password

Previous Mext

(6) Customize th&s3D andkey, and clickNext.
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Quick Setup: = WISP

You can set up your wireless network name and wireless password here.
Note down your wireless password.

* SSID(WiFi Name) Tom's WiFi

Channel 165(5825MHz) v
Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIPBAES
* Key

Previous Mext

(7) SetanIP addres$elonging toa differentnetwork segment as that gfour ISP hotspot
For exampleif the IP address ofour ISP hotspat s 192. 168. 2.1, you ¢
IP address to 192.1681 (Xranges fronD to 254excluding?) which is also the login IP
address of the CPHEhen cliciNext

Quick Setup= =WISP

Specify the device with an IP address whose network segment is different from that of IP address of ISP access point
or upstream AP.

* IP Address 192.168.58.1

Subnet Mask 255 2552550

Previous Next

(8) ClickSave and wait until theCPEeboots to activate the settings.

Quick Setup= =WISP

The device is set to WISP, click "Save” to apply the settings.

When LED1, LED2, and LED3 of@R& are blinkinghe CPHs connected to your ISP hotspot
succesfully.

Set the wireless router.

(1) Log in to the Wed Ul of the router.
(2) SelectDynamic IRas thelnternet Connection Typeand save the settings.
----End
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Verification

Your wired and wireless devices can connect to thelesisrouter which is connected to the
CPE for internet access.
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4.5 Repeater mode

4.5.1 Overview

In Repeater moddahe CPEonnects 2 or more (thiSPEsupports 4 at most) wired networks
with a wireless link, and can be connected with both wired and wireless cliemtsse this
function, the peer AR required to support WDS function.

The CPE in Repeater mode can works with the CPE in Repeater or P2MRepedder
mode isusuallyused to achieve communication between multiple offices of an enterprise in
a city.

Application scenario

You want to comime multiple wired networks into one iawireless mannefThe network
topology is shown as below.

Switch
CPEZ2: Repeater mode
2 Router
Computer Computer IP camer CPEl Repeater mod

8t ? Switch
Switch D)
CPB: Repeater mode

----------------------

Y P ———

£
) O

) e Y

?

Computer Canputer IP camerfi Computer  Computer NVR
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4.5.2 Quicksetup

Peer to peelbridging

WAN

Router

LA
Switch  CPE1: Repeater mode CPE2: Repeater mod

---------------------

Computer  Computer [P camerg

%W % =

Computer Computer NVR

) R ——— {
[

-----------------------------------------

Assume that the related parameters are as follows:

CPHR

i SSIDIRCOM_123456

i Channei 165

i Security mode WEP

i Authentication type Shared
T Keyl to key4 12345

CPE2

i SSIDIRCOM_1
i WLAN MAC Addres$8:38:0D:5A:AA:34

To check the SSID and key of the CPE, you can log in to the web Ul of the CPE amilicklesse Basicto
enter the page.

1. Setthe CPE2 to thRepeatermode.

(1) Log in to the web Ul of CPE2, and chodseeless> Basicto enter the configuration
page.

Chapter4 Quick setup 51



(2) Modify theChannel(165 in this example) andhannel Bandwidti{20MHz in this
example), and clicBave

Enakle Wireless

Country/Region

SSID

Broadcast SSID

MNetwork Mode

% Channel

Channel Shift

Transmit Power

% Channel Bandwidth

Transmit Rate

Security Mode

Authentication Type

Default Key

Key 1

(3) ChoosedQuick Setugo enter the configuration pageSelectRepeatermode, and click

Next.

«©

China
IP-COM_1
% Enable

1ain

Disable

165(5825MHz)

Enable

20MHz

Auto

WEP

Shared

Key 1

12345

12345

12345

12345

# Disable

ASCII

ASCII

ASCII

ASCII
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Quick Setup

Select a working mode:

AP In this mode, the device creates a wireless networl ed on the curre ired netwo

Client In this mode, the device works as a wireless adapter to connect to t eless network o

Universal Repeater In this mode device extends an existing wireless network broader ne

WISP  In this mode, this device connects to an access point provided by ISP ir ele ner, and
wireless network.
® Repeater In this mode, the device connects to iple wired networks through wireless bridge, and
access point.

P2ZMP 1 ode, the device connects to multiple wired ne oug ele idge doe
wireless access point.

Router connect to modem in wired manner, and provide network access poir

(4) Select the SSID &PEZrom the list, which idP-COM 123456in this example, and click
Nextat the bottom of the page

Quick Setup: >Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Peer AP1 D3:35:0D:5A:AA34
Peer AP2 Select an SSID or enter a MAC
Peer AP3 Select an S5ID or enter a MAC
Peer AP4 Select an SSID or enter a MAC
Select SSID Channel MAC Address Security Mode Sts:f:;h
v IP-COM_123456 165 D8:38:00:5A:AA:34 WEP 1.]1!!

]
'@'Tip

Only the WiFi networks whosgecurity Mode areNoneor WEPcan bedisplayedon the list.

(5) Set theAuthentication Typeand Default Keyto the same as those of CPE1, which are
SharedandKey 1lin this example, enter th&ey 1 Key2, Key 3andKey 4 and clickNext.
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Quick Setup>>Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer AP1, and click "Next".

Peer AP1 IP-COM_123456

MAC Address of Peer AP1  D8:38:0D:5A:AA:34

Channel 165(5825MHz) v
Security Mode WEP v
* Authentication Type Shared v
* Default Key Key 1 v
* Keyl ASCI v
% Key2 ASCI v
* Key3 ASCI v
* Key4 ASCI v

Previous Mext
Parameters description
Name Description
PeerAPL It specifies the wireless network name (SSID) of the pegr AP

MAC Address of

Peer AP1 It specifies theMAC address of the wirelesgtwork to be bridged

It specifies the operating channel of tNéiFi network to be bridged. Will be

Channel automatically populated when you select an SSID to bridge.

It specifies thesecurity modeof the WiFi network to be bridged. Will be
automaticallypopulated when you select an SSID to bridge.

Security Mode !

‘\@,‘ Tip

The Repeater mode only supports Wl None securitynodes

(6) Setthe IP address to an unused IP address belonging to the same network segment as
that of CPHE. Thenset the Subnet Mask to the same one of BBE&ndclickNext

For example, ifthe IP address@PBEi s 192. 168. 2. 1, YyPoaddressan s e
to 192.168.2X(Xranges from 2 to 254).
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Quick Setup= >Repeater

Set the IP address to an unused IP address belonging to the network segment of peer AP.

* IP Address 192.168.2.10

Subnet Mask 2552552550

Prewvious Next

(7) ClickSave and wait until the device reboots to activate the settings.

Quick Setup==Repeater

The device is set to Repeater, click "Save” to apply the settings.

prE.Vious m

Perform the procedure istep labove to set the CHHo Repeatermode. The differencesra
listed below:

i Select the SSID of CPE2, whidR-SOM_1in this example.
i Do not need to change the IP address of CPEL1.

_\@,_ -

If there are multiple wireless networks with the same SSID, select the one with the WLAN MAC efddress
the CPE2, which 38:38:0D5A:AA:34in this example.

----End
To check whether the bridging is successful:

Method 1: When the LED1, LED2, and LED3 indicators of CPE1 and CPE2 are solid on, the
bridging succeeds.

Method 2:
Log in to the web Ul of CIPE

ChooseAdvanced> Diagnosesekct Pingfrom the Diagnosedrop-down list meny enter the
IP address of CPE2 and chdthrt.
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Diagnose

* Diagnose Ping “
* |P Address Manual w
* |P Address/Domain Mame

Ping Packet 4 Range: 1 to 10000

Packet Size 32 Byte (Range: 1 to 60000

The bridging is successful when the ping succeeds.

Peer to multiple peersbridging

Switch 9)
CPE2: Repeater mode

P A WAN

1 ]

1 I

; 6 i Router
|

! Conlputer Computer |P Camera

' i CPE1: Repeater mode

" (G Switch
Switch M) (
CPRB: Repeater mode

% % ==

Computer Computer NVR

- -

’ \
] I
] ]
1 . [}
L IS
) ]
1 Computer Computer IP camerd
1 I

----------------------------------------

Assume that the related parameters are shown as fadlow

CPE1

i IP Address192.168.2.1
i SSIDIP-COM_1
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i Channel:165

i Channel bandwidth20MHz

i Security modeNone

CPE2

i SSID:IP-COM_2

i WLAN MAC Addres$8:3A:0D:15:88:09
CPB:

i SSIDIRCOM_3
i WLAN MAC Addres®8:3A:0D:15:88:16

Set the CPE2 to thiRepeatermode.

(1) Login to the web Ul of CPE2, and chodéeeless> Basicto enter the configuration

page.

(2) Modify the Channel(165 in this example) andhannel Bandwidti{20MHz in this

example), and clickave

Enable Wireless ()

Country/Region China v

SSID IP-COM_2

Broadcast SSID @ Enable Disable
Network Mode 1ain v
% Channel 165(6825MHz) v

Channel Shift Enable # Disable

Transmit Power

* Channel Bandwidth 20MHz v
Transmit Rate Auto v
Security Mode None v

[sclate Client Enable ® Disable

Max. Number of Clients 48

(3) ChooseQuick Setupand selecRepeaterand thenNext
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Quick Setup

Select a working mode:
AP In this mode, the device creates a wireless network based on the current wired network
Client In this mode, the device works as a wireless adapter to connect to the wireless network of upstream AP.
Universal Repeater In this mode, this device extends an existing wireless network for broader network coverage.

WISP  In this mode, this device connects to an access point provided by ISP in wireless manner, and provides the

'-'-\'i reless network.

® Repeater In this mode, the device connects to multiple wired networks through wireless bridge, and provides wire

i

=3
access point.

P2MP In this mode, the device connects to multiple wired networks through wireless bridge, but does not provide

wireless access point.

Router connect to modem in wired manner, and provide network access point

(4) Select the SSID of CPE1 from the list, whidR-SOM 1in this example, and clidkext

'\®" Tip

i If you cannot scan the SSID of CPE1 from the list, cMioetess>Basicand enablethe wireless
function. Then try again.

1 Only the WiFi networks whose security nesdare set to none or WEP can be displayed on the list.

Quick Setup=>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan (} Scan again

Peer AP1 D3:35:0D:15:88:11
Peer AP2 Select an 551D or enter a MAC
Peer AP3 Select an SSID or enter a MAC

Peer AP4 Select an 551D or enter a MAC

Signal
Select $SID Channel MAC Address Security Mode \gna
Strength
Il IP-CONM_1 165 D8:38:0D:15:88:11 MNone !ﬂﬂ

(5) ClickNextdirectly on the following page.
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Quick Setup>>Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.
Enter the key of peer AP1, and click "MNext".

Peer AP1 IP-COM_1
MAC Address of Peer AP1  D8:38:0D:15:88:11
Channel 165(5825MHz) v

Security Mode None v

(6) Setthe IP address to an unused IP address belonging to thersstmerk segment as
that of CPE1For eample, if the IP address tife CPB is192.168.21, you can set this
device’ s | P aX@rargessfron 2to 2b4). Theset@h8 Subnet Mask to

the same one of th€PElandclick Next.

Quick Setup==Repeater

Set the IP address to an unused [P address belonging to the network segment of peer AP,

IP Address 192.166.2.100

Subnet Mask 2552552550

Previous Next

(7) ClickSave and wait until the device reboots to activate the settings.

Quick Setup= >Repeater

The device is set to Repeater, click "Save" to apply the settings.

pFEViGus m

2. PerformStepl to set CPEto Repeatermode, and bridge to CPEL.

3. Set CPEL1 tBepeatermode and bridge to CPE2 and CPES.

(1) Log in to the web Ul of CPE1, and cho@sé&ck Setugo enter the configuration page.

(2) SelectRepeatermode, and cliciNext.
(3) Select SIBs of CPE2 and CPE3, and blekt.
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|
'@'Tip

If there are multiple wireless networks with the same SSID, select the ones with the WLAN MAC addresses of
the CPE2 and CPE3, which@B8e3A0D:15:83:09 and D8:3A:(D:15:8816 in this example.

Quick Setup>>Repeater

Click "Scan”, and select the wireless network you want to connect,

and click "Next".
Scan (} Scan again

Peer AF1 D38:3A:0D:15:858:09

Peer AF2 D38:3A:0D:15:658:16

Peer AF3 Select an S3I0 or enter a MAC

Peer AP4 Select an 3310 or enter a MAC

. Signal
Select SSID Channel MAC Address Security Mode
Strength
7 IP-COM_2 165 D8:3A:0D:15:853:08 Naone 1.51“
7 IP-COM_3 165 D3:3A:00:15:88:16 Nane 151“
(4) ClickNexton thefollowingpage.

Quick Setup > >Repeater
Ensure that the device uses the same channel, encryption, and encryption algorithm as those of pear AP,
Enter the key of peer AP, and click "Next".

Peer AP1 IP-COM_2

MAC Address of Peer AP1  D8:3A:0D:15:88:09
Channel 165(5825MHz) v
Security Mode None v
Previous MNext

(5) ClickNext.
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Quick Setup:= =Repeater

Set the IP address to an unused [P address belonging to the network segment of peer AP,

IP Address 182.168.2.1

Subnet Mask 2552552550

Previous Next

(6) ClickSave and wait until theCPEeboots to activate the settings.

Quick Setup>>Repeater

The device is set to Repeater, click "Save” to apply the settings.

pFEViGUS m

----End
To check whether the bridging is successful:

Method 1: When the LED1, LED2, and LEDS3 indicators of CPE1, CPE2 and CPE3 are solid on,
the bridging scceeds.

Method 2:
Log in to the web Ul of CPEL1.

ChooseAdvanced> Diagnose selectPingfrom the Diagnosedrop-down list menu, enter the
IP address of CPE2 and CPES3 respectively, an8taitk

The bridging is successful when the ping succeeds.

Diagnose

* Diagnose Ping w

* |P Address Manual v
* IP Address/Domain Name

Ping Packet 4

Packet Size 32

Start
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4.6 P2VIP mode

4.6.1 Overview

In P2MP modethe CPEconnects 2 or more (this device supports 4 at most) wired networks
with a wireless link, but canngirovide wireless access service.

The CPE iR2MPmode can works with the CPE in Repeater mode.

The configuration proadure of P2MP mode is similar with Repeater mode. In the following
example, the CPE works in P2MP mode, and bridges to four CPEs work in Repeater mode.

Application scenario

The CPE is used to combine local networks into oaaniineless manner. The netwkr
topology is shown as below.

Switch
CPE: Repeatermode

Internet

w w2
SW|tch?—® i Router
CPB: Repeatermode LA
.................. CPE: P2MP mode
. ' ® : ((t okl "{}' Switch
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4.6.2 Quick setup

Assume that the related parameters of CPE1 are shown as follows:
i IP Address192.168.2.1
i SSIDIRCOM_1
i Channel:1l65
i Security Mode None

CPE2 to CPES:

CPE SSID WLAN MAC address
CPE2 IPCOM_2 D8:3A:0D:15:88:09
CPE3 IP-COM3 D8:3A:0D:15:88:16
CPE4 IP-COM4 D8:3A:0D:15:88:13
CPE5 IP-COM 5 D8:3A:0D:15:88:05

Configuration procedurs:

“Tip

lIII%I‘D:-

When setting theCPEo P2MP mode, ensure that all CPEs operate in the same channel.

1. Set CPE2 tRepeatermode and bridge to th€PE1.
(1) Log in to the web Ul of CPERposeQuick SetupselectRepeatermode, and cliciNext.
Quick Setup

Select a working mode:
AP
Client
Universal Repeater

WISP
® Repeater
P2MP

Router
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(@)

Select the SSID of CPE1, whidR-SOM 1in this example, and clidkext.

Quick Setup>>Repeater

Click "Scan", and select the wireless network you want to connect,

and click "Next".
Scan () Scan again

Peer AP1 D8:3A:0D:15:88:02

Peer AP2 Select an SSID or enter a MAC
Peer AP3 Select an SSID or enter a MAC
Peer AP4 Select an SSID or enter a MAC

. Signal
Select SSID Channel MAC Address Security Mode
Strength
v IP-COM_1 165 D8:3A:0D:15:88:02 None L

]

(4)

If you cannot find any SSID from the list, chodseeless> Basicand enable he wireless function. Then

try again.

If you cannot find the SSID of CPEL from the list, adjust the direction of CPE2, and move it close to the
CPE1.

The repeater mode only supporidoneand WEPsecurity modes.
ClickNexton the following page.

Quick Setup:> >Repeater

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer APL, and click "Mext".

Peer AP1 IP-COM_1
MAC Address of Peer AP1  D8:3A:0D:15:88:02
Channel 165(5825MHz) v

Security Mode None v

Previous MNext

Set the P address to an unused IP address belonging to the same network segment as
that of CPE. For example, if the IP address of CRH92.168.2.1you can set ta IP
addressof the deviceto 192.168.2X(Xranges from 2 to 254). Then clislext.
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2.
3.

Quick Setup>>Repeater

IP Address

Subnet Mask

Quick Setup> >Repeater

192.166.2.100

255.255.255.0

The device is set to P2MP, click "Save” to appi)} the settings.

Set the IP address to an unused IP address belonging to the network segment of peer AP.

Previous Next

(5) ClickSave and wait until the device reboots to activate the settings.

preViOUS

PerformStep 1to set the CPE3, CPE4 and CPES5 to Repeater mode, and bridge to the CPEL.

Set CPEL1 tB2MPmode and bridge to CPE2, CPE3, CPE4 and CPES.

(1) Log in tathe web Ul of CPEL, and chod3eick Setupgo enter the configuration page.

(2) SelectP2MPmode, and clickext.

(3) Select the SSID of CREPE3, CPE4 and CPES5, whichPa@®M_21P-COM_3IP-COM _4
andIP-COM_Ain this example, and clidkext

Quick Setup>>P2MP

Click "Scan”, and select the wireless network you want to connect,

and click "Next".

Scan () Scan again

Peer AP1 D3:38:0D:15:88:09

Peer AP2 D8:38:0D:15:88:16

Peer AP3 D38:38:0D:15:88:13

Peer AP4 D8:38:0D:15:88:05

} Signal
Select SSID Channel MAC Address Security Mode
Strength

v IP-COM_2 165 DB:38:0D:15:85:09 None Ml
% IP-COM_3 165 D8:38:0D:15:88:16 None M
v IP-COM_4 165 D8:38:0D:15:88:13 None ‘-q“
v IP-COM_5 165 D8:38:0D:15:88:05 None ‘.3“

(4) ClickNexton the following page.

Chapter4 Quick setup 65



Quick Setup==P2MP

Ensure that the device uses the same channel, encryption, and encryption algorithm as those of peer AP.

Enter the key of peer APL, and click "MNext".

Peer AP1 IP-COM_2
MAC Address of Peer AP1  D8:38:0D:15:88:09
Channel 165(6825MHz) v

Security Mode MNene v

Previous Next
Parameters description
Name Description
PeerAPL It specifies the wireless network name (SSID) ofitisepeer AP.

MAC Address of It specifies the MAC address of tfiest wireless network to be bridged.

Peer AP1

Channel It specifies the operating channel of th&/iFi network to be bridged. Will be
automaticallypopulated when you select an SSID to bridge.
It specifies thesecurity modeof the WiFi network to be bridged. Will be
automaticallypopulated when gu select an SSID to bridge.

Security Mode A

W)

“Tip
TheP2MPmode only supports WERhd None security modes
(5) ClickNexton the following page.

Quick Setup==P2MP

Set the IP address to an unused IPF address belonging to the network segment of peer AP,

IP Address 192.168.2.1

Subnet Mask 2552552550

Previous Mext

(6) ClickSave and wait until the device reboots to activate the settings.
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Quick Setup>=P2MP

The device is set to PZMP, click "Save” to apply the settings.

----End
To check whether the bridging is successful:

Method 1: When the LED1, LED2, and LED3 indicators of CPE1 and CPE2 are solid on, the
bridging succeeds.

Method 2:
Log in to the web Ul of CIPE

ChooseAdvanced> DiagnoseselectPingfrom the Diagnosedrop-down list meny enter the
IP address ofach peelCPEand clickStart.

Diagnose

* Diagnose Ping ~
* IP Address Manual w
* IP Address/Domain Name
Ping Packet 4

Packet Size 32

Start

The bridging is successful when the ping succeeds.
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4.7 Router mode

4.7.1 Overview

In Router modethe CPEerves as eouter to provide a wireless network
Application scenario

The CPE is used to provide a wireless network and assigdréssels to your wireless
devices. The network topology is shown as below.

Internet

CPERouter mode

0 U &

4.7.2 Quick setup

1. Log in to the web Ul of the CPE, and cho@s&k Setupo enter the configuration page.

2. SelectRoutermode, and clicklext.
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Quick Setup

Select a working mode:
AP
Client
Universal Repeater

WISP
Repeater
P2MP

® Router

3. Select your internet connection typand set the related parameters. TaRelCRas an
example hereSelectDHCP (Dynamic IRhdclickNext.

Quick Setup==Router

Please select an internet connection type, and enter the internet parameters provided by your ISP.

and click "MNext".

Internet Connection Type @ DHCP (Dynamic IP) Static IP Address PPPoE

prEViDus m

Parameters description

Name Description

The device in Router mode supports three internet connection types:

T DHCP (Dynami®). The device obtains the IP address and other paramett
from the DHCP server of upstream device for internet access.

Internet Connection 1 Static IP AddressThe device accesses the internet using the IP address,
Type subnet mask, default gateway and DNS server IP addressedgudy your
ISP.

1 PPPoEThe device accesses the internet using the PPPOE user name ani
password provided by the ISP.

4. Set wireless parameters of the CPE, and 8liekt.

(1) Customize a SSID, whichReECOM _123456n this example.
(2) Select &ecurity Mode whidh isWPA2PSKn this example.
(3) Set aKeyfor the wireless network.
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Quick Setup==Router

You can set up your wireless network name and wireless password here.
Note down your wireless password.

* SSID IP-COM_123456

Channel 165(5825MHz) v
%* Security Mode WPAZ-PSK v
Encryption Algorithm @ AES TKIP TKIP&AES
* Key

prEViDus m

Parameters description

Name Description
SSID It specifies the wireless network name of the device.
Channel It specifies the channdhat the WiFi network operates.

It specifies thesecurity modeof the WiFi network of the device. It includélone
WPAPSKWPA2PSKandMixed WPA/WPAPSK

Clickinghe hyperlink navigates you to the elaborated description of the
corresponding security mode.

Security Mode

5. ClickSave andwait until the CPEeboots to activate the settings.

Quick Setup>>Router

The device is set to Router, click "Save” to apply the settings.

—End

After the CPE reboots, log in to the Wed Ul of the CPE again and @tats&to enter the
page. If the WAN IP address, default gateway and DNS server information obtained by the
WAN port are displayed on the System Status section, the configuration succeeds.

After successful configuration, devices connected to the CPE can accessritetnet in a
wired or wireless manner.
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i Ifthereis only 1 LAN port on the CPE, you can connect your wireless devices to the wireless network of
the CPE to access the internet.

i The name and password of the wireless network@&Dand Keyset inStep 4above.

If the CPE has more than one LAN port, you can connect a wireless router to the CPE for
omnidirectional wireless network coverage. The network topology is shown as below.

Modem @
LAN

PoE/LAN

CPE: Router mod

WAN

Wireless router
LAN

<

N B

-_——

To access the internet, you ne&aconfigure the router as follows.

|
,

“Tip

nn@

For detailed configuration of the router, please refer to tberresponding user guide.

Log in to the Wed Ul of the router.

SelectDynamic IRs thelnternet Connection Typeand save the settings.
----End

To access thmternet with:
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Wireless devices: Connect the wireless devices, such as afgmoamt, to the WiFi
network of thewireless router which is connected to the CPE

Wired devices: Connect the wired devices, such as a computer, to the LAN ports of
the wirelessrouter which is connected to the CHEsuUrethat the IP address of the
computer is automatically obtained
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5 Status

This moduleallows you to view the information of system and wireless networgudes
three parts:systemstatus wireless statusandstatistics

To access the page, chodS&tus

5.1 System status

You can view the system status he@RE6% used for illustratiornere.

If the CPEs set toAPmode, Clientmode, Universal Repeatemode,Repeatermode or
P2MPmode, the system status is shown as folloifishe CPE has multiple Ethernet ports,
this page displays the current connection rate of each LAN port.

.
System Status
Device Name CPE6SV1.0 PoE/LAN1 Speed  Disconnected
Uptime 1h47 m2s LAN2 Speed  Disconnected
System Time  2020-03-23 13:41:15 LAN3 Speed 100 Mbps Full-d...
Firmware Version  V1.0.0.1(5410) LAN4 Speed  Disconnected
Hardware Version V1.0 CPU 5%
RAM  48% LAN MAC Address  D8:38:0D:14:88:00
WLAN MAC Address  D8:38:0D:14:88:01 LAN IP Address  192.168.2.1
Transparent Bridge  Enabled

If the CPHs set toWISPor Routermode, the system status is shown as follows
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When the CPE works in Routaode, the PoE port is changédm LAN porto WAN port.

Status

System Status

Device Name
Uptime

System Time
Firmware Version
Hardware Version
CPU

RAM

LAN MAC Address

WLAN MAC Address

LAN IP Address

Parameters description

Name

Device Name

Uptime

System Time
Firmware Version
Hardware Version
CPU

RAM

LAN MAC Address

CPE6SV1.0 PoE/LAN1 Speed Disconnected
2m42s LAN2 Speed  Disconnected
2020-03-23 13:52:01 LAN3 Speed 100 Mbps Full-d...
V1.0.0.1(5410) LAN4 Speed  Disconnected

Connection Type  DHCP (Dynamic IP)

Connection Status  Disconnected

WAN IP Address  0.0.0.0

D8:38:0D:14:88:00 Default Gateway 0.0.0.0

D8:38:0D:14:88:01 Primary DNS Server  0.0.0.0

192.168.2.1 Secondary DNS Server  0.0.0.0
Description

It specifies thename of this deviceDifferent device names helppu manage
multiple devices on LAN easily.

You can change the name of this device onNle¢work > LAN Setugpage
when the device works in AP, Client, Universal Repeater, Repeater, and
modes When the device works in WISP or Router mode, it dispkeys
model and version of the device, and cannot be changed.

It specifies the time that has elapsed since the device was started last tin
It specifies thecurrent system time of this device.

It specifies thesystemfirmware version number of this device.

It specifies the hardware versigrumberof this device.

Central Processing Unit specifies the CPU usage of this device.
Random Access Memory. It specifies the memory usage of thisedev

It specifies theMAC address of LAN port of this device.
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Name

WLAN MAC Address
LAN Speed

LAN IP Adess

Transparent Bridge

Connetion Type

Connection Status

WAN IP Address

Default Gateway

Primary DNS Server

Secondary DNS Server

Description

It specifies the MAC address of the wireless network of this device.
It specifies the POE/LAN port speed and duplex mode of this device.

It specifies thdP address (alssamedmanagement IP address) of this
device. By default, it is 192.168.2.1. You can access the web Ul of this dt
using this IP address.

It displays the status of the Transparent Bridge.
It specifies the internet connection type of this devic&\itSPor Router

mode.

T DHCP (Dynamic IPJhe CPE obtains IP address from the upstream
DHCP server for internet access.

i Static IP AddressThe CPE uses a fixed IP address, subnet mask,
default gateway, and DNS server info for internet access.

T PPPoEThe CPE uses a user name and pagbor internet access.

It specifies theconnection status of WAN port of this device AiSPor
Routermode.

It specifies he IP address of WAN port of this devic&\iSPor Router
mode.

It specifies the default gateway address of this devid&/iSPor Router
mode.

It specifies the IP address of primary DNS server of this dewtsiRor
Routermode.

It specifies the IP address of secondary DNS server of this deVid&hor
Routermode.

Chapter5 Status 75



5.2 Wireless status

You can view wireless status here, including working mode, SSID, security mode, and so on.

Wireless Status

Working Mode AP AP's MAC Address  00:B0:C6:15:87:71
SSID IP-COM_158770 Signal Strength  N/A
Security Mode  MNone Background Noise -95dBm
Channel/Radio Band  165/5825MHz TX/RX Link 2X2
Channel Bandwidth  20MHz Transmit/Receive Speed  N/A
TX Power  23dBm IMAX  Disabled

Wireless Client 0

Parameters desagption

Name Description

Working Mode It specifies thecurrentworking modein whichthe device operates.
SSID It specifies thevireless network name of this device.

Security Mode It specifies thesecurity mode of the wireless network of this device.

Clannel/Radio Band It specifies thehannel and radio band used by this device to transmit radio

signals.
Channel Bandwidth It specifies the channel bandwidth of this device.
TX Power It specifies the transmitted power of this device.
Wireless Client It specifies thenumber of wireless clients connected to this device.

It displays the MAC address of the upstream device.

T In AP, Router, Repeater, or P2MP mode, it displays the WLAN MAC
address of the CPE.

i In Client, Universal Repeater or WISode, or when the bridging
succeeds, it displays the WLAN MAC address of the upstream AP. W
the bridging fails, it displays N/A.

APs MAC Address

It displays the wireless signal strength of peer device.

T In AP or Router mode, it displays the signarsgth of the first device
Signal Strength connected to the wireless network of the device.

T In Client, Universal Repeater, WISP, Repeater or P2MP mode, it disp
the received signal strength from peer AP.
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Name

Background Noise

TX/RX Link

Transmit/Receive
Speed

IMAX

Description

It specifies thestrength of radio interferencsignals in the ambient environmer
that interfere with thewireless signatf this devicen the same channelLarger
absolutevalueindicates less interferenc&or example;95 dBm indicates less
interference than that of75 dBm.

It specifies the number of spatial streams of wireless data the device is
transmitting or receiving. The more links indicates the more traffic.
It specifieghe wirelesdransmiting/receiving rate.

In AP or Router modet displaysthe transnitting/receiing rate of the first
device connected to the wireless network of this device

In Client, Universal Repeater, WISP, Repeater, or P2MP:riatigplays
transmitting/receiving rate of this device

It specifies the status of ¢hMAXfunction.
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5.3 Statistics

You can vievatisticsinformation here, includinghroughput, wireless clientinterface ARP

table androuting table

Statistics

WLAN
& RX 1.61 Kbps
TX 3.24 Kbps
4
3
2

5.3.1 Throughput

Interface ARP Table Routing Table
LAN
#- RX 3.91 Kbps
TX 3.41 Kbps
20
*
10

The line charts visually show the reghe transmitting and receiving traffic of WLAN and LAN

ports of theCPE

To access the page, chodS&tus then Throughputin Statisticspart.

Statistics

Throughput Wireless Client

WLAN
& RX 1.61 Kbps
TX 3.24 Kbps

Interface ARP Table Routing Table
LAN
#- RX 3.91 Kbps
TX 3.41 Kbps
20
*
10

A
.___‘__.____' * > o
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5.3.2 Wireless client/Upstream AP
Thismodulediffers depending on the working mode of the CPE.
In AP, Router,P2MPor Repeatermode, it displays information of connected wireless clients.

To access the page, chodS&atus thenWireless Cliat in Statisticspart.

Statistics
Throughput Interface ARP Table Routing Table
IP Address MAC Address Signal/Noise  Transmit/Receive  CCQ Connection Duration
192.168.2.181 6C:4D:73:10:76:D2 -17/-112dBm 144/72Mbps 100% 6s

Parameters description

Name Description

IP Address It specifies the IP address of the corresponding wireless client.

MAC Address It specifies the MAC address of the corresponding wireless client.
Sorainose L Pecles he i sona seng sndecomaonet nerrencelonl
Transmit/Receive It specifies the transmitting and receiving rate of the corresponding client.
cco It specifies the connection quality of tlerrespading client A higher

percentagendicates a better connection quality.

It specifies the timéhat has elapsed since thvireless client is connected to th

nnection Duration . )
Connection Duratio wireless network of the device.

In Client, Universal Repeateor WISPmode, it displays information ofipstream AP.

To access the page, chodSmatus then Upstream AHn Statisticspart.

Statistics
Throughput Interface ARP Table Routing Table
IP Address MAC Address Signal/Noise Transmit/Receive ccqQ Connection Duration
0.0.0.0 D8:32:14:67:7E:F4 -29/-107dBm 144/T76Mbps 100% 245
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Parameters description

Name Description
IP Address It specifies the IP address of the upstream device.
MAC Address It specifies the MAC aldess of the upstream device.

i Signallt specifiegshe WiFi signal strength of the corresponding upstree
AP.

Signal/Noise _ . - L : .
i Noise:lt specifies the ambient interference signal and electromagnetic
interference strength.
Transmit/Receive It specifies the @nsmitting and receiving rate of thgstream device
cco It specifies the connection quality of thstream deviceA hgher percentage

indicatesa better connection quality.

It specifies thdime that has elapsed sinceithdevicebridges to the upstream

Connection Duration .
device

5.3.3 Interface

It displays the IP address, MAC address and traffic information of the interfaces ©Pthe

To access the page, chodSmatus thenInterfacein Statisticspart.

Statistics
Throughput Wireless Client ARF Table Routing Table
Interface IP Address MAC Address Received Receive Transmitted Transmit
Packets Error Packets Error
LAN  192.168.2.1 D8:38:0D:15:88:10 2479 0 977 0
Bridge 192.168.2.1 D#:38:0D:15:88:10 2603 0 851 0
WLAN 0.0.0.0 D8:38:0D:15:88:11 127 0 383 0

Parameters description

Name Description
It displays the wired interface, bridge interface, and WLAN interface of the
Interface :
device.
IP Address _It displays the IP addresses of wired interface, bridge interface, and WLAN
interface.
MAC Address It displays the MAC addresses of wired interface,dwiohterface, and WLAN

interface.
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Name Description

Received Packets

It displays thenumber ofreceived and transmitted packets of the interface.

Transmitted RAckets

Receive Error It displays thenumber ofreceived and transmitted error packets of the

Transnit Error interface.

5.3.4 ARP table

ARP Address Resolution Protogasa network layer protocol used to convert an IP address
into a physical addres3he ARP table displays the IP address and its corresponding MAC

address theCPHRvisits, and the interface the packgtass through.

To access the page, chodSmatus then ARP Tablén Statisticspart.

Statistics
Throughput Wireless Client Interface Routing Table
IP Address MAC Address Interface
192.168.2.181 6C:4D:73:10:76:D2 Bridge
192.168.2.104 C8:9C:DC:60:54:69 Bridge

Parameters description

Name Description

IP Address It specifies the IRddressof the host in the RPtable.

MAC Address It specifies the MAC address corresponding® P address.
Interface It specifies the interface used tmmmunicatewith the host.
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5.3.5 Routing table

It specifies the destination networks that ti@&PEan access.

To access the page, chodS&atus thenRouting Tablen Statisticspart.

Statistics
Throughput Wireless Client Interface ARP Table
Destination Network Subnet Mask Next Hop Interface
192.168.2.0 255.255.255.0 0.0.0.0 Bridge
239.255.255.250 255.255.255.255 0.0.0.0 Bridge
Parameters @scription
Name Description

Destination Network

Subnet Mask
Next Hop

Interface

It specifies the IP address of the destination network.

It specifies the subnet mask of the destination network.

It specifies the IP address of entrance of the next hop route whepackets

egresdrom the interface of the device.

It specifies the interface that the packedgress
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6 Network

6.1 LAN setup

6.1.1 Overview

On theLAN Setuppage, you can view the MAC address of the LAN port, configure the device
name, and type of obtaing an IP address and related parameters.

To access the page, choasetwork >LAN Setup

When the CPE is &P, Client, Universal RepeaterRepeater or P2MPmode, the pageshows
as below

LAN Setug

MAC Address D8:38:0D:21:81:50
IP Address Type Static IP Address v
IP Address 192.168.2.1
Subnet Mask 255.255.255.0
Default Gateway =~ 0.0.0.0
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0

Device Name iLBE-5ACV1.0

Save Cancel
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Parameters description

Name

MAC Address

IP Address Type

IP Address

Subnet Mask

Default Gateway

Primary DNS Server

Secondary DNS Serve

Device Name

Description

It specfies the MAC address of LAN port.

It specifies the type of obtaining an IP address. The defa8taisc IP Address

T Static IP AddressSpecify the IP address, subnet mask, default gateway
and DNS server IP addresses manually.

i DHCP (Dymaic IP Address)The device obtains an #éldress subnet
mask, default gateway and DNS server IP address from the DHCP ser
the network.

'\@: Tip

If the IP Address Typis set toDHCP (Dynamic IP Addresgpu need to check
the devicés IP address on the efits list of the DHCP server in the network, an
use this IP address to logtmthe web Ul of the device.

It specifies the IP address of the device. A LAN user can visit this address to
the web Ul of the device. The defaultli82.168.21.

To accesthe internet, change this IP address to the same network segment ¢
the LAN IP address of tlegress router

It specifies the subnet mask of the device. The defa@b%255.255.0

It specifieghe default gatevay of the device.

You can set it to the IP address of the egress router to enable the device to ¢
the internet.

It specifieghe primary DNS server IP address of the device.

If the egress router has the DNS agency function, itbeaset to the LAN IP
address the egress router. Otherwise, specify a DNS server IP address man

If there is only ondNS server IP addressnterit in this box.

It specifieghe secondary DNS server IP address of the device.

If there are two DNS server IP addresses, enter one in this box.

It specifies the name of the devicEhe default name indicates tigroductmodel
and version.

You are recommended to change the name to indicate the location adé¢hize
so tha you can easily identify theevicewhenthere are multiple devices in the
network.
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When the CPE is WISPand Routermodes, the pagshowsas below

LAN Setup

MAC Address D8:38:0D:15:87:70
IP Address Type Static IP Address v
IP Address 192.168.2.1

Subnet Mask 255.255.255.0

Save Cancel

Parameters description

Name Description

MAC Address It specifies the MAC address of LAN port.

It specifies the type of obtaining an IP address. The defaBthisc IP Address
T Static IP AddressSpecify the IP address and subnet mask manually.

i DHCP (Dynamic IP Addresghe device obtains an #adressand subnet
mask from the upsam DHCP server in the network.

IPAddress Type ,
-@)-ip
If the IP Address Type is set to DHCP (Dynamic IP Address), you need to ch
devicés IP address on the clients list of the DHCP server of the upstream de
and use this IP address to logdnthe web Ul of thedevice.
It specifies thdP address of the devicA.LAN user can visit this address to ent
IP Address

the web Ul of the devicélhe default i492.168.2.1

It specifies the subnet mask corresponding to the LAN IP address of the devi

Subnet Mask The ddault is255.255.255.0

6.1.2 St the LANIP addressmanually

If you need to deploy only a fe@PESs you camrmanually set the IP address, subnet mask,
gateway IP address, and\NB server IP addresses of (OBE.

Configuration procedure:
1. ChooseNetwork >LAN Saup to enter the configuration page.
2. SetlP Address Typw Static IP Address

3. SetlP AddressSubnet MaskDefault Gateway, andPrimary DNS Servelf another DNS
server is available, s&econdary DNS Server the IP address of the additional DNS server
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4. ClickSave
LAN Setug

MAC Address D8:38:0D:21:81:50
* |P Address Type Static IP Address v
* |P Address | 192.168.2.1
* Subnet Mask 255.255.255.0
* Default Gateway = 0.0.0.0
% Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0

Device Name iLBE-5ACV1.0

Save Cancel

5. Confirm the message on the pap window, and clickOK

Note X

Please click OK to confirm to change IP address.

After IP address changed, please login with new IP address 192.168.2.1.

Cancel

—End

6.1.3 Log in to the web Ul after changing the LAN IP address

After changinghe LAN IP address of the CHEhe new and original IP addresses belong to
the same network sagent, you can log in to the web Ul of tiiiPEby accessing the new IP
address.

Otherwise, assign your computer an IP address that belongs to the same network segment as
the new IP address of thePBbefore loginwith the new IP addresg\utomaticallyobtain an
IPaddress Refer toAssign a fixed |IP address to your compumeAppendix for details.
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6.1.4 Set theCPHo obtaininga LAN IP address automatically

DHCP (Dynamic IP Addresg)de enables th€€ PHo automatically obtain ahP address, a
subnet mask, a gateway IP address, DNS server |P addassggsed by th®HCP serveof
the upstream devicelf a large number alevices are deployed, you can adopt this mode to
prevent IP address conflicts and effectively reduce your leark

Configuration procedure
1. ChooseNetwork >LAN Setugo enter the configuration page.
2. SetlP Address Typw DHCP (Dynamic IP Address).
3. ClickSave

LAN Setug

MAC Address D8:38:0D:21:81:50

* |P Address Type DHCP (Dynamic IP Add v
IP Address 192.168.2.1
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0

Device Name iLBE-5ACV1.0

—--End

After completingconfiguration, if you want to réog in to the web Ul of th€PEcheck tle

new IP address on the web Ul of the upstream device which assigns the IP addres€REhis
Ensure that the IP address of tmeanagement computeand the IP address of tHePE

belong to the same network segment, and access the IP address GPEe

Refer to stepsin the Assign a fixed IP address to your compugart to assign an IP address to
the computer manually.
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6.2 MAC clone

This function is available only when t@@Bvorks inWISPor Routermode.

6.2.1 Overview

If the CPEEannot access the internet after configuring internet settings, your ISP may have
bound your internet service account with the MAC address of your computer that was used
to verify the internet connectivity after you subscribed to the internet serviceréfbee,

only this computer can access the internet with the account.

In this case, you need to clone the MAC address of this computer to the WAN port of the CPE
for internet access.

6.2.2 Clone a MAC address

Select one of the following methods to clone the MAIdrass according to your networking
scenario.

Use the computer with the MAC address bound to your internet service for

setup
1. Connect the computer to th€PE
2. Log in to the web Wif the CPEand tiooseNetwork >MAC Clondo enter the configuration
page
3. dickClone Local MAC Address
4. ClickSave
MAC Clone
MAC Address 00:B0:C6:15:87:71 ﬂ
----End

Chapter6 Network 88



Use a device without the MAC address bound your internet service for setup

If you doNOTuse the computer that can access the internet after it connects to the modem
directly to configure the CPE, byiu know the MAC addreg#/hich is C8:9C:DC:60:54i69
this examplepf this computer, perform the following steps:

1. Log in to the web Wf the CPEand tiooseNetwork >MAC Clondo enter the page

2. Enter the MAC address of the computer that can accessrternet in theMACAddressbox.

3. ClickSave
MAC Clone
! MAC Address CB:9C:DC-60-54:59 :
Clone Local MAC Address Restore to Default MAC Address
-End
|
N /,
“\Xf/)-Tip

If you want to restore the MAC address to factory settings, chdte/ork > MACCIlone clickRestore to
Default MAC Addressand clickSave
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6.3 DHCP server

6.3.1 Overview

TheCPBrovides a DHCP servieinction to assign IP addresses to clieintthe LANBY
default, the DHCP server functioreisabled

‘K%S‘Tm

If you change the LAN IP address of the CPEhendew and original IP addresdeslong to different
network segmernt, the system changes the IP adssepool of the DHCP server of thevice,so that the IP
address pool and the new IP address of the LAN port belong to the same network segment.

6.3.2 Configue the DHCRerver

1.
2.

ChooseNetwork >DHCP Servep enter the configuration page.
Enable theDHCP server

Setthe parametersGenerally, you need to set onyatewayAddressand Primary DNS
Server

ClickSave

DHCP Server

* DHCP Server ()

Start IP Address 192.168.2.100

End IP Address 192.168.2.200

"

Subnet Mask 255.255.255.0

0

* Gateway Address 192.168.2.254
* Primary DNS Server 8.8.8.8
Secondary DNS Server 8844

Lease Time 1 day v

—--End
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If another DHCP server is availailgzour LAN, ensure that the IP address pool ofG@REtloes not overlap
with the IP address pool ¢iat DHCP server. Otherwise, IP address conflicts may occur.

Parameters description
Name

DHCP Server

Start IPAddress

End IPAddress

Subnet Mask

GatewayAddress

Primary INS Server

Secondry DNS Server

Lease Time

Description

It specifies whether to enable the DHCP server function otithace By
default, it isenabled

It specifies the start IRddress of the IP address pool of the DHCP server. T
default value i992.1682.100.

It specifies the end IP address of the IP address pool of the DHCP server.
default value i992.1682.200.

'\@,' Tip

The start and end IP addresses must hglto the same network segment as
the IP address of the LAN port of thevice

It specifies the subnet mask assigned by the DHCP server to clients. The ¢
value i255.255.255.0

It specifies the default IP address gatgmnassigned by the DHCP server to
clients. Generally, it is the IP address of the LAN port of a router on the LA
The default value i$92.1682.254.

]
/’

“Tip

nu@

A client can access a server or host not in the local network segment only
through a gateway.

It specifies the primary DNS server IP address assigned by the DHCP sen
clients. The default value 8.8.8.

£ )-
-

@-Tip

To enable clients to access the internet, set this parameter to a correct DN
server IP address or DNS proxy IP address.

It specifies the secondary DNS server IP address assigned by the DHCP s
clients. This parameter is optional.

It specifies the validity period of an IP address assigned by the DHCP serv
client.

When half of the leastime has elapsed, the client sends a DiFgRest to the
DHCP server to renew the lease time. If the request succeeds, the lease ti
extended according to the request. Otherwise, the client sends the request
again when 7/8 of the lease time has ela@slf the request succeeds, the lea
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Name Description

time is extended according to the request. Otherwise, the client must reque
an IP address from the DHCP server after the lease time expires.

It is recommended that you retain the default value.
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6.4 DHCP client

With the DHCP server enablegbu can vievdetails about the clients that obtain IP addresses
from the DHCP servencludnghost names, IP addresse@dAC addresses, and lease time

To access the page, choasetwork > DHCRJient.

DHCP Client
D Host Name IP Address MAC Address Lease Time
1 Dudu-Computer 192.168.2.104 C8:9C:DC:60:54:69 23h 52m 14s

10 v | Datas/Page
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6.5 VLAN settings

6.5.1 Overview

The CPEsupports the IEEE 8021 YLAN function, so that it can be usechgtworks with
QVLAN. By default, the function is disabled.

After the IEEE 8020IVLAN settings take effect, packet with tag will be forwarded to the ports
of the corresponding VLAN axrding to the VID of the packet, and packet without tag will be
forwards to the ports of the corresponding VLAN according to the PVID of the port.

Thefollowingform shows the details about how different link type ports address received

packets
Type of Received Packets
Type of tke Port Transmitted Packets
Packet with Tag Packet without Tag
Access fSOtrr\;FI)atrr;eittag in the packet and then
Forward the data to the Forward the data to the
ports of the ports of the _ .
corresponding VLAN  corresponding VLAN _VID PVID of the port, strip the ta
Trunk based on the VIlh the based on the Pvier N the packet and then forward it
tag. ports VID # PVID of the port, retain the

tag in the packet and then forward it

To access the page, chodsetwork >VLAN Settings

VLAN Settings

VLAN settings (@)

PVID 1
Management VLAN 1

WLAN VLAN ID 1000

Save Cancel

Parameters description

Name Description

It isusedto enableor disablethe VLAN function of this devicBy default, it is

VLAN Settings disabled. After the VLAMINctionis enabled, the POE/LAN port is used as a trur
port.
PVID It specifieghe ID of the default native VLAIW of the trunk port. The default Ii3
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Name Description

1. After the VLANunctionis enabled, the POE/LAN port is used as a trunk port.

It specifieghe ID of the management VLAN of this device. The defaultlD is
Management VLAN  After changing the management VLAN, you can manage this device only afte
connecting your computer to the new management VLAN.

It allows you to set a VLAN ID for the wireless network of this deBijcdefault, it
is set t01000.

After the VLANunctionis enabled, the WLAN interface functions as an access
port, whose PVID is the same as VLAN ID.

WLAN VLAN ID
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6.5.2 Exampleof configuring VLAN

Network requirement

You use CPEs to set G TV surveillance netwsriCPE1 and CPE2 are used to connect to IP
cameragn different places and cannot communicate with each other.

You can assigBPE1 and CPE2 to different VLANS.

Assune that:
i CPELl is assigned to VLAN10, and CPE2 is assigned to VLANZ20.

i The router in the network supports IEEE 8@2VLAN and enables two DHCP servers
which belong to VLAN10 and VLAN 20 respectively.

Network topology

Router

@@

CPE1L: VLAN1O CPEZ2: VLANZ20

Compuer

The connections of the switch
i The router is connected to the uplink port
i CPEL is connected to port 1
i CPE2 is connected to p@t
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Configuration procedure

1.

Set up CEL.

(1)
()
®3)
(4)

(5)

Log in to the web Ul of CPE1, and chadsewvork >VLAN Settings
Enable the funaon.

SetWLAN VLAN I 10.

ClickSave

VLAN Settinqs

* VLAN Settings (@)

PVID 1
Management VLAN 1

* WLAN VLANID 10

Save Cancel

ClickOKon the popup window, and wait until the CPE1 completes reboot.

Set theWLAN VLAN Ibf CPE2 to 20caording to the steps ifitep 1.

Setup the switchas shown in the followg table.

The followingable showsthe configuration on the switch

Ports of the Switch
Uplink port (Connected
to a router)

Port 1 (Connected to
CH1l)

Port 2 (Connected to
CPE2)

VLAN ID (Allow the packets belonging to

the following VLANS to access) IR QFeE:E PVID

1,10,20 Trunk 1

1,10 Trunk 1

1,20 Trunk 1

Keep the default settings for the parameters which are not mentioned here. Refer to the user
guide of the switch for details.

The following form shows the configuration on the router:

Enables two BEICP servers on the router, and assign them to VLAN10 and VLANZ20 respectively.
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Port of the router is VLAN ID (Allow the packets belonging to

connected to the following VLANS to access) I el PVID

The switch 10, 20 Trunk 1

Refer to the user guidefahe router for details.
----End

Verification

If the router enables two DHCP servers which belong to VLAN10 and VLAN20 respdutively, t
IP camera connected to the CPEL1 obtains an IP address and related parameters from the
DHCP server belonging to VLANAI] the IP cameraonnectedto CPE2 obtains these
parameters from the DHCP sever belonging to VLAN20.
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7 Wireless

7.1 Basic

7.1.1 Overview

This module enables you to dedsic wireless settings the CPEincludingSSIErelated
parameters network mode, channel, tresmit power and so an

Toaccess the page, choo®éireless>Basic

Basic

Enable Wireless ()

Country/Region China ~
SsSID IP-COM_218150
Broadcast SSID @) Enable (O Disable
Network Maode Mac w
Channel Auto w
Channel Shift (O Enable @ Disable
DFS function () Enable @ Disable

Transmit Power

Channel Bandwidth 80MHz w
Transmit Rate Auto ~
Security Mode Mone ~

Isolate Client (O Enable @ Disable

Max. Number of Clients 43

Save Cancel
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Parameters description

Name

EnableWireless

Country/Region

SSID

Broadcast SSID

Network Mode

Channel

Channel Shift

DFS Function

Transmit Power

Channel Bandwidth

Transmit Rate

Security Mode

Description

It specifies whether to enable theireless functionBy defaultjt is enabled.

It specifiescountry or region vaere this device is located.

You can select the country or region to ensure that this device complies witt
channel regulations of the country or region.

It specifieghe wireless network name.

It specifiesvhether to broadcast te SSID.
When the device broadcasts an SSID, nearby wireless clients can detect the

When this parameter is set isable the device does not broadcast the SSID
and nearby wireless clients cannot detect the SSID. In this case, you need t
enter the SSID manually on your wireless client if you want to connect to the
wireless network corresponding to the SSID. This to some extent enhances
security of the wireless network.

It specifieghe wirelessnetwork mode of this deviceOnly wieless clients
supporting the listed network mode can connect to the CPE.

It specifieschannel in which this device operates.

Auto indicates that this device automatically changes to a channel rarely use
the ambient environment to prevent intéerence.

It specifies the shift of the channel center frequency.

With this function enabled, the channel center frequency shifidtfz based on
the frequency defined by the IEEE 802.11 standard, so that the device can
exchange data on legasterference channels.

Dynamic Frequency Selection.

With this functionenabled, theCPEwill automatically detect the frequency of
the radar system. Whethe CPE detects radar signals in the s&mguency
with the CPE itselthe CPERvill automatically switch to another frequency to
avoid interference with the radar system.

It specifieghe transmit power of this device.
Higher number indicates wider WiFi coverage. Setting a proper transmit pov
helps improve theerformane and security of the wireless network.

It specifies the bandwidth of the operating channel afieelessnetwork. The
channel bandwidth variewith different network modes. Please select it basec
on your actual operating environment.

Auto indicatesthat this devicecan switch its channel bandwidbiased on the
ambient environment.
It specifies wireless transmission rate of the devieto is recommended.

The maximum negotiation rate varies with different channel bandwgdtnd
network modes. Refer to the web Ul of the device for details.

The device supports various security modes for networkygtion, including
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Name Description

None WER WPAPSKWPA2PSKMixed WPA/WPAPSKWPA andWPA2

T Enable:Clients connected to this wireless networknoat communicate

. with each other, which improves the wireless network security.
Isolate Client i ) . L .
T Disable Clients connected to this wireless network can communicate

with each other. The default is Disable.

This parameter specifies the maximum numbéclients that can connect to the

. wireless network corresponding to an SSID.
Max. Number of Client ) i ) )
If the number is reached, the wireless network rejects new connection reque

from clients. This limit helps balance load among devices.

Securitymode

A wireless network usasdio, which is open to the public, as its data transmission medium. If
the wireless network is not protected by necessary measures, any client can connect to the
network to use the resources of the network or access unprotected data over the network.

To ensure communication security, transmission links of wireless networks must be encrypted
for protection.

TheCPEsupports various security modes for network encryption, including None, WEP,
WPAPSK, WPARSK, Mixed WPA/WPASK, WPA, and WPA2.

A None

TheCPHloes notencrypt its wireless networkr his option is not recommended because it
affects network security.

A WEP

It uses a static key to encrypt all exchanged data, and ensures that a wireless LAN has the
same level of security as a wired LAN. Data encrypésgd on WEP can be easily cracked. In
addition, WEP supports a maximum wireless network throughput of only 54 Mbps. Therefore,
this security mode is not recommended.

When the security mode is set WER the page is shown as follows
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Security Mode
Authentication Type
Default Key

Key 1

Key 2

Key 3

Key 4

Parameters descrifoon

Name

Authentication Type

Default Key

Key 12/3/4

ASCII

Hex

WEP “

Open w

Key 1 w

12345 ASCI |~

12345 ASCI |~

12345 ASCI |~

12345 ASCI |~
Description

It specifies the authentication type for the WEP security mode. The options
includeOpenand Shared The options share the same encryption process.

T Open It specifies that authentication is not required and datalganged is
encrypted using WEP. In this case, a wireless client can connect to the
wireless network corresponding to the selected SSID without being
authenticated, and the data exchanged between the client and the netwv
is encrypted in WEP security mode

T Shared It specifies that a shared key is used for authentication and dat:
exchanged is encrypted using WEP. In this case, a wireless client must
preset WEP key to connect to the wireless network corresponding to th
selected SSID. The wirelesemiican be connected to the wireless netwol
only if they use the same WEP key.

It specifies the WEP key for tlipenor Sharedencryption type.

For example, if Default Key is set to Security Key 2, a wireless client can coni
the wireles network corresponding to the selected SSID only with the passwc
specified by Security Key 2.

Enter WEP key. You can enter four keys, but only the key specified in the De:
Key takes effect.

It indicates that a key selected fordlDpen or Shared authentication type
contains hexadecimal characters.

5 or 13 ASCII characters are allowed in the key.

It indicates that a key selected for ti@penor Sharedauthentication type
contains hexadecimal characters.

10 or 26 hexadecimal emacters (range: -9, af, and AF) are allowed in the key.
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WPAPSK, WPAPSK, and Mixed WPA/WPA2SK

They belong to preshared key or personal key modes, where Mixed WPA/\NMPAR supports
both WPAPSK and WPARSK.

WPAPSK, WPARSK, and Mixed WPA/WRRZK adopt a prshared key for authentication,

while the CPEjenerates another key for data encryption. This prevents the vulnerability

caused by static WEP keys, and makes the three security modes suitable for ensuring security
of home wireless networks.

Nevertheless, because the initial psaared key for authentication is manually set and all
clients use the same key to connect to the saGiE-the key may be disclosed unexpectedly.
This makes the security modes not suitable for scenarios where hightgasuequired.

To address the key management weakness of \WBK and WPARSK, the WiFi Alliance puts
forward WPA and WPA2, which use 802.1x to authenticate clients and generate data
encryption-oriented root keys. WPA and WPA2 use the root keys to ceplae preshared
keys that set manually, but adopt the same encryption process asR®RAand WPARSK.

When the security mode is set to WHPSK, WPARSK, or Mixed WPA/WPARZSK, the page is
shown as follows

Security Mode ‘ WPA2-PSK v‘

Mone
Encryption Algorithm | ywep P&AES

:| WPA-PSK

Key : FYPEIYS
| Mixed WPAWPA2-PSK  |:
Key Updﬂte |I‘TtEFVEI| &--; ----------------------------

Isolate Client ‘—rorroor SR

Max. Number of Clients 48

Save Cancel

Parameters description

Name Description

It indicates the personal or prehared key security mode, including WPBK,
WPA2PSK, and Mixed WPA/WRR3K.

T WPAPSKIt indicates that the wireless network corresponding to the
selected SSID is encrypted using WASK.

Security Mode T WPA2PSK It indicates that the wireless network corresponding to the
selected SSID is encrypted using WAPSK.

T Mixed WPA/WPAZPSK It indicates that wireless clients can connect to
the wireless network corresponding to the selected SSID using either
WPAPSK or WPARSK.
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Name

Encyption Algorithm

Key

Key Update Interval

WPA and WPA2

Description

It specifies the encryption algorithm corresponding to the selected security
mode. If Security Mode is set to WIBSK, this parameter has the AES and Tk
values. If Security Mode is set to WPR3K or Mixed WPA/WPASK, this
parameter las the AES, TKIP, and TKIP&AES values.

i AESIt indicates the Advanced Encryption Standard.

i TKIP It indicates the Temporal Key Integrity ProtocollKiPis used, the
maximum wireless throughput of thePEs limited to 54 Mbps.

T TKIP&AESt indicates tlat both TKIP and AES encryption algorithms ar
supported. Wireless clients can connect to the wireless network
corresponding to the selected SSID usikdPor AES

It specifies a preshared WPA key. A WPA key can contain 8 to 63 ASCII
characters or & 64 hexadecimal characters.

It specifies the automatic update interval of a WPA key for data encryption.
shorter interval results in higher data security.

The value 0 indicates that a WAP key is not updated.

WPA andVPA2 uses 802.1x to authenticate clients and the login information of a client is
managed by the client. This effectively reduces the probability of information leakage.

In addition, each time a client connects to an AP that adopts the WPA or WPA2\sauuli,
the RADIUS server generates a data encryption key and assigns it to the client. This makes it
difficult for attackers to obtain the key.

These features of WPA and WPAZ2 help significantly increase network security, making WPA
and WPAZ2 the preferredecurity modes of wireless networks that require high security.

When the security mode is set to WPA or WPA2, the page is shown as follows

Security Mode

RADIUS Server

RADIUS Port |

Encryption Algorithm

RADIUS Password

Key Update Interval

WPA v

None

WEP

WPA-PSK

WPA2-PSK

Mixed WPA/WPA2-PSK

(=]
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Parameters description

Name

Security Mode

RADIUS Server
RADIUS Port
RADIUS Password

Encryption Algorithm

Key Update Interval

Description

TheWPAand WPA2options are available for network prttion with a RADIUS
server.

T WPA It indicates that the wireless network corresponding to the selec
SSID is encrypted using WPA.

T WPA: It indicates that the wireless network corresponding to the
selected SSID is encrypted using WPA2.

It specifies the IP address of the RADIUS server for client authentication.
It specifies the port number of the RADIUS server for client authentication.
It specifies the shared password of the RADIUS server.
It specifies the encryption algorithm corresponding to the selected security
mode. The available options includ&STKIR andTKIP&AES

T AESIt indicates the Advanced Encryption Standard.

T TKIP It indicates the Temporal Key Integrity Protocol.

T TKIP&AES indicates that both TKIP and AES encryption algorithms &
supported. Wireless clients can connect to the wireless network
corresponding to the selected SSID using TKIP or AES.

It specifies the automatic update interval of a WPA keydata encryption. A
shorter interval results in higher data security.

The value 0 indicates that a WAP key is not updated.
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7.1.2 Set up anon-encryptedwirelessnetwork

Network requirement

An estateuses the CPE to deploy its network for video surveillahecequires that the SSID is
FRERNd there is no WiFi password.

WA
Router
LAN
Switch
CPE
N

Network topology

SSID: FREE

N 3

Configuration procedure

1. ChooseNireless>Basicto enter the configuration page
2. Change the value of th&SIOext box toFREE

3. SetSecurity Modeto None.

4. ClickSave
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Enable Wireless ()

Country/Region China v

* SSID FREE

Broadcast SSID @ Enable Disable
MNetwork Mode Main v
Channel 40{5200MHz) v

Channel Shift Enable ® Disable

Transmit Power

Channel Bandwidth 20MHz v
Transmit Rate Auto v
* Security Mode None A
Isolate Client Enable ® Disable
Max. Number of Clients 43 Range: 1 to 128)

Save Cancel

—End

Verification

Wireless devices can connect to thareless networkwvhose SSID ERERvithout a
password.
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7.1.3 Set up awirelessnetwork encryptedusingWPA2PSK

Network requirement

A factory uses CPEs to set up a wireless network. It reghiaéthe wireless network has

certain level of securityin this caseWWPA2PSKnode is recommended.

Network topology

WAN
Router
LAN

Switch

CPE
- SSID: Faoty
&7 Key:UmXmL9UK

0 0O &2

Configuration procedure

ChooséWNireless> Basicto enter the configuration page

Change the value of theSIOiext box toFactory.

St Security Modeto WPA2PSKand Encryption Algorithmto AES
SetKeyto UmXmLOUK

a k 0 N PF

ClickSave
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Basic

Enable Wireless
Country/Region
% SSID
Broadcast SSID
Network Mode
Channel
Channel Shift

Transmit Power

Channel Bandwidth
Transmit Rate

* Security Mode

& Encryption Algorithm
* Key

Key Update Interval
Isolate Client

Max. Number of Clients

—--End

Verification

Wireless devices can connect to théreless network nameé&actorywith the password

UmXmLOUK

9, 0 indicates that no key

performed.)

(Range: 1 to 128)
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7.1.4 Set up awirelessnetwork encryptedusing WPA or WPA2

Network requirement

A highsecure wireless network is required and a RADIUS server is avdifabiis.case, WPA
or WPA2 preshared key mode is recommended.

Network topology

\WAN
Router
LAN

Switch @ ‘
@E@

RADIUServer
IPAddress 192.168.2.200

IP Address:192.168.2. &

0 O &2

Configuration procedure
|. Configure theCPE

Assume that

i The IP address of the RADIUS serv&P&168.0.200the Key 142345678 and the
port number for authentication 14812

i The SSID of the CPHBd_spot, security mode i8VPA2 and the ecryption
algorithmis AES

1. Log in to the web Ul of CREhooseWireless> Basicto enter the configuration page

2. Change the value of the SSID text bokdb spot
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SetSecurity Modeto WPA2.

SetRADIUS ServeRADIUS PoriandRADIUS Passwotd 192.168.0.2001812 and

12345678&espectively.
SetEncryption Algorithmto AES

ClickSave
Basic
Enable Wireless (}
Country/Region China
* SSID hot_spot
Broadcast 55ID @ Enable Disable
Network Mode 11ain
Channel Auto
Channel Shift Enable ® Disable
Transmit Power
Channel Bandwidth 20MHz
Transmit Rate Auto
* Security Mode WPAZ
* RADIUS Server 152.168.0.200
* RADIUS Port 1812
* Encryption Algorithm @ AES TKIP

* RADIUS Password

Key Update Interval 0

TKIP&AES

Isclate Client Enable ® Disable

Max. Number of Clients 45

Cancel
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Il. Configure the RADIUS server

'\@,‘ Tip

Windows 2003 is used as an example to describe how to configure the RADIUS server.

1. Configure a RADIUS client.

(1) Inthe Computer Managementlialog box, doublelickinternet Authentication Service
right-clickRADIUS Clientgnd chooséNew RADIUS Client

“:¢ Internet Authentication Service
File  Action  Wiew Help
o Bm e DB @
Friendly Mame | Addresz |
D Femate fones:  Mew RADIUS Client There are no items ko show in this view.
% Remote Access N R
EH:l Connection Req o
% Connection  Wiew »
l7) Remoate Ra
Refresh
Ewport List. .
Help
1] | ]
|New LClient | |

(2) Enter a RADIUS client narfvehich can be the name of the CRIBH the IP address of the
CPEand clickNext.
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New RADIUS Client E3 [

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Eriendly name: I root

Client address [IP or DNS):

192.168.2.1 Verify... |

IP address of the CPE

< Back I Neust > I Cancel |

(3) Enter12345678n the Shared secreand Confirm shared secreext boxes, and click

Finish.

New RADIUS Client : x|

Additional Information

I yiou are using remote access policies bazed on the client vendor attibute, specify the
vendor of the RADIUS clent.

Client¥endor:
RADIUS Standard =l
...................................................... o
Shared secret : I ******** :
Caonfirm shared secret : I ******** :
N e e e e e e € L LR
[~ Bequest must contain the Message Authenticator attribute /[\

Password same as that specified by

RADIUS Password on the CPE.

< Back I Finish I Cancel

Configure a remote access policy.

(1) RightclickRemote Access Policiesd chooséNew Remote Access Policy
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“:# Internet Authentication Service

File Acion Yiew Help

&« o hE R

M ntemet Authertication Service (Local)
1 RADIUS Cliends
] Remote Access Logging
s

Remale Access Policies!

Mew
Wiew

Redresh
Expont List...

Help

& _| Connection Reguest Pr| New Remote Access Policy

Mame

5 Connections to othet access senvars

_:.f Connections to Miciosolt Routing and Remote & 1

2

Mew Remote Access Policy

(2) IntheNew Remote Access Policy Wizatilog box that appears, clidkext.

i/: Inkenet A
1 RADIL
1 Remo
5&’ Remo

#-_1 Conre

Welcome to the New Remote
Access Policy Wizard

This wizard helps you sel up a remote sccess policy,
which i3 & set of condibions that detenmine which
connechon requests are granted access by this server,

To contnue, chck Mext

=101

e 1

#isat| |3 @  |[® intemet Authenticati . 2, dnsmgmt - [DNSWWIN200..

(3) Enter apolicy nameand clickNext.

e
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Mew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical palicy, or yau can create a custom palicy.

Howe do pou want to zet up thiz policy?

¥ Uze the wizard to set up a typical policy for a comman scenario

£~ Setup a custom policy

Type a name that describes this policy.

: Palicy narme: root

Example; Authentizate all YFM connections.

< Back E Mext = I Cancel

(4) Selectethernetand cick Next.

New Remote Access Policy Wizard N

Access Method
Paolicy conditions are based on the method used to gain access to the network.

Select the method of access for which you want to create a policy.

" VPN

Use for all VPN connections. To create a policy for a specific YPN type, go back to the
previous page, and select Set up a custom policy.

" Dialup

Use for dial-up connections that use a traditional phone line or an Integrated Services
Digital Network (ISDN] line.

 Wireless
Use for wireless LAN connections only.

Cancel

(5) SelectGroupand clickAdd.
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New Remote Access Policy Wizard x|

User or Group Access
You can grant access to individual users, or you can arant access to selected
groups.

Grant access based on the following:

" User
User access permissions are specified in the user account.

daroups -
“T"Individaal user permissions override group permissions.

Group name: (FROCNOOCOONONON0GND 2

Hemove l

| < Back I Negt > I Cancel |

(6) Enter802.1xin the Enter the object names to seletéxt box, clickCheck Namesand

clickOK

select Groups N

Select thiz object type:

il

IGrnups Object Tupes...

From thiz location:

I comba.com Locations...
{Enter the object names to select (examples): E. )
i [802.1x | Cheok Names |

Thasussmssasssssmssansan -
Advanced... | k. E Cancel |
E o

(7) SelectProtected EAP (PEABRN clickNext.
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ew Remote Access Policy Wizard .

Authentication Methods
EAP uses different types of security devices to authenticate users.

Ix

Select the EAP type for this policy.

< Back J Next > l Cancel I

(8) ClickFinish The remote access policy is created.

MNew Remote Access Policy Wizar __>_-_<_j
Completing the New Remote
Access Policy Wizard

You have successfully completed the Hew Remote Access
Palicy “Wizard. ou created the following palicy:

root

Conditions:
MaS-Port-Type matches " Ethernet' AMD
Windowes-Groups matches "COMBAG02 12"

Authentication: EAP[Protected EAP [PEAF])

Encryption: Baszic, Strong, Striongest, Mo enciyption

To cloze thiz wizard, click Finizh.

< Back

Cancel i

(9) Rightclickroot and choosédProperties SelectGrant remote access permissipselect
NASPort-Type matches "Ethernet" ANDand clickedit
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Settings |

Specify the conditions that connechion requests must match.

tgd.. |i Edi. [0 Bemove

|f zonnection requests match the conditions specified in thiz policy, the
aszociated profile will be applied to the connection.

Edit Profile. .. |

UInlesz individual access permizzions are specified in the uzer profile, this
palicy contrals access to the nebwark.

If & connection request matches the specified conditions:
" Deny remate access permission

¥ [Grant remote access permission

0k, I Cancel | Spply |

(10) SelectWirelessc Other, clickAdd, and clickOK

NAS-Port-Type EE

Available ypes: Selected ypes:

PIAFS ;I Ethernet
SDSL - Symmetric DSL Wireless - IEEE 80211

Sync (T1 Line| << Femove |
Token Ring

“irtual CVPR)
Wirelezs - [EEE 80211
[

.75
#DSL - Digital Subscr
4 | 3 1] | ]

.‘ ] E Cancel |

(11) Clickedit Profile click theAuthenticationtab, configure seihgs as shown in the
following figure, and clicOK
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Edit Dial-in Profile ] 21 x|

Diakin Constraints | IP | Multilink

i Authentication I Encryption | Advanced

IV Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
™ User can change password after it has expired

v Microsoft Encrypted Authentication (MS-CHAP)
[ User can change password after it has expired

v Encrypted authentication [CHAP)

v Unenciypted authentication (PAP, SPAP)

Unauthenticated access

Allow clients to connect without negatiating an authentication
o method.

OK E Cancel | Soply

(12) When a message appears, clidi

3. Configure user informatiorCreate a user and add the user to gr&{®.1x
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lll. Configure your wireless device

'\@,‘ Tip

Windows 7 is taken as an example to descriteeglocedure.

1. ChooseStart> Control Panel clickNetwork and Internet clickNetwork and Sharing Center
and clickManage wireless networks

oo =)
@U":‘: v Control Panel » Metiwork and Internet » Metwork and Shating Center - |&’ ‘ | Search Control Pansl 0 |
®
Control Panel Home . . . . . N
View your basic network information and set up connections
[ L\ |_‘b x 2.‘_‘, See full map
Change adapter settings -
e < ADMIN-PC Netwerk 4 Intemet
Change advanced sharing (This computer)
=2 View your active networks Connect or disconnect
l Network 4 Access type: No Internet access
= Work network Connections: [ Local Area Connection 5
Change your networking settings
dﬁ;- Set up a new connection or network
= st up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
-5. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
*3 Choose homegroup and sharing eptions
Access files and printers located on other network computers, or change sharing settings.
See also Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
HomeGroup
Internet Options
Windows Firewall

2. ClickAdd.

[E=3 Hoh )

@\.}I"'ﬂﬂ] b Control Panel » Metwark and Internet » Ranage Wireless Metwarks - |‘,| | Search Manags Wirslzss Networks pe I

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

» Add EAdaptar properties  Profiletypes  Network and Sharing Center (7]

0 items

L
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ClickManually create a network profile

\J ! Manually connect to a wireless network

How do you want to add a network?
: Gk Manually create a network profile
e

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55ID) and

security key (if applicable).

o~ Create an ad hoc network
X This creates a temporary network for sharing files or an Internet connection

Cancel

Enter wireless network information, sele€bnnect eva if the network is not broadcasting
and clickNext.

(=] & =

@ !l Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwark name: hot_spot .
Same ashe security

Security type: ’WPAE—Enterprise v] mode of the SSID of the
: CPE

Encryption type: [AES v]

Security Key £ | Hide characters

Warning: If wou select this option, your cormputer’s privacy might be at risk,

Mext l’ Cancel

ClickChange connection settings
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6.

& ! Manually connect to a wireless network

Successfully added hot_spot

< Change connection settings
Open the connection properties so that [ can change the settings.

Close

Click theSecuritytab, selectMicrosoft

i

hot_spot Wifireless Metwark Properties @

-

Security bype: ['-.-'-.-'F'.ﬁ.z-Enterprise 7 ]

Encrvption type: [.ﬁ.ES v]

Choose a nebwark, authentication mekhiod;

Remember my credentials for this connection each
kime I'm logged on

Advanced settings

(04 ] [ Cancel

: Protected EAP (PEARN clickSettings
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Deselectvalidate server certificateand clickConfigure

Protected EAP Properties @

When connecting:

Walidate server certificat

Connect to these servers:

Trusted Root Certification Authorities:

Baltimore CyberTrust Roat -
Class 3 Public Primary Certification Authority
GlobalSign Rook Ca

Microsoft ook Authority

Microsoft Rook Certificate Authority
Microsoft Rook Certificate Authority 2011

Thawte Timeskamping CA -
4 m 3

m

Do not prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:

Secured password (EAP-MICHAP +2) '_I | Configure. ..

| Enable Fast Reconnect
Enforce Mekwork Access Protection
Disconnect if server does not present cryptobinding TLY
Enable Identity Privacy

[ (0] 4 ]| Cancel |

DeselectAutomatically use my Windows logon name and password (and domain if amy)

clickOK

E&P MSCHAP2 Properties (=3

w'hen connecting:
Automatically uze my Windows logon name and
pazzword [and domain if any).
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9.

10.

ClickAdvanced settings

hot_spot Wireless Network Properties @

Security bype: |wPa2-Enterprise -]

Encryption bype: ’AES ']

Choose a network, authentication method:
[Micrasft: Pratected EAP (PEAP) - | [ Settings

Remember my credentials For this connection each
time I'm logged on

Advanced settings

[ [0]4 ] [ Cancel ]

Selet User or computer authenticatiorand clickOK

Advanced settings IEI
802,1% sethings | 502,11 settings

Specify authentication mode:

’User or computer authentication v] { Save credentials

Delete credentials For all users

[T]Enable single sian on Far this netwark

(@) Perform immediately before user logon
Perform immediately after user logon
Maximum delay {seconds): 10

Allow additional dialogs to be displaved during single
sign on

This network uses separate virkual LAMNs Ffor machine
and user authentication

[ Ok, J [ Cancel
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11. ClickClose

W " Manually connect to a wireless network

Successfully added hot_spot

2 Change connection settings

Open the connection properties so that I can change the settings.

network of theCPE sch ashot_spotin this example.

Currently connected to: 4y =
lb Network 4 £
2 Internet access i
Wireless Metwork Connection ~
hat_spot 1.,1!]

---------------

e |

Connect automatically

Open Network and Sharing Center

the RADIUS server and clok

Windows Security

MNetwork Authentication

Please enter user credentials

] }

EE

] [ Cancel

—End

12. Click the network icon in the lowaight corner of the dedlop and choose the wireless

13. In the Windows Security dialog box that appears, enteruber name and passwosgt on

Chapter7 Wireless

125



Verification

Wireless devices can coect to the wireless networkot_spot.
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7.2 Advanced

This module enables you to adjust the wireless performance. You are recommended to
configure it under the guide of a professional.

ChooséNireless>Advancedto enter the page.

Advanced
€
WMM @ Enable (O Disable
APSD O Enable ® Disable
Minimum RSSI Threshold O Enable ® Disable
Preamble (O Short Preamble ® Long Preamble
Transparent Bridge @ Enable (O Disable

iMAX O Enable @ Disable

Signal Transmission @ Coverage-oriented (O Capacity-oriented

TPC (@) Enable (O Disable
Signal Reception Level Auto ~
Transmission Distance 15 [J Auto km (Range: 0.1 to 20, default: 15)
Beacon Interval 100 ms (Range: 40 to 999, default: 100)
Fragment Threshold 2346 Range: 256 to 2346, default: 2346)
RTS Threshold 2347 Range: 1 to 2347, default: 2347
DTIM Interval 1 Range: 1 to 255, default: 1)
Signal LED1 Threshold -30 dBm (Range: -99 to 0, default: -90]
Signal LED2 Threshold -80 dBm (Range: -99 to 0, default: -80)
Signal LED3 Threshold -70 dBm (Range: -99 to 0, default: -70)

Save Cancel

Chapter7 Wireless 127



Parameters description

Name

WMM

APSD

Minimum RSSI
Threshold

Preamble

Transparent Bridge

IMAX

Signal Transmission

Description

WMM (Wi-Fi Multtmedia)is a wireless Qofuality of Servicg)rotocol making
packets with higher prioritie® betransmitted earlier. This ensures better Qo:
of voice and video applications over wireles$wurks.

APSOAutomatic Power Save Delivérg a WMM power saving protocol create
by WiFi Alliance.

Enabling APSD helps reduce power consumption. By default, this mode is
disabled.

It specifies the minimum strength of reiwed signals acceptable to this device

If the strength of the signals transmitted by a wireless device is weaker thar
threshold, the wireless device cannot connect to this device.

If there are multipleCPE in a network, setting a proper value pglwireless
devices connect to WiFi network with better WiFi signal.

It specifies ayroup of bits located at the beginning of a packet to enable a
receiver of the packet to perform synchronization and prepare for receiving
data.

By default, thd_ong Preamble option is selected for compatibility with old
network adapters installed on wireless clients.

To achieve better synchronization performance of networks, you can select
Short Preamble option.

With this function enabledthe CPE can achieb@lirectioral transparent
transmission, solving the problem that the NVR cannot detect IP cameras.

Only available in AP, Client, and Universal Repeater modes.

IMAX is ICOM's proprietary Time Division Multiple Access (IMAXihgo
technology. It assigns time slots for each device communication to avoid the
“hidden node” problem, which occul
but not from other nodes communicating with the originating AP.

IMAX improves overall performae in PoinfoAVultiPoint (PtMP) installations
and noisy environments, because it reduces latency, and offers better toler:
against interference. Because of its advantages, IMAX also increases the
maximum possible number of users that can associatk ait AP that uses
IMAX.

L/ Note

If IMAX is enabled, the device operates in IMAX mode and only accepts
connections from IMAX devices. And you cannot connect standadfel Wi
devices, such as laptops, tablets, or smart phones, to the CPE.

It spedfies the wall penetrating capability of tHePE
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Name

TPC

Signal Reception Level

Transmission Distance

Beacon Interval

Fragment Threshold

RTS Threshold

DTIM Interval

Description

T Coverageoriented: With less interference nearby, this mode enables tl
device to cover wider area.

T Capacityoriented: With strong interference nearby, this mode improve
the devicés anttinterference capahility.

The Transmit Power Control (TPC) function decreases the TX power of this
device automatically to improve the negotiation rate whiée two devices are
too close

By defaulf when thereceived signal strengtis greater than25 dBm, the CPE
decreases its TX powerhe received signal strength can be checked on the
Status>Wireless Statupage.

It isused to adjust the signal reception level. A higher level leads to better si
reception capabilittand more wireless rtevorks can be searchedbut lower
throughput. Adjust the level based on your actual situation.

It specifies thewireless transmission distance of this device. You can set it b
on the actual installation distance.

It specifies thanterval at which this device sends Beacon frames.

Beacon frames are sent at the interval to announce the existence of a wirelt
network. Generally, a smaller interval allows wireless clients to connect to tt
device sooner, while arger interval allows the wireless network to transmit
data quicker.

It specifies thehreshold of a fragment. The unit is byte.

Fragmenting is a process that divides a frame into several fragments, whict
transmitted and acknowledgkseparately. If the size of a frame exceeds this
threshold, the frame is fragmented.

In case of a high error rate, you can reduce the threshblthe transmission
fails,this deviceresend only the fragments that have not been sent
successfully, so ds increase the frame throughput.

In an environment with little interference, you can increase the threshold to
reduce the number of frgments so as to increase the frame throughput.

It specifies thédrame length threshold for triggeringpe RTS/CTS mechanism. |
a frame exceeds this threshold, the RTS/CTS mechanism is triggered to rec
conflicts. The unit is byte.

Set the RTS threshold based on the actual situation. An excessively small v
increases the RTS frame transmission frewyeand bandwidth requirement. A
higher RTS frame transmission frequency enables a wireless network to rec
from conflicts quicker. For a wireless network with high user density, you ca
reduce this threshold for reducing conflicts.

The RTS mechanismequires some network bandwidth. Therefore, it is trigger
only when frames exceed this threshold.

It specifies thecountdown before this device transmits broadcast and multice
frames in its cache. The unit is Beacon interval.

For exampleif DTIM Interval is set to 1, this device transmits all cached fran
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Name Description

at one Beacon interval.

The device uses three signal LED indicators to indicateetievedsignal
) strength in an intuitive way, and allows you to custonifze threshold for
Signal LED2/3 triggering each signal LED indicator to light up.

Threshold
The default threshold for LED1, LED2, and LED®@r&0, and-70
respectively.
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7.3 Access control

7.3.1 Overview

The Access control function enables you to allow or disalt@wvireless deicesto access
the wireless networlbased on their MAC address@$heCPEsupports the following MAC
addresdilter rules:

i Disallow It indicates that only the wireless devices with the specified MAC addresses
cannot access the wireless networks of tOEE

i Allow: It indicates that only the wireless devices with the specified MAC addresses
can access the wireless networks of (BBE.

To access the pageha@oseWireless> Access Control

Access Control

SSID  IP-COM_158810

Access Control ()

Mode @ Disallow Allow
MAC Address 12:12:12:12:12:12 | Add | Add online devices
SN WAC Address Status Operation
1 12:12:12:12:12:12 Enable ]

TAccess Control Li _
ave Cancel

Parameters description

Name Description

It specifies the SBlof this deviceWith the rule enabled, clients connected to the

SSID network with this SSID will lontrolledby the rule.

Access Control It specifiesvhether to enable the Access Control function.

It specifies the mode for filtering MAC addresses.

T Allow: It indicates that only the wireless clients on the access control lis
Mode can connect to th&ViFi network of the CPE

i Disallow It indicates that only the wireless clients on the access control
cannot connect tahe WiFi network of theCPE
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7.3.2 Exampleof configuring accesscontrol

Network requirement

A wireless network whose SSIDRSCOM_15881Mas been set up in an estate. Only specific
membersin this estate are allowed to connect to the wireless network.

The Access Control function of tidPHs recommended Assume thathe usershave three
wireless devices whose MAC addresses are C8:3A:35:00:00:01, C8:3A:35:00:00:02, and
C8:3A:35:00:00:03.

Configuration procedure
ChooséNireless>Access Contrdb enter the configuration page.
Enable theAcces<Controlfunction.

Set theMode to Allow.

R

Enter the MAC address, whichG8:3A:35:00:00:01s thisexample and clickAdd.

-\@I- Tlp

If the wireless devices to be controlled are connected to the CPE, click Add online devices to add them to the
access control listugckly.

5. PerformStep4to add the other two MAC addresses.
6. ClickSave
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Access Control

SSID  IP-COM_158810

Access Control ()

Mode Disallow ® Allow

MAC Address C8:3A:35:00:00:03 Add Add online devices
SN MAC Address Status Operation
1 C8:3A:35:00:00:01 [ QN ]
2 C8:3A:35:00:00:02 [ QN ]
3 C8:3A:35:00:00:03 [ QN ]

Save Cancel

—End

Verification

Only abovementioned wireless devices can connect to the WiFi network ofXR&
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8.1 LAN rate

8 Advanced

This module enables you to change LAN speed and duplex setitiggs. If the transmission
distance between the ports of the CPE and peer device is too long, you can reduce the port
speed of the CPE and peer device to increase the driving distance.

When you change the settings, ensure that the LAN speed and duplés af the port of
the CPE is the same as that of peer device. By default, the LAN speed settings of the LAN port
is Auto Negotiation CPE6% used for illustration here.

To access the page, choosdvanced> LAN Rate

LAN Rate
PoE/LANM Speed Auto Negotiation v
LANZ Speed Auto Negotiation v
LAN3 Speed Auto Negotiation v
LAN4 Speed Auto Negotiation v
Name Description

Auto Negotiation

100Mbps FuiDuplex

100Mbps HalDuplex

10Mbps FulDuplex

10Mbps HaHDuplex

The speed and duplex mode of the port is determined by the negotiation
between the port and peer port.

The port is under 100 Mbps, and can transmit and receive packets at the
time.

The port is under 100 Mbpand can only transmit or receive packets at the
same time.

The port is under 10 Mbps, and can transmit and receive packets at the s
time.

The port is under 10 Mbps, and can only transmit or receive packets at th
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Name Description

same time.

]
“@-mip
The low speed mode can improve the transmission distance of the port. If you want to extend the PoE power

supply distance, you can change the speed mode to a low speed mode, such as 10 Mbps full duplex. And
ensure that the speed mode for peport is also 10 Mbps full duplex or auto negotiation.
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8.2 Diagnhose

You can use the diagnosis tools for troubleshooting. TRESupports the followingools:

Site Surveyused to check nearby wireless signals.
Ping used to check the network connectivity.
Traceroute used to check the network routes.

Speed Testused to check the connection speed between two devices in a same
network.

Spectrum Analysisused to check the nearby wireless noise of each channel, then
select a frequency band with less wirelessse for the CPE.

8.2.1 Site Survey

Site survey gives you an insight into the information of nearby wireless siéwatsrding to
the diagnosigesult, you can select a less interference channel (used by few devices) for the
WiFi network of the device to imprevthe transmission efficiency.

Configuration procedure

1. ChooseAdvanced>Diagnoseto enter the configuration page

2. SelectSite Surveyn the Diagnosedrop-down list menu

—--End

The diagnosis result will be displayed in a few seconds in tHeelisiv the Diagnosebox. See
the following figure

Diagnose
Diagnose Site Survey v a
ID SSID MAC Address Channel Security Signal Strength
1 IP-COM_2 [D8:38:0D:15:88:09 165 Mone 1'1'|‘.
2 IP-COM_FO3A60  D8:38.0D:F0:3A:65 40 None M
3 0124_7C98 D8:32:14:79:0AB4 40 Mixed fspﬁprﬁ‘z' M
8.2.2 Ping

You can use ping to detect the connectivity and quality of network connection.

Assume that you want to know whether tl@&PEan accesBing
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Configuration procedure

ChooseAdvanced> Diagnoseto enter the @nfiguration page
SelectPingin the Diagnosedrop-down list menu

SetIP Addresso Manual

Enter the target IP address or a domain name, whicmising.comin this example.

ClickStart
Diagnose
Diagnose Ping v
IP Address Manual v

IP Address/Domain Mame cn.bing.com
Ping Packet 4

Packet Size 32

—End

The diagnosis result will be displayed in a few secimdze list below Start button. See the
following figure

IP Address Time TTL
202.89.233.101 41.513ms 116
202.89.233.100 42.262ms 116
202.89.233.100 45.226ms 116
202.89.233.101 40.738ms 116

10 v Datas/Page

4 of 4 packets received, 0.00% loss0.00%

Min. 40.738 ms Average 42.43 ms Max. 45.226 ms
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8.2.3 Traceroute

A W b

You can use the Traceroute tool to detect the routes that the packets pass by froGPttie
destination host.

Assume that you want to detect the routésat the packets pass by frothe CPE to
cn.bing.com

Configuration procedure

ChooseAdvanced> Diagnoseo enter the configuration page

SelecftTraceroutein the Diagnosedrop-down list menu

Enter the targeiP address or a domain name, whiclensbing.comin this example.

ClickStart.

Diag nose

Diagnose

[P Address/Domain Mame

—--End

Traceroute v

cn.bing.com

The diagnosis result will be displayed in a few seconds ihdtigelow Start button. See the
following figure

SN IP Address Time

1 182.168.5.1 3.099 ms 6.053 ms 3.305 ms
2 172.16.200.1 8.645 ms 3.270 ms 9.431 ms
3 192.168.20.1 4.845 ms 5.009 ms 4.968 ms
4 192.168.21.254 5.200 ms 4.471 ms 3.033 ms
3 100.64.0.1 20.525 ms 15.491 ms 9.747 ms
6 59.38.106.221 18.160 ms 9.291 ms 6.092 ms
7 183.56.65.46 12.042 ms

8 202.97.65.97 44.627 ms

9 36.110.244.18 42.582 ms

10 220.181.17.86 40.299 ms 43.297 ms 39.520 ms

10 v Datas/Page
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8.2.4 Speed test

You can use th8peed Testo test the throughput between two CBEh the same network.
The test requireshat both sides support th&peed Testunction.

ChooseAdvanced> Diagnose and selecSpeed Testrom the Diagnosedrop-down list menu

to enter the page.

Diagnose
a
Diagnose Speed Test v
AVG RX J AVG TX JT AVG Total
0 Mbps 0 Mbps 0 Mbps
® Client Server
IP Address of Pear AP Manua v
IP Address
HTTP Port 80
User Name
Password
Test Group 10
Direction Bidirectional v
Time 30

Parameters description

Name

IP Address of Peel
AP

IP Address

HTTP Port

User Name

Password

Description

It specifies the LANP address of pedfPE You carenter it manually or select an IP
addressof the peer ARrom the dropdown list if there argpeer CPEsonnected to
the CPE.

If the IP Address of Peer AR set toManual, you need to enter the LAN IP address
peer CPE in the baranually.

It specifies the HTTP service port number of peer device, which is used to estab
speed test connection based on TCP/IP. Default: 80. You are recommended to |}
the default value.

It specifies thdogin user namand paswordof peerdevice
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Test Group

Direction

Time
AVG RX
AVG TX
AVG Total

It specifies thenaumber of test connection launched by the client.

It specifieghe test speed direction.

T RX(Receive): only test the speed that the peer device transmits data to thi
device.

T TX(Transmit): only test the speed that this device transmits data to peer
device.

T Bidirectional test both transmit and receive speed between the two CPEs
It specifies theperiod of speed test.
It displays the average received rate.
It disdays the average transmitted rate.

It displays the average total rate.

Example of configuring the speed test

o ~ w0 N

o

Assume that a CREorking in AP mod€CPE1and another CPEvorking in client mod€CPE?2)
have bridged successfullhen test the wirkess speed between them.

Theprocedure can be performed both on the web Ul of the CRRECPE2The CPEis used
for illustrationhere.

Assume that:

The IP address of CPE192.168.2.1 and both the login user name and password are

admin.

Configuration pocedure

Log in to the web Ul of CPEd ©iooseAdvanced> Diagnoseo enter the configuration

page.

SetDiagnosdo Speed Test

SetIP Address of Peer A® Manual

Enter the IP address of CPE1 to lReAddresdox, which i5192.168.2.1in this examps.

Enter the login user name and password of the web Ul of CPE1 s#renameand
Passwordoboxes, which are bothdminin this example.

SetDirectionto Bidirectional

ClickStart.
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Diagnose

Diagnose

AVG RX

OMbps

IP Address of Peer AP
IP Address

HTTP Port

User Name

Password

Test Group

Direction

Time

—--End

Speed Test

J AVG TX
0 Mbps
® Client
Manual
192.168.2.1
80
admin
admin
10
Bidirectional

30

Server

I AVG Total

OMbps

(Range: 1 to 20]

s (Range: 1 to 60)

Thetest result will be displayed in a few seconds in tisebelowthe Diagnosebox. See the

following figure.

Diagnose
Diagnose
AVG RX
103.28 Mbps

Speed Test

J AVG TX

105.17 Mbps

JI AVG Total

208.45 Mbps
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8.2.5 Spectrum Analysis

You can use the Spectrum Analysis to check the wireless noise of each channel, then select a
frequency band with less wireless noise for the CPE based ahagroseesult.

Configurdion procedure
ChooseAdvanced> Diagnoseto enter the page.
SelectSpectrum Analysifrom the Diagnosedrop-down list menu

Select theFrequencyBand range you want to test from the dregdown list.

A

ClickStart.

Diagnose
Diagnose Spectrum Analysis v

Frequency Band 36(5180MHz) v

48(5240MHz) v

5. Confirm the message on the pap window,and clickOK

Note pd

All wireless connections will be terminated when the spectrum analysis is launching on the device! Please click OK to Start.

—End

The diagnosis resub displayedas follows.

Diagnose
Diagnose Spectrum Analysis A
Frequency Band 36(5180MHz) v | —— | 48(5240MHz) v
Peak Current Average
()
M
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8.3 Bandwidth control

8.3.1 Overview

The Bandwidth Controffunctionis available i'w/ISPor Routermode.

The bandwidth control function allows you to assign proper bandwidth to connectedglient
ensuring that the limited bandwidth is used to effectively access resources over the internet.

ChooseAdvanced> Bandwidth Controlto enter the page.

Bandwidth Control

Remark
IP Address Range 192.168.2. ~ 192.168.2.
Max. Upload Rate Mbps v
Max. Download Rate Mbps v
Add
ID Remark IP Address Range Max. Upload Rate Max. Download Rate Status  Action
Parameters description
Name Description
It specifies the additional information of the bandith control rule. This field is
Remark optional For convenient management, yolbetter specify different remarks fo

IP Address Range

Max. Upload Rate

Max. Download Rate

Status

Action

different rules.

It specifies the IP address or IP address range of devices that this rule appli

If you want to controbnly one device, enter the same IP address in the two
boxes. If you want taontrol multiple devices, enter an IP address range
including start IP address and end IP address. The end IP address should b
greater than the start IP address.

It specifies the maximum upload/download rateadflevice whose IP address is
within the IP Address Range.

It specifies the current status of the rule. You can enable or disable it as
required.

CIickTiT to delete the rue.
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8.3.2 Example of configuring bandwidth control

Network requirement

TheCPEs used to bridge to the ISP hotspot for internet access in a house in the countryside,
and theCPHs set to WISP mode. To ensure that every device can access the internet
smoothly,you want to specify a maximum uploatbwnloadfor each device.

Assume thatThe maximum upload rate of each device connected to the WiFi network of the
CPHs 5 Mbps, and download rate i$0 Mbps. And the IP address range of the devices
connected to the WFi network is192.1682.100to 192.1682.150.

Configuration procedure

A

ChooseAdvanced>Bandwidth Controlto enter the configuration page
Enter a remarKoptional) such a©fficel
Specify an IP address range, which 38 and 150in this example.

Spedy the maximumupload rate and download rate respectively, which &@nd10in this
example.

ClickAdd.

Bandwidth Control

Remark Office 1

IP Address Range 192.168.2. 100 ~ 192.168.2. 150

Max. Upload Rate 5 Mbps -
Max. Download Rate 10 Mbps v
ID Remark [P Address Range Max. Upload Rate Max. Download Rate Status  Action

—End

If the rule is added successfully, it is displayed in the list belovAtlttbutton. See the
following figure
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ID  Remark IP Address Range Max. Upload Rate Max. Download Rate  Status  Action

1 Office 1 192.168.2.100~192.168.2.150 5Mbps 10Mbps #Enable T

10 v Datas/Page

Verification

For a devicevhose IP address is within the range of 192.168.2.100 to 192.168.2.150, its
maximumuploadrate is 5 Mbps and its maximum download rate is 10 Mbps.
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8.4 Portforwarding

8.4.1 Overview

This function is available only when tG#®BEvorksin WISPor Routermode.

If conputers are connected to thEPHEo form a LAN and access the internet through GRE
internet users cannot access the hosts on the LAN. Therefore, the servers, such as web
servers, email servers, and FTP servers, on the LAN are inaccessible to irgerset u

To enable internet users to access a LAN server, enableottiéorwardingfunction of the
CPEand map one service pott the IP address of the LAN server. This enableS€®Pigo
forward the requests arriving at the port from the internet to thAN serverand avoid the

attacks from the WAN.

ChooseAdvanced> Port Forwardingo enter the page

Port Forwardinq

Internal IP Address
Internal Port
External Port

Protocol

Application

ID Internal IP Address

23

23

TCP&UDP v
Telnat v
Add

Internal Port External Port  Protocol  Application  Status Action

Parameters description

Name Description

Internal IP Address It specifies thdP address of the hositat establishes server in LAN.

It specifies theservice port of the server in LAN.

Internal Port After you select ar\pplication, this option will be auto populated. You can als
customize it.

External Port

It specifies theports enabled for WAN users by this devioeisit the

correspondingserversin LAN
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Name Description

After you select ar\pplication, this option will be auto populated. You can als
customize it.

It specifies theprotocol type of the selected applicatiorfSelectTCP&UDRhen

Protocol
you are not sure.

It specifies theapplication ervices established in LANe device provides som
Application common services. After you select an application, the internal and external j
will be populated.

Action Click ™ to delete the rule.

8.4.2 Example of configuring port forwarding

Network requirement

The CE is in WISP mode and has connected to the ISP hotspot to provide internet access for
a remote household.

Requirement Family members who are not at home can visit the resources on the web
server in LAN over the internet.

You are recommended to use portrveardingfunctionto solve the problem.

Assume that:
i IP Address of the web server92.1682.100
i Service port (internal port) of the web server in LBN:
i External port that this device enables for internet devi@&:
i WAN IP Address of the devi@02.10511.22
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Network topology

CPEWISPmode Switch

ISP Hotspot

---------------------

¢ \

“w % e

Computerl Computer2 WebServe

--------------------

¢ mmmeee--

r
-

Configuration procedure

Prerequisite: manually seta staticIP address and related parameters for the web server to
avoid the service disconnection caused by the dynamic IP address.

1. ChooseAdvanced>Port Forwardingto enterthe configuration page

2. Enter the IP address of the web server in thiernal IP Addres®ox, which is192.1682.100
in this example.

3. SelectHTTHrom the dropdown list ofApplication, and thelnternal Portand External Port
boxes will be automaticallgopulated.

4. SelectfTCP&UDRom the dropdown list ofProtocol
5. ClickAdd.
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Port Forwardi ng
Internal IP Address 192.168.2.100
Internal Port 80
External Port 80
Protocol TCP&UDP v

Application HTTP v

—End

If the rule is added successfully, it is displayed in the list belovAtiitbutton. See the
following figure

ID Internal IP Address  Internal Port  External Port Protocol Application Status  Action

1 192.168.2.100 80 80 TCP&UDP HTTP ¥/Enable W

10 v Datas/Page

Verification

EnterProtocol name// WAN port IP addres&xtenal portin the address bar of a web
browser on a computer over the internet to access the resoucretheweb server. In this
example, entehttp://202.105.11.22:80.

'\@,‘ Tip

If internet users cannot visit the server in LAN after the configuration, try theafisly solutions:

1 Ensure that the WAN IP address of tbeHs a public IP address, and the internal port you entered is
correct.

T Security software, antivirusoftware, and the builtin OS firewall of theever may cause port
forwarding function failues.Disable them and try again.

1 Manually set an IP address and related parameters for the server to avoid the service disconnection
caused by the dynamic IP address.
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8.5 MAC filter

8.5.1 Overview

This function is available only when tG#®BEvorksin WISPor Routermode.

The MAC Filter function enables you to allow or disallow the devices, such as computers,
laptops, tablets, and smart phones, to access the internet viaCihEbased on their MAC
addresses.

ChooseAdvanced> MACFilter to enter the page.

The function iglisabled by defaultSet the mode toAllow, and the page is shown as below

MAC Filter
Mode Allow v
Remark
MAC Address
Time 00 v:00 v ~00 00 v
Date Maon. Tue. Wed. Thur.
Fri. Sat. Sun. Every Day
Add
ID Remark MAC Address Time Mode Status Action
Parameters description
Name Description

It specifies the mode of MAC filter rule.
i Disable Disable the MAC Filter function.

T Allow: Allow the devices with the MAC addresseshe list to access the
internet via the CPEand disallow the other devices to access the interne

Mode k
viathe CPE
T Disallow Disallow the devices with the MAC addresses in the list to acc
the internet viathe CPEand allow the other devices to acceks internet
viathe CPE
Remark It specifies the additional information of the rule.
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Name

MAC Address
Time

Date

Status

Action

Description

It specifies the MAC address of the device to which the rule applies.
It specifies the period at which the rule takes effect.

It specifieghe dates on which the rule takes effect.

It specifies the status of the rule.

Click Y to delete the rule.

8.5.2 Example of configuring MAC filter

Network requirement

The CPE is in WISP mode and has connected to the ISP hotspot to provide irteesstfar
a remote household.

Requirements Only allow the parentsievices to access the internet during 9:00 to 17:00,

Monday to Friday.

You are recommended to use the MAC Filter function to solve the problem.

Assume thatThe MAC addresses of the pargridevices areCC:3A:61:71:1B:6khd

CC:3A6151F3E

Configuration procedure

ClickAdd.

© N o o A~ W bhPRE

chooseAdvanced> MAC Filterto enter the configuration page

Select a mode, which Alow in this example.

Enter a remark in th&emarkbox (optional), which isDad's smartplone in this example.
Enter the MAC address of the device, whicB@&3A:61:71:1B:6R this example.
Specify a period, which $00to 17:00in this example.

Tick the dates, which ar®londay to Fridayin this example.

PerformStep2to Step7to add the rule with the other MAC address.
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MAC Filter

Mode Allow v

Remark Dad's smartphone

MAC Address CC:3A61:71:1B:6E

Time (09 v:00 ¥ ~17 v :00 r

Date [« Mon. ¥ Tue. < Wed. #| Thur.

| Fri. Sat. Sun.

Every Day

—End

If the rule is added successfully, it is displayed in the list belovAtiitbutton. See the
following figure

ID Remark MAC Address Time Mode Status Action
Dad's CC:3A61:71-1B6E Mon. . Tue., Wed. Thur._ Fri. 09:00- Allow ] o
smar... 17:00 Enable
Mum’s Ane1oc o Mon. . Tue. | Wed. | Thur. | Fri. 09:00- . v
2 lapt... CC:3A61:75:1F3E 17-00 Allow Engble
10 = Datas/Page
Verification

Only the devices with the MAC addresse€af3A:61:71:1B:6ihd CC:3A:61:75R:3Ecan

access the internet at 9:00 to 17:00 from Mondayralay. All of other devices cannot access

the internet during this period.
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8.6 Network service

8.6.1 DDNS

Overview

This function is available only when tG#®BEvorksin WISPor Routermode.

DDNS, dynamidomain name servicenables the dynamic DNS client on the device to
deliver the current WAN IP address to the DNS server. Then the server maps the WAN [P
address tca domain name for dynamic domain name resolution

This function often works with the pbforwarding, DMZ host, and remote web management
functions. Then users can visit an address with a domain name instead of a dynamic WAN IP
address, which makes the visit easier.

ChooseAdvanced> Network Serviceo enter the page.

Network Service

DDNS

Service Provider 3322.0rg ¥ | Register
User Name
Password

Domain Name

Parameters description

Name Description

DDNS It Specifies whether to enable the DDNS function.

It specifies Dynamic Domain Name Service provider. The device supports Dy

Service Provider No-ip.com, and 3322.0rg.

User Name It specifies the user name/password used to logo the dynamic DNS service,
whicharethe login user namand passworgou registered on the website of the
Password service provider.

It specifies the domain name information obtained from the dynamic DNS ser
Domain Name You need to enter the doain nhame which you registered on the website
manually
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Example of configuring DDNS
Network requirement

TheCPEs in WISP mode and has connected to the ISP hotspot to provide internet access for
a remote householdThe WAN IP address of the CPE is dynamic

Requirement:The administrator ofbusinesscan visit the resources on web server in LAN.
You are recommended to use the DDNS and port forwaringtions to solve the problem.

Assume that:

The information of the wb serveiin LAN is shown as follows:

i IPAddress 192.1682.100
i ServicePort of the Web Server80

The registered domain name information is shown as follows:

i Service ProviderDyndns

i User Nameipcom

i Password ipcom

i Domain Nameipcom.dyndns.com

Network topology

CPEWISP mode Switch

ISP Hotspot

---------------------

1
1
)
1
1
1
]
1
1 Computerl Computer2 Web Serv

--------------------

A}
1
L}
1
]
1
]
1
L]

(=g

Configuration procedure

[. Set up the DDNS function
1. ChooseAdvanced>Network Servicdo enter the configuration page

2. Enable theDDNSunction.
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Select a service provider, whichDgndnsin this example.

Enter the user name and passwoydu registered with DDNS service providehich are
ipcomandipcomin this example.

Enter the domain name you registered, whiclpisom.dyndns.com
ClickSaveon the bottom of this page.

Network Service

oons @D
Service Provider Dyndns v | Register
User Name ipcom
Password
Domain Name ipcom.dyndns.com

Setup the port forwarding function

Prerequisite manually set atatic IP address and related parameterstfoe web server to
avoid the service disconnection caused by the dynamic IP address.

ChooseAdvanced> Port Forwardingto enter the configuration page
Enter the IP address of the web server, which92.1682.100in this example.

Select an application, lch isHTTHnN this example, and thinternal Portand External Port
will be populated automatically.

Select the protocol of the servicECP&UDIs recommendedf you are not sure.
ClickAdd.
Internal IP Address 192.168.2.100
Internal Port 80
External Port 80
Protocol TCP&UDP v

Application HTTP v
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—End

If the rule is added successfully, it is displayethe list below theAdd button. See the
following figure.

ID Internal IP Address Internal Port  External Port Protocol Application Status  Action

1 192.168.2.100 80 80 TCP&UDP HTTP ¥/Enable g

10 v Datas/Page

Verification

EnterProtocol name://WAN port domaimameExternal portin the address bar of a web
browser on a computer over the internet to access the resources on the web server. In this

exampe, enterhttp:// ipcom.dyndns.com:80

'\@" Tip

If internet users cannot visit the server in LAN after the configuration, try the following solutions:

i Ensure that the WAN IP address of fbeHs a public IP address, and the internal port you entered is
correct.

1 Searity software, antivirus software, and the buiit OS firewall of theervermay cause port
forwarding function failures. Disable them and try again.

1 Manually set an IP address and related parameters for the server to avoid the service disconnection
cau®d by the dynamic IP address.
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8.6.2 Remoteweb management

Overview

TheRemoteWeb Managementfunction is only availableshen the CPE works WISPor
Routermode.

Generally, only the deces connected to the LAN podr the wireless networlkf the CPEan
accesshe web Ulof the CPE

The remote web management function enables you to access the web Ul GREs WAN
if it is required.

To access the page, choosdvanced> Network Service
Remote Web Management ()

IP Address A T

Port 8080

Parameters description

Name Description
Remote Web It spedfies whether to enable the remote web management function.
Management
It specifies the IP address of a device which is allowed to access the web U
the CPE
i All: It indicates that any computer in WAN can manage@iPEemotely.
IP Address For security, this ojdn is not recommended

T Manual It indicates that only the device with specified IP address can
managethe CPEemotely. Ifthe CPEbelongs to a LAN, the gateway
address (a public IP address}toé CPEhould be entered.

It specifies thgport numberused for remote management of device. Default:
8080 You can change it if necessary.

Ports 1 to 1024 have been used by walbwn services. To avoid port conflicts

Port you can set the port number to one between 1025 and 65535. Then you car
access the devideom WAN by visiting an address in the formhtth://WAN IP
address:port number If the DDNS function is enabled on tBEEyou can
access the device by visiting an address in the forhitpf// Domain name of
WAN port:port number.
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Example of configurig remote web management

The CPE is in WISP mode and has connected to the ISP hotspot to provide internet access for
a remote household.

Networkrequirement

The host needs to troubleshoot the network when he is on business. So he needs to access
the C PEaneb Ul on WAN.

You are recommended to use the remote web management function to solve the problem.

Assume that:
i The WAN IP address of the devic20(2.105.106.55

i The IP address of the computer which is allowed to acces€@ien WAN is
202.105.88.77

i Portnumber is8080

Configuration procedure

1. ChooseAdvanced>Network Servicdo enter the configuration page
2. Enable theRemote Web Managemenfunction.
3. SetlP Addres$o Manual
4. Enter the IP address of the computer which is allowed to access the devicdNnwhich is
202.105.88.71n this example.
5. Enter the port number, which 8080in this example.
6. ClickSavein the bottom of this page.
Remote Web Management (@)
IP Address Manual v
Enter an IP address 2021058877
Port 8080
----End
Verification

Thehostcan use his computer to log in to the web Ul of @By access
http:// 202.105.106.58080,
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8.6.3 Reboot schedule

Overview

This function enables th€PHEo automatically reboot as scheduled. You can use this function
to preventwirelessperformance degradation or network instabilithye tolongtime running.

Configuration procedure

ChooseAdvaned > Network Serviceao enter the configuration page
Enable theReboot Scheduléunction.

Specify a time at which the device reboots, which is 3:00 in this example.

Specify the dates on which the device reboots, which is every day in this example.

o ~ w0 N E

ClickSaveon the bottom of this page.

Reboot Schedule D

Time 03:00

Date # Mon, ¥ Tue. < Wed. # Thur.

| Fri. ¥ Sat. #| Sun. # Every Day

—--End

After successfully configured, the CPE will automatically reboot at 3 a.m. every day.

8.6.4 Logintimeout interval

If you log in to the web Ul of théPEand perform no operation within the login timeout
interval, theCHElogs out for network security. The default login timeout interval is 5 minutes.

ChooseAdvanced> Network Servicdo enter the page.

Login Timeout Interval 5
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8.6.5 SNMPagent

Overview

The Simple Network Management Protocol (SNMP) is the most widely used network
management protocoln TCP/IP networks. SNMP enables you to remotely manage all your
network devices compliant with this protocol, such as monitoring the network status,
changing network device settings, and receiving network event alarms.

SNMP allows automatic management @vetes from various vendors regardless of physical
differences among the devices.

SNMP Management Framework

The SNMP management framework consists of SNMP manager, SNMP agent, and
Management Information Base (MIB).

i SNMP manager: It is a system that corgrahd monitors network nodes using the
SNMP protocol. The SNMP manager most widely used in network environments is
Network Management System (NM3n NMS can be a dedicated network
management server, or an application that implements management funcimas
network device.

i SNMP agent: It is a software module in a managed device. The module is used to
manage data about the device and report the management data to an SNMP
manager.

i MIB: Itis a collection of managed objects. It defines a series of attsftenanaged
objects, including names, access permissions, and data types of objects. Each SNMP
agent has its MIB. An SNMP manager can read and/or write objects in the MIB based
on the permissions assigned to the SNMP manager.

An SNMP manager manages SN&dEnts in an SNMP network. The SNMP manager
exchanges management information with the SNMP agents using the SNMP protocol.

Basic SNMP Operations

Thedeviceallows the following basic SNMP operations:

i Get: An SNMP manager performs this operation to queeySNMP agent of the
devicefor values of one or more objects.

i Set: An SNMP manager performs this operation to set values of one or more objects
in the MIB of the SNMP agent of thevice
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SNMP Protocol Version

The CPE is compatible with SNMP V1 and SNMPaxd adopts the community

authentication mechanism. Community name is used to define the relationship between an
SNMP agent and an SNMP manager. If the community name contained in an SNMP packet is
rejected by a device, the packet is discarded. A comtypunaime functions as a password to
control SNMP agent access attempts of SNMP managers.

SNMP V2C is compatible with SNMP V1 and provides more functions than SNMP V1.
Compared with SNMP V1, SNMP V2C supports more operations (GetBulk and InformRequest)
and chta types (such as Counter64), and provides more error codes for better distinguishing
errors.

MIB Introduction

An MIB adopts a tree structure. The nodes of the tree indicate managed objects. A path
consisting of digits and starting from the root can bediso uniquely identify a node. This
path is calling an object identifier (OlDhe following figure shows the structure of an MIB.
In the figure, the OID of Ais 1.3.6.1.2.1.1, whereas the OID of B is 1.3.6.1.2.1.2.

root

1

MIB tree structure

1{mib)

Parameters description

To access thpage, choos@ddvanced> Network Service
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Name

SNMP Agent

Device Name

Read Community

Read/Write Community

Location

SNMP Agent

Device Name

Read Community

Read/Write Community

Location

«©

iLBE-5ACV1.0
public
private

ShenZhen

Description

It specifies whether to enablilne SNMP agent function of the CB.default,
it is disabled.

An SNMP manager and the SNMP agent can communicate with each ott
only if their SNMP wsions are the same. Currently, the SNMP agent funct
of the CPEBupports SNMP V1 and SNMP V2C.

It specifies the device name of tiRPEThe default device name is the mod
and version numbeof theCPE

_\@/_ Tlp

It is recommended that you changeettdevicename so that you can easily
identify the CPBvhen managingt using SNMP.

It specifies the read password shared between SNMP managers and this
SNMP agent. The default passworguslic.

The SNMP agent function of tideviceallowsan SNMP manager to use the
password to read variables in the MIB of tthevice

It specifies the read/write password shared between SNMP managers an
this SNMP agent. The default passwordrigate.

The SNMP agent function of tideviceallows an SNMP manager to use the
password to read/write variables in the MIB of thevice

It specifies the location where tHéPHs used. You can change the location
required.

Example ofconfiguring the SNMRunction

Network requirement

TheCPEonnects to an NMS over an LAN. Tagvork addres®f the CPHEs

192.1682.1/24
The NMS use

and thenetwork IP address of the NMS is 192.15312/24.
SNMP V1 or SNMP V2C to monitor and manageihe

Assume thaRead Communitis Jack andRead/Write Communitys Jack123
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NMS: 192.168.212/24 CPE192.168.2.1/24

Configuration procedure

1. Setup theCPE

1)

(@)
@)
(4)
(5)

Log in to the web Ul of CP&dchooseAdvanced> Network Servicdo enter the
configuration page

Enable theSNMP Agenfunction.

Set theRead Communitywhich isJackin this example.
SetRead/Write Community whichis Jack123n this example.
ClickSaveon the bottom of this page.

snmp Agent @)

Device Name iLBE-5ACV1.0
Read Community Jack
Read/Write Community Jack123

Location ShenZhen

2. Setupthe NMS.

On an NMS that uses SNMP V1 or SNMP V2C, setatieommunityto Jackandread/write
communityto Jack 23. For details about howo configure the NMS, refer to the
configuration guide for the NMS.

—End

Verification

After the configuration, the NMS can connect to the SNMP agent oC®i#and can query
and set some parameters on the SNMP agent through the MIB.
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8.6.6 Ping watch dog

With this function enabled, th€PEperiodically pingtarget IP address to check the network
connectivity and identify whether the device malfunctions. If it malfunctions GR&will
reboot automatically to ensure the network performance.

Configuration preedure
ChooseAdvanced> Network Serviceao enter the configuration page
Enable thePing Watch Dodunction.

Set the related parameters.

r w0 N PR

ClickSaveon the bottom of this page.

Ping Watch Dog D

IP Address 127.0.0.1
Ping Interval 300
Ping Startup Delay 300

Threshold of Lost Packets 3

—End

Parameters description

Name Description

Ping Watch Dog It specifiesvhether toenablethe Ping Watch Dog function.

IP Address It specifies thaargetIP address that th€PEpings.

Ping Interval It specifies the interval at which the CPE transmits packets to piniguthet IP

address

It specifies he delay timdor the CPHEo enablethe Ping Watch Dodunction
after the CPEcompletes startupDefault: 300 s.

Setting a proper Ping Startup Delay time can stopRimg Watch Dodunction
from beingtriggered during the startup of the CPE. Such trigggteads to
failure of accessing the web Ul to modify the settings, causing the CPE to st

Ping Startup Delay

continuoudy.

It specifieghe threshold of lost packet that triggers rebo®&ange: 1 to 65535,
Threshold of Lost default: 3.
Packets For examplefi5 is set the device will reboot automatically whendibes not

receive responsafter sendng5 Ping packetsa target IP address/domain name
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8.6.7 DMZ host

Overview
This function is available only when tG#®BEvorks inWISPor Routermode.

A DMZ host on a LAN camomunicate with the internet without limit. You can set a
computer that require higher internet connection throughput, such as a computer used for
video conferencing or online gaming, as a DMZ host for better user experience.

mNote

1 A computer set tdMZ host isiot protected by the firewall of th€PE

1 A hacker may leverage the DMZ host to attack your LAN. Therefore, enable the DMZ function only when
necessary.

To access the page, choosdvanced> Network Service

DMZ Host 0

DMZ Host IP Address

Parameters description

Name Description

It specifies whether to enable tHeMZ hosfunction of theCPEBY default, it is

DMZ st disabled.

DMZ Host IP Address It specifieghe IP address of theANdevice to be set to DMZ haost

Example of configuring DMZ host
TheCPBEs used in a company to depl its network, and it is set to WISP mode.
Network requirement
The administrator on business can visit the resources on web server in LAN.
YoucanuseDMZ Hosfunction to solve the problem.

Assune that
i The WAN IP address of the devic202.105.106.55
i ThelPaddressof the internal web server i$92.1682.100
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i Theport number is9999
Networktopology

CPE: WISP mode Switch

ISP hotspot

---------------------

W %W @

' Computerl Compute2 Web server

-

- -
- -

--------------------

Configuration procedure

Prerequisite. Manually sefa staticlP address and related parameters for the web server to
avoid the service disconneoti caused by the dynamic IP address.

1. ChooseAdvanced>Network Servicdo enter the configuration page
2. Enable theDMZ Hosffunction.

3. Enter the IP address of the computer to be set to DMZ host, whit®2d4682.100in this
example.

4. ClickSaveon the botiom of this page.

DMZ Host ()

DMZ Host IP Address 192.168.2.100

---End
Verification

EnterProtocol name// WAN port IP addresdPort number in the address bar of a web
browser on a computer over the internet to access the resoucretheweb server. In this
example, entehttp://202.105.106.55:9999

If the DDNSunction is enabled, you can visit an address in the forfrofocol
name// domain name9999
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If internet users cannot visit the server in LAN after the configuration, try the following solutions:

i Ensure that the WAINP address of th€PHEs a public IP address.

i Security software, antivirusoftware and the builtin OS firewall of theervermay cause the function
failures. Disable them and try again.

i Manually set an IP address and related parameters for the senaardial the service disconnection
caused by the dynamic IP address.
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8.6.8 Telnetservice

With this function enabledthe CPE can be managed via Tel@atnerallythis function is
usedto maintain the CPE by technical professional.

ChooseAdvanced> Network Sewriceto enter the page. By default, the function is enabled.

DMZ Host

Hardware Watch Dog O

STP

Save Cancel

8.6.9 URMP

Universal Plug and Play (UPnP) is a set of networking protocols that makes automatic port
forwarding possible. It can identify devices and enable ports for certain applicatoal as
ThunderandBitComet To use this function, it requires that the operating system support
UPNP, or application software supporting UPnP is installed.

ChooseAdvanced> Network Serviceo enter this page. By default, the function is disabled.

DMZ Host

Telnet Service ()

Hardware Watch Dog ()

STP

Save Cancel
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8.6.10 Hardwarewatch dog

Thisfunction uses an embedded watchdog timer to detect the operation condition of the
CPE s ma i nreqularly Quriregmormal operation, thEPEegularly resets the
watchdog timer to prevent it from elapsing, or "timing out"the CPHalils to reset the
watchdog timer, due to &ardware fault or program errpthe timer will elapse and generate
a timeout signal. The timeout signal is used to reboot@iEo make it recover from
malfunctions.

ChooseAdvanced> Network Servicdo enter thepage. By default, the function is enabled.

Telnet Service O

Save Cancel

8.6.11 STP

Spanning Tree Protoc(TP) is a network protocstandardizedy IEEE 802d1 It helps
establisha loopfree logical topologyfor Ethernet network, andllows a network design to
include backup links torpvide fault tolerance if an active link failthe ST#nabled device
creates aspanning tree within a network of connected lay@bridges, and disables those
links that are not part of the spanning tree, leaving a single active path between any two
network nodes.So that it prevents packets froonontinued proliferationand endless loop in a
loop network to avoid reducing the capability of processing packets caused by receiving
duplicate packets.

ChooseAdvanced> Network Serviceo enter the page. By datilt, the function is disabled.

Telnet Service ()

UPNP

Hardware Watch Dog O
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9 Tools

9.1 Date & time

This module enables you to set the system tiohi¢he CPE

Ensure that the system time of tH@PHs correct, so that logs can be recorded correctly and
the reboot schedule can be executed correctly.

ChmseTools>Date & Timeto enter the page.

TheCPEllows you to set the system time by synchronizing the time with the internet or
manually setting the time. By default, it is configured to synchronize the system time with the
internet.

‘\@,‘ Tip

When you log ind the web Ul of the CPE, the system time will be synchronized with the time of the
management host automatically no matter which time setting method you choose.

9.1.1 Synchronized with the Internet

o r 0 N oPE

TheCPEautomatically synchronizes its system time with a tireever of the internet. This
enables theCPHo automatically correct its system time after being connected to the internet.

For details about how to connect the CPE to the internet, refer to the configuration procedure
of corresponding mode iQuick Setup

Configuration procedure

Chooserlools>Date & Timeto enter the configuration page
SetTime settinggo Synchronized with the Internet

Specify aimeinterval The default valu80 minutesis recommended.
SetTime Zondo your time zone.

ClickSave
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Date & Time

Time Settings @ Synchronized with the Internet Manual
Time Interval 30 minutes v

Time Zone (GMT+08:00) Beijing, Chongging, Hong Kong, Urumugi, Taipei ¥

Save Cancel

—End

9.1.2 Manual

You can manually set the system time of ®REIf you choose this option, you need to set the
system time each time after thePEeboots.

Configuration procedure
1. ChooseTools>Date & Timeto enter the @nfiguration page
2. Set theTime Settingso Manual

3. Enter a correct date and time, or clil¢gnchronize with PC Tinte synchronize the system
time of the CPEwith the system time (ensure that it is correct) of the computer being used to
manage theCPE.

4. ClckSave
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Date & Time

Time Settings

Date & Time

) Synchronized with the Internet

2019 05 M 30 D17 h o4

Synchronize with PC Time

Save | Cancel

® Manual

m 18

5

—End
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9.2 Maintenance

9.2.1 Reboot device

If a setting does not take effeor the CPE works improperlyou can try rebooting th€PHo
resolve the problem.

|
/

“Tip

nn@'

When theCPEeboots, the current connections will be disconnected. Perftrimoperation when theCPHs
NOTbusy.

Configuration procedure

1. ChooseTools>Maintenanceto enter the configuration page

2. ClickReboot

Maintenance

Reboot Device Reboot
Reset to Factory Settings Reset
Upgrade Firmware Upgrade

MNote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

Backup/Restore Backup/Restore

ClickOKon the popup window.

MNote e

Do you want to reboot it?

—--End

A progress bar is displayed on the page. Wait until it elapses.
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9.2.2 Reset tofactory settings

If you cannot locate a fault of thePEor forget thelogin password of the web Ul, you can reset

the CPHo restore its factory settigs and then configure it again.

|__|iNote

i After you reset the CRIEhe configuratiors of the CPE areestored tofactory settings Therefore, you
need to recofigure the CPERestore the factory settings of ti@&PEnly when necessary.

i To prevenidevicedamages, ensure that the power supply of tieviceis normal when thaleviceis

reseting.

1 Afteryou reset the CREhe login IP ddress is 192.168.2.1, and both login user name and password are

admin.

Option 1:Reset the CPE using the web Ul
1. ChooseTools>Maintenanceto enter the configuration page
2. ClickReset

Maintenance

Reboot Device Reboot
Reset to Factory Settings Reset
Upgrade Firmware Upgrade

Naote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

Backup/Restore Backup/Restore

3. ClickOKon the popup window.

Note X

HHHHH
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—End

A progress bar is display®n the page. Wait until it taomplete

Option 2: Reset the CPE using thE$EDutton

Whenthe CPHs operating, hold down thékESEButton for about 8 seconds and release it
when all LED indicators light up and then turn off. The CPE is restoreddxy faettings.
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9.2.3 Upgradefirmware

This function upgrades the firmware of tltEor more functions and higher stability.

m Note

To prevent damaging the CPE:

i Ensurethat the new firmware version is applicable to ti@Bbefore upgrading the firmwareenerally,
the suffix of theupgrade file isbin.

i keep the power supply of th€PEonnected during an upgrade.

Configuration procedure

1. Download the package of a later firmware version for @@Erom www.ip-com.com.crto
your local computer, and decompress the package.

2. Log in to the web Ul of thEPEand choosel ools>Maintenanceto enter the configuration
page

3. ClickUpgrade

Maintenance

Reboot Device Reboot
Reset to Factory Settings Reset
Upgrade Firmware Upgrade

MNote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.

Backup/Restore Backup/Restore

4. Select thecorrectupgrack file from your local computeand the system will upgrade
automaticaly.

—End

Wait for the progress bar to complete. Then log in to the web Ul of the CPE. On the Status page,
check if the current Firmware Version is consistent with the firmware version you selected for
upgrade.

|
7’

“Tip

nu@

After the device is upgraded, you are remmended to restore the factory settings of the device and
configure it again to get the best experience.
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9.2.4 Backup/Restore

TheBackup'Restore function enables you to back up the current configuration of the CPE to a
local computerand import theconfiguratian file you export before

If the CPE enters the optathcondition after you greatly change the configuration of the CPE,
you are recommended to back up the new configuration, so that you can restore it after
upgrading or resetting the CPE.

'\@I' Tip

If you need taapply same or similar configurations to maigvices, you can configure one of tlievices
back up the configuration of theevice and use the backup to restore the configuration on the other
devices. This improves configuration efficiency.

Backup
1. ChooseTools>Maintenanceto enter the configuration page
2. ClickBackup/Restore
Maintenance
Reboot Device Reboot
Reset to Factory Settings Reset
Upgrade Firmware Upgrade
Mote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.
Backup/Restore Backup/Restore
3. Then clicBackupon the pop-up window.
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Backup/Restore X

—End

A file namedAPCfm.cfgs downloaded to your loc&lomputer

Restore

1. ChooseTools>Maintenanceto enter the configuration pag

2. ClickBackup/Restore

Maintenance
Reboot Device Reboot
All connections will disconnect during reboot.
Reset to Factory Settings Reset
All configurations will restore to default factory setting after reset
Upgrade Firmware Upgrade
Current Software Version: V1.0.0.2(4045) ; Release Date: 2019-03-18
Mote: Do not disconnect the power supply of the device during upgrade
process, or the device will be damaged.
H Backup/Restore Backup/Restore
Backup current settings or import saved settings to device :
R T T TP Ty -

3. ClickRestoreon the pop-up window.
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Backup/Restore X

Backup configurations Backup

Import configurations Restore

Select and upload the file you back up beffttee suffix of the backup file: .cfg)
----End

The file is being uploaded.

Backup/Restore X
Backup configurations Backup
Impeort configurations Uploading...

A progress bar is displayed on the page. Wait until ddimplete Then theCPEs restored the
settings successfully.

The system is rebooting,it will take about 1 minutes, please wait...72%
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9.3 Account

OnAccount, you can change the login account information of (bEéHo prevent unauthorized
login.By default, theCPEhas one administrator account and ogaestaccount.With the
administiator account you camrmodify and view the settingsf the CPE while with the guest
account you can only view the settings.

To access the page, chooBaols>Account
Click LJ 1o change the account information.

Account

9.3.1 Administrator

You can modify and view theettings withthe administratoraccount.Both the default user
name and password of the administrataccountare admin.

'\G‘D" Tip

For network security, it is recommended to modify your login password regularly. A password of high
security is preferred, such as angbination oflower-case letters, capital letters and numbers

Administrator Account X

Old User Name admin
Old Password

New User Name
New Password

Confirm Password
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Parameters description

Name Description
Old User Name It specifies the user namipassvord of the current login account.

By default, theCPEhas one administrator account and one guest aectou
Old Password Administrator user name/password: admin/admin (all lowercase)

Guest user name/password: user/user (all lowercase)
New User Name It specifies a new login user name.
New Password It specifies a new login password.

Confirm Password Enterthe new login password again.

9.3.2 Guest

This account only allogwyou to view the settingBy default, this account is disabled. Both the
default user name and password arser.

Guest Account x

Enable

Qld User Name user
Qld Password
MNew User Name
Mew Password

Confirm Password
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9.4 System log

To access the page, chooBaols> System Log

The logs of th&PErecord various events that occur and the operations that users perform
after the CPEstarts. In case of a system fault, you can refer to the logs during troubleshooting.
A maximum of 300 items can be saved. After the total log items exceed the maxinmonimen,

the previous logs will be cleared.

sttem Log

Refresh Clear Log Type| Al v
1D Time Type Log

1 2019-05-3017:21:31 WAN Broadcasting DHCP_DISCOVER

2 2019-05-30 17:21:30 System Sync time failed!

3 2019-05-30 17:20:35 System Sync time failed!

4 2019-05-30 17:20:35 WAN Broadcasting DHCP_DISCOVER

5 2019-05-30 17:19:49 WAN Broadcasting DHCP_DISCOVER

b 2019-05-30 17:19:40 System Sync time failed!

7 2011-05-01 00:01:00 System web 192.168.60.104 login

To ensure that the logs are recorded correctly, verify the system time of theYOREan
correct the system time of the CPE by choodiogls>Date & Time.

To view the latest logs of the CPE, dRefresh

Toclear the existing logs, cli€keat

|__|iNote

i When the CPE reboots, the previous logs are lost.

1 TheCPEebootswhen one of the following situations occurs: t&®E is powered on after a power
failure, the VLAN function is configured, the firmware is upgratiesiconfigurationof the CPHs
backed up or restoredr the factory settings are restored.
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A.1 Default parameters

Appendix

By default, the parameters are shown in the following talfleBESACis used as an example

here).

Parameters

Login

Quick Setup

LAN Setup

DHCP Server

VLAN Settings

Wireless

Login IP Address

User name

Administrator

Password

Working Mode

IP Address Type
IPAddress

Subnet Mask

DHCP Server

Start IP Aldress

End IP Address
Subnet Mask
Gateway Address
Primary DNS Server
Secondary DNS Server
Lease Time

VLAN Settings
PVID

Management VLAN
WLAN

Wireless Network
SSID

Security Mode

Default settings
192.168.2.1
admin

admin

AP mode
Static IP address
192.1682.1
255.255.255.0
Enable
192.168.2.100
192.168.2.200
255.255.255.0
192.168.2.254
8.8.8.8
8.8.4.4

1 day

Disable

1

1

1000

Enable

IP-COM XXXXXXand XXXXX)6 the last six character
of the LAN MAC address of tHevice

None
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Parameters

Network Service

Tools

Transparent Bridge
IMAX

TPC

Signal LED1 Threshold
Sgnal LED2 Threshold
Signal LED3 Threshold
Login Timeout Interval
Ping Watch Dog
Telnet Service

UPNnP

Hardware Watch Dog
STP

Date & Time

Default settings
Enable
Disable
Enable
-90 dBm
-80 dBm
-70 dBm
5 min
Disable
Enable
Disable
Enable
Disable

Synchronized with the tarnet
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A.2 Acronyms and Abbreviations

Acronym or Abbreviation Full Spelling

AP
ARP
AES
CPE
CCQ
DHCP
DNS
DDNS
GMT
ICMP
LAN
MAC
PoE
P2MP
PVID
RADIUS
TCP
TKIP
UDP
VLAN
WAN
WEP
WLAN
WMM
WPAPSK
WPA

Access Point

Address Resolution Protocol
Advanced Encryption Standard
Customer Premises Equipment
Client Connection Quality
Dynamic Host ConfiguratidProtocol
Domain Name System

Dynamic Domain Name Server
Greenwich Mean Time

Internet Control Message Protocol
Local Area Network

Media Access Control

Power Over Ethernet
Pointto-MultiPoint

Portbasal VLANID

Remote Authentication Dial In User Service
Transmission Control Protocol
Temporal Key Integrity Protocol
User Datagram Protocol

Virtual Local Area Network

Wide Area Network

Wired Equivalent Privacy
Wireless Loal Area Networks
Wi-Fi multimedia

WPAPreshared Key

Wi-Fi Protected Access
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A.3 Assign a fixed IP address to your computer

OS example: Windows 7
1. Rightclick the icon on the bottomright corner of the desktop.
2. ClickOpen Network and Shang Center

Troubleshoot problems

Open Metwork and Sharing Center

3. ClickLocal Area Connectigrthen clickProperties

‘ 5v :.i.t « Network and Internet » MNetwork and Sharing Center - || Search Control Panel e

@ £
Contrel Panel H .
[ Local Area Connection Status u d set up connections
Change adapte —‘ ﬁ J i} See full map
General x
Change advandi Internet
: ntern
FEiEE Connection
IPv4 Connectivity: Mo Internet access Connect or discannect
IPvE Connectivity: Mo network access
Media State: Enabled ccess type: Mo Internet access
Duration: 00:04:38 onnections: [ Local Area Copnection
Speed: 100.0 Mbps
!
Activity ‘lhoc, or VPN connection; or set up a router
o |
Sent — k! ——  Received
X L dial-up, or VPN network connection.
Packets: 259 | 0 P
See also
i [ I@lPr::q::verhesﬂl '@Disable ] [ Diagnose ] | Pnetwork computers, or change sharing
Internet Options
Windows Firewda Close
get troubleshooting information. -
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4. Doubleclickinternet Protocol Version 4 (TCP/IPv4)

[ Local Area Connection Properties u

Metworking | Sharing

Connect using:
l_:lf‘ Intel{R) 82583V Gigabit Metwaork Connection

This connection uses the following items:

% Cliert for Microsoft Networks

Bl (105 Packet Scheduler

E,l File and Printer Sharing for Microsoft Networks

i |ntemet Protocol Version & (TCP/IPvE)

I8 Intemet Protocol Version 4 {TCF‘.-"IF‘\.“H*

i Link-Layer Topology Discovery Mappef /0 Driver
i Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication I
across diverse interconnected networls.

| ok || Cancsl ]l

5. SelectUse the following IP addresset thelP address$o 192.1682.X (Xranges from 2 to 253
the Subnet masko 255.255.259), and clickOK

Internet Protocol Version 4 (TCP/IPv4) Properties m

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(*) Obtain an IP address automatically

@) Use the following IP address:

| IP address: 192.168. 2 . 20
Subnet mask: 255 , 255 . 255 . 0|
Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: : 2 & !

Alternate DNS server:

[ validate settings upon exit

[ OK ][ Cancel ]u

Lﬁ

6. ClickOKon theLocal Area Connection Properti@gndow, and close the other windows.
----End
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A.4 Check the gateway IP address of a computer

OS example: Windows 7

1. Rightclick the icon on the bottomright corner of the desktop.

2. ClickOpenNetwork and Sharing Center

Troubleshoot problems

Open Metwork and Sharing Center

3. ClickLocal Area Connectigrthenclicks S G | A €

‘ 5v :.i.t « Network and Internet » MNetwork and Sharing Center - || Search Control Panel e
@ £

X

Control Panel H

Change adapte

Change advandi
settings

See also

HemeGroup

Internet Options

Windows Firewall

[ Local Area Connection Status

3w hd set up connections

General

Connection
IPv4 Connectivity: Mo Internet access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:04:38
Speed: 100.0 Mbps

Activity
Sent — g!l ——  Received
=
Packets: 259 | 0
[@Properﬁes ’ '@IDisable H Diagnose ]
i
Close

x . u See full map

Internet
Connect or disconnect

ccess type: Mo Internet access

onnections: [ Local Area Copnection

m

‘lhoc, or VPN connection; or set up a router

(\k dial-up, or VPN network connection,

| Pnetwork computers, or change sharing

get troubleshooting information. -
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Then you can check the default gateway address on the following page.

o]

Metwork Connection Details

Metwork Connection Details:

Property Value

Connectionspecific OM...  tendawifi.com

Description Imtel(R) 82583V Gigabit Network Connect

Physical Address 44-8A-RB-F5-10-1F

DHCF Enabled fes

|Pvd Address 152.168.0.154

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Manday, 30 September 2015 3:24:56 PM

Lease Expires Tuesday, 1 October 20159 3:24:56 PM

|Pvd Default Gateway 152168001

|Pvd DHCF Server 152.168.01

IPvd DMS Server 15216801

IPvd WINS Senver

MetBIOS over Topip En...  Yes

Linkdocal [Pve Address fedl:e80Ff267:320e:67c0%10

|PwE Default Gateway

IPwE DMS Server

1 | i | 3
Close
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