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- 123 | FRRORHEIE | LUSEMNIRI RO AESAEiE], F A ESeErE [T > [1P 4]
- AR ) RERET.
BREHRIERE o R
; REFRER oo b ipareE  SAMPSEMEERORAEE, STSHER  BIVEES 300,

IREREEHIRE,
- HE  EE P itiCTERTE R AEMRER LA T EER, WEXT  81%
&= P ARSI BRI BER—HE,
- E R P ISEERIE AP MEMREN ST EER, WRT  8F
ERFFERGHIH B ERR — Y.
M (SEES

BRI A R,
i

FRIDAAN “ERRPRIE" M , ATLAE [0S ] TREEERISRINATAN. WnTRERA.
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[ 1PeE lialE BEHRESEN =t & RNERiEE & =BE
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RRERFR M
1. mif [WEEs]

2. WISEMISEEMN | BaEANFIERREE [ nESERBSE AN | BEREG

y il #ps
B M |, AlemTs .

6.2.3 BeBRZHEFNARIZESE

IRE "RMIRE" B, RALUERE "RREEN AORESE. RZEEN, B, 1P PR ERER
NFZRERIRFIREET IR AREBRNANRE.

MRARIE "KRZEENAA" | REAFRFIRZE AT EARAF AOERE.

FEERIENEGAA
EAEE: 64 KB/s EATHE: 256 KB/s EAGTRERE | 300

RETTHE | BRGNS RT.

6.3 EEMPRIEACEAG]

(HPIFT R

HiolEER M0 W RHBHITHNEEE , EX . BIENPRBEE (1P #itA
192.168.0.2~192.168.0.100 BN R T 2H—Z E8FRAY_EHIATIE)( 8:00~18:00 )&BEEFEF 1Mbps
NERE LT THEE. XN TEEMNEMITEN , FRFERSS.

LA EHRRAY "BIRBRIE" THRESCIl LiAR K. RIREBEAFIRERFARERE 300,
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SEB 1 GEEE
WA [THER] > [P AR TE , REWFHEE.

RAEMEEE JST | gy,
HEH 25 i BB
IS5 SH— S8 SH= SN S 08:00~18:00 e

84



B2 . GEFIPHAH
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(2) BYEE : mEE AR , NS FRRYENEIE , A6 " ETEEE" .
(3) BEAREHRIEEY  REBNEFPWREE , &0k "300" ,
(4) & R MR,
(5) HAEMEIER  REFFHNSEA LETEIESR , A6/ "128KB/s"
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7 VPN BRSS

7.1 A

HRESERY VPN RSS| HEHEIE : PPTP/L2TP 2%, PPTP/L2TP RSSEE. IPSec,

7.1.1 INEEN4H

VPN ( Virtual Private Network , EEIME RN ), 2—MEMAELRN (BEEEEN ) ERIETRAMNE
XN ERAMBZREZIE LR |, FIRESERIIELER. £/ VPN 5K |, AILUERWAID AR TES
EHEENHLRATSHEBEMERNER |, (REXEERA=RELERN _ EAIEMAER.

7.1.2 pILEHRFH

VPN BERYpZRIRFMNEIN T,
4345 g
nterne
o S -
B

P eI AERRS R
AR VPNEFIA VPNEESS 3 ==
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7.1.3 VPN 28

IP-COM 1RV ZRERFRES M80 SZ#F=F VPN : PPTP, L2TP, IPSec,

PPTP/L2TP
PPTP ( Point to Point Tunneling Protocol , RZElmfZiE MY ) #0 L2TP ( Layer 2 Tunneling Protocol , 58
“EhFEiY ) #B2"/E VPN BXEMY , {88 PPP ( Point to Point Protocol , FREIRIMNNY ) #H1TEL

EE% | FEAEURIGHRTINEED.
ARIEHESEERI{E/ PPTP/L2TP 2 Fim , tBRJYE/9 PPTP/L2TP fRS5ES.

IPSec

IPSec( IP Security , IP Z£t ) 2—FRIIMMNAIES | FRSTIMEERN t2E. (REMEXETE.

7.1.4 1PSec XS

HEER
IR | BP IPsec (ERMIRVBHRAIEISAET, IPSce S2bF "RREIRTL" 1 "ERER" FIREERIE
.

- B&E (tunnel ) R\ - EONHETAY 1P 3k, BEATAINREMXZERIER. BRI IP
EEMAKITE AH B ESP 5k , AH 8¢ ESP kLUK ESP INERIR P EIEBESSE— 1Y 1P
iR,

- {&% (transport ) 123, : FERFEEH IP LS  BEBTEVMENZENERE. REEHE
HUEFSRITE AH 8k ESP 3k AH 8% ESP kLA ESP INZHIAFEIEMMERR IP 8k5
H.

TL2MK

EEA IPSec IIEEAIMKIRER ( TEINZEEHZY ), TEMXZEATLAFIF IPSec WEURHITZ 2R

1P, RIEEIEA S EZANE X,

IPSec IFZEF

IPSec FURR MR FRHFRA IPSec WEHEMR , BEERNIEFR (ZE2MX ) ZERSEHEUE , 5EE

ERE 2RI LSRR ( Security Association , SA ),

SA

SA 2EEXNFMRNEXNFLERNLAE. W0, EREFNY (AH, ESPIREREBLES ). NAYESEE

B ((EmE, EEs ). INZRESE (DES, 3DES. AES ). 4FEmRIPSURNHRE=ZELAR

ZIRE AR, sA BELITIHE -

- E{SPI, IP BaYElL , Z2tMURRT =THEE—RR,

- ORETIHRSGHTERME ¢ thil. Bk, B,

- B IPSec SA HE2RAMN , HEEREEEGERN.

- SATLAFTEEH IKE ( Internet Key Exchange , EEXMIZ35EACHE ) HETEAEAK.
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7.2 fig& VPN

7.2.1 PPTP/L2TP Eii%

FRERERSZHF PPTP/L2TP ZFimINGE , AJLAUEEER| PPTP/L2TP fRSS88IR, 4 : RS SZHMSEIA
M2 AFELNERLZLAEEET , AILMERWESERRIR PPTP/L2TP fRSSES , BAES MO
F=5_EER PPTP/L2TP ZEFmBH TiEE.

B PPTP/L2TP B :
1. B [VPNIRS] > [PPTP/L2TP iR ]|
2. PPTP/L2TP ZF g : i&E "FE" ;
3. RERIEFSEL
4

PPTP/L2TPE iz
PPTR/LZTPERIR . @ FE O =HE
EPE#ER 0 @ PPTP © L2TP
WANDO : @ WANO @ WAN1
BEEEIP/ S
Brs:
=5
= O FE @ =E
VPNRELM : ©FE @ =4
ERSEEPIRIMIER
PIRIFREERS
SERA
1RRRIR 7L

PPTP/IL2TP /i FFES/H "PPTPIL2TP B . FRE , IREISEIEA PPTP/L2TP VPN B/,

EFimsEE ISR SRR iR , PPTP 8 L2TP,
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fRREIR

WAN A

IRS3S8 IPHEAZ

FBFR#&

AT

N

VPN R

IRSSRRPIRIRIER

RGN

15488
- PPTP : E&EEAY VPN [RSS252 PPTP RSS=50T , iGN,
- L2TP : EEEAY VPN JRSZER2 L2TP IRSSaAT , WRFILIN.

RIS ERERFHIT VPN 1R SEIEFARY WAN [,

EIRAY VPN BRSSEEAY IP Hblitalials , —RREXTiE VPN BRHEE EFET "PPTP/L2TP
BR&Z58" Ihaghy WAN O8Y IP Helitalis&.

N PPTP/L2TP FHFKS , BJ , VPN RS 88D ECHIRE R FI%HS.

HRIE VPN RS EIRFEEREM 128 (EIEINE. BRIARSHREERS—H, &
MARBEIERBES. RBE PPTP VPN A3ZHFIHIETN , L2TP VPN AR3ZH,

FEE , BiEMATENET PPTP/L2TP JREZERiHIRASE /.
PPTP/L2TP RS E5IHSEIMAIMIER.
PPTP/L2TP fRSSE5IH S MIATF /IS,

ERZE VPN ZFumAERAE.

7.2.2 PPTP/L2TP jR5382

PREARSSZIF PPTP/L2TP BRS5E3108E | AILUERZ PPTPIL2TP ZFumKAN. M : RIS ElE
2 EFELNERLZLREEET , ILERWEERRIR PPTP/L2TP RSSES , BAES ML O
H&s L{EF PPTP/L2TP EFiniHH TiEE.

HENRHEATTE - /& [VPNIRSS] > [PPTP/L2TP fRS3=8]. HARNESE , BUARTIT.

PPTP/L2TPiRSRE

PPTP/L2TPERSSER

PPTR/L2TPRAR
e || W AR

O AFs

ESSEE: OFE @xE

=13 === PIEZ TR =153 #E

EE N EETEE

BLE PPTP/L2TP fRSZEEFERL | FH/g PPTP/L2TP fR5588. FELE PPTP/L2TP AFIKS,
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HE PPTP/L2TP fRS5%8
L. s [VPNRSS] > [PPTPIL2TP [RS388] , $4E) "PPTPIL2TP RSSEE" 5iIR
2. RSB|IRS EE FE
3. REHMEHSH ;
4. mERERROEE.

PPTP/L2TPiESS =2

S5

AR

IRSBEINE

AR5 ERRE

WAN A

N

IPSec %%

bt RIER
BRAERE

ESS=aiAE : @ FE O XA
BE55=e3=E : @ PPTP © L2TP
WANL : @ WANO © WAN1
e OHE @ XHE

HentimkdEs © 10.1.0.100-163

EAOERERT: 32
L
FFEKA "PPTPIL2TP" [RS588T0RE. FHE/E | B&EHRR{F/ PPTP/L2TP VPN IR5385.

IREHBRFRIIRSSRREEY , PPTP IRS328EK L2TP fRS5=E5.
- PPTPjRS3=5 © LAY , VPN EFIREEAER PPTP Z iRt Tk,
- L2TP fRS5E% © LAY , VPN ZFinREEMA L2TP EFImHITIER.

FE8E PPTP/L2TP fRZEE5ZFumsE iz VPN BRERH O, iZ WAN O IP it 2
PPTP/L2TP ZFimHY "IRS3EE IP thhbigg" .

B PPTP VPN ZASZHFILIEIN , L2TP VPN A328F, RER 128 (HIENE. 5%
FImRERSRES /AT, SUEFEESERE.

HE L2TP VPN AZH5Ii%EIN , PPTP VPN A28, R5/BH IPSec IN% , AIREHT
IPSec 0% , FEXIFME "IPSec” TUEISERIAY IPSce #M,

PPTP/L2TP ZFimiEd VPN kiR | IRSBIREEDEHRI IP HtSTHE.

PPTP/L2TP IRSBERERESIFRITANR VPN EFIniE. REREEN 32 1.

91



feE PPTP/L2TP FRIKE

& PPTP/L2TP FBFP S, FF/S PPTP/L2TP fRS5880T VPN AP EEFERIZAFR K SIANIEHESMI VPN,

#MEBRR
1. m@ [VPNERSS] > [PPTP/L2TP fRS328] |, #EF "PPTP/L2TP FBF" &R ;
2. R +HE
3. & [FmE] S0ERESMSE
4. RTEERE.

g
RAFRE
=
=EMET RE DS
PRIER :
b
= :
= =
S4h%8E
] i548H
BFR&ZRE VPN BT PPTP/L2TP $45 ( VPN i&E% ) R ERANNBFE/ZEE.
VPN Z iR iE5.
MR - B VPNEFRE— P MEIHER, Wi, KEIRE "M . BT S5
- & : VPN EFIRE—RITEN.
PIE MAZFIHIIRNNES, ZEFRHE—NEIEE.
FRI1ER BIAE PRI R REHIFRERD, ERmE— P NEIRE.
¥ ZKEHHIAMEE. TARE.
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FRINARIA PPTP/L2TP AR , BTLATE VPN BRSS] > [PPTP/L2TP fR55e%] WEEBACHINA
PPTP/L2TP FIFIKS., N TERHA,

PPTR/L2TPAR
==L
O Ara =2hg EaE PG TR &3 e
[ fengongsil fengongsil = 192.168.1.0 255.255.255.0 a1 L
E BGE
(&R

1. A [VPNIRSE] > [PPTP/L2TP RSEEE| |, ¥E) "PPTP/L2TP FBF" &tk ;
2. mEgEEn L,
HIBREE A

1. =i [VPNIRE] > [PPTP/L2TP fRSZEE| |, k% "PPTP/L2TP A" #&tk ;

2. WISBMIEEA PPTPIL2TP FIPIKS , iBaadiercn 1 ; mSREREMRE KS | iStkt

SRS KE | AEmE

7.2.3 IPSec
HNTENE © &% [VPN RS > [IPSec].
HATERS , BARTUT.

IPSec

e | WA

[ IPSecit® SR WANQO EEETR REEHHY e S BME

iEE N EETEE
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¥ IPSec &EE

RRER

M +E BILARAN IPSec BRBEIER.

AEgM=EsF "RERELL" 1 SR RS  BOA "BEEEIL SRR

iZ

SE5EE

TR

IPSec

HEENL

WAN A

AR

BEEHMY

IPSec: @ FE ©xA

HEE | pEe

=] =]

WANC : | WANO
IEREETR

BESUHY . ESP B

b EED A
P PR RS/ RS - 40 : 192.168.100.0/24
TP PR B RS 40 : 192.168.100.0/24

SEEAN | SshihE

INEAT . HESZHES

F==EA ¢

i5i8E
FFE/2%A) IPSec THEE.
BERE IPSec #iEAYEIEAE,
BFEREEERTRNZEMXZBET ; FEENEERTENFEN. ENSMX
ZIBRNE(E.
B5E IPSec EAMMERAYEN , IPSec MimZEHY "mimk&ittit” FEAIEOR IP
ik,
R EIZ IPSec EZEAIBTRIEA,
B IPSec R 2IRSAIMNIN.

— AH : Authentication Header , 5538, 1ZMYFEIRHEUEEMRIETIRE , &
FIRIRSEA BT FRP AR |, MRS SR IR E IR .

— ESP : Encapsulating Security Payload , $13EZee 4w, ZMY A LRI EEERSS
BMHTIRE | IEEUERTING | X |, BIER G ERETR , #B05
HELRBEIESER.

~  AH+ESP : FIRHER_EARFRMNY.,
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fRREIR %88

TPy Stk EES IPSec BHEXRRXAY 1P HEtbakisa .

BEEARIRHESEEMAIMER/ D, ANARHZSA9 LAN O 1P /9 192.168.0.252 , FRJi#EHS
AP 79 255.255.255.0 , MZAtthpg kI RIER/AERSR]IE /Y 192.168.0.0/24,

15 IPSec BHEN R B MAIRER/ D, £ 2% NESHIREN "]
S O D BE IPSec RFEXT iR X Siak AOR ER/HERD, EXTImERBEIET A NILSEIRE N %

BEL P Helb/32"

Y IPSec REFEMNZEPNEAR. KIAR "BatheE” .
- BEshthE : BT IKE BaEZ SA |, FRH TSR, kR RMETFELERENS
ZE , B IPSec IfEF. EIETF. BalE R SABEGERE , SERERT,
R EA R T RN,
- FHRE  SEAPFNRENBEANEE EREERE SA. FalEH SA R
BEGERE  BRIEFETMER , SNAFIH  AERLRE. ZARXERT
TERHBNER.
ZiRinEH - B
BaNhER  ATHRIEMEENFAZEM | IPSec BIEXN S B EF AR L EXIERE B RXIEEHTINEG
IS |, FRLAEBEE ZYINA BENE TR | X—II=ER IKE 5E/k. IKE 2 ISAKMP,
Oakley, SKEME X="MMYASREIK.,
- ISAKMP : Internet Security Association and Key Management Protocol , BEX/Z 44 BEF]
FIREEMY | RN IRESAT SA hEsiRMt 7 —MEZE.
- Oakley : ZEHFAEIMY , DR T Z5RHAIE A H,
- SKEME : ZeZ5ARINE , i@t T 5 Oakley ANEIHIS —FhEHa A,

IKE 25 9m MER -

BER 1 : BENUTHINERIIERE. MEREFZEREN , AR ISAKMP SA | BTEMER
2 PR e RRESER.

FRER 2 : (FFEFER 1 REEIZAY ISAKMP SA /3 IPSec IR EMMYINEESEL , 8 IPSec SA , BFXS
X5 HIBEETREHITIRIF,

ZRMEHLIVN "BElhE” B, TE.

FTENEAT . | SoihE E|
NEATS . H=EAE

== ¢
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1588

BN "HEZR" | Fx IPSec W RAEE RSN — N S HERNERFA
$°

MAWERETRNTHEER | FERFSNRNXIZRE—E. &K 128 .

REETERKE. JEREMENERSH. _REfE  RENTER.

S0

FRRRLA

&=

IR

EEERAE.

BrEal
B MAIN M
PIEEESE : | 3DES M
SEHRITEE . MDS z
Diffie-Hellmans4 : 768 ]

TR :

=

PFS : W=

MIEESE : 3DES z
SSEWRITEE . MDS -]
Diffie-Hellmans34 : 768 ]

T ERE ;
W= B

588

RE IKE MER 1 RSB | 1Z3SMER RS X imi S8,
- MAIN : FHER , ZERANGRHRN S | RUSHERP | ERTNSHFRPEK
REHAE.
~ AGGRESSIVE : ¥R , XFREME | ZEXTREBHERF | XF3THER
XA, ERER  ERTYES MR RIFERASIGE.
EENAT KE RIENNERE. AEBSSSLUTIIERE
- DES ( Data Encryption Standard , #aEINZA0E ) : {5 56bit BIBHART 64bit £7
EHITINE 64bit AUERSS 8 (LATE71E1REE. 3DES NI =E DES fER=" 56bit
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fRREIR

SERMIERE

Diffie-Hellman 9548

FiREm AR

PFS

ZiREAR-FgE

71
HZEFRTINE,
— AES ( Advanced Encryption Standard , IR INEEFRAE )  AES 128/192/256 =
(EFICEEF 128/192/256 bit FIBEBRTINES .
RN T IKE IEHNEIERIE. AEHEESSISATIEEX :

— MD5 : Message Digest Algorithm , [EEWEE L., MN—ERBHEF4E 128bit FIHA
BE , BLEEBWEK,

SHAL : Secure Hash Algorithm , Z2EFIE%, W—EHEE =4 160bit AUEEE
=, Ltk MD5 EHERRR.
E#% Diffie-Hellman BiZRVAER . FFF4I0% IKE BERNSIEEH.

ZE IPSec SA By4ETFRTE,

PFS ( Perfect Forward Secrecy , SeE=RIRLZ SN ) $F4FHE IKE MER 2 thiEaEk—1
FHUZERRL | ZEEERI SINER 1 R SRR B A RER | IXEEEDE IKEL
FYER 1 ROZRSPIRARAR | ER 2 ROBSRINAR L.

WRIRBER PFS |, ER 2 FEEIERIEMNER 1 £ HERIE=4 , —BMER 1 9%
AR | BT RIFEEEUENMNER 2 Bt R R B | XETERMENNGNEERE.

BRMEHLIVN "FENRE” i, TE (LBSEMYY "AH+ESP" B4 )

TRNEAT . | Ehia= B

ESPATEESE | 3DES B

ESPANEZEEHA -

ESPRAIESRIE @ NONE |Z|

ESPSHHSPI :

ESP#ASPI :

AHIESSE: : | MDS B

AHAFEA :

AHSMHSPI :

AHBEASPI :

EUHS
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ESP IIZ&E%

ESP IEE R

ESP/AH INIFE X

ESP/AH IAIFZ55H

ESP/AH 7MH SPI

ESP/AH A SPI

(&Rt

1588

MEFEIGERE "ESP" BTEIRES ESP INEE L, AHEEELITINEEL
~ DES {8 56bit BYZZEART 64bit EHBEHITINE 64bit IR 8 I TF3HEB1%EE. 3DES

M}=EE DES , =4 56bit BIZ4EHITINE,

- AES : AES128/192/256 R~ ERIE S 128/192/256bit FIZZEHHITINER,

BE ESP IIZ%4H, IPSec BIEWHIEEEIRIE—5.

SREEMERE "ESP” B, TIRE ESPINERE | SREEMNERE "AH

AHINEEE, ARBSSOFUATRIESEE
~ NONE : ESPIANIEEIEAZ | AT , FEEIRE ESP INIERA,
- MD5 : M—EREEFTA 128bit AEERE | IR REK,
~ SHAL : }W—EREEF=4 160bit FEERE | btk MD5 EXERAR.

SREEMERE "ESP” B , TIRE ESP INIEER | SRREMNERE "AH

AH IAEEE,
IPSec IBENHIREEFREF—HL

REBYME SPI £2{, SPI, Security Parameter Index , BiZ£S8Z5].

SPI SEEERHRIIIL, HHYEBI =N SEHEREIRR— IPSec R2EER

IwAY "B SPI" {EHEL.

REFN SPI &%,

SPI SEEERHRMIIMEIE, HHYEBI =N SEHEREIRR— IPSec R2ER

imE "shd SPI” {EfEREL.,

R +HFTE ATLURIN IPSec BREIERR. REIVN TRV RUTREWNT ¢

g

IPSec: @ FAE © x=HE

HEEL . EEiER

WANO : | WAND

=1 =1

SR

MEEE . 3DES

EEESTEEL | SHAL

=) =]

Fo==4A

"B, BRE

"B, BIRE

 WIRSB(EXS

, IRSB(EXS
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SRR

HRERIR iEg
IPSec FriEa/2%F] IPSec ThEE,

166#% IPSec HIRAIEIEEL.

HEIEL BEEABERTRNRERMXZEET ; FaEtBERTENMEN. EHSRX
ZIERIB(E.
WAN O 185 IPSec TEAMUERARYEEO |, IPSec XWAIREN “Imimkikibit” FEALZEON IP
ik,
TSR REZ IPSec IERAIZFRIEIA,
VRN AT KE IEMEEEL. AEBSSSHFUTIIESE
- DES ( Data Encryption Standard , #EINZFRE ) : {3 56bit FIZFEAXT 64bit £
I— BTN 64bit RS 8 I AT &8, 3DES NA=E DES fER=" 56bit

SR TN,
— AES ( Advanced Encryption Standard , BZRINEFRE ) : AES 128/192/256 KR
RIS 128/192/256 bit FYZRSEFH TN,

EERENAT IKE SIERNIEEE, REEHSSHFATRIERE
~ MD5 : Message Digest Algorithm , [BERBEEL. W—ERBEE=4E 128bit FER
FEERMIGIEEA WHE |, PHEESEER.
— SHAL : Secure Hash Algorithm , Z£8FIE%, W—EBEF4 160bit BUHER
& | Lk MD5 SR,

T ==1R MADEETRNTHEER | FERFSNRNXIRE—E. &K 128 FF7.

7.3 VPN EcEEsfl

7.3.1 PPTP/L2TP VPN fig &34l

(HPIFT R

HWfEA M80 RIVRERRERHTIMERTERE | FFAIIEANEEN. DARRTHRELTHEMIGEA
EREEEMER , W, WERERL 2 OA. ERP R#. CRM A%, MEEERASE.

BJLAERR S FIRE PPTP/L2TP VPN RS ELMininAF L EE ML 2ihaIt N EREIEMAYE XK,
ABFILL PPTP VPN Af5i5488 , L2TP VPN BUiRE AL,
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by NG| Liap
- Interne
WA MO VPN BiE WM EHER
VPNE P VPNERSSE

LAN - 19216810724 AN LAN  wamo P : 202.105.11.22
LAN : 192.168.0.0/24

P =il S =il

“

fan=ET iR S EEEREE

[iT=tg
FREBSEEE 1, [HEEN VPN ARSEE  FUEERMES 2 , (EEAEA VPN BF U,
SR 1 GERHE 1
1. FHEPPTP RS
(1) s [VPNERSE) > [PPTPIL2TP REE] ;
(2) PHTSMSHEE ;
- RESBRS C EE A"
- IRSSEETY | YEIE VPN IRSEMOKE , ABIH "PPTP",
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