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8 001000 cs1 
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24 011000 cs3 
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8 15 2 

16 23 3 
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− 802.1P DSCP  

Cos  
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0 1 

1 2 

2 3 

3 4 

4 5 

5 6 
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2 802.1P 
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QoS > QoS > QoS QoS  
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6.2.4  802.1P 

QoS > QoS > 802.1P 802.1P  
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CoS 3 Priority 3 VLAN  
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CoS 5 Priority 5 VLAN  
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QoS > QoS > DSCP DSCP  
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7.1  MAC  

MAC MAC MAC

MAC MAC MAC  

MAC  

> MAC MAC  

 

 

  

MAC  
MAC MAC MAC MAC

 

VLAN MAC VLAN  
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7.2  802.1X 

7.2.1   

802.1X IEEE
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802.1X  

− 

 

− RADIUS Remote Authentication 

Dial-in User Service

 

EAP

EAP RADIUS RADIUS
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7.3   

7.3.1   

ARP DoS MAC  

 ARP  

ARP ARP CPU

 

ARP ARP

ARP  

 DoS  

DoS

 

 MAC  

MAC MAC

MAC MAC  

7.3.2  ARP  

> > ARP ARP
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ARP  
ARP ARP
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7.3.3  DoS  

> > DOS DoS  

 

 

  

ARP Sender_MAC L2_MAC

 

Sender_MAC L2_MAC ARP

 

TCP  TCP  

TCP flags 0  0 TCP  

TCP FIN URG PSH flags 1

 

FIN URG PSH 1 TCP
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TCP SYN FIN flags 1  SYN FIN 1 TCP  

TCP SYN RST flags 1  SYN RST 1 TCP  

TCP UDP 0

 

0 TCP UDP

 

TCP SYN data  TCP SYN  

ICMP  ICMP  

7.3.4  MAC  

> > MAC
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8.2  SNMP 

8.2.1   

SNMP Simple Network Management Protocol SNMP

 

SNMP  

SNMP  

SNMP SNMP (SNMP Manager) SNMP (SNMP Agent) MIB

Management Information Base  

− SNMP SNMP

SNMP NMS Network Management System

 

− SNMP

SNMP  

− MIB NMS

CPU MIB

SNMP MIB

SNMP MIB /  

SNMP SNMP SNMP SNMP SNMP

 

SNMP  

SNMP SNMP SNMP  

− Get SNMP SNMP  

− Set SNMP MIB  

− Trap SNMP SNMP  
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SNMP  

SNMPv1 SNMPv2c SNMPv3  

− SNMPv3  

− SNMPv1 SNMPv2c Community Name SNMP

SNMP SNMP SNMP

SNMP SNMP

SNMP  
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MIB

OID Object Identifier MIB A

OID 1.3.6.1.2.1.1 B OID 1.3.6.1.2.1.2  

 

 

MIB MIB OID Object Identifier

include/exclude
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Default  
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Default  
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> SNMP > SNMP  
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SNMP

SNMP  

> SNMP > SNMP  
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> Ping/Traceroute  
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9  PoE  
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