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e EEEEHIGRIERSS S, SR ]ZEIREEEARRE,

FFRigit
EM BRI 18 E 802.1Q VLAN:

- TERALLEARMEE VLAN, &R SIIRENmORINE] VLANS, EEEIHIZEHgE
im0 E VLAN7,

- EEEA A AYIE ORI E VLANS #1 VLAN7,

RZHHL A

o —
N ———————

N

,_________
[ e —— 4

EET R
—. REZHEH A
1. 00 VLAN,
(1) mE Mg E] > TVLAN %1491 > 1802.1Q VLAN] -
2 Al RN EOREANTSME R
- “YVLANID” A3 “57,
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xa

N

KR E

- “VLAN #R” A TSI,
(38) EESE ((2) , RE—% “VLANID” A “77 , “VLANER” K “HizEs” B VLAN

AR,

802.1Q VLAN wORER

VLAN ID VLANFER IPvaitihi FhraENE BE
default 192.168.0.1 255.255.255.0 Z

5 [laE=r AT

7 s Z W

2. EBEERABM4.
(1) miE TR|IGE] > TVLAN %19 > TIROKGR] -
(2) AEFBOsEEN ¢ %, 8B “PVID” K 5" .
(3) AEBO7EEN ¢ &E, RE PVID” K T,
(4) REwRA1EE S, 8B CHEREET A “Trunk” “Tagged” A “5,77 ©

80210 VLAN imOpER
[oR:a=3
w0 il PVID Tagged Untagged BE
[ B )
[ Trunk 1 57 1 7z 1
] 1
2 Access 1 - 1 4
3 Access 1 - 1 z
4 Access 1 - 1 z
[ = o e )
1 5 & 1
1 5 Access 5 5 & 1
6 Access 1 1 i
B B S - - S S 1
17 Access 7 7 i 1
1 1
3 Access 1 - 1 z

—. IEEXHKN B
RN B NS ET B ERXMN A BNISET BHEE, XEMABHITER,

SRR
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WirAcE
THEHIPIASEIIIRSS S, FAEHIE I IR, ABRT 2 EAIERE; THBRIMAMSSE

=
R
RIAEEREE.
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4.3 DHCP H4%

£ DHCP BEAMZRE D, BEREFIHHRSBLTE—NEEN. XHELD T %1 VLAN 89K
&, FEAS VLAN EECE—> DHCP BRS52%, AR M A S, A2 it DHCP h4RIELIEE,
REBBTEARBIEM 2845 % DHCP ISRV EHER, S MNEBEME] UHEZ—" DHCP ARS585.

DHCP 4 CIE T {ERIBAITFE.,

’ DHCP EF iz DHCP mh4z ’ DHCP fR&EE2
DHCP Discover
(1 1%) DHCP Discover
’ ¢ U
|
DHCP Offer
DHCP Offer > (28)
<
DHCP Request
! :',vi b ’ DHCP Discover
(253
>
DHCP Ack
(B8
DHCP Ack |<
=

- X DHCP 4t E| DHCP &P iR LA #8750 AXH) DHCP discover 3¢ DHCP request #
X[G, BIRXPH giaddr FERIEFEN DHCP R4k IP #hllk, HIRIBRER IR BB ALS
1EEH) DHCP fRS528.

- DHCP R5 88 1RIEIRX B giaddr FERFEAE AR IEIRAREIMULERRY 1P hlt, FiG TR Z
IP S BRIV B IR A XL DHCP Hdk,

- HIRBIREIRS /MM ZIRAT, DHCP h4kEMipsEiE &R Option 82 FEE, 3% DHCP
MBI A AR & BV O Mg 7%,

Option 82 J&EIN X #FFR /3 DHCP FR4MLIR(E 2381 (Relay Agent Information Option) , & DHCP R
FIEY— Option %830, IZIATIE R 7 DHCP B IR B (S B &7 LUBITZEIUE (i FX$ /A DHCP
BFiR, MMSSIIXIEFIRAVIAIE. T2 HIT08E; WRILITE DHCP fRS 28 LIRIBZIETE RELE
FERZRY 1P LA E M S ECEREE, MMSCHL IP iR RSB D ELD.
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AITHRAVERIA K H] Option 82 I LIENEl. FFR/E, A3KHAEY Option 82 &I TIEHAIMI T &:

1 E2lEiTa e it SAER TR
ARSI ZMA NN FIE H1Z) DHCP 15RIRCHY Option 82 &5 B, B
KIZARSC

R Option 82 EWAY DHCP &R
|z

TR

1III3'=:D:-

AN BN AR FIEWE DHCP EFIHENREHIHE %S DHCP &P
% MAC IUEFNFRIE VLAN,
RIEADE MY Option EINSEEZTT DHCP 15 RIRSGHIT R

- B BATBAN RSB EIRS REA N Option 82 TS 8 3
5 Option 82 ¥EWIAY DHCP & KR HITHE,
X - R PRI EGR Option 82 SETURAHIE & ZIRX.

- EFE.EFHE Option 82 IEWHY DHCP 3ERIR, ¥ & & Option 82
FEIRAY DHCP &Rk

DHCP &R P& DHCP MR H Y Option 82 &M, Bt & ZIR

£ TRMRIKE ] > TDHCP A4k TImE, EAILIEZE DHCP Hdx#im),

DHCPeg (_ b
Option 82IEIHE | 5F

Option 82iEINEERE  Hia

aE
VLAN ID RSP BiE
SHA
H AT L

FFE5E 37 Option 82 &M, Option 82 IEIMIZR ¥ DHCP B mMNUERE, BT

Option 82 &I , . . . N
Option 82 3%EM, Option 82 EMZRAE A S EM,
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PR BiEA

IRATHRA 2 =Fh Option 82 T ERML
- B BAHENIUANRAB R RRAH Option 82 TS B TR L.
Option 82 TR - {RF: RERAEAE N Option 82 ETURAFH £ ZIR .
- EF. EFHHE Option 82 EMM DHCP IEXKIRX, ¥ A& Option 82 3EIHY
DHCP &Rk

EFImFRTER VLAN.
VLAN ID
Z VLAN T2 EFEN, BEEREE=EEZEON VLAN,

itFE DHCP AR5 2593t
AR5325 1P
TF2 DHCP RS2 58 FUHFTE VLAN B9 IP il R R 72 R — 1N MES .
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4.4 DHCP il

DHCP fiiff (DHCP Snooping) &—{R#" DHCP REMZ 2V Hl. BENT:

- {RiE DHCP FF iRRE M S IERIBRSS 23 3REXT! IP ik,
EARZIEY L REIEM S A8 DHCP IRE#/ A RNIEIRENETRO, HttmigENIEE
FimH. AT E1EiRERY DHCP IR3GHT1TH &, EFIEEEmOR DHCP MRS, M
MfRIE DHCP B Fin R AEM S AT DHCP AR55233REX IP ik,

- 123 DHCP Snooping &I,
AR EHLIEL 1T DHCP-REQUEST R X5 FEix AUt EIBY DHCP-ACK 3, i85 DHCP
Snooping &I, HPEFEEF RN MAC ik, DHCP k%5288 DHCP ZF iR B2V IP 3
ik, 5 DHCP EFimiEiZavin & VLAN F(SE. DHCP Snooping &X& ARP &AM RIGHY
BEKIE,

DHCP il LgE B % AMIBFMNOT, RIKSIHAL 1 32 2 #FFFF T DHCP [lAThEE,

FEmO: ®mA 1. wmH4

JEEESO; ®O2. %03 ®O5 DHCP fRS523

A 2

T 1

DHCP &Fif 1 DHCP & i 2

| /| EI=1
FET DHCP filrThaEMI AN R B il F DHCP & FinS DHCP ARS528 28], 3 DHCP & iS5 DHCP ARdt > ja)ht,
DHCP ilfiTheed B3, 8B T DHCP PR 285 DHCP 4k 7 [8]AY, DHCP {fIhEE T Ko
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£ IRIKE ] > TDHCP filff) TIE9, &rn]LIBEZE DHCP fmilfr#Enl,

DHCP{RIR [ @

SHBLA
R

0

ImOREE

Option 82 IEIN

TR B

@ ag

wmOEH Option 82i€lR SEIR RS =fE
JEfEEEL M B2 £
JEEEED ESE| EiE £
EEHED ESE| =iz z
JEfEEEL M B2 £
JEEEED ESE| EiE £
IEEHEED ESE| Bz z
JEfEEEL M B2 £
JEEEED ESE| EiE £
IEEHEED ESE| Bz z
JEfEEEL M B2 £

BiEA

IHOHRS.

O/ DHCP (iR /E M,
- EEEO: TUIERRLEKZEIMN DHCP IR, BT EEA%M DHCP RS,
- dEEERO: EFEWEI DHCP MRS, MAEXLERmO F2RigH DHCP ARS8
T35 DHCP EFimo A 1P ik,

Option 82 JEIIKZ,. Option 82 AIMIZR T DHCP BFIHMAIEE S, FF/E T Option 82
I, ETRAE A £, Option 82 M T ENHIIES R Option 82,
AL = Option 82 TN HREE:
- B BARMNEBIANRB BHIRX RIEHE M Option 82 i&TE EH#HITHE K.
- R RBIRXHEEH Option 82 IETUREHE X,

- EF:. EFWE Option 82 LMY DHCP EXRIRX, &R Option 82 I
DHCP 1ERR 3
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4.5 R

4.5.1 R

R T EBRERRIFRE, BRIFRRFEN BX R, FIREERIRED.
AR Z3F STP. RSTP. MSTP =#h4 it kAN,

STP

STP (Spanning Tree Protocol, 4mMHHMY) F4RHE IEEE 802.1d fmERIIH, BFEBEMFIER
IR EYIRIF R, FHRMUBERUREMIINY. BITZMNAIEEBEIRIREE R AMWEFR
AOIRER, FHE BRI ELEROHTHEE, RLGARMEEMEE T RME WKLY, MM
B LE RIR SCAE IR B P4E R R BTIE A A EPRTEIR , SEUREIRSCBIERES T,

STP ik X

STP RN’ E BPDU (Bridge Protocol Data Unit, X EiEETT) , BFRAEEE S, BPDU
FEE7T BBHEBRFRIERET SR E RN EIEE,

STP B> 1EIRE Z 853 BPDU RIAEMERIRINGH, STP X BPDU 73 AL

- BZE BPDU (Configuration BPDU) : FAR#1TAE Btii T B A 4R 4 B RF MRS,

- TCNBPDU (Topology Change Notification BPDU) : H3RFMEM A4S T (LAY, AF@ANMEX
REMEIRINEN L ETHRIR

STP EAHLE
= HID

17 1D BT RN MAC #ul4RRL, HEAFMERRE— T LURERNSE. 771D B, M
LRid=. #7 1D &/ BRI IR

" IRM

WA ELEA B MIR, T2 STP 5INTHR#F (Root Bridge) FIES. RIFEENFEER
B—, BRIEMEIRIMITAMNE, ERFHREEEN,

EMETREIRED, FEIREBUECSHIRN, £REEEE BPDU HEAMRMEINLIE,
YUMLIRIMAES, RARMEEF2mINRIEEE BPDU, HEIREFRWHEHITEL,
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" iRm0
R0, E—TMERMEE LERTRENKL, ARSRHETEE. FRMRELEARE
—MRIRO, R ERBERRD.
" EEMSEERD
- EEW NT-a8KREMs, ESANEREERNTEEARIRAL BPDU BiRE; WTF—1
REWME, EREAEMRE% BPDU B,
TS IME, FRFHBRZETHRDKEIMAEET, SMEXRITIAEERNRER
FFEHRY, WA ID RIRBVIRESWENIEE .
- EERO: NT—8Kk&Ms, AEEHBETIER BPDU NkO; STF—NaEMm=,
RIEEMEAM R & BPDU AYiKH.
" R

STP MY A FIEFERNSEE, STP MBI EREZHE, WFERA B kR, EE
ZRAVHERS, R BT BT B AU EL 4R 4545

TE7 STP EAHSAHNE, 3THAH AL B C =EINREE,

AL A

%O C5

X B TN C

2 STPITEIEE, K A #IEAIRE, w0 A2 MisO C6 ZiE|AI& BRI ZE,

- SR A REARLRIIRYT; KL B B C BIFEENT.

- IwO: %O B3 MiwO C5 253N B M3 C RO ; O A1 MixO B4 9314
T A FI3ZHE B RO, w0 C6 AN C FEER O,

BPDU L5k EbER
R4 ID #/\8Y BPDU fL5ERES; &R ID 48R, NELIRIRERZFH, LiRF57AA: A BPDU HHY
RERRFFHMN EAIRON N EFHE, RgHEZNN S, U S BUNEY BPDU RIS,
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EIREEFHEMAR, NEREERIEEN ID. I wO ID. #EWZ BPDU Miwd ID &, EiRER/)
89 BPDU L4k

STP Kyt R 12

1. AT

FIRENZNEOEVBRRSH 4R B S AIRGH BPDU, REREFHA 0, I8EH ID NEEIK
# 1D, EEROAEREO,

2. EFE&L BPDU

BigEEMINRIZESH BPDU, ARESWEIHEIRE XXM BPDU, &L BPDU RIEEI 2N T !

SR HNAE

HimOUEI# BPDU tbZiH [ BPDU ML RIERY , i & =IEEWEIN BPDU £33, $iZi% K BPDU
RMEFEEE,

1
HimOUE# BPDU tbZi% ] BPDU MLt kimny, Z&RAZEWEIN BPDU NN A SR Zim M
BPDU HHAA,

2 BEBAERKOMN BPDU #1THEER, EE&MLEY BPDU,

3. EEIRG

MEFRFTERYIREBEIITH BPDU, LLBARMT ID, RBHIRT ID &/ BUIREHIE IR,

4. ZEERIRO. FBERH

RisH. EERAERIENT:

TE RAE
1 IR E W E L BPDU MR- MNEOE AR o

S HERIBRIHOM BPDU MR OMNEEFH, A8 MHOITE—MEERD BPDU:
- R# ID B HIRIK O BPDU AR 1D,
2 - REEFEFHER RO BPDU AR I _ LR OXY R A B2 FF 8o
1B ID BB SIRER 1D
EERDO 1D B A E 5O D
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IR RWAE

BEBAITEH RN BPDU MEEM it O A GO i BPDU H{TIHER, HIRIELLRERETRRE
HYRLIE:

- WIRITEWHRN BPDU B, MIREMGZHOEANEERD, w0 £ BPDU #it B H KR

3
BPDU £, HEHMREINGZX,
- WNRmOEM BPDU B, MIRFREHIZIHO M BPDU FHE LG ORE, ik ERFE ALK
i, REWERLIE BPDU.
(- e

ERIMEERS, RARBOMEEROZLAE, HEROHBLTEEBRS, EINREWK STP ik (BPDU) M
AEE PR,

STP EBY 28
= BEEATIE) (Hello Time)
R IRAN R E BRI AL A% BPDU iR XX AIETEIEfE, FRQNERES FERE,
= Z{LBdiEl (Max Age)

MRFEBLEANEGE, DB REIRFRIIA LR BPDU $BiEE, BABIEREEHRE
AYSZ & i BPDU iR 6, BHRTITREERN,

= %A% (Forward Delay)

53 im R o E S BV E R BY 8]

R ESS | R MBEHITERNNITE, ERMNEERLEBNNEN, FIERITERS
FIRYHT BPDU AL LT IBE ML, MRIMELIREOMIEE RO LZI 0L HIE, I8
SEEERMIRE, Eib, STP RAT —RSIBHNNG, FmELpREOMEEROEE
o 2 FNEAER A SEENELRT, XMERIEN PRI BPDU EZEBE NS,

RSTP &7}

RSTP (Rapid Spanning Tree Protocol, U4 R MTHY) B IEEE IR 802.1w tEEN, TEMH
TFZA 802.1d STP X, BRTH STP hiN—#ABE RO, RETTRERNINEI, REENE
A RS, R—NEIEMANRGEE R RSTP N B ERREEERT Y, —BEWEHINL
TMEEHERBIMITEERIGEE (FHMN STP BEAL S0, RSTP REE 1 AEA)
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IR E
RSTP 1 218 £ 1% 2 (8}f% % BPDU K HiE MLV EHI 1B RSTP AY BPDU & ZUF1 STP AY BPDU
BREDERE, EHRFMAZE, {8 RST-BPDU R30GET T8 A & @A E E MWL
RSTP &1, SLIRHROFTEE in ORISR T BRI S G T
- RimO: MR LIENRROBKFEEASE, MA L sEiRO TRk AE,
- EEWO: BECwmOSNZEO, WEEmAOFUEEENRLRS; BEEiwOZ P2P
w0, MhigEEES THEEES, SmAGEIZ#HNE LIRS,
" &m0

WA R — MITRIRKIENSRIEE RO, STEELRNMZHO, BEEEXHRE (B
Fif). IBEALGIROANREIZEERLRS, MAFBRLARAMNFEIRE. Eh5ROE
WEI BPDU RX, REANFEBLSHA, FA— 1 EENEMNED, S5EMMNITE,

= P2P %[

P2P i O RIS EEE MmO, £ RSTP/IMSTP T, FIEEE2WNITER THEOWIAAE
P2P i,

MSTP f&7\

EEHEIFIFES STP #1 RSTP R FT—LERZE:
- STP FgEERER, BMEREANRERIINEIRO, A INERFREREE & LR YT E)[E
iR, mwOAREER IR LIRS,
- RSTP BRI LURIERUER, BF0 STP —#, BHTEIMAFTE VLAN #EZ—124 /i,

LEFRE VLAN B9 SCERE AR E BATEI T A, TEEIR VLAN FEETTRIER, B T7ATE VLAN
[E] SR B R E R A EII .

MSTP (Multiple Spanning Tree Protocol, Z 4% R 11iY) B IEEE FIER 802.1s tREEN ; FA STP
1 RSTP Y, AETTLURERULSL, HEEERE VLAN BUREAEBNRED R, MTATTRIERE
MY EFIREIENS, 9R4T STP M RSTP RYERPE,

MSTP BU$FminT:

~ MSTP @i “VLAN-32f” BRETER, #8 VLAN FI4EREBERFTE, ES VLAN 455 —1
SefEleh, FF LSRR SCIN G Hii9 .

- MSTP B—MERMMLERI TR Z MY, SMIRTRZIEAIBERN, S NEMN 2B
IR,
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R E
- MSTP IR MEEE R A— M EIRIMELINLE, B IRSIEIF IR M4 PR iE & F TBRTELR,
FENRIRME T HIER LN SN TRIER, EHIBRAIEPSIM VLAN $iRm A H 218,
u MST 1gf
MST 33 (Multiple Spanning Tree Regions, Z4mMAE) BHEMEFNZHIKEURENZ

(BRI ER PRI A, XEigEBA TR R
- ERFRET R

- EHEEE.
- REREMERE, B VLAN 5 MSTI jallsT X R MEEME R,
- MSTP EEFRNEEER.
XIS 7 [RlET R S R
= MSTI

— N MST AR UG SR E N, SR E R EFR— MSTI(Multiple Spanning Tree Instance,
ZERMEG) . 1E MSTIHA, MSTP 1RIE “VLAN-SLfI” BRETR, £MSMEMN, & VLAN
BRES B4R, £ RMITESNS STP HEE,

B ST
IST (Internal Spanning Tree, KIEBERIN) & MST HAN—RIFHRIERN, BERITZH
MSTI Qo

B CST

CST (Common Spanning Tree, RHAERN) BERNEHNTE MST ISR £, MSTP &
MST HEMPES18E, EHEITEHLERM CST,

® CIST

CIST (Common and Internal Spanning Tree, AHFRZBERN) B—IRIEZEMERNFIEIZEN
BARN, BFTE MSTIHR IST B0 CST HEMIAE N —IRTTEL /Y 88 4 A i

" ER

1R (Regional Root) & MST A IST & MSTI B91R#f. SERMIRINARE, HiFRtATEE
&l

u
g3

i

SR (Common Root Bridge) Rz CIST BiR#F. MSTP 1&:d BPDU tbik, EEMLHPIEL—
MRBIEEIER SR,

MSTP [5] STP —#%,{#F BPDU #{TEMEVITE, R 2 BPDU FIEHIE MSTP BWEZE S 2. MSTP
EZIKWUZI'%'.?D—F.
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o mm——————

p T ———

ST 15 ¢ AR MSTI 3RINREEMT:

% MST 1 A

A 1

P ->

AN 2 s 57‘)&?%& 3

VLAN1 BREIE MSTIO
VLAN2. 3 BREIEI MSTI1
VLAN1 BRESF MSTI2

¥ MSTIHE B

MSTP 1, #RIEHOEE A EIEMANEHLIE BPDU #R3, BIRHCRSKI 537 LA T !

h—-—-——,

| |
| /0 2 |
| / / \\ |
| (2]
| MSTIO MSTI1 |
|
| |
| \ ® hiiR |
| - Y — MSTI $h$h |
| MSTI2 |
I e e J

- Forwarding: EWHIEATIE, EWHRIE BPDU IR, #H{T#uEF 3],
- Learning: FEWHELIEE, HWHLIEX BPDU IRX, #H{THIEFS],
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- Discarding: FEWEELEIE, BHBERLIE BPDU R, F#EHiTHtF S,
- Disabled: #JIEHEREETFT,
mOfAE
MSTP BR[O A &5 AL L
- Root: RiFEO, FIRFNRFEFHERME, AIRERNARELSHENRD,
- Designated: &R, AR THEMBRILERELBIENRO,
- Master: Master iz, &# MST = SRHA, UFEMIFSRNRERRF L.
- Alternate: i, RimOF Master i IRV &E R Iw O,
- Backup: &0, EEHBONERDHKD.
- Disable: ZAiRO, YIREREFARIRO,

i A A BRREE T AR,

EngmO: wH AL wmH A2, %0 B3, iwH B4 EIED SR

Master iR IHE AL

BigimgO: w0 A2, A Cl

BEmO: WO A3, #kO B2, iHH A4,3%0 C3
w0 WO c4a

Ri%A: %A B1, %A C2

iHE A2

SR A

AL C

A ClL

O C2 B C4

%0 C3

4.5.2 £R/RicE

£ TxeiigE) > TERN) > T2BRE) TESR, B UEEERNNEESH.
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*RicE

+EEE waiEE M ECyny SLHHEE
RS ()
R MSTP
S5 AA
PRI 15 BA
ERRPRE FB/IX AL MTIEE,
AR B A BT N AR 2o
- STP: 4RI
EIDTRITES ~ RSTP: BUREMMMNL. A STP Y, FEHEEHERKETIZ,
- MSTP: LAY, A RSTP M STP hil, BN EANTIRHERIEMH T BT
By BN
g sE
Has
EAELEE 20 s
Hello Time 2 s
AR 15 s
S8 20
TE. B EEl>=2x(Hello Time+1) Skl EAl<=2x($5 55 -1)
FiER 32768
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SRR
IR R iR
BPDU EX AN REBRTFINRKNE, RABMNEISERGIT:
BRAE AT E] - BAEEE > 2x (Hello Time + 1)
- BAEARE < 2x (EXLEN -1)
Hello Time TN & X BPDU MBS [ENiEIRE, BRINAD 2 %0,
¥R IERT ERERINAT S, I AIHORES TS TR E, BRIAZ 15
RADKER WXRSC A R R AR EL, AT PR 4 B B9 RIAR,
e RN BE5ERMITENRRML LR, REREREMNESSHERIRITNEEMRK
1’8, AHEEETRERSHIRIISHRIZAIRT,
MSTP W& &

MSTPIHIEE

s 0050437FTFTF

BEESS 0

EEEE 0xAC3617TF50283C04B83321D8AB26DES2

=
SHHEA
Loy ] BiEA
s MST 1 H4RIR (Multiple Spanning Tree Regions, ZERMFHE) , BRI MAC
ik,

B IFER RIHA MSTP IBIEER, FKIAK 0.
ERE R#E VLAN 5 MSTI BRET X AR I HRIE,
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MSTP S

MSTPZEHI

=HID

SR

AR R

K 1D

BRSTHY VLAN Bl

RS

fEE R

EERF O

BiEA

IRISER

B

RZOEE 32 MBI, 0 ARERLERN, B SEFIRIRTELE K.

SEHIBRSTHT VLAN,

KBIMRAMELR, BT MST RIS LEIRFTYIEZ,

#ID 32768:0050 4377171

WRID 327680050 437 717f

REEHE

R Topological_stability

SHA
H AT
1D

1R 1D

REBEFFH

BiEA

AN SR+ MAC ik,

EEhELEE

AN FRER SRR & BRI TR +1T MAC i,

327668:0050 4371.7F7f

none

2019-05-27-19:27

RGO NIRRT HS IR S LI AR E I 2 M. IR BRI R FFHRE 0.
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PR

MR

R4F ID

RimO

R EBIR BRIZF 55

R/t ELETE)

BiEA
ISRV TE & AR IR FMATS.

- Topology_calculation FRANEMFITEF, HAORKSEREE, BNTREEERE
HIRE. BE STP MUTENERK, BUABRT, Topology_calculation RZS&
K54 50 #; M RSTP 5 MSTP MI7E 3 #4,

— Topological_stability ®RimORSEE, LAIMLIER,

STP #1 RSTP MY EY, AR EMIMIATK+MAC ik, MSTP hHiXEY, 2ERIZEN
IR +MAC Htik,

ARSI L BRI IEA RO

£ MST R L, ATFERRENITEREAHENSEE, ARNBERERROR
BEBENREOANKE. B8/, RTRRERES.

E—RIEFN IR B

4.5.3 wmigEd

£ TeigE) > TERW) > NEOIRE) TTEP, S UEEMAIHEON STP 248,

wmOiEE

STPIRE

H H H H H H H
it il il M Mt Mt s

iy

iy

iz

imgwit LHER
[ =]
il P2Pi[l B
=i =l
i =5
ESES =)
ESES =)
ESE =kl
>3 =Ei|
>3 =Ei|
ESEi =hl
i =il
i =il

37



RTIGE

S35

¥R IR 5B

1 WORS,
Im O 4 A TORE Y B AR

STP RS
HeBREMBEONERMINEEERFEN, ZiHO4 S5 £t &,
BEEEEELRLSE, BEMISREO IR IR IR LRE, MAEELKHSITME
SRS, BHSIROFEWE BPDU IR, BEHTRNIELSIHE 0. BIAFREIROERNIE

- XA RRmORIEBLEHO.
- FE: RRmARESEO.
AN IO A LU TRV, £ RSTPIMSTP T, FREEENIIER THmOMIAN
AXNRIEA. BRiAimOBshiR5,
P2P ix0 - Bnh: wmABmiRAIRE N P2P ik,
- FE: wmOR P2P O,

- XHF: WOFRE P2P iwmH,

4.5.4 wO%1t

T OTRHGRE ) > TER > MOt ES, STUERRKEOLE. BB EFVE R
EEEL.
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=FiEE wiEE ik 8t LHEEE
EZ3 =2
BiE =i ==
&0
MSTP RSTP STP TCN MSTP RSTP STP TCN Unknown lllegal

1 0 0 0 0 0 0 0 0 [i] 0
2 0 0 0 0 0 0 0 0 [i] 0
3 0 0 0 0 0 0 0 0 [i] 0
4 0 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0 [i] 0
6 0 0 0 0 0 0 0 0 [i] 0
7 0 0 0 0 0 0 0 0 0 0
[ 0 0 0 0 0 0 0 0 0 0
9 0 0 0 0 0 0 0 0 0 0
10 0 0 0 0 0 0 0 0 0 0

BH05E

PRI 1588

| WORmS

MSTP U & %W MSTP B2E BPDU MEE,

RSTP WO & IXAZWA RSTP EZE BPDU MIEE,

STP WO &L EAZWA STP EZE BPDU MY =,

TCN U O & %E/EWHY TCN BPDU Mk =,

Unknown WOEFMKRE STP 2=,

lllegal HAEFRMWEEIR STP 88 E,

4.5.5 LHIER

£ TRMHRE ) > TERR > TRAER) EY, BRIUEEMIRE MSTP LAIEE.
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il mOme mORE IHRID JRERID fEEma R EE BAF
1 Disabled Disabled 32768-0050.4371.717132768-0050.4371.717f 0 128 200000000 Z
2 Disabled Disabled 32768-0050.437f 7i7§32768-0050 4371 7{7f 0 128 2006000000 Z
3 Disabled Disabled 32768-0050.4371.717f32768-0050.4371.717f 0 128 200000000 Z
4 Disabled Disabled 32768-0050.437f 717f32768-0050 437 717f 0 128 200000000 Z
5 Disabled Disabled 32768-0050.437f 7i7f32768-0050 4371 7i7f 0 128 200000000 4
6 Disabled Disabled 32768-0050.4371.717f32768-0050.4371.717f 0 128 200000000 z
7 Disabled Disabled 32768-0050.437f 717f32768-0050 437 717f 0 128 200000000 Z

SHA

¥R IR 5B
32 ID EELG D, UERIZEFIRHmON STP REEE.
1 WORS,

ImHAE IRAEERNKEAIPEENAE, BEEEREOHE,
I PR IR TERTS. BAIES LGRS,

1R 1D IR BIFA SR+ MAC Hbdik,

S5XZFAEEH B AR MR L BPDU BIIRE I 1D,

B ID RBOME S OISR ID 241% BPDU BXA TSR ID; It ONIsEH
ID BIEEAEHIHT 1D,

EEmRO EEMBAIIHAEL % BPDU BYiR o

LRI ID. REREFH. 771D AR, HOKAESHTEZIHORE HEAREC
MERLKIE, WORAREEN, RERES,

£ MST AR SEBIR, BFEREREMNITEREAHENSEE, RINEEHEZE
ARBIMENREOMNKE, B\, RRLERES.
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4.6 LLDPIZE

4.6.1 R

LEIMERENTTEARES AR ENEEREER, AT AR BNREREBENKZTEE LI
HREZBENRASKKREERER, FEF—MANERRRTA.

LLDP (Link Layer Discovery Protocol, $E&E&LIMN) RET —MinENERELZIMAIN, TR
AIMGENEERE]. EEMIE, EMR BOMREFEEALRLAREB TLV (Type/Length/Value,
FRKEME), HEETE LLDPDU (Link Layer Discovery Protocol Data Unit, & E &I NEHE
Bit) RARLSECEENSE, BPEREIXEEREEFEHELURE MIB (Management Information
Base, BIREEE) MENFREFRR, MEEERSATLLBT SNMP (Simple Network Management
Protocol, fEEMLEENN) RINFIXEER, UTEKFIMERINBERR.

A=
= LLDP 3

#%&H LLDPDU MYRXFTI LLDP 3R>

= LLDPDU

LLDPDU S ETE LLDP IRXEUES DB EIBE oo 1E4AAK LLDPDU ZHi, I&R&ILESHER
IR TLV B, BREETFD TLVAEH—1 LLDPDU $3E7E LLDP R HEIEE 0 #1TEI%,

= TLV

TLV 24H5% LLDPDU B9850, &1 TLV BIXR—NME B
" ETEihht

BRI R ENEBEBERAFIMRANEKIREHHITE IR, EIEtEET LBAIAT IR — 518,
EEBIMLEIRIMAE], ETWEEER, BEMUFEET LLDP IRXH Management Address TLV
FREsh % o

TEHLHY
LLDP RATFEEESHRNWBENY, CEHBE—HIMEHK, TREI, TaEEN,

LLDP FE5ERINT ITE:
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- WA AEIPAH MIB ERBIER.
- MESHEMIB EFIREVER, FHRESEET LLDP i, LLDP MilEREMMMmA A,
—EENRIMAE, —RIEERTRET T,

- IRBIHLEEIREIRY LLDPDU M,

- #IPZIRIRE LLDP MIB R,

- HEMRTEEE MIBERETEEERETKE, KEBEEHN
" LLDP WIfERSE

LLDP & LU FE#M LIERE:

- Rl BRRRNIEN LLDP 1R,

- REZE: RREMAE LLDP #3
[l REWRMA KX LLDP R
- B BARREBAE LLDP #3

YK LLDP TRPRER LT, WIS SCRSVAITIIIAIRIE AT 8 REOTIERS
SN LT M SH U O AR T IR, STECEWOYIAERET 8], HisO TIPRESNER, &
B—Ez BBl BRI TAIIA 1R Fo

= LLDP iR AIENE
WO TR “RXEW o “RAEX" RS, RN SEEREEEIREAIX LLDP )3,

RN AHMIER R E T E, WIZANAIX LLDP ]R3, LU E R NE LB AR IRIBAL S
B, BATHLEAMESIMETWMSIE LLDP IRXHNAKBLIE, SKZE— LLDP IRXEEB
FEER— BB E B M LR T — MR

YR TERTHE “BR/RRW N “REBRWRAZE" B, BIRI&RX— LLDP X,
" LLDP #R3CHIEZ UL S

WO TEE “AFRI o “FiBWC RS, SENSITUREIRY LLDP IR REET TLV #17
BRMRE, BIREEBRHMEREEREFEDAM, HIRIE Time to Live TLV A TTL (Time to Live,
HZ0E) NEFRGESEEEESMEE LHNELNE, BZERE, WIZEBLZEEEE,

4.6.2 £R/RiIgE

£ IRIEE] > TLLDPIRE) > £FI8E)1 TE, EeUEE LLDP NEEE3.
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LLDP TheE ()

=EEE wELWEE NEEE
HiEEEERE 30 5
TTLHEEL 4 5
sl iEiR -t E 2 5
HE
BH05E
FRRRIR 15t 8H
LLDP IhaE F B %7 LLDP IhkE,
& %8 pERYa] N [EEREIRE K% LLDPDU BT a)iE]FR.
TTL R LUTH) A #1i& 5 & 1289 LLDPDU A TTL FERAUME, TTL Bl AZAH{E B1E40E
& & Fr7EERTE),
TTL 5K
TTL=Min (65535, (TTL Fe# XLLDPDU %&iX[&fE) ) , BNEX 655355 (TTL ‘X
LLDPDU &iX[a)f8) HME/IME,
) o 77 BRSO TERSIAE N T M SBSR O AR RIT OB (e, TR EiR OB EIER
HA L EEIR A ]

BtaE), HimOIPRSARE, MER—EREYEIERITIHG KRIE.

4.6.3 mwmig&

£ TRMIEE] > TLLDPIRE) > NRIgE) @, EUREERIHON LLDP TERZS.
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LLDP ThsE

2588 wOES =2
w0 LLDP LTS B
1 iR z
2 EEEl Z
3 il z
4 B d
5 EiEEl Z
5 EisiE Z
7 EEEl Z
8 il z
g poac=c v Z
10 Hikhg z

SHIHH

FR AR IR iBH

i HmA%RwS

#OM LLDP TER.
- BH: RAmORHE LLDP Tk,
\ - RE¥: RRHORKETMAEY LLDP B
LLDP LB

- Rl RREORBWTA LIE LLDP 3RX,
- RFEW RRIHORE&RIEXEW LLDP 3%
- AZ: REYPECE, AHE LLDP TFRZ.

4.6.4 BEER

£ M3c#igE) > NLLDP RE > BE1E

Bl TA, ErUEERINBEE
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2ERE  mOesE EES
0 EHET #00 BRED S B
] 00:23:24:E8:14:5A 00:23:24-E8:14:5A E
SR
PRI BiEA
imA IO S,
RGBT BERENRLERT,

BEIREHNHOER.

[}
%0 1D ‘@‘T%%

HOEETERRKAS. MAC it HMER, HRPFEREDN LLDP IRXFEHFNESR

E Xo
BE 1D BEIREH MAC it
Bt BEREFNEE 1P ok,
&R [a] PBEEBRFERIRE LHRIRETEL
I R WBERELRIZXT LLDP R B9H OB F AR,
Ao BERERIFA R,
Aottt PBEIRE T,
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4.7 IGMP {nlf

4.7.1 #EAR

IGMP fiilfr (Internet Group Management Protocol Snooping) EiE1T1E B UKMIHEA - HILAREL
NG, BT EIRMITHEREA,

T EFR, ARMIRETERABIRTT IGMP AN Z—RIRERH#&; S"RIREBITT IGMP il /3,
EEBEEXUEIRY IGMP IRIGEITON, RO MAC il BT iE X AR, FRBXER
IR AR AR IR R A TEERVIEIRE,

—RBIk&EXRRE IGMP il

y;® HiEiRE
|

ARs52%

—RIRREFE IGMP il

y:® AR
l

ARs52%

)

L2

i’ﬁ?‘ﬁﬂiﬁ

i’ﬁj’ﬁj

A B FHC THLA F#B F#C
(FEUE) (EUE) (FUeE) (HEUE)
—— R

IGMP fiImEE —RABREERBRAAETENZNRE, FTUHERUTEL:

- EDT ZEMSPR R, AT ST .
- HERTHREENR2M.
- MKMW EEENBIRIRIT TRHRT HE,

WITE, RS A EEARE, Y A MY B EFE IGMP i, TN AMEN C HAREHK
ERIEWE,
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P S

ARss s
Al TR A 32 B
A2 A4 B1 ]
/ B3\
EHA i iﬂim C i?
(W E) e (GElE) D

" HHERO

EIE1T T IGMP AN ZEig& £, #m EE=FAEABIRENHO. N EEHRRO AL MmO
Bl

= EHEmO

FIE1T7 IGMP TN B i&& £, SR MFARARSNEOMRARRIRO, N EEFHEO
A2, 1O A4 Fiw0O B2,

" AT

IGMP Zifjas (1 EEFEREEE A) EHREMERANAE VN S5IRELE IGMP HiBAHEN
W], UERZRERE ML FELA RI ARSI

U E IGMP EBAEINIRXEY, —RigE (W1 LEPRRIHA A MY B) BHEHELLE,
FrHEWENZRXBIRO (W0 A1 B1) N FRhE:

- MEAEMFXAXRTEESZEHRD, WEEHELERSS,

- MREAMRXAXRPEREEZZEARD, WHERIZRFNKXRERTD, FERHHELER
o

" HEHAEN

IZ1TT IGMPV2 5 IGMPv3 B ENEFARBAR, S&X IGMP EFAIRN. ETRIEE (WL

B SRE RS A FIZSIRAL B) B9 ENIROIZEURE IGMP BFAEIRAY, SIRIEMST R RFRMUT

AhIE

- WMRFAEEZABANNNE AR, HEZABANNELZRINEREONRPREEZ
wmH, —REEFsREABEORLZIRY, MEEEEER.
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- WRFEZABREANNNE AR, BZERARIPEEEMENRON, —RREFIE
FEARARLERY, MFEEF; FNEZENROAE IGMP HFFEHAE R

- WRFEZABREANNMEART, BZEARIFLEHMENRON, —RREIRHZ
WM IR R AN ZE, FREZENRDLE IGMP 5EAHE TR

4.7.2 2Ri%E

T IRKE] > IGMP il > T2/BIRE] i@, B UEE IGMP lilfNEBE S5,

e &

=2FRE REST

VLAN ID 1

VLANTT= ]
S5 A
PRI 1588
IGMP {oiffr FRE X7 IGMP {5PrIhaEe,
VLAN ID BB IGMP {iilrTIEER VLAN,
VLAN FFx FREkxF1%Z VLAN B IGMP {5ilrThAE,

IGMP {RIFR] M IERY IGMP R XA RRZS o

- vl: BX IGMPv1 AR SGHITRME,

iR 2
- v2: ¥ IGMPv1 # IGMPVv2 hrZs f9IRSC#H1TRME,
- v3: AL IGMPv1. IGMPv2 #1 IGMPv3 BIRSGH TR,
", . B AImOZ L E S8, EIZMEERA, BRIEAZEWE IGMP BiBEE IR, X
R EimOE e

AR i O M BRES X R 2R ERo

HERRAMYEN SBHEENRAMME. REELSRAETHRGE, HERERA, HHKRKE
18] A % EiB A B IR IGMP B RX RIS, MTERRST X R &P izimO ez,
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PR BiEA

FEATHNRAMNEE, YA ENKEOEL IGMP FEAT IR /G, TEIZEE

EF EABTHE AN
AT o R A S R B0 |GMP FL BRI, MIFERS X R

il
; FRIZ AL
\ TN OEEIIIREE, ERAARR, TNHOREKE IGMP REXARNE, 2
ED T IREZ T :
BN 20 O MBRET R RIS
FRERMEEERS, SR AR RO 5% R MAESIRIRY, F7E VLAN HI3E;
RAAIEES

MRZBHIRARARL, RNABBERXSWER, FEKL.

4.7.3 RREF

£ TeiiRE ) > TIGMP il > MREEF) 0E, S8 UEERiHEONREEFRI

IGMPiDs (@
2588 mEEF
#0 PeiEB e
4 .
SHHEA
Ly i8I iEA
] HO%HS

FRIGORIREEFIHEES, H3RHM %R ORI VL XN B EAREALRN IGMP B
TRIEE T FHARXEY, BEEZIHEOMIIN IGMP A EE L RFMR, FRZIENROEL
BBl
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5 HHIKE

5.1 FE&RH

HSKREHEREERFHIRENEENRE, —RAEMNEIREAR, MERINEERNMEHR, 535
BENAAAER. S 25, FUSENEEHFSKBA RS HIEENRARE; B/R5KH
FREE BN MBI T, BB LEREHMEHRINELE, WEREERFENFHSRBE
B,

(- e
EFERET, BAREMLAES.

£ MIREIRE ) > [FSKE) TET, ErUEEMEERHSEEIN,

BaEn + %
Bt FrURE T e

SEIRA

R BiEA

B a9ttt B M ERIRER

FFIHERS B BB RYF W H#ERD

Bk HIREMEZMAEARE, T—BREIND 1P i,
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5.2 ARP

BEERIEF, PR BT NENREPELL, REZNEZEFHIECEELEENEN, &
e BEN AR EfIE  (EEa0LIKRES MAC i)

ARP (Address Resolution Protocol, i) BFI& IP #ntiEMT 79 MAC sk, FHIEIIRHA
ERLfEIP—iK ARP 3R, IERRIESAIHBESHWE T TN MAC #IlES 1P HIIEHISI X R, HAHR
NBBESERENEESE, E5#1T ARP MR, BERSENT:

(1) XREHEECSH ARP RETHEEFEERENIH IP it 5 MAC ARSI SR Z,
NIZEE WA R B AR ENLEEHIE; WNRE, KRN EFZEAMEIREREAT &
—f% “ARP IFR” BRI, ZIEREEREIE S8 IP #h3kF0 MAC sk, UIRBEIEN
By 1P Hidit,

(2) BENgEHRSERENZIEK, 3 ENEVENRZIERE , RLIRIEIN — “ARP MZE,
ZmME S BrIEAA MAC Hit,

(3) MNMLEIZ ARP &[S, KERENH IP thitF] MAC HILEXT X RS NE 2RI ARP &
h, LB EFER,

£ TEREIRE] > TARP) TUETP, BAIUEEMECE ARP XK.

ARPZ{¢EHA 1200s 2
PHEEDMACHEHNVLAN ID/EEE + F=m
1Pt MAC itk VLAN ID E5ic] E{kmiial B
S5 BH
PRI 5t
. ARP RIMWEWBT[E], AN IZEIARWZIMEMNE ARP 32, MK iZ ARP RN
ARP E{¢hta)
M ARP ZRA#IER,
IP Hhit FEHA 1P ik,
MAC it IP #IAESS 7 EHLEY MAC ik,
VLAN ID % ARP RINFFIEMY VLAN = E#E O,
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IR R iR
ZARINAYZEEY,
XRE - oA EHARIE ARP MY B EhAE R ARP RIN, L EERN ARP ELEIE,
- B FopEtER ARP R, KAB, FX ARP ELHSEIFRE.
Z A d(a] % ARP RINAYHRIFE (LY 8,
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5.3 DHCP R5528

]
-

EETHGERT G5312F 32,

5.3.1 #R

TR KIIME TR, FEEMEMRERT AMMEERERS, SERSBUTENREBS I
IP It E, FINEEMENER, THSENUERNEDL, SBILE IP MUt EEREFH.
ffi DHCP (Dynamic Host Configuration Protocol, SIZSEAEEMNIN) @i IP #thitshS 5 Bo kg el
BURR R R R,

[ nw

ARIHRHEY DHCP AR35 28R S2i-E F Option 82 I 1THHE S Lo

|P it 53 Bid SR B
HITE PRI AREIZER, DHCP R 1P ik ER RS

- EVESHESEC: DHCP AR FIRDECEIUHRE 1P ik, BACAIRG, ERRFEEN
FRIEHIE, LAZHE P IRGFEIBEE XM BRI,

- ESHUaERE: AEESAVERERFPIRRSYER T IP Hill, 1t DHCP IRBESIAZ D
BE—EE IP #HAR Py, ATLUB G —EE T P it MR R P i 1P it T4
K

5.3.2 DHCP &8

£ THRAIZE] > DHCP BR%3281 > DHCP &) TTEA, EAUEEAIE DHCP RS 35.
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DHCPiZE i E
oncrgsz @)
e
ik st
s0EsDHCP
viaNgET]
1
SRR
AR AL
DHCP fR%5 28
Hhikth 2
ST
F RS
EININTIES
Hidikth
iEEANIE]
DNS
ROBCHY IP B
VLAN #0
iﬁfﬁg =gin
F RS

EFRTIE
FRES AR HLIEIE DNS AREHIPER B
=RHE
=RE0 TR DHCPEE&E
192.168.0.1 255.255.255.0
1iEA

FBEXH DHCP RS 28Lh6E,
HhAkH ERBR BB 7o

I ECHY 1P HIAESE

7 BeLa B P IR F RIS .
DB B P IRBIRIAR X

SDECLA T IRAY P IR B R ATE],

HHELAR)E—HEY, FFiESMA DHCP fR$Z88%1%—1> DHCP Request, 15
REHBE SN, NRELMTH, MTELLIRIFRIET B ERL L4030, R
L4950, MBI TN 7/8 B, BEE—RELEIIE, WRMIN, MTELLER
JERYEY R ERL 4570, SNRMAKK, NBLNREE, R HBESHRIE IP
HIHE R

ORI AN FIREAE, IBRIESSFrMEIFE SRR B LN 8, B R
RIERE. WEHHRFRE, BIgEN “1X"

HECAZE P AT DNS ARSS 28,

HohE R TR S ECHY 1P ik,
HtEH SRR LAY VLAN,

VLAN #O8 IP ik,

VLAN & O H)F MR,
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PR BiEA

DHCP f#aE FERE, VLAN #O8) DHCP RS 28BEM.

5.3.3 ERSHIESEC

£ MBREHIRE ) > TDHCP BRS525) > MRSt e ES, B0 UEENEE RSN ECEEE,

DHCPIEE st o380 EFmsEE
EFSAn EFsIP EF&MAC BE
MININT-UG36TVN 192 168 .20 215 0023-24e8-145a Z
BH05E
¥R IR 5B
- FESHIN D BRSNS EE, ERMEPIWFIRBE TR, N B REFIHNIREBHR,
EPIHZIR .
BRI BEN.
EFum P DHCP RS2 EE D R4 ZZ P iR 1P ik,
E i MAC FFimey MAC ik,

5.3.4 FEPiRYIE
7 TEIGE ) > [DHCP RSE) > IRFAIFIR) AT, GRS AR P Hathig &
BT T IRIE:
- BERPHE. R P LR,

- R 40E &, FILR O ECHFRY IP IBEII AR ECHIER, fE DHCP BRS3 881845 1%1%
BFHECRE— 1P ik,

DHCPigE St S s BEFimdilE
IS b MAC S
BFSEER E4EIP EFRMAC HAREE HEH R
MININT-UG36TVN 192.165.20.215 0023 24e8.1452 3054 s =
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SRR

E i MAC

bS]

PEHI

L

& iy S R,

DHCP AR 288 D ECLAZE F iR IP #hit,
E PR MAC #iik,

GEESEUES NI

DHCP BREZ 2345 1ZF F im B I1P 3y SRS,
- Th7: DHCP RSB BMERDIES IP #il 9 Al SRR ZE P IR ED 1P #fhdlt,
- B8 DHCP IRSBBFEMEES P #ilk 9 Ao R IRA1ZE P iR EeS it HE,
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6 QoS TR

6.1 ACL

6.1.1 #A

ACL (Access Control List, i5a)izHl515R) ER@ B E X3 #R SCHY I ED #8 MIFD L0 32 $4E SR LR S I8
BIIhEE, LARHNAGR IEWEIRE, BiREY RO _EN B ACL MNITR X FELHITHOMIT,
FIRFESENIRXZE, RIEFTIGERIE AT IEENIRSGET

1B ACL IhEE, mTAERBIRS IEIEEZR P WMLERIER, REMET ek,
RN AR T MAC HhtFD 1Ptk FRFHITECFRMIAY ACL,

- MACACL: RIEZ_EEEMAYR MAC HiutFI B A MAC stk ITED S ER I,
- IPACL: WRIE=EHUEE P KBYE IP #tFN B AY IP s3Ik UUASS ISFL M,

—N ACL ID AT LUECE %5 ACL TLEZHIN, RXIEILAZ ACL FUNIES, SARIEMM LA, KA ILE
MALKSHFN, —BF—LMNUIKITHE, MiZIRXABILEEMIN,

6.1.2 BEEMS

HT MAC stk s e £

TR (5 £330

1 il ACL I3k
B —2%7E 200-299 SEEIRA ACL 1D,
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p £ 55 3LER
Whideo
2 MAC ACL A ERIEZ EEUENI IR B 89 MAC 3k UCADAYE RN, — ACL ID "] 1L

BIE %% MAC ACL #i0Il,

3 R ACL
RAEY MAC ACL AR AEIA BN RS, A4,

ET 1P Huht a9 SR

B F5 533588
1 fE ACL 53R
BRE—%%7E 100-199 SEEINAY ACL 1D
2 IP ACL BRERIE= EEUEE AR B (P i FTERRYT AN, — ACL 1D BT LAED

E %% P ACL 0,

3 [ F8 ACL
AN IP ACL MR BEIZIRNMENNEOE, M S4EM.

6.1.3 ACL IR

7£ TQoS ZM&1 > TACL1 > TACL %5k TiEA, EBAUEEMAEE ACL 89 ID fiEk,

ACLFlzE MAC ACL IP ACL RiFE ACL
+ &
ACLID 15 BE
220 (nully i
S A
PRI tEA
ACL ID ACLHM ID 5, BFHRiRZ ACL.
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PR BiEA
R AFEERE, BNEN ACL AR,

6.1.4 MAC ACL

7£ TQoS #MBg1 > TACLI > TMAC ACLI TimEH, EAILUEENEE MAC ACL Fll,

ACLFIZ= MAC ACL IPACL A ACL
HEsEMR VLAN ID iEMAC BRIMAC o3 e il e B
12 1 = = = TP
SHIHH
FR R IR WiBe
ACL ID TIRFFELE MAC ACL #MIIAY ACL, 1% ACL ID F5cE ACL 5IERAECE M.

FERAMMNAEE, B, KRS,

Rk
WM FE B AN FF A ITED , HITAD £ /5 AR B ILED S mEmRIFLN,
RICFRTERY VLAN,
VLAN ID
FEENRRFFE VLAN BIRX
RXHYIE MAC Hiik,
7R MAC - f£E MAC: RFFTE MAC #itit,
- 18E MAC: S#iEHAE[FR, REMFEN MAC #iak3; MAC #hiEES,
RCHI B Y MAC Hidit,
BM MAC - {£E MAC: ®RFTE MAC ik,
- 18X MAC: S#iEAE[FR, RENFEN MAC #iaks MAC #iitER,
— EBEUEMAIR SR,
ey
AERENRMMIEIRSCER,
Bh1E AT CE AN AR E, agEAA Y (BiRA) 2 BIEF) .
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6.1.5 IP ACL

£ TQoS K& > TACLy > TIPACL) TiEF, En]UEFFMEIE IP ACL FLN,

ACLFIz= MAC ACL IP ACL REH ACL
ACLID 1o
fiL iy BP Biaip P u| Brassll =IfE B
10 P *= #= == £ FeiF
2505
¥R IR 5t BH
ACL ID FERFECE IP ACL #MAY ACL, 3% ACL ID EBTE ACL 5| FERAACE 5T/

LEFE RN STk, B, REfES.

RL5Eek
BX MR EEREHOMNFBLE, YR LLEFBEEEEIMAN,
iy WX =F IP KHEEBFE:, WMIP. ICMP %, EHWAIFRMANNS,

RTHITR 1P Hidk,
EIP - fEEIP:. RREFE IP L,
- 1BE IP. SHIEAAER, RRENMIENREZMIL,

KB Y 1P ol

B8P - fERIP: RRFIE IP #blk,
- BE P SHBASER, REEMIERMEHL,

TRimE iYZER )y TCP 3¢ UDP BY, ItbMEEE D INRERO S,
EligprAm| YA TCP o UDP Y, bR E MY B MR O S,
Bh{E AN LA A AN B3R BV AN IR ahE, BRRE R (BMEER) HE2IE BIER) o

6.1.6 WA ACL

RER ACL EREMENIROE, TEMNA SER.

£ TQos ZRE&y > TACL) > T3 ACLI TUET, BRI LUBEEFRI ACL A EIMNAYIRC,
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ACLZI= MAC ACL

SR
FRRAIR

R R0
ACL ID

HIETS R

IPACL RiF ACL

ACLID g

220 AP

5t BH
ACL £ MmO S,
ZIHO £ ACL,

IR ARSGS IR S Ae ARSI H AT RTINS R IE.
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6.2 QoS

6.2.1 #fA

ERFHN IP ML, FBENIRXEHETX 5 MERNT T, WMERKRAE (Best-Effort) ZiFR,
BXIAIIE. AIFEMFMEETNEIREEIRIE. BEMERANERE, IP WETE www, FTP, E-mail &
FRESAVEM E, HERMMNLVSMBMRIN. TEHF. WIS, JABRIESE, XEHMLSTHEE.
R, BehFEERMEREEMNER, Alt, RIBLFFMEIFHEFI S FRSELRE QoS (Quality of
Service, BRSSHE) ZKBR, AILUIRSMEBRIIRS RE.

AZBAEISEN AN EIRRRITHE, ARTEHOMBRRERELEAEIERIR B RRL R
BIBATY, EEHIRIFEERIURE A RRILITRATIBIIRS, MTRENSZIARS RE.

EERL

HBIBER, BIRRS MRXERTSFERZTRNRE, BERANTIEEMMUERER, A
SFFERIER. BRI RMIMRMAL TR =EEERR, SHRERIEMRE 8 MATIKAHE
BIERE R IR

" PSR

ﬁﬁﬁ%ﬂﬁﬁ,ﬁimﬁﬁxﬁmM?
|

| PAZI7 ...

|

| PAFI 6 !
BRTZEONES |

FAB 7 BURS Lot R IX

|
|
i
|B}\7§IJ5 )
® = | = (000)
' |
|
|
|
|
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PRRAARAEREEZZH YRR SRYAIRITHN, XBUSE—EENRR, BIERERE
BY E SR SRIFARSS LURB IR AYREIR o

TERATIRERY, MEIRRAABMNSEIRBTREF (BAFI 7>PAFI 6--->FA5I 0) RekiEiEiLsk
LEAFIRBDE, HRSMARNTIATE, BRIZBIRMNARATIPHIH, X, FREW
SHOHEBNRSHTRRIPAT, KRB IS (90 E-mail) BIDEBRNBIRMIRBEAT, &
RIEX L SR ARMAlTE, IFRBUSHDHELEXF I SEIEN T NEIRRIE R,
FERRIAREVR R MEREN, WRBSHERATIFKESEIEDAEFE, BARMLIRKA
FIhRYIR s A TR A EIBRSS T “MH3E".

" AR A
BIRIVT, REMRER, FrENRTIAFtEBFER.
" AR

ZEEEAREMNIZEIRNELLEF TR RIAE, WRIES I BAYIESE—E8IARSETE, 0
NERTREERNLLE, LisOF 8 MadLSIRF, ZEXT RSN PASIEE—MINRE,
a0—> 100Mbps BixH, BRETBAEEANIIMNER 25, 20, 15, 15, 10. 5. 5. 5, X#F
A MRIERIE R ERPATIZE DIRTE SMbps 5, R T KRB IARIAEMEMRERATIFH
X ETREK BB A EIR S AVER o IR BATIEE—NMIRZ, BAZ I NIINAERR
WHITHY, ENES N UIIFEEEM RSB A —WREANAFTIAT, BBAS LR T—1
PAFIRE, XEFHREREAN USRI RIIFI A,

|
| a7 SBD
| |
| @ & |
BA%I 6 A A |
BRAZHONEL | ~ | AT
| s | WEIE
.‘N .‘} o0 -
| |
| |
| |
| m3lo |
| |
, |
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R

ARATHNSZHF 802.1P L2k, DSCP Lse4hAlim Ltk =M e RIE o

802.1P 54k

802.1P AR AM T ZRBIRCELE, ERTFARELIN=RBIRCGLE, MEEE_BIFMETRIL
QoS 97 &, w7 802.1Q MFEHEIEE 4 ¥ 802.1P 4k, WTEFR, 4 NFT 802.1Q
FELEET 2 MNETM TPID (Tag Protocol Identifier, fR&EMMNARIR, BUEN 0x8100) #2

NFEFIHRY TCI (Tag Control Information, IREIEHIEE).

80210
inati Source header
Destination . Eade L Data {c;gim
ress
ez TPID | TCI
6 bytes & byles 4 bytes Z bytes 46~1500 byles 4 byles

TEE/RT 802.1Q IR&ELAEMANZA, TCI H Priority FERFLRE 802.1P ik, ©H 3 bit 4
A%, BUESEEN 0~7.

Byte 1 Byte 2 Byte 3 Byte 4
TPID({Tag protocol identifiar) TCI{Tag control information)
C
ijojojojojojoj1]|ojojojOjO|0O|0O| 0| Priorty | F VLAN ID
|

F6 543210765 432107654321076543210

ZIRNERIARY 802.1P fLFEeRk. BATIR KB FIRES X R0 T Ko

802.1P fi.5e4k A KEF

0 1 best-effort

1 2 background

2 3 spare

3 4 excellent-effort

4 5 controlled-load

5 6 video

6 7 voice

7 8 network-management
DSCP {54k

RFC2474 EFFENXT IP #RLEFRY ToS (Type of Service, IRSZHER) FE&, # 2R DS
(Differentiated Services, Z45k%) 15, HE* DSCP (Differentiated Services Codepoint, Z
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DRSS R) Ik AIZIEAIAT 6 1 bit (0~5bbit) &I (WITE), BUESTEEN 0~63, 52
4 bit (6. 7bit) BIRBML,

Bits- 0 1 2 3 4 5 &6 T

DS-Field DsCP cu
ifor IPwd, TaS :
actet,and for
IF«G, Traffic o
Class ootel ) Class Selectar Currently
codapaints Unusad

Diffarentiated Servicoes
Codepaint (DSCP)
RFC 2474

DSCP L7 5 X BF XN X R U TR

DSCP 554k (+-3#tiH) DSCP fiise4k (=) Kr
46 101110 ef
10 001010 af11
12 001100 af12
14 001110 af13
18 010010 af21
20 010100 af22
22 010110 af23
26 011010 af31
28 011100 af32
30 011110 af33
34 100010 af41
36 100100 af42
38 100110 af43
8 001000 csl
16 010000 cs2
24 011000 cs3
32 100000 cs4
40 101000 csb
48 110000 cs6
56 111000 cs7
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DSCP fiL5e4k (+itHl) DSCP fiLie4k (Z2Hl) X7

0 000000 be (default)

ZHABAIA DSCP AR SFATIBRIT X RINTF &Ko

DSCP {54k BAZ
0~7 1
8~15 2
16~23 3
24~31 4
32~39 5
40~47 6
48~55 7
56~63 8
" BOMRER

Fhfo BRI YRR/ Cos LR, SIYEIHEASATIMET X R, HHIUTRMHER

Z—BY, HOFRIRACE AYRRET X R ISR SCARET XS R AIBA S,

- HWOWEIREX R EEROEENRLERITE. GINEFET 802.1P LAKIEXMIHO, W
BRI AR 802.1Q IR,

- UIROXREME 802.1P L5k DSCP LiThki=ZT,

AR Cos LRk SATIBRES K R 90 T &RFTRo

Cos fhFc4k PAI
0 1
1 2
2 3
3 4
4 5
5 6
6 7
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Cos L4k BAZ

6.2.2 BLEMS

BHE 802.1P i TckBREYPATI
B F5 £ 553588
1 QoS FE
RIESDPRE B IEFRAHAN A ERR
2 802.1P
BRE 802.1P LItk SBAFIMRET R,
3 | W Ly eats sy
BAENSROMEEERNIEERN “802.1P 5" , FNEEBEFEHO Cos 4k,
BHE DSCP i Fc 2k &t PA S
TR T3 1E55358H
1 QoS AE
RIELPRE B EFR A IR,
2 DSCP
A& DSCP 115tk SRR ST R,
3 U O 54k

RHENHEONEEERIREN “DSCP R , RNEEMERD Cos 5k,

6.2.3 QoS iAE

7£ TQoS &HM&1 > TQoSy > TQoSAE TEH, ERILUAE QoS AERIN IR IR,
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QoSiElE 802.1P DsCP WOMER

QosiET, TERIR AR

w2

ik 4id

PAIHOES

g L
R L8R
iy 157 R Y

- RRER: MREBRRASMSIRERFRALEZRSHITRATIFBIR,
SBEUSMERATIATE, FRELBRERTRIIATIIR

QoS 1T
- EEMRMER: 8 MAFIFELDH .
- ISR BASNUIIEE—NIINE, IINERTIREERNNE, Ym0
HIAZEE, BBREUIIINNESBEFEE.
PTG E EEEGER AR, ELEESRATIIARE,
FRE, RENEHIXZTRE, WHEESHERGSNMETEER,
MFIHOESR «Eﬁﬁ%

REFREHITMR R ERFEA FREEE, —RFBRYNFR.

6.2.4 802.1P

7£ TQoS &1 > TQoSy > 802.1P) TIEH, ERILARCE 802.1P LIt SRATIBIBRET X R0
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QoSHEE 802.1P DSCP im 5Tk

CoS{EFcmiE s

Cos{tAzd0 EAZI 1
Cosfiscd1 BF2
Cos{ffcdi2 BL73
CosftscR3 DZ4
Cos{isciid el
Cositic®s I
Cos{LAEHB AT
Cos{TAc®T el f

S¥IA

FRRAIR BieA

CoS 5tk 0 Priority 79 0 B9 VLAN 3R> Rz AP 1o
CoS flisedk 1 Priority FE&0 1 89 VLAN 3R3Z33 R HIBA T,
CoS 5tk 2 Priority FE& 9 2 B9 VLAN 3RSCXFRZHIBA 1,
CoS L5tk 3 Priority FE& 79 3 B9 VLAN 3RXF R HIBAT!
CoS 5ték 4 Priority FEX 9 4 B9 VLAN 3RSCXFRZHIBA S,
CoS L4k 5 Priority FE& 79 5 B9 VLAN RCXT R HIBAT!,
CoS 5tk 6 Priority FE&J9 6 B9 VLAN 3RSCXFRZHIBA 1,
CoS 5tk 7 Priority FE&J9 7 B9 VLAN 3RSCXFRZHIBA 1,
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6.2.5 DSCP
7£ TQoS &ME1 > TQoS) > TDSCPy TiEH, ERILUAZE DSCP LItk SRATIRIBRET X R,

QoSiEE 802.1P DSCP TR
DSCP ()

DSCP iwLIEAE DSCP &ORZ DSCP ORI DSCP &R
0 TABU1 16 BAZII3 32 ABIS 48 BT
1 EAZIM 17 BLF3 33 EAZIS 49 BT
2 T 18 BA3 34 AFI5 50 %y
3 TABU1 19 BAZII3 35 ABIS 51 BT
4 EAZIM 20 BLF3 36 EAZIS 52 BT
5 TABU 21 BAZII3 37 ABIS 53 AT
[ BAZIA 22 BLA3 38 EAZIS 54 PAIT
7 TAFI 23 BATU3 39 IAFIS 55 %
8 TAB2 24 BAZII4 40 i3I8 56 BABIS
9 BZ12 25 BAZl4 41 EAZle 57 BAZ8
10 WF2 26 BAZII4 2 316 58 BABIS
" BZ12 27 BAZI4 43 EAZls 59 Bzl
12 512 28 EATI4 44 FI6 60 Rt
13 TAB12 29 BAZII4 15 L3168 61 BABIIS
14 BZ12 30 BAZI4 46 EAZls B2 Bzl
15 32 3 BAZII4 47 L3168 63 B8

SHRA

PRI 1588
DSCP 1R1E IP B8 DS IERE MM ATK. IR EFIM 0 E 63,
1w YR 1% DSCP Lok 3T RIFA 1o

6.2.6 ¥k cH

7£ TQoS HMEy > TQos. > lNmALILk) AR, ErUREERRHZYIBIHEOMNREIMEARE
%M Cos (Class of Service, BRBEHR) ko
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QoSiEE 802.1P DSCP O
®BE
w0 Cosfii5ceh (SEE B
1 EfEi i
3 FiE i
4 EfE(E Z
6 EfE(T Z
7 EfisfE ¥id
8 EfSfE Z
9 EfEE Z
1 EfSE Ea
SR
FRRATR iR
Uik VMR

WIRUR B9 Cos fLFEdR. = 3TRHIRREFUIRX AR S EERIABIMN RO 7 IFEE

Cos L5tk
ostt B, TIRER Cos M4BT IRSTE TV
B I U AR SO R 75 2K
— S BROIEREIFTE IR SCERIRIERE O Cos fh 2TV .
- 802.1P {5fE: WHOEULEI VLAN HIrXXAY, #FiZIR>CGIZIR 802.1P FrEc &Y MRET %
EERT RHTIAN; BOERE IR, ZIRSIRER Cos RN R AT

Y3BAo

- DSCP EfE: wmAIZEUREI IP IRSCHY, RZIRSGIERR DSCP FrEic ERYXY N X R EH1T
JFBA; ImEIZREIE MRS, 8iZIRGZIR Cos LALRBINT R X Z#H1TYIBA.
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>

\

7.1 MAC &3E
AT ZHF MAC T IETHAE, o] RIS NI O IR B RYIE MAC i3t B B MAC #iaib#iT
0T, MNRIIETIE MAC #ttitsl BB MAC #ilit7E MAC ISR RFIFTE, MNEEFZEIEE.

Bid MAC EThEE, BIABALIEIE AR P S MLRIIAR], IREMEL M,

T TREZE] > TMACTIEl TIEF, EAILEZE MAC N,

MACKT i =+ &
MACHEE VLAN 21
d838-0d30-95e6
SHHEA
o] iR

ETIER MAC Hitit, HEIEEIRIR MAC Htiikel B8 MAC #ilit 51% MAC HiitAERFIRY,
MEFZHIEE.

MAC #hit

VLAN MAC I FEFNAEREY VLAN,
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7.2.1 B

802.1X 2 |IEEE R BB T i ORIMBENITHIHIN, BFXBEMAF#HITIAEES], LIRS/
Zett, HINERFHINERF . IAES&IRMIANERRSS 28 =25 4H .

- AEEFE REINBERNAFPALR, BEENPEINERS SN E#TEEERE, Z
B P&IRSALRE T ZHF 802.1X INIERIE P kiR .

- NEREW: FINERFIRRERNBENEONIRSE, U AEEFHFIAERS S 28,
HIRIEIAIEAR S5 28R EIAYE B RHITE S AVFIALER P IR NEER.

- ANERRSE: BTFAERFmETEEAMKRL, @BFE A RADIUS (Remote Authentication
Dial-in User Service, iITIZIAUEAS AP RSS) BRS528. IAEARS 2B RIBINEIR & im A X XD
BEFRIHINEHEERBIEREFHNEEY, HERIEERBRAINELER, HINBZERR

ERT AFINER PGz N

AN EINERZER B FINFISE L, XA EAP REARSINERSZSHITIZE, THHEERKRE)
INEZE PR EAP IRX G, S 1ZIR X B E F IR IAUES B 254 RADIUS IR H, B¥% RADIUS
R R EAINERRSS 28, BISZRUAERAREEWT,

INIER i INIER & INEARSS 28
- |

AR T IR ORENIAES . MRHEOTE—BFIMERY, WiEOTARRES, H
fESEALEORNAR TRIALRIFISEMEHER, HZAR TR, BOTRANERPRT, s
O RIFRE P SHRIEL RIS R.

7.2.2 2REE

£ TRKRL] > 1802.1X) > 2FEE] TIEAF, ErUAE 802.1X INIEARSZ2BHEXSE,
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B02 1XGALE ()

SRR
AR BiEA
INIEARSS 28 Ptk RADUIS TAIERRSS 2869 IP sk, FESAIZHALEEHAE,

RIS =R INEEREXHHERR, FESINERSBMRENEHE—H.

7.2.3 migEd

£ TRKRL] > 1802.1X) > NBAORRE) IMEH, &r URERENZiEOM 802.1X IAIEHEXES
.
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2FRE HOEE
®RE

&0 WwOEsAR & AR wOSAE E B EE BEFwEEEE EASIAERE B{E
1 FH JEEN FH 3600 30 2 £
2 &Szl e FH 3600 30 2 £
3 Fi El= i FH 3600 30 2 £
4 ESFi El2 * 50 30 2 z
5 ESFi JEFE i 60 30 2 £z
6 ESEd Elz i i 3600 30 2 £z
7 ESz] Elz 2 i 3600 30 2 £
8 Fi Elz 2 i 3600 30 2 £
9 i El3 0 i 3600 30 2 £z
10 FiA 50 Fi 3600 30 Z

SHBLA
R

0

imAERIA

IR IAEIRZS

I & IAE

BN B BYE]

BImON AP RMEREHI A

- B WAFE 802.1X A, FIAREHIFRANRE, BRREELENERR,
MRAFAINEEY, mAOZEARRE, WATFAFIHRMSEE R

- GRBIRAL IROBARTRICRE, AR AREINERNENE MR
- GRAIEREN mOBALTIEHRNRES, FATFBFISRMERR,
- XM ZROFRFE 802.1X IAIE, RIFAFIARMNBER.
ZiRO BINERTS.
- BN ATRAIRREMEER.
- AR AR IAENERR.
FR/IXAHOR 802.1X EIAIETIEE. FRRE, M= AR RO _ EELRIAES
IR AREEIMEER, MEIIOER FmiERRES, BERIAES P IRTEL.
AN EINER P iR AR EINEE KB E]E)RR.

mAFEEINELEERE, TRALLAULE EA B ZiR OB LIALES F s ZEEINER
Ko
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= P iR ERY B8]

RAEINERE

BiEA
& PRI B INEE RAYER BT,

HARAPNAER P IR A X EINEERIRI /G, MRELRER, g8 REPAESR
FImEINaR, SZHARE R 2RI

EFPRNEARTEINEPRE. IRIAEEFHNEINERBR BB RAEIAERER,
INER P s RHERE T2k

| /| e~
ZFPRIANLEN St ERNEINIERB AR, IR IEIEER R R AEIALKX
M, ZRP AT A,
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7.3.1 iR

ERIRHIE M =FEBAE . B5 ARP . Bf DoS &, B MAC itk .

B ARP ¥k

1Bt ARP PRIFIRE R LIEEIEMAKRERN ARP IR AFRENHNE—IwO, SR, CPU fa
HEE, NMEREEINRELEEREETERIZERE,

AR ARP IRGEWURZFB D T IIRENRE, KIRVIE=FENEFTES ARP IR,
HafR ARP RGZBERFE IR ENSRESEE N,

BA DoS ik

P57 DoS B IHRER] ARG LEW i & M R AR MRS IEF S E N A S HSRIRE, &
EREBERERXEIARFFRDNEARERARR, EENLTEERSEETL.

Bh MAC it % ity

B MAC it 2 o ThEE @S IRESZ IR L BY MAC #B3E S S), SRESLE SSHATL R R Birith = S R 150
PARETRAVIRSTR MAC HitiE, {615 MAC thiit3e R RIS FHER, SHELKMEESEI TR,

7.3.2 Bh ARP i

# (MRS > (REDE > (0 ARP KE) TES, EFIMERE I ARP R KEE

{Ho

BARPINE THDOSIE BAMACHELIE T e

ARPEHIESE 300 pps
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S35
¥R IR 5B

MRS ARP IR R AIEWGRE , —FOERRY , SR A YR L FERY ARP 3R,
ARP $E IR

MEAAERF ARP K,

7.3.3 Bh DoS Kk

£ TMERe) > WEBAEL > TP DOS K ES, ErIUEEHBANEIP Dos BEMM,

HARPIZE FADO S G IAMACHEIETY TS

ARP$ESender MACHIL2 MACTR—3i2il
TCPIESZ Rt &l
TCPiRIIArEflagsz R0

TCP#E3Z FIN, URG, PSH flagsER =189
TCP#z3Z SYN . FIN, flags@ERt1320

TCP B SYN, RST flagsEad 1420
TCPAIUDPR N IFm L SH BRSO S A0

TCP SYN E328 & datatg il

ICMPIREIL S Bl

SEIRA
AT BiEA

ARP 1§ X Sender_ MAC 1 L2_MAC A —Hi#% Aiklg, XIEHL A% Sender_ MAC Hl L2_MAC ~—3H ARP &
gl Xo

TCP R o # s e BEfE, TR KA B TCP &3
TCP 3RXFRE flags £79 0 K2l BikfE, TN AR LZFIBREAEN 0 B9 TCP #R’3%,

TCP #®RX FIN, URG, PSHflags BIFY A 189 AiftlE, KWHAK L FIN. URG. PSH #rEfi[ER 8 1 89 TCP
R R
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PRI i
TCP #&XX SYN, FIN, flags BB /3 1 1 AEE, THNVAREEA SYN. FIN FREAIERA 1 89 TCP &3,
TCP 3R SYN, RST flags EBY 7 1 &5 BER, THPAEA SYN. RSTHR&UFEA 1 8 TCP IR,

TCP M UDP R EIROSHEMNmOS N0 GifhE, RENAERARIEOSHENKOS N 08 TCP f UDP
gl R,

TCP SYN Rk X &% data 1 AR, KENAEABESEHIEN TCP SYN IRX,
ICMP #3253 F A& AR, RENAmME S ICMP IR,

7.3.4 B MAC #bhtXh

£ TRKELe) > TIERATE) > B MAC #iitdE ) TUEH, el ECE RGO E B AR
BRER

BAARPIE FADOSKE FAMACHRIEE
@ ag
&0 FAMACES B
1 ]
4 i
SHHEA
o] WA
71| HO%ES
FE MAC EF FEE, ZmOFERT MAC HIlEF S, EFWSINERMEFR
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8 KFEHE

8.1 HFREH

B ARREEENABR SEARRIGENRIR, LU R EERE BRI XL,
AN ST =ML o

I
0

H

BREELR, BERE—T, BRAACIE, ATLETREINEENEE. RABFRR5EEY

A “admin”,
= BfEER

TEBEAR, BLETRREA G, SRR, EEEFLMIFTE R,
= EEAS

LEEHAL, REEHTENRESH.

£ Nr&EEE > THPEE) TED, SrUEERIAR. &ZX%E8 MR,

mrEE + i
A B @B s

SEIRA

PRI BiEA

BF BFR%&.

BFRER BARKAERE, TRNZRHEER. BEARTEERFR =M,
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PR BiEA

Web HEBIATE, 7EiZBESEER, MRAFKETE Web THFITEMIERE, KRR

YR
i BEMRHES,
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8.2 SNMP

8.2.1 #fA

SNMP (Simple Network Management Protocol) , BIEISEMEEENIN. BiE SNMP, —MEETLE
A DURTEE B E XML E, BIEGIMERE. BENELERE. BKMESE
HEEE

SNMP 8B RBARIRENYIEER, KIAWNARE BIRENEMLE

SNMP BN EBELE

SNMP S3EF =Wtk : SNMP EIEE(SNMP Manager), SNMP X¥(SNMP Agent), MIB %

(Management Information Base, EIREEE).

- SNMP BEE: — M FIE SNMP NI T s T B S R4, HPMEIFIRPRE
DBy SNMP BEIBEWINMEEE RS (NMS, Network Management System) . P EIER
SEEEI LUE— A T IARH#ITWNEEIENRS S, W LUEENMEIRETPRITEIEIIEEN—
MR AER.

- SNMP Ui WERREDH— MR, AREFREERENERERMIEHTERE
FHEERSRCRSG—1 SNMP EE RS,

- MIB E: HEENRNES. NMS EEIRIZEN, FERIEEENRIN—LIN8ESEH, Flu
EORS. CPUFARESH, XESHMEREIENR, MIB EEX THEENRN—RTI
HEM WREF WREVIF RN PRAIN RVEIELRE E, 81 SNMP KIBEEH 28 MIB,
SNMP BIEERIENPRE] UAXS MIB RIS RH#AITIR/ G 18E,

SNMP BIEE 2 SNMP WEHNEIEE, SNMP KBS SNMP REHNEEIEE, i1z ai@T SNMP
YR ZEEEE R,

SNMP BEZA<i2{E

ARZIYLF, SNMP U T =FEZAIRIERILI SNMP EIEE M SNMP KIEMNZZE,

- Get12{F: SNMP EREFERIZIREEN SNMP BN — 1M Z T RMES
- Seti®fE: SNMP BIEEFERZISEERLE MIB EFHN—NHZ N ITRIE,
- Trap #1E: SNMP RIBFEHZIR{EM SNMP BB EAIXEZEE,
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SNMP ¥ kx4«
RN FES SNMPv1. SNMPv2c. SNMPv3,

- SNMPv3 XEBRFRRAFMEBIAEAT.

- SNMPv1. SNMPv2c XFBH&% (Community Name) AIE, %03 SNMP IR>GESRREIA
ZEEFEENIAR, NiZ SNMP IR EF. SNMP HERZERENX SNMP EIEE
1 SNMP RIERIR R FERBEE T XM TFZRIBEVER, v LIRS SNMP BEIEE 7R 314
89 SNMP 38,

MIB faifY

MIB 2 UBHRERFHITALN, MNTERTHEENSR, SAUBMEFBHN—ERTRIEZNHRF
ME—3hiR%Y, XEEEFEHEA OID (Object Identifier, ITRIFIRFT). MIB FEMINEFRTR. BH, AB
oD (1.36.1.2.1.1), BB OID & (1.3.6.1.2.1.2),

root

1

3
MIBHI%54a 6
| T |
1 2 3 4
Limib)
S | | | |
1 2 3 4 5 6 7

MIB fiE 2 £E8 MIB BEIEXNRW—1FE&E. BIEXRLEL OID (Object Identifier, XY RIFIRFF) KK,
B AEEEBIEXRIMEFMN (include/exclude) , RAFIIEHIZEIEWRESTHEIENEN, SEE
TR OID FJLATE SNMP BIRHE 3 E,
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HRRMEZE, BELE SNMP A, BN SNVP EFMRRESENNE, MTHRET LT
R EARPIBY A P Y SR AL I RERO AR R I TR R,

AF

B P EJETF SNMP A, SNMP EIEimE R tb 481 AV BB P R EAIE/IN B Z RS K5 7 SNMP R IF iR,

B[S

SNMPv1 #1 SNMPv2c BY, SIEZMERS, FECIERAERK, FEIFFEMTFEBIIER, ¥ SNMP &
HEHITIAUE; BRI UAZEERINAEGRNE, MmAZINRREER B/

8.2.2 EeEMS

" SNMPv3 hfgzs

S8 BH BEA
1 HAFRE
FFE SNMP LIEIhAE,
3%,
2 ke AR5 RENMES R AR EEN R NNE, ZRABRIANET — M IE
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